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1. Introduction

This neno | ays out a conceptual framework and rules of thunb to

assi st working groups dealing with I PR issues. The goal is to

achi eve a bal ance between the needs of IPR claimants and the

i npl enenters of | ETF standards which is appropriate to current tines.

As part of trying to distill out principles for dealing with IPRin

| ETF worki ng groups, it provides case studies of working group |IPR
treatnent. |In other words, it docunments the running code of the IETF
process.

This meno does not describe | PR procedures for docunent authors or

| PR cl ai mants. Those are covered in two other nmenps, on submni ssion
rights [5] and IPRin the ETF [6]. Rather, this nemo is for working
groups that are trying to decide what to do about technol ogy
contributions which have associ ated | PR cl ai is.

2. The Probl em

Traditionally the IETF has tried to avoid technol ogi es which were
"protected" through IPR clainms. However, conproni ses have been made
since before the | ETF was born. The "common know edge" of the |ETF,
that | PR-inpacted technol ogy was anat hema, has never recognized that
the Internet has run on I PR-inpacted technol ogies fromthe begi nning.
Nowadays the nmajority of the useful technol ogies brought to the | ETF
have sone sort of IPR claimassociated with them

It will always be better for the Internet to devel op standards based
on technol ogy which can be used wi thout concern about selective or
costly licensing. However, increasingly, choosing a technol ogy which
is not inpacted by | PR over an alternative that is nmay produce a
weaker Internet. Sometimes there sinply isn’t any technology in an
area that is not IPRinpacted. It is not always the wong decision
to select | PR inpacted technology, if the choice is made know ngly,
after considering the alternatives and taking the PR issues into
account .

The I ETF is not a nmenbership organi zati on. O her standards-maki ng
bodi es may have nmenbershi p agreenents that menber organi zati ons nust
sign and adhere to in order to participate. Menbership agreenents
may include strict procedures for dealing with I PR or perhaps a
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requi renent that technology nust be |licensed royalty-free. This is
currently not possible in the | ETF.

Even if the | ETF had nenbership agreenents, they would be difficult
to fornulate in a way that covered |IPR issues, because the IETF s
wor k includes technol ogy fromother sources and because the | ETF

col |l aborates with organi zations that work with different approaches
to intellectual property. The |ETF can encounter four different |PR
situations, at alnobst any time during the life of a docunent:

0 A docunent subnmitter notes their (or their represented
organi zation’s) IPR claimregarding the contents of the docunent.

0o A non-subnitter |ETF participant clains that the contents of a
docunent are covered by their (or their represented
organi zation’s) own |IPR

0 An |ETF participant notes IPRthat is clainmed by an individual or
organi zation with which neither an author of the docunent, nor the
participant noting the IPR have an affiliation

0 An individual or organization that does not participate in the
| ETF, but that nonitors its activities, discovers that a docunent
intersects that individual’'s or organi zation’s established or
pending intellectual property clains. 1t may cone forward right
away, or wait and let the | ETF work progress.

In working group activities, the | ETF does not have detailed rules
for each situation. Wrking groups have essentially only one rule
they can invoke -- about individuals not participating in activities
related to a technology if they do not disclose known | PR Beyond
that a working group can only make recommendati ons and requests.

Since every case is unique, and there are close to no general rules,
wor ki ng groups need a great deal of freedomin dealing with I PR

i ssues. However, sone anount of consistency is inportant so that
both contributors and users of eventual standards can know what to
expect.

3. The Approach

The goal of this nmenb is not to nake rules. The goal is to give
wor ki ng groups as nmuch infornmation as possible to nake inforned

deci sions, and then step out of the way. The other |PR working group
menos [5][6] |ay out what needs to be done once a particul ar piece of
technology is selected as a working group draft. However, this
doesn’t help when a working group is trying to deci de whether or not
to select a technology in the first place. This third neno is

Brim I nf or mat i onal [ Page 3]



RFC 3669 WG | PR Gui del i nes February 2004

witten to help in naking that decision. W want to build a
conceptual franmework, a new set of "conmon know edge", to make it
easier for working groups to deal with intellectual property issues.

To do so, we first present "case studies" in Section 4 -- real events
that have happened in recent years, and how different working groups
dealt with them-- plus notes on possible |lessons to be learned. In

Section 5, we expand on these | essons and try to extract genera
princi pl es.

4, Case Studies

The best way to know what works in dealing with IPRis to |ook at
past attenpts to do so. The followi ng are selected as cases from
whi ch general |essons might be extracted. Qher |essons mght be
extracted from ot her cases, but the cases bel ow cover the inportant
ones.

4.1. PPP CCP and ECP

The PPP Worki ng G oup adopted technol ogy for PPP's Connection Contro
Prot ocol and Encryption Control Protocol about which an I PR

di scl osure had been received. They indicated to the | ESG that they
bel i eved the patented technol ogy was the best approach, and was
better than no standards at all

At that time, under the policies docunented in RFC 1602 [1] (the
precursor to RFC 2026), progress on any standard was to stop at the
Proposed Standard phase until specific assurances about |icensing
terms could be obtained fromall |IPR clainmnts. However, as
described in RFC 1915 [3], in the case of PPP ECP and CCP, the |IPR
cl ai mant bal ked at the requirenent for specific assurances.

In the end, with support fromthe working group, the variance
procedure described in RFC 1871 [2] was followed to grant an
exception to the RFC 1602 requirenents. |If it had not been granted,
the ECP and CCP standards coul d have been bl ocked pernanently.

Lessons:

0 |IPR claimnts, even when their intentions are good, may strongly
resist being forced to nake specific public statenents about
licensing terms. |If explicit statenents of licensing terns are
required, then the publicly stated terns will probably be
"wor st -case", which would provide little useful information
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4.2. 1PS WG (I P Storage)

The IPS (I P Storage) Wirking Goup eval uated technol ogy devel oped
out si de of the working group, "secure renote password"” (SRP, RFC 2945
[7]). At the time, there was one known | PR claim and the proposed
licensing terns were apparently reasonable. SRP had becone a
proposed standard wi t hout going through any working group, so | ETF
partici pants may have been less likely to notice it in order to make
statements about IPR In any case, two nore possible IPR clains were
uncovered after the I PS working group had al ready deci ded to make SRP
required. One of the possible IPR claimants did not make a strong
IPRclaimitself, and did not want to take the time to determ ne
whether it actually had a claim though it acknow edged it m ght have
aclaim In both cases it was difficult to obtain concrete

i nformati on on possible licensing ternms, even though words |ike
"reasonabl e" and "non-di scrim natory" were used in the IPR
statements. Runors of what they might be like did not sound good.
The wor ki ng group participants took the clains, potential and
otherwi se, very seriously, and decided not to use SRP after all, even
t hough they had al ready chosen it based on other criteria.

Lessons:
0 |IPR clainms may appear at any tine in the standards process.

0 Take inpreciseness seriously. Attenpt to get clarification on
both I PR clainms and licensing terms.

4. 3. PEM and PKI i ssues

The PEM (Privacy- Enhanced Mail) Wrking Goup wanted to use public
key technology. |In the nid-90s, the basic principles of public key
i nfrastructure had been patented for years. The patent hol der had
shown a tendency to actively enforce its rights, and to prefer
software sales to licensing. This was seen as a significant
potential issue, one which could possibly interfere with the easy
depl oynent of Internet technol ogy. However, there was no alternative
technol ogy that came close to its capabilities. Adopting an
alternati ve woul d have danaged the standard’s useful ness even nore
than adopting a technology with IPR clains. The case was so

compel ling that the working group participants decided to nove
forward on standardizing it and even requiring it.

One factor which was noted was that the patents were mature, and
woul d expire within a few years. That neant that although the
patents mght be significant to start with, they would not be in the
long run. This | owered the perceived risk of using the |IPR-inpacted
t echnol ogy.
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4.4.

Bri

Lessons:
0 IPRis just one issue in deciding whether to adopt a technol ogy.

o IPRis not an all-or-nothing issue. There are different types and
| evel s of IPR protection.

o The IPR s lifecycle phase can be a consideration
VRRP (Virtual Router Redundancy Protocol)

The wor ki ng group was standardi zi ng VRRP based on a protoco

devel oped outside the ETF. The IPR clainant supported that protoco
and stated that it would license its IPR for that protocol if it
becanme the standard, but not for the sinmilar protocol the working
group was devel oping. The working group participants decided to go
ahead and standardi ze the protocol devel oped in the working group
anyway. The IPR clainmant has only clained its patent when soneone

el se clained a patent against it. There is no evidence that the
wor ki ng group participants actually thought about the inplications of
the I PR cl ai mwhen they went ahead with their choice of protocol

Lessons:

0 |IPR clainms should never be disregarded w thout good cause. Due
di | i gence shoul d be done to understand the consequences of each
claim

Secure Shell (SecSH)

This is primarily an unfinished trademark issue, not a patent issue,
since the patent issue has been worked out outside of the | ETF. The
hol der of a trademark wants the I ETF to stop using "SSH' in the names
and bodies of its proposed standards. The working group participants
have t hought through the details of the clains, and possible

i mplications and risks, and decided to go ahead and conti nue using
the nanes as they are now

Lessons:
0 Working group participants can evaluate I PR clains not only for
their possible validity, but also for the risk of m sjudging that

validity. The inpact of honoring the I PR claimnay be major or
m nor .
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4.6. IDN (Internationalized Domai n Nane)

The I DN Wrking Group dealt with a nunber of IPR clains. Severa
were nmade which did not overlap with the technology -- the IPR
claimants said the patents were being announced just in case the

wor ki ng group decided to go that way. In one case, even though a

pat ent was announced as purely defensive, many working group
participants investigated the clainms thenselves. They concluded that
it did not overlap

In one case, an IPR claimnt asserted that the working group’s
docunents, and in fact the |ETF as a whole, were infringing onits
rights. Individual working group participants consulted with their

| egal advisers, concluded that the clains would not overlap the
wor ki ng group’ s devel opi ng technol ogy, and deci ded that they need not
be concerned about the claims. This was reflected in the direction
the group as a whol e decided to take.

In another case, patent clainms were asserted that appeared to be
derived fromworking group di scussion, rather than vice versa (or

i ndependent di scovery). The claimnts were known to be follow ng the
wor ki ng group’s work when the ideas were proposed, and their patent
filing was considerably subsequent to that tine.

In 2000 the | DN Wrking Group discovered a patent that sone

partici pants thought mght apply to one of their main drafts. If it
did, it could affect their work profoundly -- to the extent that some
suggested that if they could not work out reasonable licensing terns
with the I PR claimant they m ght just disband. As a group and

i ndi vidual ly, participants corresponded with the IPR clainmant in
order to get an explicit statenent of licensing terns, preferably
royalty-free. By doing so they gained a better understandi ng of just
whi ch working group activities were seen as infringing on the patent,
and at |east some understanding of the IPR claimant’s intentions and
phil osophy. Since the patent hol der seened to have an interest in
using the patent for profit, the group discussed the issues on its
mailing list. They overtly tal ked about how they could change their
proposed technol ogy to avoid having to contest the patent, and the
extent to which the patent night be countered by clains of prior art.
Meanwhi l e, individually they were talking to their |egal advisors.
Gradual ly, a collective opinion forned that the working group
docunents did not infringe on the patent. Since then, the patent has
been ignored. However, they are keeping a watchful eye out for
continuation patents which m ght have already been submtted.
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5.

5.

Lessons:

o It's sonetines beneficial to push PR claimants to find out what
they think their clains cover and what their licensing terns are.

0 Possibilities of prior art should be consi dered.

o It's all right, and sonetinmes beneficial, to discuss IPR clains
and gather information about possible prior art on the group list.
The results of such discussion can be consi dered when deci di ng
whet her to devel op a technol ogy (but renenber that neither the
| ETF nor any working group takes a stand on such clains as a body,
and the group is not the best place to get |egal advice).

General Principles

G ven the case studies above, there are a few principles that working
groups can start with in dealing with PR Every working group needs
to develop and follow its own consensus, and actual treatnments will
vary as nuch as they have in the past. However, every working group
al so needs to take I PR seriously, and consider the needs of the
Internet comunity and the public at large, including possible future
i npl ementers and users who will not have participated in the working
group process when the standardi zation is taking place.

1. Types of IPR

A primer on the different types of IPR would be large, unreliable,
and redundant with other Wbrking G oup docunents [4][5][6]. For

i nformal exploration, see those docunents and ot her rel evant sources
on the web. Readers with nore serious concerns should consult their
| egal advisors. In the United States, briefly:

0 Trademarks indicate the sources of goods. Service marks indicate
the sources of services. They protect the use of particul ar marks
or simlar marks.

o Copyrights protect the expressions of ideas (not the ideas
t hemsel ves), in alnost any form and allow "fair use". Copyrights
expire but they can be renewed.

0 Patents protect "inventions". They expire (utility patents expire
after 20 years), but followon patents can cover sinilar
technol ogi es and can have nearly the sanme inplications for use in
the Internet as the original patents.
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5.2. \When to Think About |PR

This meno does not describe | PR procedures for document authors or

I PR clai mants. Rather, this neno is for working group participants
who are trying to decide what to do about IPR clains related to their
work. A working group as a whol e needs to think about |IPR issues:

0o when exanining a technol ogy, and deciding whether to initiate work
on it.

o when deciding whether to adopt a draft as a working group
docunent .

o when choosing between two or nore working group drafts that use
di fferent technol ogies.

o when deciding whether to depend on a technol ogy devel oped outsi de
t he wor ki ng group.

o when conparing different kinds of |PR protection

At each of these tines, the working group is strongly encouraged to
solicit disclosure of IPR clains and licensing terms. A working
group’s job will be a lot easier if IPR details are discovered early,
but it should realize that | PR clainms nmay appear at any tine.

Wor ki ng groups should anticipate that an | PR cl ai mant mi ght choose
not to participate in the IETF, but instead to nonitor froma

di stance while the relevant technology is being di scussed and

eval uated. A working group’s know edge of IPR clains may therefore
depend upon when a claimant steps forward during the course of a
wor ki ng group’s deliberations.

5.3. IPR as a Technol ogy Eval uati on Factor

How do you wei gh I PR cl ai ns agai nst ot her issues when decidi ng
whet her to adopt a technol ogy?

The ultimte goal of the IETF is to pronote the overall health,
robustness, flexibility, and utility of the Internet infrastructure.
We base architectural decisions on our |ong-term extrapol ati ons of
requirenents by thinking in these ternms. Wen considering a
particul ar technol ogy, we conpare it with other technol ogi es not just
for its elegance of design in and of itself, but also for howit fits
in the bigger picture. This is done at nultiple levels. It is
exanmined for howit fits into the overall design of the working
group’s output, howit fits into the particular Internet
infrastructure area, howit fits with work going on in other areas,
and how it fits in the long view of the Internet architecture.
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Simlarly, when evaluating a technol ogy, working group participants
consider IPR claims on it (including possible copyright issues with
text describing it). The issue is not whether a particul ar piece of
technology is IPR-inpacted -- we use | PR-inpacted technol ogy every
m nute. The question is how nmuch the IPR protection will limt the
technol ogy’ s useful ness in building a robust, highly useful Internet.
Thus, the only significant questions are: is the IPR claimrelevant,
and what are the terns under which the technol ogy can be used? When
technology is free fromIPR protection the answer is easy. Wen it
is | PRinpacted, sonme licensing ternms make the | PR issues
insignificant conpared to the engineering issues. QOher ternms can
make a technol ogy unusable even if it is perfect otherw se.

The problemwith IPR as a technology evaluation factor is that it is
unlikely that a working group, as an entity, can ever claimto have
reached consensus on nmost | PR issues. The |ETF as a whole, and a
wor ki ng group as a whole, takes no stance on the validity of any IPR
claim It would be inappropriate for a working group chair to

decl are that consensus had been reached that, for exanple, a
conmpany’'s patent was invalid. Individual participants will need to
use whatever |egal advice resources they have access to in order to
formtheir own individual opinions. Discussions about the validity
of PR may take place under the auspices of the working group, in
particul ar about relative risks of technology choices. |[Individua
participants may take these discussions into account. The working
group as a body may not take a stance on validity, but it may nake
choi ces based on perceived risk

5.4. Patents versus Pending Patents Applied For

The | ETF does not (cannot) expect IPR claimants to tell a working
group specifically how they think a particular patent applies. |If a
pat ent has al ready been granted, the | ETF can reasonably expect

di scl osure of the patent nunber and possibly the relevant | ETF
docunent sections, which will allow working group participants to

explore details of the clains. |If a patent has not yet been granted
(or if know edge of the patent is restricted, e.g., for security
reasons), significantly less information is available. In nost

countries patent applications are published 18 nonths after they are
filed, but in the USA that can be avoided if the applicant does not
also file outside the USA. 1In sone countries applications are a
matter of public record, but details of pending clains can be

nodi fied at any tinme by the claimsubnmitter before the patent is

granted. It is not known before then what rights will actually be
granted. Finally, rights can be contested in court, and nothing is
final until the courts decide -- perhaps not even then. Al the |IETF
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can expect regarding a pending patent is disclosure that it exists,
the related | ETF docunents, and possibly the relevant | ETF docunent
sections and sone statenent about |icensing terns.

5.5. Applicability: It’s Hard to Prove a Negative

Worki ng group partici pants nust nake their own deci sions about what
| evel of confidence they need as to whether IPR is applicable.
However, perfect know edge is not a worthwhil e goal

In general, a working group should strive to find out about all IPR
clains related to technologies it is considering, and at |east the
general facts about licensing terns for each case -- for exanple
whether the ternms will be royalty-free, or perhaps "reasonable and
non-di scrim natory". Working group participants should al so

i nvestigate possibilities of prior art which would counter the IPR
clains. However, even if the working group participants do
exhaustive searches, both externally and internally to their

enpl oyers, it is inpossible to prove that a particular technology is
not covered by a particular IPR claim |et alone prove that it is not
covered by any IPR claim Anything a working group adopts may, in
the future, turn out to be |IPR-inpacted, although the IPR claimmy
not be discovered until years later. Cains are open to
interpretation even after rights are granted. Drafts can be very
fluid, even up to the tine of last call, and I PR i ssues nay

unknowi ngly be taken on at any tine. Absolute certainty about |IPR
claims is rare.

However, the |evel of confidence needed to consider |IPR when

eval uating a technology is often not hard to get to. There are cases
where risk is high (e.g., where licensing terns nay be onerous) and
thus a high level of confidence about applicability is needed, but

hi story shows that nost of the tine "rough" confidence is good

enough.

In all cases, licensing terns are a nore significant consideration
than the validity of the IPR clains. Licensing terns often do not
limt the useful ness of the technology. It is difficult to be sure
about the validity of IPRclains. |If the licensing terns can be
determ ned to be reasonable, then the I PR clains become nuch | ess

i mport ant.
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5.6. Licensing Terns

Licensing ternms vary across a range fromno license required at all
to prohibitive. 1In general, working groups show a preference for
technol ogies with | PR considerations in approximtely the foll ow ng
order. This list does not constitute a rule, and every working group
needs to take its own circunmstances into account.

0 License not required.
o IPRIlicensed with no restrictions.

0 IPRIicensed with no material restrictions, e.g., no tradenark
Iicense required

0 IPRIicensed for a particular field of use but with no other
material restrictions, e.g., licensed solely for inplenentations
conplying with a standard.

0o |IPR Iicensed under royalty-free terns and reasonabl e and
non-di scrimnatory restrictions.

0o IPR Iicensed under reasonable and non-discrimnatory restrictions.
This may include paynent of a royalty.

o IPR which is otherwi se |icensable.

0 IPR which is not licensable, i.e., which is only available as an
i mpl enent ati on.

0 |PR which is not avail able under any conditions.

Many | PR clainmants do not |like to publish specific terms under which
they will issue licenses. They nmay use standard terns for many
licensees, but they prefer to negotiate terns for sonme. Therefore,
do not expect any | PR disclosure statenent to lay out detailed

bl anket terns for |icensing.

If an I PR disclosure statenent lists only vague terns, that doesn’t
mean the terns that will be offered in individual |icenses will be
any worse than those offered if an I PR disclosure makes very specific
statenents. Qbviously, if an I PR clainant refuses to suggest any
terns at all, the working group is going to have troubl e eval uating
the future utility of the technol ogy.

There is a class of restriction which involves "reciprocity", in

which intellectual property may be licensed if the licensee is
willing to license its intellectual property in return. The
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specificity of such agreenents can vary, and the sane or sinilar
terns nay be required. Another potential licensing restriction is
def ensi ve suspension, where a |icensor nmay revoke or suspend the
license if the |licensee asserts a patent claimagainst the |licensor.
For interpretation of any particular reciprocity or related issue,
consult your |egal adviser.

Wrds such as "reasonable", "fair", and "non-discrimnatory" have no
objective legal or financial definition. The actual licensing terns
can vary trenendously. Also, IPR clainmnts have occasionally
asserted that there were already sufficient |icenses for a particul ar
technol ogy to neet "reasonable" nultisource and conpetitiveness
requi renents and, hence, that refusing to grant any |licenses to new
applicants was both fair and non-discrinminatory. The best way to
find out what an IPR claimant really neans by those ternms is to ask
explicitly. It also helps to gather know edge about |icenses
actually issued, for that technology or for others, and about other
experiences with the I PR clai mant.

Despite the fact that I PR claimants often don't |ike to publish
explicit terms, there are |evels of vagueness, and individuals and
even wor ki ng groups can sonetines successfully push an | PR cl ai mant
toward | ess vagueness. Many enployers of | ETF participants know t hat
the I ETF prefers explicit terns, and do feel pressure to produce

t hem

I f working group participants are dissatisfied with the confidence
| evel they can obtain directly about licensing terns for a particul ar

technol ogy, they can possibly extrapolate fromhistory. |In order for
Iicensed technol ogy to becone a draft standard, at |east two
i ndependent |icenses need to have been issued. |f the |IPR clainmant

for the technol ogy the working group is considering has |icensed

ot her technology in the past, there is a record of the sorts of terns
they are willing to grant, at least in those specific cases. This
sort of thing is weak but everything counts, and it may be of sone
hel p.

In many jurisdictions that issue patents, inventors are required to
file patent applications within 12 nonths of public disclosure or use
of a novel nmethod or process. Since many of these jurisdictions also
provide for publication of pending patent applications 18 nonths
after a patent application is filed, the ability to determ ne whether
or not clainms have been made at all relating to a particul ar

technol ogy increases 30 nonths (12 + 18) after the public disclosure
or use of that technol ogy.
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5.7. Third-Party Disclosure of PR Cains

It is good to notify the | ETF of relevant |IPR clains even when they
are not one’s own, and [6] says to do so "as soon as possible".
However, anyone considering such a disclosure should do some
prelimnary exploration with the affected working group(s) beforehand
(see Section 5.7.1). Third-party disclosure is a potential denial of
service threat to the working group, and therefore it is good formto
proceed slowy at first.

Wor ki ng group participants should be aware that third-party

di scl osure can be used, knowi ngly or unknow ngly, to defocus and

di stract the working group and hinder its progress. They should
evaluate third-party disclosures accordingly. Wrking group chairs
shoul d be willing and able to discipline those they think are using
the third-party disclosure systeminappropriately. Those who think
they are being unfairly bl ocked may take the matter up with the Area
Directors and/or the | ESG

Al'l of the criteria for evaluating I PR clains discussed in the
sections above apply in the case of third-party disclosures as well,
to the extent they can be practiced.

5.7.1. Third-Party Disclosure Advice

Thi s subsection provides advice to those considering naki ng
third-party disclosures. Wile not required, the actions described
here are encouraged to aid working groups in dealing with the

possi ble inplications of third-party disclosures. In evaluating what
(if anything) to do in response to a third-party disclosure, a
wor ki ng group nay consider the extent to which the discloser has
followed this advice (for exanple, in considering whether a
disclosure is intended primarily to defocus and distract the working

group) .

In general a potential discloser should exchange mail with the
wor ki ng group chair(s) first, to open the way for discussion. Also,
if the potential discloser is not sure if the IPR claimapplies, this
is the time to reach sone kind of agreenent with the working group
chair(s) before saying anything publicly. After discussion with the
wor ki ng group chair(s), the potential discloser should bring the
issue to the attention of the working group, and to the attention of
the IPR claimant if doing so is not too difficult. Such discussion
shoul d hel p the potential discloser to becone nore sure, one way or
the other. |If the potential discloser is sure the discovered |IPR
claimapplies, and the I PR claimant does not submit a first-party

di sclosure itself, then the potential discloser is encouraged to
submit a third-party disclosure.
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8.

Intellectual property often applies to nore than one working group
A person thinking of nmaking a third-party disclosure should consider
what ot her working groups might be affected, and comunicate with
themin the sane manner.

Don't bring up IPR issues that are unrelated to the areas where the
working group is focusing at that tine. Don't bring IPRclains to
the working group’s attention just in case they night be relevant in
a few nonths, but only if they have inplications for current work.
Messages to the working group list should be substantive, and a

si ngl e message should focus on a specific issue. They can reference
multiple clains or patents related to that issue.

Security Considerations

This meno relates to | ETF process, not any particul ar technol ogy.
There are security considerati ons when adopting any technol ogy,

whet her IPR clains are asserted against it or not. A working group
shoul d take those security considerations into account as one part of
eval uating the technology, just as IPRis one part, but they are not
i ssues of security with I PR procedures.
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10. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78 and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATlI ON HE/ SHE
REPRESENTS COR | S SPONSORED BY (I F ANY), THE I NTERNET SOCI ETY AND THE
| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that mght be clai ned
to pertain to the inplenentation or use of the technol ogy
described in this docunent or the extent to which any |icense
under such rights might or mght not be avail able; nor does it
represent that it has made any independent effort to identify any
such rights. Information on the procedures with respect to

rights in RFC docunents can be found in BCP 78 and BCP 79.

Copi es of | PR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use
of such proprietary rights by inplenenters or users of this
specification can be obtained fromthe IETF on-line IPR repository
at http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention
any copyrights, patents or patent applications, or other
proprietary rights that may cover technol ogy that may be required
to inplenent this standard. Please address the infornation to the
| ETF at ietf-ipr@etf.org.
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