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1. Introduction

Under the | ETF rules, each year ten people are randomy selected from
anong eligible volunteers to be the voting nenmbers of the | ETF

nom nations committee (NonCon). The NonCom nom nates nenbers of the

I nternet Engineering Steering Group (I ESG and the I|nternet
Architecture Board (1 AB) as described in [RFC 3777]. The nunber of
eligible volunteers in recent years has been around 100.

It is highly desirable that the random sel ection of the voti ng NomCom
be done in an uni npeachabl e fashion so that no reasonabl e charges of
bias or favoritismcan be brought. This is as nuch for the
protection of the selection adm nistrator (currently, the appointed
non-voting NomCom chair) from suspicion of bias as it is for the
protection of the |IETF.

A met hod such that public information will enable any person to
verify the randomess of the selection neets this criterion. This
docunent gives an exanpl e of such a nethod

The nmethod, in the formit appears in RFC 2777, was al so used by | ANA
in February 2003 to determ ne the ACE prefix for Internationalized
Domai n Nanmes [ RFC 3490] so as to avoid claimjunping.

2. General Flow of a Publicly Verifiable Process

A sel ection of NonCom nenbers publicly verifiable as unbiased or
simlar selection could follow the three steps given bel ow.

2.1. Determnmination of the Poo

First, determ ne the pool fromwhich the selection is to be nade as
provided in [ RFC 3777] or its successor

Vol unteers are solicited by the selection adm nistrator. Their nanes
are then passed through the I ETF Secretariat to check eligibility.
(Current eligibility criteria relate to | ETF neeting attendance,
records of which are maintained by the Secretariat.) The full 1ist
of eligible volunteers is made public early enough that a reasonable
time can be given to resolve any disputes as to who should be in the
pool
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2.2. Publication of the Al gorithm

The exact algorithmto be used, including the public future sources
of randomess, is made public. For exanple, the nmenbers of the fina
list of eligible volunteers are ordered by publicly nunbering them
sonme public future sources of randommess such as governnment run
lotteries are specified, and an exact algorithmis specified whereby
eligible volunteers are selected based on a strong hash function

[ RFC 1750] of these future sources of randommess.

2. 3. Publ i cation of Sel ection

When the pre-specified sources of randomess produce their output,

t hose val ues plus a summary of the execution of the algorithmfor

sel ection shoul d be announced so that anyone can verify that the
correct randomess source val ues were used and the al gorithm properly
executed. The algorithmcan be run to select, in an ordered fashion
a |l arger nunber than are actually necessary so that if any of those
sel ected need to be passed over or replaced for any reason, an
ordered set of additional alternate selections will be available. A
cut off time for any conplaint that the algorithmwas run with the
wrong inputs or not faithfully executed must be specified to finalize
the output and provide a stable selection

3. Randommess

The crux of the unbiased nature of the selection is that it is based
in an exact, predeterm ned fashion on randominformation which wll
be revealed in the future and thus can not be known to the person
specifying the algorithm That randominformation will be used to
control the selection. The randominformation nust be such that it
will be publicly and unanmbi guously revealed in a tinmely fashion.

The random sources nust not include anything that any reasonable
person woul d believe to be under the control or influence of the | ETF
or its conponents, such as | ETF neeting attendance statistics,
nunmbers of docunents issued, or the Iike.

3.1. Sources of Randommess

Exanpl es of good information to use are winning lottery nunbers for
specified runnings of specified public lotteries. Particularly for
governnent run lotteries, great care is taken to see that they occur
on time and produce random quantities. Even in the unlikely case one
were to have been rigged, it would al nost certainly be in connection
with winning noney in the lottery, not in connection with |IETF use.
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O her possibilities are such things as the daily balance in the US
Treasury on a specified day, the volune of trading on the New York

St ock exchange on a specified day, etc. (However, the reference code
given below will not handle integers that are too large.) Sporting
events can also be used. (Experience has indicated that stock prices
and/ or volunes are a poor source of unanbi guous data due trading
suspensi ons, conpany nergers, delistings, splits, nultiple nmarkets,
etc.) 1In all cases, great care nust be taken to specify exactly what
quantities are being presuned random and what will be done if their

i ssuance is cancelled, delayed, or advanced.

It is inportant that the |last source of randommess, chronol ogically,
produce a substantial anount of the entropy needed. |f nost of the
randommess has cone fromthe earlier of the specified sources, and
sonmeone has even limted influence on the final source, they m ght do
an exhaustive analysis and exert such influence so as to bias the
selection in the direction they wanted. Thus it is best for the |ast
source to be an especially strong and unbi ased source of a large
anount of randommess such as a governnent run lottery.

It is best not to use too many different sources. Every additiona
source increases the probability that one or nore sources mght be
del ayed, cancelled, or just plain screwed up sonehow, calling into
pl ay contingency provisions or, worst of all, creating a situation
that was not anticipated. This would either require arbitrary

j udgnent by the selection adm nistrator, defeating the randommess of
the selection, or a re-run with a new set of sources, causing nuch
delay. Three or four would be a good number of sources. Ten is too
nany.

3.2. Skew

Sone of the sources of randommess produce data that is not uniformy
distributed. This is certainly true of volumes, prices, and horse
race results, for exanmple. However, use of a strong m xing function
[RFC 1750] will extract the available entropy and produce a hash

val ue whose bits, remainder nodulo a small divisor, etc., deviate
froma uniformdistribution only by an insignificant anount.

3.3. Entropy Needed

What we are doing is selecting Nitens without replacenent froma
popul ation of P itens. The nunber of different ways to do this is as

follows, where "!" represents the factorial function
P
N * (P- N!
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To do this in a conpletely random fashi on requires as nmany random
bits as the logarithmbase 2 of that quantity. Some sanple

cal cul at ed approxi mate number of randombits for the conpletely
random sel ecti on of 10 NonCom nenbers from various pool sizes is
gi ven bel ow

Random Sel ection of Ten Itens From Poo

Pool size 20 25 30 35 40 50 60 75 100 120
Bits needed 18 22 25 28 30 34 37 40 44 47

Usi ng an i nadequate nunber of bits neans that not all of the possible
sets of ten selected itens would be available. For a substantially

i nadequat e anount of entropy, there could be a significant
correlation between the selection of two different nenbers of the
pool, for exanple. However, as a practical matter, for pool sizes
likely to be encountered in | ETF NonmCom nenbership selection, 40 bits
of entropy should al ways be adequate. Even if there is a |arge poo
and nore bits are needed for perfect randomess, 40 bits of entropy
will assure only an insignificant deviation fromconpletely random
selection for the difference in probability of selection of different
pool nenbers, the correlation between the selection of any pair of
pool nenbers, etc.

An MD5 [RFC 1321] hash has 128 bits and therefore can produce no nore
than that nunber of bits of entropy. However, this is nore than
three tines what is likely to ever be needed for | ETF NonCom
menbership selection. A even stronger hash, such as SHA-1

[ RFC 3174], can be used if desired.

4. A Suggested Precise Algorithm

It is inmportant that a precise algorithmbe given for nixing the
random sources specified and maki ng the sel ecti on based thereon

Sour ces suggested above produce either a single positive nunber

(i.e., NY Stock Exchange vol une in thousands of shares) or a snal

set of positive nunbers (nany lotteries provide 6 nunbers in the
range of 1 through 40 or the like, a sporting event coul d produce the
scores of two teans, etc.). A suggested precise algorithmis as
fol | ows:

1. For each source producing nmultiple nuneric val ues, represent
each as a decimal nunber terninated by a period (or with a
period separating the whole fromthe fractional part), w thout
| eadi ng zeroes (except for a single leading zero if the integer
part is zero), and without trailing zeroes after the period.
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2. Order the values fromeach source fromsnallest to the |argest

and concatenate them and suffix the result with a "/". For
each source producing a single nunber, sinply represent it as
above with a suffix "/". (This sorting is necessary because

the sane lottery results, for exanple, are sonetinmes reported
in the order nunbers were drawn and sonetinmes in nuneric order
and such things as the scores of two sports teans that play a
gane has no inherent order.)

3. At this point you have a string for each source, say sl/, s2/,
. Concat enate these strings in a pre-specified order, the
order in which the sources were listed if not otherw se
specified, and represent each character as its ASCI| code
[ASCI 1] producing "sl1/s2/.../".

You then produce a sequence of random val ues derived froma strong

m xi ng of these sources by calculating the MD5 hash [ RFC 1321] of
this string prefixed and suffixed with an all zeros two byte sequence
for the first value, the string prefixed and suffixed by 0x0001 for
the second value, etc., treating the two bytes as a big endian
counter. Treat each of these derived "randont MD5 output values as a
positive 128-bit multiprecision big endian integer.

Then totally order the pool of listed volunteers as follows: If there
are P volunteers, select the first by dividing the first derived
random val ue by P and using the remainder plus one as the position of
the selectee in the published Iist. Select the second by dividing
the second derived random val ue by P-1 and using the renai nder plus
one as the position in the list with the first sel ected person
elimnated. Etc.

It is STRONGY recomrended that al phanuneric random sources be

avoi ded due to the nmuch greater difficulty in canonicalizing themin
an i ndependently repeatabl e fashion; however, if you choose to ignore
this advice and use an ASCII or simlar Roman al phabet source or
sources, all white space, punctuation, accents, and specia

characters should be renoved and all letters set to upper case. This
will leave only an unbroken sequence of letters A-Z and digits 0-9
whi ch can be treated as a canonicalized nunber above and suffixed
with a"./". If you choose to not just ignore but flagrantly flout
this advice and try to use even nore conplex and harder to

canoni calize internationalized text, such as UNI CODE, you are on your
own.
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5. Handling Real World Probl ens

In the real world, problens can arise in follow ng the steps and fl ow
outlined in Sections 2 through 4 above. Sone problens that have
actually arisen are described bel ow with recomendati ons for handling
t hem

5.1. Uncertainty as to the Poo

Every reasonabl e effort should be nade to see that the published pool
fromwhich selection is nade is of certain and eligible persons.
However, especially with conpressed schedul es or perhaps soneone
whose claimthat they volunteered and are eligible has not been
resolved by the deadline, or a deternination that soneone is not
eligible which occurs after the publication of the pool, it may be
that there are still uncertainties.

The best way to handle this is to maintain the announced schedul e,

I NCLUDE in the published pool all those whose eligibility is
uncertain and to keep the published pool Iist nunbering | MMUTABLE
after its publication. |If someone in the pool is later selected by
the al gorithm and randominput but it has been determ ned they are
ineligible, they can be skipped and the algorithmrun further to make
an additional selection. Thus the uncertainty only effects one

sel ection and in general no nore than a nmaxi nrum of U sel ections where
there are U uncertain pool nenbers.

O her courses of action are far worse. Actual insertion or deletion
of entries in the pool after its publication changes the I ength of
the list and totally scranbles who is selected, possibly changing
every selection. Insertion into the pool raises questions of where
to insert: at the beginning, end, alphabetic order, ... Any such

choi ces by the selection adm nistrator after the random nunbers are
known destroys the public verifiability of fair choice. Even if done
bef ore the random nunbers are known, such dinking with the list after
its publication just snells bad. There should be clear fixed public
deadl i nes and sonmeone who chal | enges their absence fromthe poo

after the published deadline should have their challenge

aut omatically denied for tardi ness.

5.2. Randomess Anbi guities

The best good faith efforts have been nmade to specify precise and
unanbi guous sources of randommess. These sources have been nade
public in advance and there has not been objection to them However,
it has happened that when the tinme comes to actually get and use this
randommess, the real world has thrown a curve ball and it isn't quite
clear what data to use. Problens have particularly arisen in
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connection with stock prices, volunes, and financial exchange rates

or indices. |f volunes that were published in thousands are
publ i shed in hundreds, you have a rounding problem Prices that were
quoted in fractions or decinmals can change to the other. |If you take

care of every contingency that has conme up in the past, you can be
hit with a new one. Wen this sort of thing happens, it is generally
too late to announce new sources, an action which could raise
suspicions of its own. About the only course of action is to nmake a
reasonabl e choice within the anbiguity and depend on confidence in
the good faith of the selection adm nistrator. Wth care, such cases
shoul d be extrenely rare.

Based on these experiences, it is again recomended that public
lottery numbers or the |ike be used as the randominputs and stock
prices and vol unes avoi ded.

6. Fully Wrked Exanpl e

Assunme the following ordered list of 25 eligible volunteers is
published in advance of sel ection

1. John 11. Pol |l yanna 21. Pride

2. Mary 12. Pendragon 22. Sloth

3. Bashf ul 13. Pandora 23. Envy

4. Dopey 14. Faith 24. Anger

5. Sl eepy 15. Hope 25. Kasczynsk
6. G ouchy 16. Charity

7. Doc 17. Lee

8. Sneazy 18. Longsuffering

9. Handsone 19. Chastity

10. Cassandra 20. Smith

Assume the followi ng (fake exanple) ordered list of randomess

sour ces:

1. The Kingdom of Al phaland State Lottery daily nunber for 1 Novenber
2004 treated as a single four digit integer

2. Nunbers of the winning horses at Haleia for all races for the
first day on or after 13 Cctober 2004 on which at |east two races
are run.

3. The People’s Denocratic Republic of Betastani State Lottery siXx
W nni ng nunbers (ignoring the seventh "extra" nunber) for 1
Novenber 2004.

Hypot heti cal randomess publicly produced:
Source 1: 9319
Source 2: 2, 5, 12, 8, 10
Source 3: 9, 18, 26, 34, 41, 45
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Resul ting key string:
9319./2.5.8.10.12./9.18. 26.34.41. 45./

The table bel ow gives the hex of the MD5 of the above key string
bracketed with a two byte string that is successively 0x0000, 0x0001
0x0002, through 0x0010 (16 decinal). The divisor for the nunber size
of the renaining pool at each stage is given and the index of the

sel ectee as per the original nunmber of those in the pool

i ndex hex val ue of MD5 div selected
1 990DDOA5692A029A98B5E01AA28F3459 25 -> 17 <-
2 3691E55CB63FCC37914430B2F70B5EC6 24 -> 7 <-
3 FE814EDF564C190AC1D25753979990FA 23 -> 2 <-
4 1863CCACEB568C31D7DDBDF1D4E91387 22 -> 16 <-
5 F4AB33DF4889F0AF29C513905BE1D758 21 -> 25 <-
6 13EAEB529F61ACFB9A29D0OBA3AG0DE4A 20 -> 23 <-
7 992DB77C382CA2BDB9727001F3CDCCD9 19 -> 8 <-
8 63AB4258ECA922976811C7/F55C383CE7 18 -> 24 <-
9 DFBC5AC97CEDO1B3A6E348E3CC63F40D 17 -> 19 <-

10 31CB111CAAAEBE9287CEAE16FE51B909 16 -> 13 <-
11 O07FA46C122F164C215BBC72793B189A3 15 -> 22 <-
12 AC52F8D75CCBE2E61AFEB3387637D501 14 -> 5 <-
13 53306F73E14FCOB2FBF434218D25948E 13 -> 18 <-
14 B5D1403501A81F9A47318BE7893B347C 12 -> 9 <-
15 85B10B356AA06663EF1B1B407765100A 11 -> 1 <-
16 3269E6CES59ABD57E2BAGAAB495EBO9BD 10 -> 4 <-

Resulting first ten selected, in order selected:

1. Lee (17) 6. Envy (23)
2. Doc (7) 7. Sneazy (8)
3. Mary (2) 8. Anger (24)
4. Charity (16) 9. Chastity (19)
5. Kasczynski (25) 10. Pandora (13)

Shoul d one of the above turn out to be ineligible or decline to
serve, the next would be Sloth, nunber 22.

7. Security Considerations

Careful choice of should be nmade of randommess inputs so that there
is no reasonabl e suspicion that they are under the control of the
adm nistrator. Cuidelines given above to use a small nunber of
inputs with a substantial amount of entropy fromthe | ast should be
foll owed. And equal care needs to be given that the al gorithm
selected is faithfully executed with the designated inputs val ues.
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Publication of the results and a week or so wi ndow for the community
of interest to duplicate the cal culations should give a reasonabl e
assurance agai nst inplenentation tanpering.

8. Ref erence Code

This code nmakes use of the MD5 reference code from|[RFC 1321] ("RSA
Data Security, Inc. NMD5 Message-Digest Algorithn'). The portion of
the code dealing with nultiple floating point nunmbers was witten by
Matt Crawford. The original code in RFC 2777 could only handl e pool s
of up to 255 nmenbers and was extended to 2**16-1 by Eri k Nordmark
This code has been extracted fromthis docunent, conpiled, and
tested. Wiile no flaws have been found, it is possible that when
used with sone conpiler on sonme systemsone flaw will nanifest

itself.

/****************************************************************

Ref erence code for
* "Publicly Verifiable Random Sel ecti on"
* Donal d E. Eastl ake 3rd
* February 2004
*
*

***************************************************************/

#include <linmts. h>
#i ncl ude <mat h. h>
#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>
#i ncl ude <string. h>

/* From RFC 1321 */
#i ncl ude "gl obal . h"
#i ncl ude "MD5. h"

/* local prototypes */
i nt |ongrenai nder ( unsigned short divisor
unsi gned char dividend[ 16] );
long int getinteger ( char *string );
double NPentropy ( int N, int P);

/* limted to up to 16 inputs of up to sixteen integers each */
/* pool limt of 2**8-1 extended to 2**16-1 by Erik Nordmark */

/****************************************************************/

main ()

i nt i, j, k, k2, err, keysize, selection, usel
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unsi gned short remai ni ng, *sel ected;

| ong int pool, tenp, array[16];

MD5_CTX ctx;

char buf fer[257], key [800], sarray[16][256];
unsi gned char ucl6[ 16], unchl, unch2;

pool = getinteger ( "Type size of pool:\n" );
if ( pool > 65535 )

{

printf ( "Pool too big.\n" );

exit (1);

}
sel ected = (unsigned short *) malloc ( (size_t)pool );
if ( !selected)

printf ( "Qut of menory.\n" );
exit (1);

sel ection = getinteger ( "Type nunber of itenms to be selected:\n" );
if ( selection > pool )

printf ( "Pool too small.\n" );

exit (1);
if ( selection == pool

printf ( "All of the pool is selected.\n" );
el se

{

err = printf ( "Approximately % 1f bits of entropy needed.\n",
NPentropy ( selection, pool ) + 0.1 );
f (err <=0) exit (1);

i

b _ _ _

for (i =0, keysize = 0; i < 16; ++i )

{
if ( keysize > 500 )

printf ( "Too much input.\n" );
exit (1);

/* get the "random inputs. echo back to user so the user may
be able to tell if truncation or other glitches occur. */

err = printf (
"\ nType #% randonmess or 'end’ followed by new line.\n"
"Up to 16 integers or the word 'float’ followed by up\n"
"to 16 x.y format reals.\n", i+1);

if (err <=0) exit (1);

gets ( buffer );
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j = sscanf ( buffer,

"% do% d% d% d% d% d% d% d% d% d% d% d% d% d% d% d",
&array[ 0], &array[l], &array[2], &array[3],
&array[ 4], &array[5], &array[6], &array[7],
&array[ 8], &array[9], &array[10], &array[11],
&array[ 12], &array[13], &array[14], &array[15] );

if (j == EOF)
exit (] );
if (1]
if ( buffer[0] =="¢€" )
br eak;

el se

{ /* floating point code by Matt Crawford */

j = sscanf ( buffer,
"float W d.%0-9]%d. %90-9]%d. % 0-9]%d. %0-9]"
"0%d. % 0-91%d. %40-9]%d. %0-9]%d. %40-9]"
"0%d. %0-91%d. %40-9]1%d. %0-9]%d. %40-9]"
"0%d. %0-91%d. %40-91%d. %0-9]%d. %40-9]",
&array[ 0], sarray[0], &array[1], sarray[1],
&array[ 2], sarray[2], &array[3], sarray][3],
&array[ 4], sarray[4], &array[5], sarray[5],
&array[ 6], sarray[6], &array[7], sarray[T7],
&array[ 8], sarray[8], &array[9], sarray[9],
&array[ 10], sarray[10], &array[1l], sarray[11],
&array[ 12], sarray[1l2], &array[13], sarray[13],
&array[ 14], sarray[14], &array[15], sarray[15] );

if (] =01l &1)
printf ( "Bad format." );

el se {
for (( k=0, j I=2; k <j; k+t+t)

{
/* strip trailing zeros */

for ( k2=strlen(sarray[k]); sarray[k][--k2]=="0";)
sarray[k][k2] = "'\0";

err = printf ( "%d.%\n", array[k], sarray[k] );

if (err <=0) exit (1);

keysize += sprintf ( &key[keysize], "%d. %",

array[ K], sarray[k] );
}

keysi ze += sprintf ( &key[keysize], "/" );
}

}
el se
{ /* sort values, not a very efficient algorithm?*/
for ( k2 =0; k2 <j - 1; ++k2 )
for ( k =0; k <j - 1; ++tk)
if ( array[k] > array[k+1] )
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{

tenp = array[k];
array[ k] = array[ k+1];
array[ k+1] = tenp;

}

for ( k =0; k <j; ++k)
{ /* print for user check */
err = printf ( "%d ", array[k] );
if (err <=0) exit (1);
keysi ze += sprintf ( &key[keysize], "%d.", array[k] );
}

keysi ze += sprintf ( &key[keysize], "/I" );

}

} /* end for i */

/* have obtained all the input, now produce the output */
err = printf ( "Key is:\n %\n", key );
if (err <= 0_) exit (1);

for (i =0; i < pool; ++i )
selected [i] = (unsigned short) (i + 1);
printf ( "index hex val ue of MD5 div selected\n" );
for ( usel = 0, remaining = (unsigned short) pool
usel < selection
++usel, --renmaining )

unchl = (unsigned char)usel
unch2 = (unsigned char) (usel >>8);
/* prefix/suffix extended to 2 bytes by Donal d Eastl ake */
MD5Init ( &ctx );
MD5Update ( &ctx, &unch2, 1 );
MD5Update ( &ctx, &unchl, 1 );
MD5Update ( &ctx, (unsigned char *)key, keysize );
MD5Update ( &ctx, &unch2, 1 );
MD5Update ( &ctx, &unchl, 1 );
MD5Fi nal ( ucl6, &ctx );
k = longrenai nder ( renmining, ucl6 );
/* printf ( "Remaining = %, remainder = %.\n", remaining, k ); */

for (j =0; j < pool; ++ )

if ( selected[j] )

if ( --k <0)

printf ( "9%d
" UD2XYO2XYD2XYO2XYD2XYO 2 XYD 2 XYO2 XYD 2 XYO 2 XYD 2 XYD2 XYD 2 XYO 2 XYD2 XY 2 X
"oRd -> 9%®d <-\n",
usel +1, ucl6[0],ucl6[ 1], ucl6[2],ucl6[3],ucl6[4],ucl6[5],ucle[6],
ucl6[ 7], ucl6[ 8], ucl6[ 9], ucle[ 10], ucl6[ 11], ucl6[ 12], ucl6[ 13],
ucl6[ 14],ucl6[ 15], remaining, selected[j] );

selected[j] = O;
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br eak;
}
printf ( "\nDone, type any character to exit.\n" );
getchar ();
return O;
}

/* pronpt for a positive non-zero integer input */
/****************************************************************[

long int getinteger ( char *string )
| ong int i;

i nt i

char tin[257];

while (1)

printf ( string);
printf ( "(or 'exit’ to exit) " );

gets ( tin);
j =sscanf ( tin, "%d", & );
if( (] == EOF)
[ (') & ( ( tin[0] =="¢e ) [| ( tin[0] =="FE ) ) )
exit (] );
if () ==1) &
(i >0))
return i;
} /* end while */
}

/* get remainder of dividing a 16 byte unsigned int
by a small positive nunber */

/****************************************************************/

i nt |ongrenai nder ( unsigned short divisor
unsi gned char divi dend[ 16] )
{
int i;
long int kruft;
if ( !'divisor )

return -1;
for (i =0, kruft =0; i < 16; ++i )

{
kruft = ( kruft << 8 ) + dividend[i];
kruft 9% divisor;
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return kruft;
} /* end | ongremai nder */

/* cal cul ate how many bits of entropy it takes to select NfromP */

/****************************************************************/

[* P!
log ( -----------------
2 N (P - N)!
*/
double NPentropy ( int N, int P)
{
i nt i
doubl e result = 0.0;
if ( ( N<1) /* not selecting anything? */
| ( N> P ) [* selecting all of pool or nore? */
)
return 0.0; /* degenerate case */
for (i =P, i >( P- N); --i)
result +=1log ( i );
for (i =N i >1; --i)
result -=1log (i );

/* divide by [ log (base e) of 2 ] to convert to bits */
result /= 0.69315;

return result;
} /* end NPentropy */

East | ake 3rd I nf or mat i onal [ Page 15]



RFC 3797 Veri fi abl e Random Sel ecti on June 2004

Appendi x A: Hi story of NomCom Menber Sel ection

For reference purposes, here is a list of the | ETF Noni nations
Conmmi ttee menber sel ection techniques and chairs so far:

YEAR CHAI R SELECTI ON METHOD
1993/ 1994 Jeff Case G ergy
1994/ 1995 Fred Baker G ergy
1995/ 1996 «@uy Al nes d ergy
1996/ 1997 Geoff Huston Spouse
1997/ 1998 M ke St. Johns Al gorithm
1998/ 1999 Donal d Eastl ake 3rd RFC 2777
1999/2000 Avri Doria RFC 2777
2000/ 2001 Bernard Aboba RFC 2777
2001/ 2002 Theodore Ts'o RFC 2777
2002/ 2003 Phil Roberts RFC 2777
2003/ 2004 Rich Draves RFC 2777

Clergy = Names were witten on pieces of paper, placed in a
receptacle, and a nenber of the clergy picked the NonCom nenbers.

Spouse = Sanme as Clergy except chair’s spouse nade the sel ection

Algorithm= Algorithnic selection based on simlar concepts to those
docunented in RFC 2777 and herein.

RFC 2777 = Algorithm c selection using the algorithmand reference
code provided in RFC 2777 (but not the fake exanpl e sources of
randommess) .

Appendi x B: Changes from RFC 2777

This docunent differs from|[RFC 2777], the previous version, in three
primary ways as follows:

(1) Section 5, on problens actually encountered with using these
recomendations for selecting an | ETF NomCom and on how to handl e
them has been added.

(2) The selection algorithmcode has been nodified to handl e pool s of
up to 2**16-1 el enents and the counter based prefix and suffix
concatenated with the key string before hashing has been extended
to two bytes.

(3) Mention has been added that the al gorithm docunmented herein was
used by 1ANA to select the Internationalized Domain Nane ACE
prefix and sonme nmi nor wordi ng changes nade
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(4) References have been divided into Informative and Nornati ve.
(5) The list in Appendi x A has been brought up to date.
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Ful I Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATlI ON HE/ SHE REPRESENTS
OR |'S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS CR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or mnight not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of | PR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nmade to obtain a general |icense or permi ssion for the use of
such proprietary rights by inplenmenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at ietf-
ipr@etf.org.
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