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Abstract

Thi s docunent extends the Lightweight Directory Access Protoco
(LDAP) bind operation with a mechani smfor requesting and returning
the aut horization identity it establishes. Specifically, this
docunent defines the Authorization Identity Request and Response
controls for use with the Bind operation

1. Introduction

Thi s docunent defines support for the Authorization Identity Request
Control and the Authorization Identity Response Control for
requesting and returning the authorization established in a bind
operation. The Authorization Identity Request Control nmy be
submitted by a client in a bind request if authenticating with
version 3 of the Lightweight Directory Access Protocol (LDAP)
protocol [LDAPv3]. In the LDAP server’s bind response, it may then
i nclude an Aut horization Identity Response Control. The response
control contains the identity assumed by the client. This is usefu
when there is a nmapping step or other indirection during the bind, so
that the client can be told what LDAP identity was granted. dient
authentication with certificates is the primary situation where this
applies. Also, sone Sinple Authentication and Security Layer [ SASL]
aut henti cati on nmechani sms may not involve the client explicitly
providing a DN, or may result in an authorization identity which is
different fromthe authentication identity provided by the client

[ AUTH] .
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The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and "MAY'
used in this docunent are to be interpreted as described in
[ RFCKeyWor ds] .

2. Publishing support for the Authorization lIdentity Request Contro
and the Authorization Identity Response Contro

Support for the Authorization ldentity Request Control and the

Aut hori zation ldentity Response Control is indicated by the presence
of the Object Identifiers (O Ds) 2.16.840.1.113730.3.4.16 and
2.16.840.1.113730. 3.4.15, respectively, in the supportedContro
attribute [LDAPATTRS] of a server’'s root DSA-specific Entry (DSE)

3. Authorization Identity Request Contro

This control MAY be included in any bind request which specifies
protocol version 3, as part of the controls field of the LDAPMessage
as defined in [LDAPPROT]. In a nulti-step bind operation, the client
MUST provide the control with each bind request.

The control Type is "2.16.840.1.113730.3.4.16" and the control Value is
absent .

4. Authorization ldentity Response Contro

This control MAY be included in any final bind response where the
first bind request of the bind operation included an Authorization
Identity Request Control as part of the controls field of the
LDAPMessage as defined in [ LDAPPROT].

The control Type is "2.16.840.1.113730.3.4.15". |If the bind request
succeeded and resulted in an identity (not anonynous), the
control Val ue contains the authorization identity (authzld), as
defined in [AUTH section 9, granted to the requestor. |If the bind
request resulted in an anonynous associ ation, the control Value field
is a string of zero length. |If the bind request resulted in nore
than one authzld, the primary authzld is returned in the control Val ue
field.

The control is only included in a bind response if the resultCode for
the bind operation is success.

If the server requires confidentiality protections to be in place
prior to use of this control (see Security Considerations), the
server reports failure to have adequate confidentiality protections
in place by returning the confidentialityRequired result code.
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If the client has insufficient access rights to the requested
aut hori zation information, the server reports this by returning the
i nsuf ficientAccessRights result code.

Identities presented by a client as part of the authentication
process may be napped by the server to one or nore authorization
identities. The bind response control can be used to retrieve the
primary aut hzld.

For exanple, during client authentication with certificates [AUTH, a
client may possess nore than one certificate and may not be able to
determ ne which one was ultimately selected for authentication to the
server. The subject DN field in the selected certificate may not
correspond exactly to a DN in the directory, but rather have gone

t hrough a mappi ng process controlled by the server. Upon conpleting
the certificate-based authentication, the client may issue a SASL

[ SASL] bind request, specifying the EXTERNAL nmechani sm and i ncl udi ng
an Authorization Identity Request Control. The bind response MAY

i nclude an Authorization Identity Response Control indicating the DN
in the server’'s Directory Infornmation Tree (DI T) which the
certificate was mapped to.

5. Alternative Approach w th Extended Operation

The LDAP "Who am | ?" [ AUTHZI D] extended operation provides a

nmechani smto query the authorization identity associated with a bound
connection. Using an extended operation, as opposed to a bind
response control, allows a client to learn the authorization identity
after the bind has established integrity and data confidentiality
protections. The di sadvantages of the extended operation approach
are coordination issues between "Who am | ?" requests, bind requests,
and other requests, and that an extra operation is required to |learn
the aut horization identity. For nultithreaded or high bandw dth
server application environments, the bind response approach may be
preferabl e.

6. Security Considerations

The Aut horization lIdentity Request and Response Controls are subject
to standard LDAP security considerations. The controls may be passed
over a secure as well as over an insecure channel. They are not
protected by security layers negotiated by the bind operation

The response control allows for an additional authorization identity
to be passed. |In sonme deploynents, these identities nmay contain
confidential information which require privacy protection. |In such
depl oynents, a security |layer should be established prior to issuing
a bind request with an Authorization Identity Request Control
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7. | ANA Consi derati ons

The O Ds 2.16.840.1.113730.3.4.16 and 2.16.840.1.113730.3.4.15 are
reserved for the Authorization Identity Request and Response
Controls, respectively. The Authorization Identity Request Control
has been regi stered as an LDAP Protocol Mechani sm [ | ANALDAP] .

8. References

8. 1. Nor mati ve Ref erences

[ LDAPv3]

[ LDAPPROT]

[ RFCKeyWbr ds]

[ AUTH]

[ SASL]

[ LDAPATTRS]

Hodges, J. and R Mbrgan, "Lightweight Directory Access
Protocol (v3): Technical Specification", RFC 3377,
Sept enber 2002.

wahl, M, Howes, T. and S. Kille, "Lightweight
Directory Access Protocol (v3)", RFC 2251, Decenber
1997.

Bradner, S., "Key Wrds for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

wahl, M, Alvestrand, H , Hodges, J. and R Mbrgan,
"Aut hentication Methods for LDAP', RFC 2829, My 2000.

Myers, J., "Sinple Authentication and Security Layer
(SASL)", RFC 2222, Cctober 1997.

wahl, M, Coul beck, A, Howes, T. and S. Kille,
"Li ghtwei ght Directory Access Protocol (v3): Attribute
Syntax Definitions", RFC 2252, Decenber 1997.

[ I ANALDAP] Hodges, J. and R Mrgan, "Lightweight Directory Access
Protocol (v3): Technical Specification", RFC 3377,
Sept ember 2002.
8.2. Informative References
[ AUTHZI O Zeil enga, K., "LDAP 'Who am|?" Operation", Wrk in

Wel tman, et al.

Progress, April 2002.

I nf or mat i onal [ Page 4]



RFC 3829

9.

Wel tman, et al. I nf or mat i onal

Aut hor’ s Addr esses

Rob Wl t man

Anerica Online

360 W Cari bbean Drive
Sunnyval e, CA 94089
USA

Phone: +1 650 937-3194
EMai | : robw@wr | dspot.com

Mark Smith

Pearl Crescent, LLC
447 Marl pool Drive
Saline, M 48176

USA

Phone: +1 734 944-2856

EMai | : ncs@earl crescent. com
Mar k Wahl

PO Box 90626
Austin, TX 78709-0626
USA

Aut hori zation ldentity Bind Control

July 2004

[ Page 5]



RFC 3829 Aut hori zation ldentity Bind Control July 2004

10. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATlI ON HE/ SHE REPRESENTS
OR |'S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS CR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or mnight not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of | PR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nmade to obtain a general |icense or permi ssion for the use of
such proprietary rights by inplenmenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at ietf-
ipr@etf.org.
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