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Abstr act

When a nobil e node noves between two foreign networks, it has to be
re-authenticated. |If the home network has both multiple

Aut henti cati on Aut horization and Accounting (AAA) servers and Home
Agents (HAs) in use, the Hone AAA server may not have sufficient
information to process the re-authentication correctly (i.e., to
ensure that the sanme HA continues to be used). This docunent defines
a Mbile I P extension that carries identities for the Home AAA and HA
servers in the formof Network Access ldentifiers (NAIs). The
extension allows a Honme Agent to pass its identity (and that of the
Home AAA server) to the nobile node, which can then pass it on to the
| ocal AAA server when changing its point of attachnment. This
extension nmay al so be used in other situations requiring

communi cation of a NAl between Mbile | P nodes.
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1. I nt roducti on

When bui |l di ng networks one would like to be able to have redundancy.
In order to achieve this, one nmight place nultiple AAA servers in one
domai n. \Wen a nobile node registers via a visited network, the

aut hentication will be handl ed by one of the AAA servers in the hone
domain. At a later point, when the nobil e node noves to anot her
visited donmain it again has to be authenticated. However, due to the
redundancy of fered by the AAA protocol, it can not be guaranteed that
the authentication will be handl ed by the same AAAH server as the
previous one, which can result in the new AAAH not know ng to which
HA t he session was assigned. This docunent defines a Mbile IP

ext ensi on which can be used to distribute the information needed to
resol ve this.

Furthermore, the only information that is normally avail abl e about
the honme agent in the registration request is the |IP address as
defined in RFC 3344 [5]. Unfortunately this may not be enough since
some AAA infrastructures (such as Dianeter [6]) use real mbased
routing; such a AAA infrastructure needs to know the FQDN identity of
the hone agent to be able to correctly handle the assignnent of the
hone agent. A reverse DNS | ookup woul d only disclose the identity of
the Mobile IP interface for that HA | P address, which rmay or may not
have a one-to-one correspondence with the honme agent FQDN identity.
This is a reason for the HA to also include its own identity in the
registration reply. The MP v4 extension defined in this docunent

al so has a subtype defined by which this may be done. The HA
identity can then be included by the nobile node in later

regi stration requests when changing the point of attachment.

2. Requirenents term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in BCP 14, RFC 2119 [1].

The Mobile IP related term nol ogy described in RFC 3344 [5] is used
in this docunent. |In addition, the followi ng terns are used:

AAAH
One of several possible AAA Servers in the Hone Network
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FQDN
Fully Qualified Domai n Nane.

Identity
The identity of a node is equal to its FQDN

NAI
Net wor k Access ldentifier [2].

3. NAI Carrying Extension

This section defines the NAI Carryi ng Extension which may be used in
Mobil e | P Registrati on Request and Reply nmessages, and also in Mbile
| P Agent Advertisenents [5]. The extension nmay be used by any node
that wants to send identity information in the formof a NAl [4].
Thi s docunent al so defines sone subtype nunbers which identify the

specific type of NAl carried in Sections 4 and 5. It is expected
that other types of NAI will be defined by other docunents in the
future.

0 1 2 3

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Type | Length | Sub- Type | NAI ...

e o T i i o o O S e S ol o S S S s it SR R SR S

Type 136 (skippable) [5].

Length 8-bit unsigned integer. Length of the extension, in
octets, excluding the extension Type and the extension Length
fields. This field MUST be set to 1 plus the total length of the
NAlI field.

Sub- Type This field describes the particular type NAI which is
carried in the NAl field.

NA| Contains the NAI [2] in a string format.
3.1. Processing of the NAI Carrying Extension
When a nobil e node or hone agent adds a NAI Carrying Extension to a

regi stration nmessage, the extension MJUST appear prior to any
aut henti cati on extensions.
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In the event the foreign agent adds a NAI Carrying Extension to a
regi stration nmessage, the extension MJST appear prior to any
aut henti cati on extensi ons added by the FA

If an HA has appended a NAI Carrying Extension to a Registration
Reply to an MN, and does not receive the NAl extension in subsequent
Regi strati on Request nessages fromthe M\, the HA can assune that the
M\ does not understand this NAl extension. |In this case, the HA
SHOULD NOT append this NAl extension to further Registration Reply
messages to the M\

4. HA ldentity subtype

The HA identity uses subtype 1 of the NAI Carrying Extension. It
contains the NAI of the HA in the form hostnane@eal m Together the
host nanme and real mformthe conplete FQDN (hostnane.real m of the HA

A Home Agent using this extension MJST provide it in the first
Regi stration Reply sent to a Mobile Node which is not currently
regi stered. The extension only need to be included in subsequent
Regi stration Replies if the same extension is included in

Regi strati on Requests received fromthe sanme Mbil e Node.

A nobil e node using this extension MIUST, if it receives it in a
registration reply nessage, provide it in every subsequent
registration request when re-authentication is needed. Failure to
re-authenticate, for instance because no AAAH can be reached, will
result in termnation of the Mobile-IP session. Upon initiation of a
new session a new HA Identity NAl may be provided to the Mbile node
and the requirenment above will apply to the newly received NAI.

If the nobile node requires a specific home agent and it has the NA
available it MJST provide this extension in its initial registration
request.

A foreign agent which receives the Hone Agent NAl by this extension
in aregistration request SHOULD i ncl ude the Honme Agent NAI when
requesting Mobil e Node authentication through the AAA infrastructure
if the AAA protocol used can carry the information

5. AAAH Identity subtype
The AAAH identity uses subtype 2 of the NAI Carrying Extension. It
contains the NAI of the hone AAA server in the form hostnane@ eal m

Toget her the hostnane and realmformthe conpl ete FQDN
(hostnane.real m of the home AAA server.
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If several AAA servers exist in the Hone Network, a Hone Agent
provi di ng AAAH sel ecti on support according to this docunment MJST
provide the AAAH identity in the first Registration Reply sent to the
Mobi | e Node. The extension only needs to be included in subsequent
Regi stration Replies if the same extension is included in

Regi strati on Requests received fromthe sanme Mobil e Node.

A nobi | e node SHOULD save the | atest AAAH Identity received in a
registration reply nmessage and SHOULD provi de the AAAH ldentity in
every registration request sent when re-authenticating, for
efficiency reasons. Failure to reach the indicated AAAH during re-
authentication will result in a new AAAH Identity NAl being returned
(whi ch should then be saved and provided in subsequent registration
requests). Similarly, failure to re-authenticate, for instance
because no AAAH can be reached, will result in termination of the
Mobil e-1 P session; on initiation of a new session, a new AAAH
Identity NAI may be provided to the Mbile Node for re-use during

| ater re-registrations.

A foreign agent which receives the AAAH NAI by this extension in a
regi stration request SHOULD i ncl ude the AAAH NAI provi ded when
requesti ng Mobil e Node authentication through the AAA infrastructure
if the AAA protocol used can carry the information

6. Security Considerations

This specification introduces new Mobile I P extensions that are used
to carry mobility agent and AAA server identities, in the form of
Net wor k Access ldentifiers. The Mbile I P nmessages that carry this
ext ensi on MJUST be aut henticated as described in [4], unless other
aut henti cati on nmet hods have been agreed upon. Therefore, this

speci fication does not | essen the security of Mbile |P nessages.

It should be noted that the identities sent in the extensions
specified herein MAY be sent in the clear over the network. However,
the authors do not envision that this informati on woul d create
security issues.

7. | ANA Consi derations

Thi s docunent defi nes one new nobile | P extension, and one new Mbbil e
| P extension sub-type nunbering space to be nmanaged by | ANA

Section 3 defines a new Mobile | P extension, the Mbile | P NAl

Carrying Extension. The type nunber for this extension is 136. This
ext ensi on introduces a new sub-type nunbering space where the val ues
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1 and 2 have been assigned in this docunent. Approval of new Mbile
| P NAI Carrying Extension sub-type nunbers is subject to Expert
Revi ew, and a specification is required [3].

The content and format for this extension is not specific to AAA
NAls, so if in the future new NAls are defined which do not strictly
fall within the category of AAA NAls, they nay neverthel ess be
acconmodat ed within the subtype nunbering space defined for the NA
Carrying Extension defined in this docunent.

The NAI Carrying Extension should be assigned a type value from both
the | ANA nunber space for Mbobile |IPv4 skippabl e extensions and from
the | ANA nunber space for Mbile | Pv4 adverti senent extensions.

I deal |y, the nunbers assigned fromthese two nunbering spaces shoul d
have the sane val ue.
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Thi s docunent and the infornmation contained herein are provided on an
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Intellectual Property
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this docunent or the extent to which any |icense under such rights

m ght or mnight not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of | PR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nmade to obtain a general |icense or permi ssion for the use of
such proprietary rights by inplenmenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.
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rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at ietf-
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