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Abstr act

Thi s docunent describes base requirenents for the Pseudo-Wre

Emul ati on Edge to Edge Working Goup (PWE3 WG5). It provides

gui del i nes for other working group docunments that will define
mechani sms for providing pseudo-wire enul ati on of Ethernet, ATM and
Frame Relay. Requirenents for pseudo-wire enulation of TDM (i.e.,
"synchronous bit streans at rates defined by ITU G 702") are defined
i n anot her docunent. |t should be noted that the PWE3 WG

standardi zes nmechani snms that can be used to provide PWE3 services,
but not the services thensel ves.
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1. Introduction

1.1. What Are Pseudo Wres?

Pseudo Wre Enul ati on Edge-to-Edge (PWE3) is a nechani smthat

emul ates the essential attributes of a service such as ATM Frane
Rel ay or Ethernet over a Packet Switched Network (PSN). The required
functions of PW include encapsul ati ng service-specific PDUs arriving
at an ingress port, and carrying them across a path or tunnel
managi ng their timng and order, and any other operations required to
enmul ate the behavior and characteristics of the service as faithfully
as possi bl e.

From the customer perspective, the PWis perceived as an unshared
link or circuit of the chosen service. However, there may be
deficiencies that inpede sone applications frombeing carried on a
PW These linmtations should be fully described in the appropriate
service-specific docunents and Applicability Statenents.
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1. 2. Current Network Architecture

The foll owi ng sections give sone background on where networks are
today and why they are changing. It also talks about the notivation
to provide converged networks while continuing to support existing
services. Finally, it discusses how PW can be a solution for this
di | emma.

1.2.1. Miltiple Networks

For any given service provider delivering nultiple services, the
current infrastructure usually consists of parallel or "overlay"
networ ks. Each of these networks inplenents a specific service, such
as Frane Relay, Internet access, etc. This is expensive, both in
terns of capital expense and operational costs. Furthernore, the
presence of nultiple networks conplicates planning. Service
providers wi nd up asking thensel ves these questi ons:

- Which of ny networks do | build out?
- How many fibers do | need for each network?
- How do | efficiently nmanage nultiple networks?

A converged network hel ps service providers answer these questions in
a consistent and econonical fashion.

1.2.2. Transition to a Packet-Optini zed Converged Network

In order to maximize return on their assets and minimze their
operating costs, service providers often | ook to consolidate the
delivery of nultiple service types onto a single networking

t echnol ogy.

As packet traffic takes up a larger and | arger portion of the
avai | abl e network bandwi dth, it becomes increasingly useful to
optim ze public networks for the Internet Protocol. However, many
service providers are confronting several obstacles in engineering
packet -optini zed networks. Although Internet traffic is the fastest
growing traffic segnent, it does not generate the highest revenue per
bit. For exanple, Frame Relay traffic currently generates higher
revenue per bit than native |IP services do. Private |line TDM
services still generate even nore revenue per bit than does Frane
Relay. In addition, there is a trenmendous anount of |egacy equi pnent
depl oyed within public networks that does not communi cate using the
Internet Protocol. Service providers continue to utilize non-I1P

equi prent to deploy a variety of services, and see a need to

i nterconnect this |egacy equi pment over their |P-optinized core

net wor ks.
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1.3. PWE3 as a Path to Convergence

How do service providers realize the capital and operational benefits
of a new packet-based infrastructure, while |everaging the existing
equi pmrent and al so protecting the |arge revenue stream associ at ed
with this equipnent? How do they nove frommature Frane Relay or ATM
networks, while still being able to provide these lucrative services?

One possibility is the emulation of circuits or services via PW.
Circuit enulation over ATM and interworking of Franme Relay and ATM
have al ready been standardi zed. Emulation allows existing services
to be carried across the new infrastructure, and thus enables the

i nterworki ng of disparate networks

| mpl emented correctly, PWE3 can provide a nmeans for supporting
today’ s services over a new network

1.4. Suitable Applications for PWE3

What makes an application suitable (or not) for PWE3 erul ation? When
considering PW as a neans of providing an application, the follow ng
guestions must be consi dered:

- |Is the application sufficiently deployed to warrant enul ati on?

- |Is there interest on the part of service providers in providing an
emul ation for the given application?

- |Is there interest on the part of equi prent manufacturers in
provi ding products for the enulation of a given application?

- Are the conplexities and Iimtations of providing an emnul ation
worth the savings in capital and operational expenses?

If the answer to all four questions is "yes", then the application is
likely to be a good candidate for PAE3. O herwi se, there nmay not be
sufficient overlap between the customers, service providers,

equi prent manuf acturers and technol ogy to warrant providing such an
emul ati on.

1.5. Summary
To nmaxim ze the return on their assets and mnimze their operationa
costs, many service providers are |ooking to consolidate the delivery
of multiple service offerings and traffic types onto a single |IP-
optim zed network.

In order to create this next-generation converged network, standard
nmet hods must be devel oped to enul ate existing tel ecomruni cations
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formats such as Ethernet, Frane Relay, and ATM over | P-optim zed core
networks. This docunment describes requirenments for acconplishing
this goal .

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALLNOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

Some terns used throughout this docunent are |isted bel ow

Attachnent Circuit (AC
The physical or virtual circuit attaching a CE
to a PE. An AC can be a Frame Relay DLCl, an
ATM VPI/VClI, an Ethernet port, a VLAN, a HDLC
link, a PPP connection on a physical interface,
a PPP session froman L2TP tunnel, an MPLS LSP,
et c.

Cust omer Edge (CE) A device where one end of a service originates
and/or termnates. The CEis not aware that it
is using an enul ated service rather than a
native service.

Packet Switched Network (PSN)
Wthin the context of PWE3, this is a network
using I P or MPLS as the mechani sm for packet
f orwar di ng.

Provi der Edge (PE) A device that provides PW3 to a CE

Pseudo Wre (PW A mechani smthat carries the essential elenents
of an emulated circuit fromone PE to another
PE over a PSN.

Pseudo Wre Enul ati on Edge to Edge (PWE3)
A mechani smthat enul ates the essenti al
attributes of a service (such as a T1 | eased
line or Frame Relay) over a PSN

Pseudo Wre PDU A Protocol Data Unit (PDU) sent on the PWthat
contains all of the data and control
i nformati on necessary to enul ate the desired
service.

PSN Tunnel A tunnel across a PSN i nside which one or nore
PW can be carri ed.
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3. Reference Mdel of PWE3

A pseudo-wire (PW is a connection between two provider edge (PE)
devi ces which connects two attachnment circuits (ACs). An AC can be a
Frame Relay DLCI, an ATM VPI/VClI, an Ethernet port, a VLAN, a HDLC
link, a PPP connection on a physical interface, a PPP session from an
L2TP tunnel, an MPLS LSP, etc.

[ <------- Pseudo Wre ------ >|

| <-- PSN Tunnel -->| |

e e
S + | PE1] | PE2| +omm - +
| I PM............. [---------- | |
| CE1 | | | | | | CE2 |
| [---------- [ PW. ... [---------- | |
booook o o oo

A +--- -+ +----+ A

[ Provi der Edge 1 Provi der Edge 2

|| |

| Attachnent Circuit |

| |

[ <---cmmmmmam - Enul ated Service ---------------- >|
Cust oner Cust oner
Edge 1 Edge 2

Figure 1: PWE3 Reference Mbdel

During the setup of a PW the two PEs will be configured or will

aut onati cally exchange i nformati on about the service to be emul at ed
so that later they know how to process packets coning fromthe other
end. After a PWis set up between two PEs, franes received by one PE
froman AC are encapsul ated and sent over the PWto the renote PE,
where native franes are re-constructed and forwarded to the other CE.
For a detailed PWE3 architecture overview, readers should refer to
the PWE3 architecture docunment [PWE3_ARCH] .

Thi s docunent does not assune that a particular type of PW (e.qg.,

[L2TPv3] sessions or [MPLS] LSPs) or PSNs (e.g., IP or MPLS) is used.
Instead, it describes generic requirenents that apply to all PW and
PSNs, for all services including Ethernet, ATM and Frane Rel ay, etc.
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4. Packet Processing
This section describes data plane requirenments for PWE3.
4.1. Encapsul ation

Every PE MJST provi de an encapsul ati on nechani smfor PDUs from an AC.
It should be noted that the PDUs to be encapsul ated nay or may not
contain L2 header information. This is service specific. Every PWE3
service MJST specify what the PDU is.

A PW header consists of all the header fields in a PWPDU that are
used by the PWegress to determ ne how to process the PDU. The PSN
tunnel header is not considered as part of the PW header.

Specific requirements on PDU encapsul ation are |isted bel ow
4.1.1. Conveyance of Necessary L2 Header Information

The egress of a PWneeds sonme information, e.g., which native service
the PWPDUs belong to, and possibly some L2 header information, in
order to know how to process the PDUs received. A PWE3 encapsul ati on
approach MUST provide sone nechani smfor conveying such information
fromthe PWingress to the egress. It should be noted that not all
such information nmust be carried in the PWheader of the PW PDUs.
Some information (e.g., service type of a PW can be stored as state
i nformati on at the egress during PWsetup.

4.1.2. Support of Variable Length PDUs

A PWE3 approach MUST acconmpdate variable length PDUs, if variable
Il ength PDUs are allowed by the native service. For exanple, a PWE3
approach for Frame Relay MJUST accommodate variable | ength franes.

4.1.3. Support of Miltiplexing and Demnul tipl exi ng

If a service inits native formis capable of grouping nultiple
circuits into a "trunk", e.g., multiple ATMVCCs in a VPC or nultiple
Et hernet 802. 1Q interfaces in a port, some nmechani sm SHOULD be
provided so that a single PWcan be used to connect two end-trunks.
From encapsul ati on perspective, sufficient information MJUST be
carried so that the egress of the PWcan denultiplex individual
circuits fromthe PW
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4.1.4. Validation of PWPDU

Most L2 frames have a checksumfield to assure frame integrity.

Every PWE3 service MJST specify whether the frane’s checksum shoul d
be preserved across the PW or should be renoved at the ingress PE
and then be re-calculated and inserted at the egress PE. For
protocol s such as ATM and FR, the checksum covers |ink-1oca
information such as the circuit identifiers (e.g., FR DLCl or ATM
VPI/VCl). Therefore, such checksum MJST be renoved at the ingress PE
and recal cul ated at the egress PE

4.1.5. Conveyance of Payl oad Type Infornation

Under sone circunstances, it is desirable to be able to distinguish
PWtraffic fromother types of traffic such as IPv4 or IPv6 or OAM
For exanple, if Equal Cost Multi-Path (ECMP) is enployed in a PSN,
this additional distinguishability can be used to reduce the chance
that PW packets get nisordered by the | oad bal anci ng nechanism Sone
mechani sm SHOULD provide this distinguishability if needed. Such
mechani sm MAY be defined in the PWE3 WG or ot her WGs.

4.2. Frame Odering

When packets carrying the PWPDUs traverse a PW they nmay arrive at
the egress out of order. For sone services, the franes (either
control frames only or both control and data frames) nust be
delivered in order. For such services, sone mechani sm MUST be

provi ded for ensuring in-order delivery. Providing a sequence nunber
in the PWheader for each packet is one possible approach to detect
out -of -order frames. Mechanisns for re-ordering franes nay be

provi ded by Native Service Processing (NSP) [ PNE3_ARCH] but are out
of scope of PWES.

4.3. Frame Duplication

In rare cases, packets traversing a PWnay be duplicated. For sone
services, frame duplication is not allowed. For such services sone
mechani sm MUST be provided to ensure that duplicated frames will not
be delivered. The nmechanismmay or nay not be the sanme as the
mechani sm used to ensure in-order frame delivery.

4.4. Fragnentation

I f the conbined size of the L2 payload and its associ ated PWE3 and
PSN headers exceeds the PSN path MIU, the L2 payl oad may need to be
fragmented (Alternatively the L2 frame may be dropped). For certain
native service, fragnentation may al so be needed to maintain a

control frame's relative position to the data frames (e.g., an ATM PM
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cell’s relative position). 1In general, fragnentation has a
performance inpact. It is therefore desirable to avoid fragnentation
if possible. However, for different services, the need for
fragmentation can be different. Wen there is potential need for
fragmentation, each service-specific PWE3 docunment MJST specify

whet her to fragnment the frame in question or to drop it. If an

enul ated service chooses to drop the frane, the consequence MJST be
specified in its applicability statenent.

4.5. Consideration of Per-PSN Packet Over head

Wien the L2 PDU size is snmall, in order to reduce PSN tunnel header
overhead, nmultiple PDUs MAY be concatenated before a PSN tunne
header is added. Each encapsulated PDU still carries its own PW

header so that the egress PE knows how to process it. However, the
benefit of concatenating nultiple PDUs for header efficiency should
be wei ghed against the resulting increase in delay, jitter and the
| arger penalty incurred by packet |oss.

5.  Maintenance of Enul ated Services
This section describes mai ntenance requirenents for PWE3.
5.1. Setup and Teardown of Pseudo-Wres

A PWnust be set up before an ermulated circuit can be established,
and nmust be torn down when an enulated circuit is no |onger needed.
Setup and teardown of a PWcan be triggered by a conmand fromthe
managenent plane of a PE, or by Setup/Teardown of an AC (e.g., an ATM
SVC), or by an auto-di scovery nechani sm

Every PWE3 approach MJST define sone setup nmechani sm for establishing
the PW. During the setup process, the PEs need to exchange sone
information (e.g., to learn each other’s capability). The setup
mechani sm MUST enabl e the PEs to exchange all necessary information
For exanpl e, both endpoints nust agree on nethods for encapsul ating
PDUs and handling frane ordering. Wich signaling protocol to use
and what information to exchange are service specific. Every PWE3
approach MUST specify them Manual configuration of PW can be

consi dered as a special kind of signaling and is all owed.

If a native circuit is bi-directional, the correspondi ng enul at ed

circuit can be signaled "Up" only when the associated PWand PSN
tunnels in both directions are functional
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5.2. Handling Mintenance Message of the Native Services

Sone native services have nechani sns for maintenance purpose, e.g.

ATM OAM and FR LM . Such mai nt enance nessages can be in-band (i.e.
m xed with data messages in the same AC) or out-of-band (i.e., sent
in a dedicated control circuit). For such services, all in-band

mai nt enance nessages related to a circuit SHOULD be transported in-
band just |ike data nessages through the corresponding PWto the
remote CE. In other words, no translation is needed at the PEs for

i n-band mai nt enance nessages. In addition, it MAY be desirable to
provide higher reliability for maintenance nmessages. The mechani sns
for providing high reliability do not have to be defined in the PWE3
WG

Qut - of - band nai nt enance nmessages between a CE and a PE nmay relate to
multiple ACs between the CE and the PE. They need to be processed at
the I ocal PE and possibly at the rembte PE as well. If a native
service has sone out-of-band mai nt enance nessages, the correspondi ng
enul ated service MJST specify how to process such nessages at the
PEs. |In general, an out-of-band naintenance nessage is either
translated into an in-band nai ntenance nmessage of the native service
or a PWE-specific maintenance nessage for every AC related to that

out - of - band nessage. As an exanple, assume the ACs between a CE and
a PE are sone ATM VCCs inside a VPC. Wen a F4 AIS[UNI3.0] fromthe
CE is received by the PE, the PE should translate that F4 AISinto a
F5 AIS and send it to the renpte CE for every VCC. Alternatively,
the PE shoul d generate a PWE-specific maintenance nessage (e.dg.

| abel withdrawal) to the renote PE for every VCC. \When the renote PE
recei ves such a PWE-specific maintenance nessage, it nmay need to
generate a mai nt enance nessage of the native service and send it to
the attached CE

5.3. PE-initiated Miintenance Messages

A PE needs to initiate some nai ntenance nessages under sone
circunstances wi thout being triggered by any native nmi ntenance
messages fromthe CE. These circunstances are usually caused by
fault, e.g., a PWfailure in the PSN or a link failure between the CE
and the PE.

The reason the PEs need to initiate some nai ntenance nessages under a
fault condition is because the existence of a PWbetween two CEs
woul d ot herwi se reduce the CEs’ naintenance capability. This is

illustrated in the followi ng exanple. If two CEs are directly
connected by a physical wire, a native service (e.g., ATM can use
notifications fromthe lower layer (e.g., the physical link layer) to
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assist its maintenance. For exanple, an ATM PVC can be signal ed
"Down" if the physical wire fails. However, consider the follow ng

scenari o.

+----- + Phy-link +----+ +----+ Phy-link +----- +
| CEL |---------- | PE1|...... PW..... | PE2 | ---------- | CE2

S e + +--- -+ +--- -+ S e +

If the PWbetween PE1 and PE2 fails, CE1l and CE2 will not receive
physical link failure notification. As a result, they cannot declare
failure of the enulated circuit in a tinmely fashion, which will in
turn affect higher layer applications. Therefore, when the PWfails,
PE1 and PE2 need to initiate sone nai ntenance nessages to notify the
client layer on CE1l and CE2 that use the PWas a server layer. (In
this case, the client layer is the enulated service). Simlarly, if
t he physical link between PE1-CEl fails, PEl needs to initiate some
mai nt enance nessage(s) so that the client layer at CE2 will be
notified. PE2 nay need to be involved in this process.

In the rare case when a physical wire between two CEs incurs many bit
errors, the physical link can be declared "Down" and the client |ayer
at the CEs be notified. Simlarly, a PWcan incur packet |oss,
corruption, and out-of-order delivery. These can be considered as
"generalized bit error”. Upon detection of excessive "generalized
bit error", a PWcan be declared "Down" and the detecting PE needs to
initiate a naintenance nessage so that the client layer at the CE is
notified.

In general, every emul ated service MJST specify:
* Under what circunstances PE-initiated naintenance nessages are
needed,
* Format of the maintenance nessages, and
* How to process the mai ntenance nmessages at the renote PE.

Some noni toring mechani sms are needed for detecting such
circunstances, e.g., a PWfailure. Such nmechanisns can be defined in
the PWE3 WG or el sewhere.

Status of a group of enulated circuits nmay be affected identically by

a single network incidence. For exanple, when the physical |ink
between a CE and a PE fails, all the enulated circuits that go
through that link will fail. It is desirable that a single

mai nt enance nessage be used to notify failure of the whole group of
emul ated circuits connected to the same renote PE. A PWE3 approach
MAY provi de some nmechani sm for notifying status changes of a group of
enul ated circuits. One possible approach is to associ ate each
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enulated circuit with a group ID while setting up the PWfor that
emulated circuit. In a maintenance nmessage, that group |ID can be
used to refer to all the emulated circuits in that group

If a PE needs to generate and send a mai ntenance nessage to a CE, the
PE MUST use a nmi ntenance nessage of the native service. This is
essential in keeping the enul ated service transparent to the CEs.

The requirements stated in this section are aligned with the ITUT
mai nt enance phil osophy for tel econmuni cations networks [ G305] (i.e.
client l|ayer/server |ayer concept).

6. Managenent of Enul ated Services

Each PWE3 approach SHOULD provi de sonme nechani sns for network
operators to manage the enul ated service. These mechani snms can be in
the fornms described bel ow

6.1. MBs

SNMP M Bs [ SM V2] MJST be provided for managi ng each enul ated circuit
as well as pseudo-wire in general. These M Bs SHOULD be created with
the follow ng requirenents.

6.2. GCeneral MB Requirenents

New M Bs MJST augnent or extend where appropriate, existing tables as
defined in other existing service-specific MBs for existing services
such as MPLS or L2TP. For exanple, the ifTable as defined in the
Interface MB [I FM B] MJST be augnented to provide counts of out-of-
order packets. A second exanple is the extension of the MPLS-TE-M B
[ TEM B] when emul ating circuit services over MPLS. Rather than
redefining the tunnel Table so that PWE can utilize MPLS tunnels, for
exanple, entries in this table MJST instead be extended to add
addi ti onal PWE-specific objects. A final exanple mght be to extend
the IP Tunnel MB [IPTUNMB] in such a way as to provi de PWE3-
specific semantics when tunnels other than MPLS are used as PSN
transport. Doing so facilitates a natural extension of those objects
defined in the existing MBs in terns of managenent, as well as

| everagi ng exi sting agent inplenentations.

An AC MUST appear as an interface in the ifTable.
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6.3. Configuration and Provi sioning

M B Tabl es MUST be designed to facilitate configuration and
provi sioning of the AC

The M B(s) MUST facilitate intra-PSN configuration and nonitoring of
ACs.

6.4. Performance Mnitoring
M Bs MUST col lect statistics for performance and fault nmanagemnent.

M Bs MUST provide a description of how existing counters are used for
PWemrul ati on and SHOULD not replicate existing MB counters.

6.5. Fault Managenment and Notifications

Notificati ons SHOULD be defined where appropriate to notify the
networ k operators of any interesting situations, including faults
detected in the AC

bj ects defined to augnent existing protocol -specific notifications
in order to add PWE functionality MJST expl ain how these
notifications are to be enmtted.

6. 6. Pseudo-Wre Connection Verification and Traceroute

For network managenent purpose, a connection verification nmechani sm
SHOULD be supported by PW. Connection verification as well as other
al arm ng nechani sns can alert network operators that a PWhas | ost
its renmote connection. It is sonetines desirable to know the exact
functional path of a PWfor troubl eshooting purpose, thus a
traceroute function capable of reporting the path taken by data
packets over the PW SHOULD be provided

7. Faithful ness of Enul ated Services
An emrul at ed service SHOULD be as simlar to the native service as
possi bl e, but NOT REQU RED to be identical. The applicability
statement of a PWE3 service MJST report limtations of the emnulated
servi ce.

Some basic requirenents on faithful ness of an enul ated service are
descri bed bel ow.
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7.

7.

1

2.

Characteristics of an Enul ated Service

Fromthe perspective of a CE, an enulated circuit is characterized as
an unshared link or circuit of the chosen service, although service
quality of the enul ated service may be different fromthat of a
native one. Specifically, the follow ng requirenments MUST be net:

1) It MJST be possible to define type (e.g., Ethernet, which is
i nherited fromthe native service), speed (e.g., 100Mops), and MIU
size for an emulated circuit, if it is possible to do so for a
native circuit.

2) If the two endpoints CE1 and CE2 of enulated circuit #1 are
connected to PEl and PE2, respectively, and CE3 and CE4 of
emul ated circuit #2 are al so connected to PE1 and PE2, then the
PW of these two enulated circuits may share the same physica
pat hs between PEl1 and PE2. But fromeach CE s perspective, its
emul ated circuit MJST appear as unshared. For exanple, CE1l/CE2
MJUST NOT be aware of existence of ermulated circuit #2 or CE3/ CEA.

3) If an emulated circuit fails (either at one of the ACs or in the
m ddl e of the PW, both CEs MIST be notified in a tinely nanner,
if they will be notified in the native service (see Section 5.3
for nore information). The definition of "tineliness" is
servi ce-dependent.

4) If a routing protocol (e.g., |IGP) adjacency can be established
over a native circuit, it MJST be possible to be established over
an enul ated circuit as well.

Service Quality of Enul ated Services

It is NOT REQUI RED that an emul ated service provide the sane service
quality as the native service. The PWE3 WG only defi nes mechani sns
for providing PWenulation, not the services thenselves. What
quality to provide for a specific enulated service is a matter

bet ween a service provider (SP) and its custoners, and is outside
scope of the PWE3 WG

Non- Requi renment s
Sonme non-requirenents are nentioned in various sections of this

docunent. Those work itens are outside scope of the PNES Wa  They
are sumari zed bel ow
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- Service interworKking;

In Service Interworking, the IW (Interworking Function) between
two dissimlar protocols (e.g., ATM & MPLS, Frane Relay & ATM ATM
& IP, ATM & L2TP, etc.) term nates the protocol used in one
network and translates (i.e., maps) its Protocol Contro
Information (PCl) to the PCl of the protocol used in other network
for User, Control and Managenent Pl ane functions to the extent
possi bl e.

- Selection of a particular type of PW;

- To nmake the emnul ated services perfectly match their native
services

- Defining nechani sns for signaling the PSN tunnels;

- Defining how to performtraffic nanagenment on packets that carry

PW PDUs;

- Providing any nmulticast service that is not native to the enul ated
medi um
To illustrate this point, Ethernet transnmission to a nulticast

| EEE- 48 address is considered in scope, while nmulticast services
like [MARS] that are inplenmented on top of the nediumare out of
scope;

9. Qality of Service (QS) Considerations

Sonme native services such as ATM can of fer higher service quality
than best effort Internet service. QS is therefore essential for
ensuring that emul ated services are conpati ble (but not necessarily
identical) to their native forns. It is up to network operators to
decide how to provide QS - They can choose to rely on over-

provi sioni ng and/ or deploy sone QS nechani sns.

In order to take advantage of QoS nmechani snms defined in other working
groups, e.g., the traffic managenent schenes defined in DiffServ WG
it is desirable that sone nmechani snms exists for differentiating the
packets resulted from PDU encapsul ati on. These nmechani sns do not
have to be defined in the PWE3 approaches thensel ves. For exanpl e,

if the resulted packets are MPLS or | P packets, their EXP or DSCP
field can be used for nmarking and differentiating. A PWE3 approach
MAY provi de guidelines for marking and differentiating.
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10.

11.

The applicability of PWE3 to a particular service depends on the
sensitivity of that service (or the CE inplenmentation) to
delay/jitter etc and the ability of the application |layer to mask
them PWE3 may not be applicable to services that have severe
constraints in this respect.

I nter-donmin | ssues

PWE is a matter between the PWend-points and is transparent to the
net wor k devi ces between the PWend-points. Therefore, inter-donain
PWE is fundanentally simlar to intra-domain PWE. As |long as PW
end- poi nts use the sane PWE approach, they can conmunicate

ef fectively, regardl ess of whether they are in the sane domain.
Security nmay becone nore inportant in the inter-donmain case and sone
security measure such as end-point authentication MAY be applied

QS may becone nore difficult to deliver too, as one service provider
has no control over another service provider’s provisioning and
traffic managenent policy. To solve the inter-donmain QS problem
service providers have to cooperate. Once they agree at a
contractual level to provider high quality of service to certain
traffic (e.g., PW traffic), the mechani snms defined in other working
groups, e.g., Diffserv W5 can be used.

Inter-donmain PSN tunnels are generally nore difficult to set up, tear
down and maintain than intra-domain ones. But that is an issue for
PSN tunneling protocols such as MPLS and L2TPv3 and is outside the
scope of PWES.

Security Considerations

The PW end-poi nt, PWdemnul tipl exi ng nechani sm and the payl oads of
the native service can all be vulnerable to attack. PWE3 should

| everage security nechani sns provided by the PWDenultiplexer or PSN
Layers. Such mechani sms SHOULD prot ect PW end-point and PW
Demul ti pl exer mechani sm from deni al - of -service (DoS) attacks and
spoofing of the native data units. Preventing unauthorized access to
PW end- poi nts and other network devices is generally effective

agai nst DoS attacks and spoofing, and can be part of protection
mechani sm  Protection nechani sns SHOULD al so address the spoofing of
tunnel ed PWdata. The validation of traffic addressed to the PW
Demul ti pl exer end-point is paranount in ensuring integrity of PW
encapsul ation. Security protocols such as | Psec [ RFC2401] can be
used.
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