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RFC 3923 XMPP E2E Cct ober 2004

1. Introduction

This meno defines methods of end-to-end signing and object encryption
for the Extensible Messagi ng and Presence Protocol (XMPP). (For

i nformati on about XMPP, see [ XMPP-CORE] and [ XMPP-1M.) The nethod
specified herein enables a sender to sign and/or encrypt an instant
message sent to a specific recipient, sign and/or encrypt presence
information that is directed to a specific user, and sign and/or
encrypt any arbitrary XMPP stanza directed to a specific user. This
meno t hereby hel ps the XMPP specifications neet the requirenents
specified in [I MP-REQS] .

1.1. Termnol ogy

Thi s docunent inherits term nology defined in [CVS], [|MP-MODEL],
[ SM ME], and [ XMPP- CORE] .

The capitalized key words "MJST", "MJST NOT", "REQUI RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, RFC 2119 [TERMS].

2. Requirenents

For the purposes of this nmenp, we stipulate the foll ow ng
requirenents:

1. The nethod defined MJUST address signing and encryption
requirenents for mnimal instant nessagi ng and presence, as those
are defined in [IMP-REQS]. In particular, the nethod MJST
address the foll owing requirenments, which are copied here
verbatimfrom [l MP- REQS] :

* The protocol MIST provide neans to ensure confidence that a
recei ved message (NOTIFI CATI ON or | NSTANT MESSAGE) has not
been corrupted or tanpered with. (Section 2.5.1)

* The protocol MJST provide neans to ensure confidence that a
recei ved nmessage (NOTI FI CATI ON or | NSTANT MESSAGE) has not
been recorded and pl ayed back by an adversary. (Section
2.5.2)

* The protocol MJST provide neans to ensure that a sent nessage
(NOTI FI CATI ON or | NSTANT MESSACE) is only readabl e by ENTITIES
that the sender allows. (Section 2.5.3)
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*  The protocol MUST allow any client to use the nmeans to ensure
non-corruption, non-playback, and privacy, but the protocol
MUST NOT require that all clients use these neans at all
times. (Section 2.5.4)

* \Wen A establishes a SUBSCRIPTION to B's PRESENCE | NFORVATI ON,
the protocol MJST provide A neans of verifying the accurate
recei pt of the content B chooses to disclose to A (Section
5.1.4)

* The protocol MJIST provide A neans of verifying that the
presence information is accurate, as sent by B. (Section
5.3.1)

* The protocol MJST provide A neans of ensuring that no other
PRI NCI PAL C can see the content of M (Section 5.4.6)

* The protocol MJIST provide A neans of ensuring that no other
PRINCI PAL C can tanper with M and B neans to verify that no
tanpering has occurred. (Section 5.4.7)

2.  The nethod defined MJUST enable interoperability w th non- XMPP
messagi ng systens that support the Common Presence and | nstant
Messaging (CPIM specifications published by the I|nstant
Messagi ng and Presence (I MPP) Working Group. Two corollaries of
this requirenment are:

* Prior to signing and/or encrypting, the format of an instant
message MJST conformto the CPlI M Message Format defined in
[ MSGFMT] .

* Prior to signing and/or encrypting, the format of presence
i nformati on MUST conformto the CPP Presence Information Data
Format defined in [PIDF].

3. The nethod MJST foll ow the required procedures (including the
specific algorithns) defined in [CPIM and [CPP]. In particular,
t hese docunents specify:

* Signing MJUST use [SM ME] signatures with [CMS] SignedDat a.

*  Encryption MJUST use [SM ME] encryption with [ CVE]
Envel opeDat a.

4. In order to enable interoperable inplenentations, sending and
recei ving applications MJIST inplenent the algorithnms specified
under Mandatory-to-Inplenment Cryptographic Algorithns (Section
6.10).
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We further stipulate that the following functionality is out of scope
for this neno:

(0]

Di scovery of support for this protocol. An entity could discover
whet her anot her entity supports this protocol by (1) attenpting to
send signed or encrypted stanzas and receiving an error stanza
("technical" discovery) or a textual nessage in reply ("social"

di scovery) if the protocol is not supported, or (2) using a

dedi cat ed service discovery protocol, such as [DI SCO or [CAPS]
However, the definition of a service discovery protocol is out of
scope for this meno.

Si gning or encryption of XMPP groupchat nessages, which are
nmentioned in [ XMPP-IM but not defined therein since they are not
required by [IMP-REQS]; such nmessages are best specified in [ MJ].

Si gning or encryption of broadcasted presence as described in
[ XMPP-1M (the nethods defined herein apply to directed presence

only).

Signing or encryption of conmuni cations that occur within the
context of applications other than instant nessagi ng and presence
as those are described in [IMP-MODEL] and [I| MP- REQS] .

3. Securing Messages
3.1. Process for Securing Messages

In order to sign and/or encrypt a nessage, a sending agent MJST use

the foll ow ng procedure:

1. Generate a "Message/ CPI M' object as defined in [ MSGFMI]

2. Sign and/or encrypt both the headers and content of the
"Message/ CPI M object as specified in Requirement 3 of Section 2
above.

3. Provide the resulting signed and/or encrypted object within an
XM. CDATA section (see Section 2.7 of [XM]) contained in an
<e2e/> child of a <nmessage/> stanza, where the <e2e/> elenent is
qualified by the "urn:ietf:paranms: xn : ns: xnpp-e2e’ nanespace as
specified nore fully in Section 9 bel ow

3.2. Exanple of a Signed Message

The following exanple illustrates the defined steps for signing a

nessage.
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First, the sending agent generates a "Message/ CPIM object in
accordance with the rules and formats specified in [ MSGFMI]

Exanpl e 1: Sender generates "Message/ CPl M' object:

Content-type: Message/ CPI M

From Juliet Capulet <imjuliet@xanple.conp
To: Ronmeo Montague <i mroneo@xanpl e. net >
Dat eTi me: 2003-12-09T11: 45: 36. 66Z

Subj ect: Inploring

Content-type: text/plain; charset=utf-8
Content-1 D <1234567890@xanpl e. conr

Wherefore art thou, Roneo?

Once the sending agent has generated the "Message/ CPI M' obj ect,
sendi ng agent may sign it. The result is a nultipart [SM ME] object
(see [MULTI]) that has a Content-Type of "multipart/signed" and
i ncludes two parts: one whose Content-Type is "Message/ CPI M and
anot her whose Content-Type is "application/pkcs7-signature"”

2004

t he
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Exanpl e 2: Sender generates nultipart/signed object:

The sendi ng agent now wraps the "mnultipart/signed" object

Cont ent - Type: nul tipart/signed; boundary=next;
m cal g=shal
pr ot ocol =appl i cati on/ pkcs7-si gnature

- - next
Content-type: Message/ CPI M

From Juliet Capulet <imjuliet@xanple.conp
To: Roneo Montague <i mromeo@xanpl e. net >
Dat eTi me: 2003-12-09T723: 45: 36. 66Z

Subj ect: Inploring

Content-type: text/plain; charset=utf-8
Content-1D: <1234567890@xanpl e. con

Wieref ore art thou, Romeo?

- - next

Cont ent - Type: appli cation/pkcs7-signature

Content - Di sposition: attachnent; handling=required;\
fil enane=sm nme. p7s

[ si gned body part]

--next--

CDATA section, which is contained in an <e2e/> elenment that is
included as a child el enent of the XMPP nessage stanza and that
qualified by the "urn:ietf:parans: xm :ns: xnpp-e2e’ nanespace.

2004

in an XM

is

Sai nt - Andr e St andards Track [ Page 6]



RFC 3923 XMPP E2E Cct ober 2004

Exanpl e 3: Sender generates XWPP nessage stanza

<nessage to='roneo@xanpl e. net/orchard’ type='chat’>
<e2e xm ns="urn:ietf:parans: xm : ns: xnpp- e2e’ >
<! [ CDATA[
Content - Type: nul tipart/signed; boundary=next;
m cal g=shal
prot ocol =appl i cati on/ pkcs7-si gnature

- - next
Content-type: Message/ CPI M

From Juliet Capulet <imjuliet@xanple.conp
To: Roneo Montague <i mronmeo@xanpl e. net >
Dat eTi me: 2003- 12- 09T23: 45: 36. 66Z

Subj ect: Inploring

Content-1D: <1234567890@xanpl e. conp

Wherefore art thou, Romeo?

- - next

Cont ent - Type: applicati on/ pkcs7-signature

Content-Di sposition: attachnent; handling=required;\
fil enane=smni nme. p7s

[ si gned body part]
--next - -
11>

</ e2e>

|
|
|
|
|
|
|
|
|
|
|
|
|
|
| Content-type: text/plain; charset=utf-8
|
|
|
|
|
|
|
|
|
|
|
|
|
| </ message>

3.3. Exanple of an Encrypted Message

The following exanple illustrates the defined steps for encrypting a
nessage

First, the sending agent generates a "Message/ CPIM object in
accordance with the rules and formats specified in [ MSG-MI]

Sai nt - Andr e St andards Track [ Page 7]



RFC 3923 XMPP E2E Cct ober 2004

Exanpl e 4: Sender generates "Message/ CPI M' obj ect:

Content-type: Message/ CPI M

From Juliet Capulet <imjuliet@xanple.conp
To: Roneo Montague <i mroneo@xanpl e. net >
Dat eTi me: 2003-12-09T11: 45: 36. 66Z

Subj ect: I nploring

Content-type: text/plain; charset=utf-8
Content-1D: <1234567890@xanpl e. con

Wherefore art thou, Roneo?

Once the sending agent has generated the "Message/ CPI M object, the
sendi ng agent may encrypt it.

Exanpl e 5: Sender generates encrypted object:

U2FsdGVkX190keKTI Lxa/ 1n1FE/ upwnl1D20GhPWIhDW ex KMUKYJI nTW ERP+vcQ
| OxFs40uc9Fx81a5/ 62p/ yPb/ UMuG6SR603Ed2zwecusDI nyyz125HFERd DUVBCO
Pt 6Z4cTGKBMIzZBGyuc3Y+TMBTxgFFUAXxeWaoxnZr r | +LP72vwbri Yc3KCVk Db QL
I gc1Vzs5/ 5JecegM eNY24S|l Ny X9HVFRNFpbl 64vLx YEK55A+31 YbZsl uCFT31+a
+GeAvJIkvH64LRVANPHUNENTQ@wWoAWnOTVbLI aQEQr i i 78X NEh+MK8BXx7TBTvi 4yH
Ddzf 9Si mbnt W XaCAvVWEYy p0X91d7xRI4JI gKf PzkxNsWIFCLt hQS1p734eDxXVd3
i 081 EHzyl | 6ht UEr 59ZDAW==

The sendi ng agent now wraps the encrypted object in an XM. CDATA
section, which is contained in an <e2e/> element that is included as
a child elenment of the XMPP nessage stanza and that is qualified by
the "urn:ietf:parans: xnl:ns: xnpp-e2e’ nanespace.

Exanpl e 6: Sender generates XWMPP nessage stanza:

<nessage to='ronmeo@xanpl e. net/orchard’ type=' chat’>

<e2e xm ns="urn:ietf:parans: xm : ns: xnpp-e2¢e’ >
<! [ CDATA]
U2FsdGVkX190keKTI Lxa/ 1n1FE/ upwnl1D20CGhPWIhDW ex KMUKYJI nTW ERP+vcQ
| OxFs40uc9Fx81a5/ 62p/ yPb/ UMuG6SR603Ed2zwecusDI nyyz125HFERd DUVBCO
Pt 6Z4cTGKBMIzZBGyuc3Y+TMBTxgFFUAXxeWaoxnZr r | +LP72vwbri Yc3KCVk Db QL
I gc1Vzs5/ 5JecegM eNY24S|I Ny X9HVFRNFpbl 64vLx YEK55A+31 YbZsl uCFT31+a
+GeAvJIkvH64LRVANPHUNENTQ@woAWnOTVbLI aQEQr i i 78X NEh+MK8BXx7TBTvi 4yH
Ddzf 9Si mbnt W XaCAvWEYy p0X91d7xRI4JI gKf PzkxNsWFCLt hQS1p734eDxXVd3
i 081 EHzyl | 6ht UEr 59ZDAW==
11>

</ e2e>
</ message>
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4. Securing Presence
4.1. Process for Securing Presence Information

In order to sign and/or encrypt presence information, a sending agent
MUST use the follow ng procedure:

1. Generate an "application/pidf+xm" object as defined in [Pl DF].

2. Sign and/or encrypt the "application/pidf+xm" object as
specified in Requirenent 3 of Section 2 above.

3. Provide the resulting signed and/or encrypted object within an
XML CDATA section (see Section 2.7 of [XM.]) contained in an
<e2e/> child of a <presence/> stanza, where the <e2e/> elenent is
qualified by the "urn:ietf:paranms: xn : ns: xnpp-e2e’ nanmespace. The
<presence/ > stanza MJST include a 'to’ attribute, i.e., it nust
be an instance of directed presence as defined in [ XWPP-IM.

4.2. Exanple of Signed Presence |Information

The followi ng exanple illustrates the defined steps for signing
presence information.

First, the sending agent generates an "application/pidf+xm" object
in accordance with the rules and fornmats specified in [PIDF].

Exanpl e 7: Sender generates "application/pidf+xm" object:

| <?xm version="1.0" encodi ng="UTF-8"?>

| <presence xm ns="urn:ietf:parans: xm :ns: pidf"

| xm ns:imE"urn:ietf: parans: xnl :ns: pidf:int
| entity="pres:juliet@xanple.coni>

| <tupl e id="hr0zny"

| <st at us>

| <basi c>open</ basi c>

| <iminmaway</iminp

| </ st at us>

| <note xn:lang="en">retired to the chanber</note>
| <ti mest anp>2003-12- 09T23: 53: 11. 31</ ti nest anp>

| </tupl e>

| </ presence>

Once the sending agent has generated the "application/pidf+xm"

obj ect, the sending agent may sign it. The result is a nultipart

[ SM ME] object (see [MITI]) that has a Content-Type of

"mul tipart/signed" and includes two parts: one whose Content-Type is
"application/pidf+xm " and anot her whose Content-Type is
"application/ pkcs7-si gnature”
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Exanpl e 8: Sender generates nultipart/signed object:

The sendi ng agent now wraps the "multipart/signed" object

Cont ent - Type: nul tipart/signed; boundary=next;
m cal g=shal
pr ot ocol =appl i cati on/ pkcs7-si gnature

- - next
Content-type: application/pidf+xn
Content-1 D <2345678901@xanpl e. conr

<xm version="1.0" encodi ng="UTF-8"?>
<presence xm ns="urn:ietf:parans: xn :ns: pidf"
xm ns:imE"urn:ietf: parans: xn :ns: pidf:int
entity="pres:juliet@xanple.coni>
<tuple id="hr0Ozny">
<stat us&gt;
<basi c>open</ basi c>
<iminmraway</iminp
</ status>
<note xml :lang="en">retired to the chanber</note>
<ti mest anp>2003-12-09T23: 53: 11. 31Z</ti nest anp>
</tupl e>
</ presence>
- - next
Cont ent - Type: application/ pkcs7-signature
Content-Di sposition: attachnent; handling=required;\
fil enane=smi nme. p7s

[ si gned body part]

--next--

CDATA section, which is contained in an <e2e/> elenment that is
included as a child elenent of the XMPP nessage stanza and that
qualified by the "urn:ietf:parans: xm :ns: xnpp-e2e’ nanespace.

2004

in an XM

is

Sai nt - Andr e St andards Track [ Page 10]



RFC 3923 XMPP E2E Cct ober 2004

Exanpl e 9: Sender generates XMPP presence stanza:

<presence to='ronmeo@xanpl e. net/orchard >
<e2e xm ns="urn:ietf:parans: xm : ns: xnpp- e2e’ >
<! [ CDATA[
Content - Type: nul tipart/signed; boundary=next;
m cal g=shal
prot ocol =appl i cati on/ pkcs7-si gnature

- - next
Content-type: application/pidf+xni
Content-1D: <2345678901@xanpl e. conp

|

|

|

|

|

|

|

|

|

|

| <xm version="1.0" encodi ng="UTF- 8" ?>

| <presence xm ns="urn:ietf:parans: xnl :ns: pidf"

| xm ns:ime"urn:ietf: parans: xm :ns: pidf:int
| entity="pres:juliet@xanple.coni>

| <tuple id="hr0zny">

| <st at us>

| <basi c>open</ basi c>

| <iminmraway</imine

| </ st at us>

| <note xm :lang="en">retired to the chanber</note>
| <ti mest anp>2003-12- 09T23: 53; 11. 31Z</ti nest anp>
| </tupl e>

| </ presence>

| - - next

| Cont ent - Type: applicati on/ pkcs7-signature

| Content-Di sposition: attachnent; handling=required;\
| fil ename=sni nme. p7s
|

|

|

|

|

|

|

[ signed body part]
--next - -
11>
</ e2e>
</ presence>
4.3. Exanple of Encrypted Presence Infornmation

The following exanple illustrates the defined steps for encrypting
presence i nformation.

First, the sendi ng agent generates an "application/pidf+xm" object
in accordance with the rules and fornmats specified in [PIDF].
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Exanpl e 10: Sender generates "application/pidf+xm" object:
| <?xm version="1.0" encodi ng="UTF- 8" ?>
| <presence xm ns="urn:ietf:parans: xm : ns: pidf"
| xm ns:imE"urn:ietf: parans: xm :ns: pidf:int
| entity="pres:juliet@xanple.coni>
| <tuple id="hr0zny"

| <st at us>

| <basi c>open</ basi c>
| <imimraway</imine

| </ st at us>

| <note xml :lang="en">retired to the chanber</note>
| <ti mest anp>2003-12- 09T23: 53:; 11. 31</ ti nest anp>

| </tupl e>

| </ presence>

Once the sending agent has generated the "application/pidf+xm"
obj ect, the sending agent nmay encrypt it.

Exanpl e 11: Sender generates encrypted object:

| U2FsdGVk X18VIPbx5GWFPTPZr HLCOQG VP+zi czu6zWZLFQxae606PP6i qpr 2No
| zOvBVMW YeRAT0zd18hr 6gsgKi G / GZpAAbTvPt aBxel ykxsd1+CX+U+i wOnEGCr
| bj i @ kOqQUKI79bNxwRnqdi dj hy TpKSbQJ C0XZ8CTe7AE9KDVBQtuk+C3j r gX4byL
| GBI KThbzKi dxz320bhoj PEEW Fi M yUeqYUP1COcJpUnme@l cXhD6t cx+m2MAy YYLP
| boKXpLknxRnbMBT/ voedl nFLbbDU69n xDPbr 1mHZd3hDsyFudbl1f b4r | 3KwOK
| Ng+3udr 21 kysvi JDgQo+xGE QUGE 5sED mAaPRI j 4f / Jt TzvT4EaQTlaw 69nt Xf KV
| MCr 9KdI Mvij dJzQJk YLoAhNVr cZn5t w8Ws J GamuKuhYb/ SShy 71 nzGapPaPAl 7/ Mm
| PH 7zj 3NZ6EEl weDOUAWW | G dT506t ci 27+EW InXwVPNFMKF+6a7t r/ OY+i i €]
| woJx Ul BqCOgX+U7sr HpK2NYt NTZ7UQp2V0y Ex1JV8+Y=

The sendi ng agent now wraps the encrypted object in an XM. CDATA
section, which is contained in an <e2e/> elenent that is included as
a child elenment of the XMPP nmessage stanza and that is qualified by
the "urn:ietf:parans: xn : ns: xnpp-e2e’ nanespace.
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Exanpl e 12: Sender generates XMPP presence stanza:

| <presence to='ronmeo@xanpl e. net/orchard >

| <e2e xm ns="urn:ietf:parans: xm : ns: xnpp- e2e’ >

| <! [ CDATA[

| U2FsdGvk X18VJIPbx5GWHFPTPZr HLCO9QG VP+zi czu6zWZLFQxae606PP6i qpr 2No
| zOvBVMW YeRAT0zd18hr 6gsgKi A / GZpAAbTvVPt aBxel ykxsd1+CX+U+i wOnEGCr
| bj i @ kOqQUKI79bNxwRnqdi dj hy TpKSbhQJ COXZ8CTe7 AE9KDVBQ+uk+QO3j r gX4byL
| GBl KThbzKi dxz320boj PEEW Fi M yUeqYUP1OcJpUre@l cXhD6t cx+n2MAy YYLP
| boKpLknxRnbMBT/ voedl nFLbbDU69n xDPbr 1mHZd3hDsyFudbl1f b4r | 3KwOK
| Ng+3udr 21 kysvi JDgQo+xG QUG 5sED mAaPRI j 4f / Jt TzvT4EaQTaw 69nt Xf KV
| MCr 9KdI Mvdj dJzQIKYLoAhNVr cZn5t w8WJGmuKuhYb/ SShy 71 nzGapPaPAl 7/ Mm
| PHj 7zj 3NZ6EElI weDOUAWW | G dT506t ci 27+EW InXwiVPnFVKF+6a7t r/ OY+i i e
| woJx Ul BgCOgX+U7sr HpK2NYt NTZ7UQp2VOy Ex1JV8+Y=
| 11>
| </ e2e>
| </ presence>

5. Securing Arbitrary XMPP Dat a

The foregoing sections of this meno describe how to secure "l east
common denom nat or" nessagi ng and presence data of the kind that can
be directly translated into the MSG-MI or PIDF formats. However,
XMPP possesses a third base-level stanza type (<ig/>) in addition to
<nessage/ > and <presence/ >, as well as the ability to include
extended XML data within arbitrary child elements of the three core
stanza types. Therefore, it would be desirable to secure such data
i f possible.

Because [ MSGFMI] specifies the ability to encapsul ate any M ME type,
the approach taken in this neno is to include arbitrary XMPP data in
an XML nedi a type nanmed "application/ xnpp+xm " as specified nore
fully in Section 10 bel ow.

The followi ng exanples illustrate the structure of the
"application/ xnmpp+xm" M ME type. (Note: The
"http://jabber.org/protocol/evil’' nanespace used in these exanples is

associated with an April Fool’s protocol witten to be the instant
nmessagi ng equi val ent of RFC 3514; it is included only as an instance
of extended information included in an XML stanza and shoul d not be
taken seriously as a functional XMPP extension.)
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Exanpl e 13: Message stanza with extended data contained in
"application/ xnpp+xm " M ME type:

<?xm version="1.0" encodi ng=" UTF-8" ?>
<xmpp xm ns='jabber:client’ >
<nmessage
frone i ago@xanpl e. com pda
to="em |ia@xanple.comcell’>
<body>
I told himwhat | thought, and told no nore
Than what he found hinself was apt and true.
</ body>
<evil xmns="http://jabber.org/protocol/evil’'/>
</ message>

</ xmpp>

Exanpl e 14: Presence stanza with extended data contained in
"application/ xnmpp+xm " M ME type:

Exanpl e 15:

<?xm version="1.0" encodi ng=" UTF-8’ ?>
<xnpp xm ns="jabber:client’>
<presence frone i ago@xanpl e. conf pda’ >
<show>dnd</ show>
<st at us>Fonenti ng di ssensi on</ st at us>
<evil xmns="http://jabber.org/protocol/evil’'/>
</ presence>

</ xmpp>

xmpp+xm " M ME type:

<?xm version="1.0" encodi ng=" UTF-8’ ?>
<xnpp xm ns="jabber:client’>
<iq type='result’
fron¥ i ago@xanpl e. com pda
to="em |ia@xanpl e. com cel |
id="evil 1l >
<query xm ns='j abber:iq:version >

<nanme>St abber </ name>
<versi on>666</ ver si on>
<os>Fi end0S</ os>

</ query>
<evil xm ns="http://jabber.org/protocol/evil’'/>
<liqg>
</ xmpp>

2004

| Q stanza with extended data contained in "application/
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Just as with the "Message/ CPI M' and "appli cation/pi df +xm " obj ects,
the "application/xmpp+xm " object would be signed and/or encrypted,
t hen encapsul ated within an XM. CDATA section (see Section 2.7 of

[ XML]) contained in an <e2e/> child of a <presence/> stanza, where
the <e2e/> elenent is qualified by the
‘urn:ietf:parans: xnl:ns: xnpp-e2e’ nanespace.

6. Rules for S/MME Ceneration and Handli ng
6.1. Certificate Enroll nent

[ SM ME] does not specify howto obtain a certificate froma
certificate authority, but instead nandates that every sendi ng agent
nmust already have a certificate. The PKI X Wrking G oup has, at the
time of this witing, produced two separate standards for certificate
enrollment: [CMP] and [CMC]. VWhich nmethod to use for certificate
enrol I ment is outside the scope of this neno.

6.2. Certificate Retrieva

A receiving agent MJST provide sone certificate retrieval mechani sm
in order to gain access to certificates for recipients of digita
envel opes. This neno does not address how S/M ME agents handl e
certificates, only what they do after a certificate has been
validated or rejected. S/M M certification issues are covered in
[ CERT].

However, at a mininum for initial S/M ME depl oynment, a user agent
SHOULD automatically generate a nmessage to an intended recipient
requesting that recipient’s certificate in a signed return nessage.
Recei ving and sendi ng agents SHOULD al so provide a nechanismto all ow
a user to "store and protect" certificates for correspondents in such
a way so as to guarantee their later retrieval

6.3. Certificate Nanes

End-entity certificates used by XMPP entities in the context of this
meno SHOULD contain a valid instant nessagi ng and presence address.
The address SHOULD be specified as both an "im’' URI (for instant
nmessagi ng, as defined in [CPIM) and a 'pres:’ URl (for presence, as
defined in [CPP]); each of these URIs SHOULD be specified in a
separate General Nane entry of type unifornResourceldentifier inside
the subjectAltNane (i.e., two separate entries). Information in the
subj ect distingui shed name SHOULD be ignored.

Each URI MJST be of the form <imaddress> or <pres:address>, where

the "address"” portion is an XMPP address (also referred to as a
Jabber ldentifier or JID) as defined in [ XMPP-CORE], prepended with
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the "im’ or 'pres:’ URl schene. The address SHOULD be of the form
<node@lomai n> (i.e., a "bare JID'), although any valid JID form MAY
be used.

The value of the JID contained in the XMPP ’'from attribute MJST
match a JID provided in the signer’'s certificate, with the exception
that the resource identifier portion of the JID contained in the
"from attribute SHOULD be ignored for natching purposes.

Recei ving agents MJST check that the sending JID matches a JID
provided in the signer’s certificate, with the exception that the
resource identifier portion of the JID contained in the ’'fromn
attribute SHOULD be ignored for matchi ng purposes. A receiving agent
SHOULD provide sone explicit alternate processing of the stanza if
this conparison fails, which nay be to display a nessage informning
the recipient of the addresses in the certificate or other
certificate details.

The subject alternative name extension is used in S/M M as the
preferred neans to convey the instant nessagi ng and presence address
that corresponds to the entity for this certificate. Any XWPP
address present in the certificate MIST be encoded using the ASN. 1
hject ldentifier "id-on-xnmppAddr" as specified in Section 5.1.1 of
[ XMPP- CORE] .

6.4. Transfer Encoding

Because it is expected that XWPP applications will not interface with
ol der 7-bit systens, the transfer encoding (as defined in Section
3.1.2 of [SMMg]) MJIST be "binary".

6.5. Oder of Signing and Encrypting

If a stanza is both signed and encrypted, it SHOULD be signed first,
t hen encrypted.

6.6. Inclusion of Certificates

If the sender and recipient are involved in an active nmessagi ng
session over a period of tine, the sending agent SHOULD i ncl ude the
sender’s certificate along with at | east one encrypted nessage stanza
every five mnutes. CQutside the context of an active nessagi ng
session, the sending agent SHOULD i nclude the sender’s certificate
along with each encrypted nessage stanza. A sending agent MAY

i nclude the sender’s certificate along with each encrypted presence
stanza. However, a sending agent SHOULD NOT include a certificate
nmore than once every five mnutes.
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6.7. Attachnent and Checki ng of Signatures

Sendi ng agents SHOULD attach a signature to each encrypted XM
stanza. |If a signature is attached, a Content-Di sposition header
field (as defined in [DI SP]) SHOULD be included to specify how the
signature is to be handl ed by the receiving application

If the receiving agent determines that the signature attached to an
encrypted XML stanza is invalid, it SHOULD NOT present the stanza to
the intended recipient (human or application), SHOULD provi de some
explicit alternate processing of the stanza (which may be to display
a nmessage informng the recipient that the attached signature is
invalid), and MAY return a stanza error to the sender as descri bed
under Recipient Error Handling (Section 7).

6.8. Decryption

If the receiving agent is unable to decrypt the encrypted XM stanza,
it SHOULD NOT present the stanza to the intended recipient (hunman or
application), SHOULD provide some explicit alternate processing of
the stanza (which may be to display a nessage informi ng the recipient
that it has received a stanza that cannot be decrypted), and MAY
return a stanza error to the sender as described under Reci pient
Error Handling (Section 7).

6.9. Inclusion and Checki ng of Tinestanps

Ti mestanps are included in "Message/ CPI M and "application/pidf+xm "
objects to help prevent replay attacks. Al tinmestanps MJST conform
to [ DATETI ME] and be presented as UTC with no offset, including
fractions of a second as appropriate. Absent a local adjustnent to
the sending agent’s perceived tine or the underlying clock tine, the
sendi ng agent MJUST ensure that the timestanps it sends to the

recei ver increase nonotonically (if necessary by increnenting the
seconds fraction in the timestanp if the clock returns the sane tine
for multiple requests). The following rules apply to the receiving
application:

o It MIST verify that the timestanp received is within five mnutes
of the current tine.

0o It SHOULD verify that the tinestanp received is greater than any

tinmestanp received in the last 10 m nutes which passed the
previ ous check.
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6.

o |If any of the foregoing checks fails, the tinmestanp SHOULD be
presented to the receiving entity (human or application) narked as
"old tinmestanp", "future tinestanp", or "decreasing tinestanp”,
and the receiving entity MAY return a stanza error to the sender
as described under Recipient Error Handling (Section 7).

10. Mandatory-to-Inpl enent Cryptographic Al gorithns

Al'l i nmpl ementations MJST support the follow ng al gorithns.
| mpl enent ati ons MAY support other algorithns as well.

For CMB Si gnedDat a:
0 The SHA-1 nessage digest as specified in [CV5-ALG section 2.1.

0 The RSA (PKCS #1 v1.5) with SHA-1 signature algorithm as
specified in [CM5-ALE section 3. 2.

For CMs Envel opedDat a:

0 The RSA (PKCS #1 v1.5) key transport, as specified in [CV5-ALG
section 4.2.1.

0 The AES-128 encryption algorithmin CBC node, as specified in
[ CVB- AES) .

Reci pi ent Error Handling

When an XMPP entity receives an XM. stanza containing data that is
signed and/or encrypted using the protocol described herein, several
scenari os are possible:

Case #1: The receiving application does not understand the protocol.

Case #2: The receiving application understands the protocol and is
abl e to decrypt the payl oad and verify the sender’s signature.

Case #3:. The receiving application understands the protocol and is
able to decrypt the payload and verify the sender’s signature, but
the tinestanps fail the checks specified above under Checking of
Ti mest anps (Section 6.9).

Case #4: The receiving application understands the protocol and is
able to decrypt the payload but is unable to verify the sender’s
si gnature.

Case #5: The receiving application understands the protocol but is
unabl e to decrypt the payl oad.
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In Case #1, the receiving application MJST do one and only one of the
following: (1) ignore the <e2e/> extension, (2) ignore the entire
stanza, or (3) return a <service-unavailable/> error to the sender

as described in [ XMPP- CORE] .

In Case #2, the receiving application MJST NOT return a stanza error
to the sender, since this is the success case.

In Case #3, the receiving application MAY return a <not-acceptabl e/ >
error to the sender (as described in [ XMPP-CORE]), optionally

suppl enented by an application-specific error condition el enent
<bad-ti mestanp/ > as shown bel ow

Exanpl e 16: Recipient returns <not-acceptable/> error:

<nessage from=’ roneo@xanpl e. net/orchard’ type='chat’ >
<e2e xm ns=urn:ietf:parans: xm : ns: xnmpp- e2e’ >
[ CDATA section here]
</ e2e>
<error type= nodify' >
<not - accept abl e xml ns="urn:ietf:parans: xm : ns: xnpp- st anzas’ / >
<bad-timestanp xm ns="urn:ietf:parans: xm : xnpp-e2e’ />
</error>
</ message>

In Case #4, the receiving application SHOULD return a

<not - acceptable/> error to the sender (as described in [ XMPP-CORE]),
optionally suppl enented by an application-specific error condition
el ement <unverified-signature/> as shown bel ow

Exanpl e 17: Recipient returns <not-acceptable/> error:

<nessage from=’ roneo@xanpl e. net/orchard’ type='chat’>
<e2e xm ns="urn:ietf:parans: xm : ns: xnpp- e2e’ >
[ CDATA section here]
</ e2e>
<error type='nodify’ >
<not - accept abl e xm ns="urn:ietf: parans: xm : ns: xnpp- stanzas’ />
<unverified-signature xm ns="urn:ietf:parans: xnl : xnmpp-e2e’ />
</error>
</ message>

In Case #5, the receiving application SHOULD return a <bad-request/>
error to the sender (as described in [ XMPP-CORE]), optionally

suppl enented by an application-specific error condition el enent
<decryption-fail ed/ > as shown bel ow
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Exanpl e 18: Recipient returns <bad-request/> error:

<nessage from=' roneo@xanpl e. net/orchard’ type='chat’>
<e2e xm ns="urn:ietf:parans: xm : ns: xnpp- e2e’ >
[ CDATA section here]
</ e2e>
<error type='nodify’ >
<bad-request xm ns="urn:ietf:parans:xm :ns: xnpp-stanzas’' />
<decryption-failed xm ns="urn:ietf:parans: xnm : xnpp-e2e’' />
</error>
</ message>

8. Secure Communi cations Through a Gat eway

A common nethod for achieving interoperability between two di sparate
services is through the use of a "gateway" that interprets the
protocol s of each service and translates theminto the protocols of
the other. The CPI M specifications (specifically [ MSG-MI] and [ Pl DF]
define the common profiles to be used for interoperability between

i nstant messagi ng and presence services that conmply with [ MP- REQS] .
In the case of conmuni cations between an XMPP service and a non- XMPP
service, we can visualize this relationship as follows:

| | | | | |
| XMPP | | | | Non-XMPP |
| Service | <---->] Gat eway | <---->] Service
| | | | | |

The end-to-end encryption nmethod defined herein enabl es the exchange
of encrypted and/ or signed instant nessages and presence through an
XMPP- CPI M gateway. | n particular:

o Wen a gateway receives a secured XMPP nessage or presence stanza
fromthe XWMPP service that is addressed to a user on the non- XMPP
service, it MJST renove the XMPP "w apper" (everything down to and
i ncluding the <e2e> and </e2e> tags) in order to reveal the
multipart S/M ME object, then route the object to the non- XMPP
service (first wapping it in the protocol used by the non- XMPP
service if necessary).
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10.

0 Wien a gateway receives a secured non- XMPP i nstant nessage or
presence docunment from the non-XMPP service that is addressed to a
user on the XMPP service, it MJST renove the non- XMPP "w apper”
(if any) in order to reveal the multipart S/M ME object, wap the
object in an XMPP nessage or presence "wapper” (including the
<e2e> and </e2e> tags), and then route the XMPP stanza to the XMPP
servi ce.

The wapped S/ M ME obj ect MUST be i nmmutabl e and MUST NOT be nodified
by an XMPP-CPI M gat eway.

urn:ietf:parans: xm : xnpp- e2e Nanespace

The <e2e xm ns="urn:ietf:parans: xm :ns: xnpp-e2e’/> elenent is a

wr apper for an XM. CDATA section (see Section 2.7 of [XM]) that
contains a "Message/ CPI M', "application/pidf+xm", or
"application/xnpp+xm " object. Thus the

‘urn:ietf:paranms: xnl : xnpp-e2e’ nanespace has no i nherent senantics,
and the semantics of the encapsul ated object are defined by one of
the followi ng specifications:

o [MSGFMI] for "Message/ CPI M
o [PIDF] for "application/pidf+xm"
0o [ XMPP-CORE] for "application/xnmpp+xmn "

Al t hough the "application/ xnpp+xm " nmedia type is specified in this
docunent, the <xmpp/> elenent is sinply a wapper for a <message/ >,
<presence/ >, or <ig/> stanza, where the semantics of those stanza
types are specified in [ XMPP- CORE].

G ven that the "urn:ietf:parans: xnl :ns: xnpp-e2e’ nanespace has no

i nherent semantics and specifies a using protocol only, versioning is
the responsibility of the protocols that define the encapsul ated
objects ([ MSGFMT], [PIDF], and [ XWPP-CORE]).

application/ xnpp+xm Medi a Type

The "application/xmpp+xm " nedia type adheres to the guidelines
specified in [ XM.-MEDIA]. The root element for this MME type is
<xmpp/ >, and the root el enent MJST contain one and only one child

el ement, corresponding to one of the XWMPP stanza types (i.e.,

nmessage, presence, or iq) if the default namespace is 'jabber:client’
or 'jabber:server’ as defined in [ XMPP-CORE]. The character encodi ng
for this XML nedia type MUST be UTF-8, in accordance with Section
11.5 of [ XMPP- CORE] .
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11.

12.

12.

12.

Security Considerations

This entire meno di scusses security. Detailed security

consi derations for instant nessaging and presence protocols are given
in [IMP-REQS] (Sections 5.1 through 5.4), and for XMPP in particul ar
are given in [ XMPP-CORE] (Sections 12.1 through 12.6). In addition,
all of the security considerations specified in [ XM.-MEDIA] apply to
the "application/xmpp+xm " nedia type.

The end-to-end security nethod defined here MAY result in exchanging
secured instant nmessages and presence information through a gateway
that inplenments the CPI M specifications. Such a gateway MJST be
conpliant with the mnimum security requirenents of the instant
messagi ng and presence protocols with which it interfaces.

| ANA Consi derati ons
1. XM Nanespace Nane for e2e Data in XMPP

A URN sub- nanespace of signed and encrypted content for the

Ext ensi bl e Messagi ng and Presence Protocol (XMPP) is defined as
follows. (This namespace nane adheres to the format defined in
[ XM.- REG .)

URI: urn:ietf:parans: xnl : ns: xnpp-e2e

Speci fication: RFC 3923

Description: This is an XM nanespace name of signed and encrypted
content for the Extensible Messaging and Presence Protocol as
defined by RFC 3923.

Regi strant Contact: |ESG <iesg@etf.org>

2. Content-type Registration for "application/xnpp+xm"
To: ietf-types@ana.org
Subj ect: Registration of MM nedia type application/xnmpp+xni

M ME nedia type nanme: application

M ME subtype name: xnpp+xm

Requi red paraneters: (none)

Optional paraneters: (charset) Sane as charset paraneter of
application/xm as specified in RFC 3023; per Section 11.5 of
[ XMPP- CORE], the charset nust be UTF-8.

Encodi ng consi derations: Same as encodi ng consi derations of
application/xm as specified in RFC 3023; per Section 11.5 of
[ XMPP- CORE], the encodi ng nmust be UTF-8.
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13.

13.

Security considerations: Al of the security considerations specified
in RFC 3023 and [ XMPP-CORE] apply to this XM. nedia type. Refer
to Section 11 of RFC 3923.

Interoperability considerations: (none)

Speci fication: RFC 3923

Applications which use this nedia type: XMPP-conpliant instant
messagi ng and presence systens.

Addi tional information: (none)

Person and enmil address to contact for further information: |ESG
<i esg@etf.org>

I nt ended usage: COVMON

Aut hor/ Change controller: |ETF, XMPP Wrking G oup
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Appendi x A.  Schema for urn:ietf:parans: xnl:ns: xnpp-e2e

The following XM schema is descriptive, not normative.

<?xm version="1.0" encodi ng=" UTF-8" ?>

<xs:schema
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schena’
t ar get Namespace="urn:ietf: parans: xnl : ns: xnpp- e2e
xm ns="urn:ietf:parans: xm : ns: xnmpp- e2e
el ement For mDef aul t =" qual i fied >

<xs: el enent nane='e2e’ type='xs:string />

<xs: el ement nane='decryption-failed type=enpty'/>

<xs: el ement nane='signature-unverified type=enpty'/>

<xs: el ement nane='bad-tinmestanp’ type=enpty’' />
<xs: si npl eType nane='enpty’ >
<xs:restriction base='xs:string >
<xs:enuneration value=""/>
</xs:restriction>
</ xs:si npl eType>
</ xs: schema>
Aut hor’ s Address

Pet er Sai nt - Andre
Jabber Software Foundati on

EMai | : st peter @ abber.org
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