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Abst r act

This specification provides for "sinple node" carriage of facsimle
data using Internet mail. Extensions to this docunent will follow.
The current specification enploys standard protocols and file formats
such as TCP/IP, Internet nail protocols, Miltipurpose Internet Mil
Ext ensions (M ME), and Tagged lImage File Format (TIFF) for Facsimle.
It can send inmages not only to other Internet-aware facsinile devices
but also to Internet-native systens, such as PCs with comon enail
readers which can handle M ME mail and TIFF for Facsinmile data. The
specification facilitates conmuni cati on anong existing facsinle
devices, Internet nmil agents, and the gateways which connect them

This docunent is a revision of RFC 2305. There have been no
techni cal changes.

1. Introduction
Thi s specification defines nmessage-based facsinile conmunication over
the Internet. |t describes a nininumset of capabilities, taking

into account those of typical facsimle devices and PCs that can
generate facsimle data.

Toyoda, et al. St andards Track [ Page 1]



RFC 3965 A Sinmple Mde of Facsinile Decenber 2004

A &BFax device has substantial restrictions due to specifications in
the standards, such as for tiners. This specification defines a
profile for Internet mail, rather than creating a distinct "facsinle
over the Internet" service. The semantics resulting fromthe profile
are designed to be conpatible with facsim|le operation over the
general swi tched tel ephone network, so that gateways between
facsimle and Internet nmail can operate with very high fidelity.

The reason for developing this capability as an ermail profile is to
permt interworking anmongst facsimle and email users. For exanple,
it is intended that existing email users be able to send norma
messages to lists of users, including facsimle-based recipients, and
that other emmil recipients shall be able to reply to the origina

and continue to include facsimile recipients. Similarly, it is

i ntended that existing email software work without nodification and
not be required to process new, or different data structures, beyond
what is normal for Internet mail users. Existing email service
standards are used, rather than replicating nechani sns which are nore
tailored to existing facsimle standards, to ensure this
compatibility with existing email service.

1.1. Services

A facsinile-capabl e device that uses T.4 [15] and the genera

swi tched tel ephone network (GSTN) is called a "G3Fax device" in this
specification. An "lIFax device" is an |Internet-accessible device
capabl e of sending, receiving or forwarding Internet faxes. A
message can be sent to an | Fax device using an Internet nail
address. A nessage can be sent to a G3Fax device using an |nternet
mai | address; the nmessage MAY be forwarded via an | Fax of franp

gat ewnay.

1.2. Cases

This specification provides for conmmuni cati on between each of the
foll owi ng conbi nati ons:

I nternet mail => Network printer

I nternet mail => OOfranp gateway (forward to
&BFax)

Net wor k scanner => Network printer

Net wor k scanner => Ofranp gateway (forward to
&BFax)

Net wor k scanner => Internet nmail
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1.3. Key Words

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [13].

2. Conmuni cati on Protocols

The set of conventions necessary to achieve facsimle-conpatible
service covers basic data transport, docunent data formats, nessage
(docunent) addressing, delivery confirmation, and nessage security.
In this section, the first 4 are covered. The remai nder are covered
in follow ng sections, along with additional details for addressing
and formats.

2.1. Transport

This section describes nechanisns involved in the transport between
| FAX devi ces.

2.1.1. Relay

Data transfer MAY be achi eved using standard Internet mail transfer
mechanisns [1, 3]. The format of addresses MJST conformto the RFC
821 <addr-spec> and RFC 822 <mmil box> Internet nail standards [1, 2,
3].

2.1.2. Gateway

A gateway transl ates between dissimlar environments. For |Fax, a
gat eway connects between Internet nail and the T.4/GSTN facsimle.

Gat eways can service multiple T.4/GSTN facsinile users or can service
only one. In the former case, they serve as a classic "mail transfer
agent" (MFA) and in the latter as a classic "mail user agent" (UA).
An onranp is a gateway which connects fromT.4/GSTN facsimle to
Internet mail. An offranp is a gateway which connects from I nternet
mail to T.4/GSTN facsimle. Behavior of onranps is out of scope for
this specification.
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This specification describes the Internet mail service portion of
of franp addressing, confirmation and failure notification. Details
are provided in later sections.

2.1.3. Mil box protocols

An offranp gateway that operate as an MIA serving nultiple users
SHOULD use SMIP; a gateway that operates as a UA serving a single
mai | recipient MAY use a mail box access protocol such as POP [6] or
sim |l ar mail box access protocols.

NOTE: An offranp gateway that relays nail based on addressing

i nfornmati on needs to ensure that it uses addresses supplied in the
MTA envel ope, rather than from el sewhere, such as addresses listed in
t he message content headers.

2.2. Formats
2.2.1. Headers

| Fax devices MUST be conpliant with RFC 2822 and RFC 1123, which
define the format of mail headers. The header of an | Fax nmessage
SHOULD i ncl ude Message-1D and MUST include all fields required by [2,
3], such as DATE and FROM

2.2.2. MM

| Fax devices MUST be conpliant with MM [4], except as noted in
Appendi x A

2.2.3. Content

The data format of the facsinmile inmage i s based on the m ni nrum set of
TIFF for Facsinile [5], also known as the S profile. Such facsinmle
data are included in a M ME object by use of the inmage/ TI FF sub-type
[12]. Additional rules for the use of TIFF for Facsinile, for the
nmessage- based Internet facsinile application, are defined later

2.2.4. Multipart

A single nmulti-page docunent SHOULD be sent as a single nulti- page
TIFF file, even though recipients MIST process nultipart/ m xed
containing multiple TIFF files. If nultipart content is present and
processing of any part fails, then processing for the entire nessage
is treated as failing, per [Processing failure] bel ow
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2.3. Error Handling
2.3.1. Delivery failure

This section describes existing requirenents for Internet mail
rather than indicating special requirenents for |Fax devices.

In the event of relay failure, the sending relay MJST generate a
failure nessage, which SHOULD be in the format of a DSN [9].

NOTE: Internet mail transported via SMIP MUST contain a MAIL FROM
address appropriate for delivery of return notices. (See
section 5.2.6.)

2.3.2. Processing Failure

| Fax devices with limted capabilities m ght be unable to process the
content of a nessage. |If this occurs it is inportant to ensure that
the nmessage is not lost without any notice. Notice MAY be provided
in any appropriate fashion, and the exact handling is a local matter.
(See Appendi x A, second bullet.)

3. Addressing
3.1. Cassic Enail Destinations

Messages being sent to nornal Internet mail recipients will use
standard I nternet mail addresses, w thout additional constraints.

3.2. &BFax Devices

&3Fax devices are accessed via an | FAX of franp gateway, which
performs any authorized tel ephone dial -up.

3.3. Address Formats Used by O franps

When a GBFax device is identified by a tel ephone nunber, the entire
address used for the G3fax device, including the nunmber and of franp
host reference MJST be contained within standard | nternet mai
transport fields, such as RCPT TO and MAIL FROM [1, 3]. The address
MAY be contained within nmessage content fields, such as <authentic>
and <destination> [2, 3], as appropriate.

As for all Internet nmail addresses, the |eft-hand-side (local-part)

of an address is not to be interpreted except by the MIA that is
naned on the right-hand-side (domain).
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The tel ephone nunber format SHOULD conformto [7, 8. Oher formats
MJUST be syntactically distinct from[7, 8].

4. Image Fil e Format

Sendi ng | Fax devices MJST be able to wite mninmumset TIFF files,
per the rules for creating mninumset TIFF files defined in TIFF for
Facsimle (the S profile) [5], which is also conpatible with the
specification for the mninum subset of TIFF-F in [14]. Receiving

| Fax devices MUST be able to read m ninumset TIFF files.

A sender SHOULD NOT use TIFF fields and val ues beyond the m ni num
subset of TIFF for Facsimle unless the sender has prior know edge of
other TIFF fields or values supported by the recipient. The

nmechani smfor determining capabilities of recipients is beyond the
scope of this document.

5. Security Considerations
5.1. CGeneral Directive

This specification is based on use of existing Internet mail. To
maintain interoperability with Internet nmail, any security to be
provi ded should be part of the of the Internet security
infrastructure, rather than a new mechani sm or some other mechani sm
outside of the Internet infrastructure.

5.2. Threats and Probl ens

Both Internet mail and G3Fax standards and operational services have
their own set of threats and counternmeasures. This section attends
only to the set of additional threats which ensue fromintegrating
the two services. This section reviews rel evant concerns about
Internet mail for |Fax environnments, as well as considering the
potential problenms which can result of integrating the existing G3Fax
service with Internet nail

5.2.1. Spoofed Sender

The actual sender of the message might not be the sane as that
specified in the Sender or Fromfields of the nessage content headers
or the MAIL FROM address fromthe SMIP envel ope

In a tightly constrained environnent, sufficient physical and
software controls may be able to ensure prevention of this problem
The usual solution is through encryption-based authentication, either
for the channel or associated with the object, as discussed bel ow
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It should be recogni zed that SMIP i npl enentations do not provide

i nherent authentication of the senders of nessages, nor are sites
under obligation to provide such authentication. End-to-end
approaches such as S/M M and PGP/M ME are currently bei ng devel oped
within the IETF. These technol ogi es can provide such authentication

5.2.2. Resources Consuned by Di al out

In addition to the resources normally consunmed for email (CPU cycles
and disk), offranp facsimle causes an outdial which often inposes
significant resource consunption, such as financial cost. Techniques
for establishing authorization of the sender are essential to those
offranp facsinile services that need to nanage such consunpti on.

Due to the consunption of these resources by dialout, unsolicited
bul k emai | which causes an outdial is undesirable.

O franp gateways SHOULD provide the ability to authorize senders in
sonme manner to prevent unauthorized use of the offranp. There are no
standard techni ques for authorization using Internet protocols.

Typi cal solutions use sinple authentication of the originator to
establish and verify their identity and then check the identity
against a private authorization table.

Oiginator authentication entails the use of weak or strong
nmechani sms, such as cl eartext keywords or encryption-based

dat a- si gning, respectively, to deternmne and validate the identify
of the sender and assess perm ssions accordingly.

O her control nechani sns which are common include source filtering
and originator authentication. Source filtering entails offranp
gateway verification of the host or network originating the nessage
and pernmitting or prohibiting relaying accordingly.

5.2.3. GSTN Aut horization Information

Confidential information about the sender necessary to dial a GFax
reci pient, such as sender’s calling card authorization nunber, mnight
be disclosed to the G3Fax recipient (on the cover page), such as

t hrough parameters encoded in the G3Fax recipients address in the To:
or CC. fields.

Senders SHOULD be provided with a nethod of preventing such

di sclosure. As with nmechani sms for handling unsolicited faxes, there
are not yet standard mechani snms for protecting such information.
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Qut - of - band commruni cati on of authorization information or use of
encrypted data in special fields are the avail abl e non-standard
t echni ques.

Typi cal |y authorization needs to be associated to specific senders
and specific nessages, in order to prevent a "replay" attack which
causes and earlier authorization to enable a later dial-out by a

di fferent (and unauthorized) sender. A non-malicious exanple of such
a replay would be to have an enmil recipient reply to all origina
recipients -- including an offranp | Fax recipient -- and have the
original sender’s authorization cause the reply to be sent.

5.2.4. Sender Accountability

In many countries, there is a legal requirenment that the "sender" be
di scl osed on a facsinile nessage. Emmil From addresses are trivial
to fake, so that using only the MAIL FROM[1, 3] or From[2, 3]
header is not sufficient.

O franps SHOULD ensure that the recipient is provided contact
i nformati on about the offranp, in the event of problens.

The G3Fax recipient SHOULD be provided with sufficient information
which pernits tracing the originator of the | Fax nmessage. Such

i nformati on m ght include the contents of the MAIL FROM From Sender
and Reply-To headers, as well as Message-ld and Recei ved headers.

5.2.5. Message Disclosure

Users of G3Fax devices have an expectation of a | evel of nessage
privacy which is higher than the | evel provided by Internet nail
wi t hout security enhancenents.

This expectation of privacy by G3Fax users SHOULD be preserved as
much as possi bl e.

Sufficient physical and software control may be acceptable in
constrai ned environnments. The usual mechani smfor ensuring data
confidentially entail encryption, as discussed bel ow

5.2.6. Non Private Ml boxes

Wth enail, bounces (delivery failures) are typically returned to the
sender and not to a publicly-accessible enmail account or printer.
Wth facsinmle, bounces do not typically occur. However, with |Fax,
a bounce could be sent el sewhere (see section [Delivery Failure]),
such as a |l ocal system adnministrator’s account, publicly-accessible
account, or an IFax printer (see also [Traffic Analysis]).
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5.2.7. Traffic Analysis
Eavesdr oppi ng of senders and recipients is easier on the Internet
than GSTN. Note that nessage object encryption does not prevent
traffic anal ysis, but channel security can help to frustrate attenpts
at traffic anal ysis.

5.3. Security Techni ques

There are two basic approaches to encryption-based security which
support authentication and privacy:

5.3. 1. Channel Security

As with all email, an |IFax nessage can be viewed as it traverses
internal networks or the Internet itself.

Virtual Private Networks (VPN), encrypted tunnels, or transport |ayer
security can be used to prevent eavesdropping of a nessage as it
traverses such networks. It also provides sone protection against
traffic analysis, as described above.
At the current time various protocols exist for perform ng the above
functions, and are only nentioned here for information. Such
protocols are | PSec [17] and TLS [18].

5.3.2. Object Security

As with all email, an |IFax nessage can be viewed while it resides on
or while it is relayed through, an internediate Mail Transfer Agent.

Message encryption can be used to provide end-to-end encryption.
At the current tinme two protocols are conmonly used for nessage
encryption and are only nmentioned here for information. The two
protocols are PG>-M ME [16] and S/M ME [19].

6. References

6.1. Normati ve References

[1] Klensin, J., Editor, "Sinple Mail Transfer Protocol", RFC 2821
April 2001

[2] Resnick, P., Editor, "Internet Message Format", RFC 2822, Apri
2001.

Toyoda, et al. St andards Track [ Page 9]



RFC 3965 A Sinmple Mde of Facsinile Decenber 2004

[3] Braden, R, "Requirenents for Internet hosts - application and
support", STD 3, RFC 1123, Cctober 1989.

[4] Borenstein, N. and N. Freed, "Miltipurpose Internet Mail
Extensions (M ME) Part Five: Conformance Criteria and Exanpl es”,
RFC 2049, Novenber 1996.

[5] Buckley, R, Venable, D., MlIntyre, L., Parsons, G, and J.
Rafferty, "File Format for Internet Fax", RFC 3949, Novenber
2004.

[6] Mers, J. and M Rose, "Post Ofice Protocol - Version 3", SID
53, RFC 1939, My 1996.

[7] Allocchio, C., "Mniml GSTN address format for Internet nmail",
RFC 3191, Cctober 2001.

[8] Allocchio, C., "Mnimal fax address format for Internet mil",
RFC 3192, Cctober 2001.

[9] Moore, K, and G Vaudreuil, "An Extensible Message Fornmat for
Delivery Status Notifications", RFC 3464, January 2003.

[10] Freed, N. and N. Borenstein, "Miltipurpose Internet Mail
Extensions (M ME) Part Two: Media Types", RFC 2046, Novenber
1996.

[11] Moore, K. "M ME (Miltipurpose Internet Miil Extensions) Part
Three: Message Header Extensions for Non-ASCI|I Text", RFC 2047,
Novenber 1996.

[12] Parsons, G and J. Rafferty, "Tag Image File Format (TIFF) -

i mage/tiff M ME Sub-type Registration", RFC 3302, Septenber
2002.

[13] Bradner, S., "Key words for use in RFCs to |Indicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

6.2. Informative References

[14] Parsons, G and J. Rafferty, "Tag Inmage File Format (TIFF) -- F
Profile for Facsinmile", RFC 2306, March 1998.

[15] ITUT (CATT), "Standardi zation of Goup 3 facsim|e apparatus
for docunent transmission", ITUT (CClTT), Reconmendation T.4.

Toyoda, et al. St andards Track [ Page 10]



RFC 3965 A Sinmple Mde of Facsinile Decenber 2004

[16] Callas, J., Donnerhacke, L., Finney, H, and R Thayer, "OpenPGP
Message Format", RFC 2440, Novenber 1998.

[17] Kent, S. and R Atkinson, "Security Architecture for the
Internet Protocol", RFC 2401, Novenber 1998.

[18] Hof frman, P., "SMIP Service Extension for Secure SMIP over
Transport Layer Security", RFC 3207, February 2002.

[19] Ransdell, B., "S/M M Version 3 Message Specification", RFC
2633, June 1999.

7. Acknow edgenents

Thi s specification was produced by the Internet Engineering Task
Force Fax Working G oup, over the course of nore than one year’s
online and face-to-face discussions. As with all IETF efforts, many
peopl e contributed to the final product.

Active for this docunent were: Steve Huston, Jeffrey Perry, Geg
Vaudreuil, Richard Shockey, Charles W), G aham Kl yne, Robert A

Rosenberg, Larry Masinter, Dave Crocker, Hernman Sil biger, Janes

Rafferty.

Toyoda, et al. St andards Track [ Page 11]



RFC 3965 A Sinmple Mde of Facsinile Decenber 2004

Appendi x A: Exceptions to M ME
* | Fax senders are not required to be able to send text/plain
messages (RFC 2049 requirenment 4), although IFax recipients are
required to accept such nessages, and to process them

* | Fax recipients are not required to offer to put results in a file.
(Al'so see 2.3.2.)

* | Fax recipients MAY directly print/fax the received nessage rather
than "display” it, as indicated in RFC 2049.

Appendi x B: List of edits to RFC 2305

I I T +
| No.| Section | BEdit July 27, 2001 |
B T o e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| 1. | Copyright | Updated copyright from"1998" to "1999, 2000" |
| | Notice | |
Fommedeeeaaaaa S TS +
| 2. | SUMMARY | Changed the phrase "over the Internet" to

| | | "using Internet mail" |
B T o e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| 3. |5 | Changed the paragraphs regarding to the |
| | | follow ng references to nake themvery |
| | | non-nornmative. |
| | | "OpenPGP Message Format", RFC 2440 |
| | | "Security Architecture for the IP", RFC 2401

| | | "SMIP Service Extensions for Secure SMIP over

| | | TLS', RFC 2487 |
| | | "S/MME Version 2 Message Specification",

| | | RFC 2311 |
I R TN +
| 4. | REFERENCES| Renoved the follow ng references because they

| | | are non-normative |
| | | "SMIP Service Extensions for Delivery Status

| | | Notifications", RFC 1891 |
| | | "Internet Message Access Protocol", RFC 2060
I R S T +
| 5. | REFERENCES| Separated REFERENCES to the normative and

| | | non-normative |
B o e m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| 6. | Appendix | Changed the phrase from "NOT REQU RED' to |
| | A | "not required" |
I R S +
| 7. | Appendix | Added "Appendix B List of edits to RFC 2305"

B T o e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
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