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Abst r act

Thi s docunent defines a nunmber of changes and extensions to the
Policy Core Lightweight Directory Access Protocol (LDAP) Schema (RFC
3703) based on the nodel extensions defined by the Policy Core

I nformation Model (PCIM Extensions (RFC 3460). These changes and
ext ensi ons consi st of new LDAP object classes and attribute types.
Sonme of the schema itens defined in this docunent re-inplenent

exi sting concepts in accordance with their new semantics introduced
by RFC 3460. The other schenma itens inplenent new concepts, not
covered by RFC 3703. This docunment updates RFC 3703.
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1

I ntroduction

Thi s docunent defines a number of changes and extensions to the
Policy Core Lightweight Directory Access Protocol (LDAP) Schema

[ PCLS] based on the nodel extensions defined by the Policy Core

I nformati on Model (PCIM Extensions [PCIMEXT]. These changes and
ext ensi ons consi st of new LDAP object classes and attribute types
[LDAP]. Sone of the schema itens defined in this docunent re-

i mpl ement exi sting concepts in accordance with their new senmantics
i ntroduced by [PCIM EXT]. The other schena itens inplement new
concepts, not covered by [PCLS]. This docunent updates RFC 3703

[ PCLS].

In addition to the concepts defined by [ PCIM EXT], this docunent

i ntroduces two new cl asses: pcel sVendor Vari abl eAuxd ass and

pcel sVendor Val ueAuxC ass. These cl asses provide a standard extension
mechani sm for vendor-specific policy variables and policy val ues that
have not been specifically nodel ed.

Wthin the context of this docunment, the term"PCELS" (Policy Core
Ext ensi on LDAP Scherma) is used to refer to the LDAP object class,
attribute type definitions and the associ ated recomendati ons
contained in this docunent.

1. Specification of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .

Rel ationship to Gther Policy Framework Docunents

Thi s docunent contains an LDAP schema mapping for the cl asses defined
in the "Policy Core Information Mdel (PCIM Extensions" [PC MEXT].
The LDAP schema defined in this docunent is an extension to the
"Policy Core Lightweight Directory Access Protocol (LDAP) Schema"
[PCLS], which defines the nmapping of the "Policy Core Information
Model -- Version 1 Specification" [PCCM to an LDAP schena.

These three docunents ([PCIM, [PCIMEXT] and [PCLS]) are
prerequi sites for readi ng and understanding this docunent.

O her docunments may subsequently be produced with mappi ngs of the
same nodel to other storage or transport technol ogies.
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I nheritance Hierarchy for PCELS

The object class and attribute type nanmes defined in this docunent
are prefixed 'pcels’.

The diagram below illustrates the conbi ned class hierarchy for the
LDAP obj ect

All

The
The
The
The

cl ass
cl ass
cl ass
cl ass

cl asses defined in the foll owi ng docunents:

names prefixed 'pcels’ are defined in this docunent.
nanes prefixed 'pcim are defined in [PCLS].

nanes prefixed "dlm’ are defined in [Cl M LDAP].
naned "top’ is defined in [ LDAP_SCHEM] .

t he new obj ect classes except for pcel sVendor Vari abl eAuxC ass and

pcel sVendor Val ueAuxC ass, are mapped from concepts defined or
nmodi fied by [ PCI M EXT]. The pcel sVendor Vari abl eAuxd ass and
pcel sVendor Val ueAuxC ass cl asses are not mapped from [ PCl M_EXT] .
They represent concepts introduced in this docunent.

Pana,

top

I
+- - - dl nMLManagedEl enent (abstract)

4o - -

et al.

pci nPolicy (abstract)
|

+---pcel sPol i cySet (abstract new)

+---pcel sGoup (abstract new)

+---pcel sG oupAuxd ass (auxiliary new)

|
|
| +---pcel sG oupl nstance (structural new)
|

+---pcel sRul e (abstract new)

+- - -pcel sRul eAuxd ass (auxiliary new

+---pcel sRul el nstance (structural new)

--pci m&oup (abstract)
I

+- - - pci M oupAuxCl ass (auxiliary)

+-
|
|
| +- - - pci M oupl nstance (structural)
|
+---pci nRul e (abstract)

|

|

+- - -pci nRul eAuxCl ass (auxiliary)
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+---pci nRul el nstance (structural)

|

|

|+- - - pci mRul eCondi ti onAssoci ation (structural)

I L --pcel sCondi ti onAssoci ation (structural new)
:+— --pci nRul eVal i di t yAssoci ation (structural)

+- - - pci nRul eActi onAssoci ation (structural)

| +---pcel sActi onAssoci ati on (structural new)

|
|
|
|
|
|
|
|
|
|
|
|
| |
| +---pcel sPol i cySet Associ ati on (structural new)
|
|
|
|
|
|
|
|
|
|
|
|
|

+---pci nPol i cyl nstance (structural)

+- - - pci nEl enent Auxd ass (auxiliary)

+---pcel sRol eCol I ection (structural new)

+---pcel sFilterEntryBase (abstract new)

+---pcel sl PHeadersFilter (structural new)

|
+---pcel s8021Filter (structural new)

+- - -dl mMLManagedSyst enEl enent (abstract)

+---dl nlLogi cal El enent (abstract)

|
+---dl mMSystem (abstract)

+- - -dl mMLAdm nDomai n (abstract)

|
+---pci nRepository (abstract)

|
+- - - pci nReposi t oryAuxd ass (auxiliary)
|

+- - - pci nReposi toryl nstance (structural)

+- - - pcel sReusabl eCont ai ner (abstract new)
|
+- - - pcel sReusabl eCont ai ner Auxd ass
| (auxiliary new)
|
+- - - pcel sReusabl eCont ai ner | nst ance
(structural new)
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---pci nCondi ti onAuxd ass (auxiliary)
|

+- - - pci NTPCAuxd ass (auxiliary)

+- - - pci nCondi ti onVendor Auxd ass (auxiliary)

|
+---pcel sSi npl eCondi ti onAuxCl ass (auxiliary new)

+- - - pcel sConmpoundCondi ti onAuxC ass (auxiliary new)

| +- - - pcel sConpoundFi | t er Condi ti onAuxd ass (auxiliary new)

+---pcel sFilterListAuxd ass (auxiliary new)

---pci Mcti onAuxC ass (auxiliary)

+- - - pci mMAct i onVendor AuxCd ass (auxiliary)

+---pcel sSi npl eActi onAuxC ass (auxiliary new)

+- - - pcel sConpoundAct i onAuxC ass (auxiliary new)

---pcel sVari abl e (abstract new)

+---pcel sVendor Vari abl eAuxd ass (auxiliary new)

+---pcel sExplicitVariabl eAuxC ass (auxiliary new)

+---pcel sl nplicitVariabl eAuxCl ass (auxiliary new)

+---pcel sSour cel Pv4Vari abl eAuxd ass (auxiliary new)

+- - -pcel sSourcel Pv6Vari abl eAuxd ass (auxiliary new)

+---pcel sDesti nati onl Pv4Vari abl eAuxd ass (auxiliary new)

+---pcel sDestinati onl Pv6Vari abl eAuxCl ass (auxiliary new)

+- - -pcel sSour cePort Vari abl eAuxd ass (auxiliary new)

+---pcel sDesti nati onPort Vari abl eAuxd ass (auxiliary new)

+---pcel sl PProt ocol Vari abl eAuxd ass (auxiliary new)

+- - - pcel sl PVersi onVari abl eAuxd ass (auxiliary new)

+- - -pcel sl PToSVari abl eAuxd ass (auxiliary new)

e e
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I
+---pcel sDSCPVari abl eAuxC ass (auxiliary new)

+- - -pcel sFl ow dVari abl eAuxd ass (auxiliary new)

+- - - pcel sSour ceMACVar i abl eAuxd ass (auxiliary new)

+---pcel sDesti nati onMACVari abl eAuxd ass (auxiliary new)

+---pcel sVLANVari abl eAuxC ass (auxiliary new)

I
I
I
I
I
I
I
I
I
|
| +- - -pcel sCoSvari abl eAuxCl ass (auxiliary new)
I I

| +- - -pcel skt hertypeVari abl eAuxd ass (auxiliary new)
I
I
I
I
I
I
I
I
I
I
I

+- - - pcel sSour ceSAPVar i abl eAuxd ass (auxiliary new)

+- - -pcel sDesti nati onSAPVari abl eAuxd ass (auxiliary new)

I
+---pcel sSNAPQUI Vari abl eAuxCl ass (auxiliary new)

I
+- - - pcel sSNAPTypeVari abl eAuxCl ass (auxiliary new)

+---pcel sFl owDi recti onVari abl eAuxCl ass (auxiliary new)

+- - - pcel sVal ueAuxd ass (auxiliary new)

+- - - pcel sVendor Val ueAuxC ass (auxiliary new)

+- - - pcel sl Pv4Addr Val ueAuxd ass (auxiliary new)

I
+- - - pcel sl Pv6Addr Val ueAuxd ass (auxiliary new)

I
I
I
I
I
L
| +- - - pcel sMACAddr Val ueAuxd ass (auxiliary new)
I
I
I
I
I
I
I
I

+---pcel sStringVal ueAuxCl ass (auxiliary new)

+---pcel sBit StringVal ueAuxd ass (auxiliary new)

+- - - pcel sl nt eger Val ueAuxd ass (auxiliary new)

+- - - pcel sBool eanVal ueAuxC ass (auxiliary new)
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4.

4.

+- - - pci nBubt reesPt r Auxd ass (auxiliary)

+- - - pci & oupCont ai nnment AuxCl ass (auxiliary)

+- - - pci nRul eCont ai nnent Auxd ass (auxiliary)
Figure 1. LDAP d ass |nheritance Hi erarchy for PCELS

Ceneral Discussion of Mapping the Policy Core |Infornmation Mdel
Ext ensi ons to LDAP

The object classes described in this docunent contain certain
optinizations for a directory that uses LDAP as its access protocol
An exanple is the use of auxiliary class attachnment to LDAP entries
for the realization of some of the associations defined in the
informati on nodel. For instance, the aggregation of a specific

Si npl ePol i cyCondition to a reusable PolicyRule [PCIMEXT] may be
realized by attaching a pcel sSi npl eCondi ti onAuxCl ass to a

pcel sRul el nstance entry.

Note that other data stores might need to inplenent the associations
differently.

1. Summary of C ass Mappi ngs

The cl asses and their properties defined in the information node
[PCMEXT] map directly to LDAP object classes and attribute types.

The details of this mapping are di scussed case by case in section 5.

_____________________________________________________________________ +
I nformation Model (PCIMEXT) | LDAP O ass(es)
_____________________________________________________________________ +
Pol i cySet | pcel sPolicySet
_____________________________________________________________________ +
Pol i cyGroup | pcel sG oup

| pcel sG oupAuxd ass |

| pcel sG oupl nstance |
_____________________________________________________________________ +
Pol i cyRul e | pcel sRule

| pcel sRul eAuxd ass |

| pcel sRul el nstance |
_____________________________________________________________________ +
Si mpl ePol i cyCondi ti on | pcel sSinpl eCondi ti onAuxd ass
_____________________________________________________________________ +
CompoundPol i cyCondi ti on | pcel sCompoundCondi ti onAuxCl ass
_____________________________________________________________________ +
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| ConpoundFilterCondition | pcel sConpoundFi |l terConditi onAuxd ass
| Simpiepolicyaction | poelsSmpleactionamdass \
| compoundPol i cyAction | peel sCompoundActi onAuxd ass \
| Policyvariable | peelsvariabie T \
I el svendor varf abl eAnxa ass \
o e e e e e e e e e e e e e o e e e e e e e e e e e e e e e e +
| PolicyExplicitVariable | pcel sExplicitVariabl eAuxd ass

| Policylmplicitvariabie | poelsinpiicivariableAndass ]
| Pol i cySour cel PAvariable | poel sSour cel PuAvari abl eAuxd ass )
| Pol i cySour cel Pubvariable | peel sSour cel Pvovari abl eAuxdl ass \
| Pol i cyDesti nat i onl Pvavari abl e | peel sDesti nat i oni PvAvar i abl eAuxd ass |
| Pol | cyDesti nat i onl P6Var i abl e | peel sDesti nat i onl PvéVar i abl eAUxd ass |
| Pol i cySourcePortVariable | peel sSour cePorvari abl eAuxdl ass \
| Pol i cyDesti nat i onPor t Var i abl e | peel sDesti nat i onPor t Var | abl eAUxd ass |
| Pol i oyl PProtocol Variabl e | pcel sl PPr ot ocol Var i abl eAuxdl ass )
| Policyl Pversi onvariable | peel sl Pversi onvari abl eAuxdl ass \
| PolicylPTosvariable | peel sl PTosvariabl eAuxd ass \
| PolicyDsoPvariable | poel sDSCPVariabl eAnxdass \
| PolicyFiow Dvariable | peel sFlow Dvariabl eAnxdass \
| Pol | cySour ceMACVari abl e | poel sSour ceMACVar | abl eAuxCl ass )
| Pol | cyDesti nati onMAGvar i abl ¢ | poel sDesti nati onMAGvar | abl eAUXCl ass |
| Policyviavariable | peel sVLANVariabl eAuxdass \
| Policycosvariable | peel sCoSvariabl eAxdlass \
ol eyEiher typevari abl & | peel S her  ypevar | abl oA ass |
| Pol i cySourceSAPvariabl e | peel sSour ceSAPVar | abl eAUXOl ass \
o o o e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmm oo +
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| PolicyDestinati onSAPVariable | pcel sDestinati onSAPVari abl eAuxd ass

| Pol i cySNAPGU Vari @bl e | peel SSNAPOUI Var i abl eAuxCl ass )
| Pol i cySNAPTypevari abi e | peel sSNAPTypevari abl eAuxl ass \
| Pol i cyFl owDi recti onvariabl e | peel SF owD rect i onvari abl eAud ass |
Upolicyvalve T peelsvalueaaass \
I el svendor val veAuxdl ass \
oo e e e e e e e e aaoo oo o m o e e e e e e e e e e e e e eee— oo +
| Policyl Pv4Addr Val ue | pcel sl Pv4Addr Val ueAuxd ass

| Pol i cyl PueAddrvalue | poel sl PvoAddr val ueAnxd ass \
| Policymcaddrval ue | peel sMACAddr val ueAuxdl ass \
| PolicyStringvalue | peelsStringval ueAuxdass \
| PolicyBitSiringvalue | poel B LSUringval ueAuxaass \
| Policylintegervalue | peelsintegerval ueAuxd ass \
| PolicyBool eanval ue | peel sBool eanval ueAuxd ass \
| Pol i cyRol ecol lection | poelsRolecollection \
| Reusabl ePol i cycontainer | peel sReusabl econtainer \

| | pcel sReusabl eCont ai ner Auxd ass
| | pcel sReusabl eCont ai nerl nstance

| FilterEnirydase | peelsFilterEntryBase )
| IPHeadersfilter | poelsipreaderskiiter \
soaikiiter T pcelssoztmiiter T |
CRitertist T pcelsilterLisianaass )
e m m e e e e e e e e e e e e e e e e e e e e e e e — oo +

Figure 2. Mapping of Informati on Model Extension Classes to LDAP

The pcel sVendor Vari abl eAuxCl ass and pcel sVendor Val ueAuxd ass cl asses
are not mapped from [PCI M EXT]. These classes are introduced in this
docunent as a new extension nechani smfor vendor-specific policy

vari abl es and val ues that have not been specifically nodeled. Just
like for any other schena el enents defined in this docunent or in
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[PCLS], a particular subnodel schema generally wll

not need to use

June 2005

vendor specific variable and value classes. Subnodel schemas SHOULD

apply the reconmendati ons of section 5.10 of [PCI M EXT] with regards

to the supported and unsupported el ements.

4.2. Summary of Associati on Mappi ngs

The associations in the informati on nodel nmap to one or nore of the

foll owi ng options:

1. Attributes that reference DNs (Distingui shed Nanes)
2. Directory Information Tree (DI T) contai nnent
(i.e., superior-subordinate relationships) in LDAP

3. Auxiliary class attachnent
4. Association object classes and attributes that

The details of this mapping are di scussed case by case in section 5.

| I'nformati on Model Association

| PolicyConditionlnPolicyCondition

Pana, et al. St andards Track

pcel sPol i cySet Conmponent Li st in
pcel sPol i cySet and

pcel sPol i cySetDN in

pcel sPol i cySet Asoci ati on

DI T Contai nment and
pcel sPolicySetDN in
pcel sPol i cySet Asoci ati on

DI T Contai nment and
pcel sPol i cySetDN in
pcel sPol i cySet Asoci ati on

DI T Contai nment and
pcel sPolicySetDN in
pcel sPol i cySet Asoci ati on

pci mCondi ti onDN i n
pcel sCondi ti onAssoci ati on

pcel sConditionList in
pcel sRul e and

pci mCondi ti onDN i n

pcel sCondi ti onAssoci ati on

pcel sCondi tionList in
pcel sConpoundCondi ti onAuxC ass

ref erence DNs

[ Page 11]
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|

|

e e e e e e e e e e e e e e e e — . — -
| PolicyActionStructure
R
| PolicyActionlnPolicyRule

|

|

|

o e e e e e e e e e e e e e e e e e e e e mm— ==
| PolicyActionlnPolicyAction

|

|

|

o o e e e e e e e e e e e e e e e e e e e e e e e — ==
| PolicyVariabl el nSi npl ePol i cy

| Condition

o e e e e e e e e e e e e e e e e e e —m e - -
| PolicyVal uel nSi npl ePol i cy

| Condition

o o e e e e e e e e e e e e e e e e e e e e e e e — ==
| PolicyVariabl el nSi npl ePol i cy

| Action

o e e e e e e e e e e e e e e e e e e —m e - -
| PolicyVal uel nSi npl ePol i cyActi on
e
| Reusabl ePolicy

o e e e e e e e e e e e e e e e e e e e e e ——— = =
| ExpectedPolicyVal uesFor Vari abl e
R
| Contai nedDonmai n

|

|

o e e e e e e e e e e e e e e e e e e —m e - -
| EntrieslnFilterList
e
| ElenentlnPolicyRol eColl ection

|

|

o e e e e e e e e e e e e e e e e e e —m—m - -

Figure 3. Mapping of Information

PCELS June 2005

| and pcinConditionDN in
| pcel sConditionAssoci ation

| pcimActionDN in
| pcel sActi onAssoci ation

| pcel sActionList in

| pcel sRul e and

| pcimActionDN in

| pcel sActi onAssoci ation

| pcel sActionList in

| pcel sConpoundActi onAuxC ass
| and pci mActi onDN in

| pcel sActionAssoci ation

| pcel sVariabl eDN in
| pcel sSi npl eCondi ti onAuxCl ass

| pcel sval ueDN in
| pcel sSinpl eCondi ti onAuxd ass

| pcel sVariabl eDN in
| pcel sSi npl eActi onAuxd ass

| pcel sval ueDN in
| pcel sSi npl eActi onAuxC ass

| pcel sexpectedVal ueList in
| pcel svVari abl e

| DT containnent or
| pcel sReusabl eCont ai nerList in
| pcel sReusabl eCont ai ner

| pcelsFilterEntryList in
| pcel sFilterlListAuxd ass

| DT containnent or
| pcel sElenmentList in
| pcel sRol eCol | ecti on

Model Extension Associations to LDAP

Pana, et al. St andards Track [ Page 12]
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Two [ PCl M EXT] associations are napped to DI T contai nnent:

4. 3.

- PolicyRol eColl ectionlnSystemis a weak associ ati on and weak
associations map well to DI T contai nment [Cl M LDAP] (wi thout
being limted to this mapping). In the absence of additiona
constraints, DIT containment is chosen here as the opti nal
associ ati on nmappi ng.

- Reusabl ePolicy is mapped to DI T containment for scalability
reasons. It is expected that applications will associate a
| arge number of policy instances to a Reusabl ePol i cyCont ai ner
and DIT containment is a type of association that scales well.

Summary of Changes Since PCLS

This section provides an overview of the changes relative to [ PCLS]
defined in this docunent:

1

Pana,

The concept of a set of policies is introduced by two new object
cl asses: pcel sPolicySet and pcel sPolicySet Associ ation. These

cl asses enabl e the aggregation and relative prioritization of
policies (rules and/or groups). The attribute pcelsPriority is
used by pcel sPol i cySet Associ ation instances to indicate the
priority of a policy relative to the other policies aggregated by
the sane set. Applications nmay use this attribute to apply
appropriate ordering to the aggregated policies. This new policy
aggregati on nechani sm provides an alternative to the aggregation
mechani sm defi ned by [PCLS] (that defines

pci mRul eCont ai nnent AuxCl ass and/ or pci m& oupCont ai nment AuxCl ass
for attaching conponents to a pci naoup).

The attribute pcinRoles defined by [PCLS] is used here by the
pcel sPol i cySet object class. Thus, the role based policy

sel ection nechanismis extended to all the subcl asses of

pcel sPol i cySet .

A new attribute pcel sDecisionStrategy is added on the
pcel sPol i cySet class as a mapping fromthe decision nmechani sm

A new cl ass pcel sGoup (with two subcl asses), inplenments the
nodi fi ed semantics of the PolicyGoup in accordance wth
[PCOMEXT]. This new class inherits fromits superclass

pcel sPolicySet the ability to aggregate (with relative priority)
ot her policy rules or groups.

A new cl ass pcelsRule (with two subcl asses), inplenents the

nodi fi ed semantics of the PolicyRule in accordance with
[PCOMEXT]. It does not include an absolute priority attribute,
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10.

11.

12.

Pana,

but instances of non-abstract subclasses of pcel sRule can be
prioritized relative to each other within a System (behavi or
inherited fromits superclass: pcelsPolicySet). The pcel sRule
class also inherits from pcel sPolicySet the ability to aggregate
other policy rules or groups, and thus, the ability to construct
nested rule structures of arbitrary conplexity.

A new attribute pcel sExecutionStrategy is added to the pcel sRule
and pcel sConmpoundActi onAuxC ass cl asses to allow the
specification of the expected behavior in case of multiple
actions aggregated by a rule or by a compound acti on.

Conmpound Conditions: The pcel sConpoundCondi ti onAuxC ass class is
added in order to map the ConmpoundPolicyCondition class. A new
cl ass, pcel sConditionAssociation is used to aggregate policy
conditions in a pcel sCompoundConditi onAuxCl ass. The sane cl ass
is also used to aggregate policy conditions in a pcel sRul e.

Conmpound Actions: The pcel sConmpoundActi onAuxCl ass cl ass is added
in order to map the ConpoundPol i cyAction class. A new cl ass,
pcel sActi onAssociation is used to aggregate policy actions in a
pcel sConpoundActi onAuxC ass. The sane class is also used to
aggregate policy actions in a pcel sRul e.

Sinmple Conditions, Sinple Actions, Variables and Val ues: The
sinple condition, sinple action, variable and val ue cl asses
defined by [PCIMEXT] are directly mapped to LDAP object cl asses.
These are: pcel sSinpl eConditi onAuxC ass,

pcel sSi npl eActi onAuxd ass, pcel sVariable and its subcl asses, and
pcel sVal ueAuxCl ass and its subcl asses.

A general extension mechanismis introduced for representing
policy variables and val ues that have not been specifically
nodel ed. The mechanismis intended for vendor-specific

ext ensi ons.

Reusabl e Policy Repository: A new class (with two subcl asses),
pcel sReusabl eContai ner is created as a subcl ass of

pci nRepository. Wile naintaining conpatibility with ol der
[PCLS] inplenentations, the addition of this class acknow edges
the intent of [PCIMEXT] to avoid the potential for confusion
with the Policy Framework conponent naned Policy Repository.

The new cl ass enabl es nmany-to-many associ ati ons between reusabl e
policy containers.

The Reusabl ePolicy association defined in [PCIMEXT] is realized

t hrough subordination to an instance of a non-abstract subcl ass
of pcel sReusabl eContai ner. Thus, reusable policy conponents
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(groups, rules, conditions, actions, variables and val ues) may
be defined as stand-al one entries or stand-al one groups of

rel ated entries subordinated (DI T contained) to a

pcel sReusabl eCont ai ner.

13. Device level filter classes are added to the schemn

14. The pcel sRol eCollection class is added to the schema to allow
the association of policy roles to resources represented as LDAP
entries.

4.4, Relationship to PCLS Cl asses

Several [PCLS] classes are used in this docunent to derive other
classes. |If a PCELS application requires a functionality provided by
any of derived classes, then the [PCLS] class MJST al so be supported
by PCELS i npl ementations. These cl asses are:

pci nPol i cy

pci mRul eCondi ti onAssoci ati on
pci nRul eActi onAssoci ati on
pci mCondi ti onAuxC ass

pci mAct i onAuxC ass

pci nRepository

O her [PCLS] classes are neither derived to nor superseded by cl asses
defined in this docunent. |If a PCELS application requires a
functionality provided by any of these classes, then the [PCLS] class
SHOULD be used. These classes are:

pci nRul eVal i di t yAssoci ati on
pci mMMPCAuxC ass

pci nCondi ti onVendor AuxC ass
pci mAct i onVendor AuxC ass
pci mPol i cyl nst ance

pci nEl enent Auxd ass

pci nBubt r eesPt r Auxd ass

Anong the cl asses defined in this docunent sone inplenent concepts
that supersede the concepts inplemented by simlar [PCLS] classes.
PCELS i npl ement ati ons MAY support such [PCLS] classes. These cl asses
are:

pci M oup and its subcl asses
pcinRul e and its subcl asses
pci m& oupCont ai nment AuxCl ass
pci mRul eCont ai nnent AuxC ass
t he subcl asses of pci nRepository
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4.5, Inpact on Existing Inplenentations of the Policy Core LDAP Schena

In general, the intent of PCELS is to extend the functionality
offered by the Policy Core LDAP Schema. For the nost part, the
compatibility with [PCLS] is preserved. The few cases in which
conpatibility cannot be achi eved due to fundanental changes inposed
by [PCI M EXT], are defined here as alternatives to the origina

i mpl enent ati on.

PCELS does not obsol ete nor deprecate the concepts inplenented by
[PCLS]. The new LDAP schema itens are defined in this docunent in a
way that avoids, to the extent possible, interference with the
nornmal operation of a reasonably well-executed inpl enentation of
[PCLS]. The intent is to pernmit at |east a harm ess coexistence of
the two nodels in the same data repository.

However, it should be noted that the PCELS introduces the foll ow ng
changes that nmay have an inpact on sone [PCLS] inplenentations:

1. Sone attributes originally used only by pcinmRule or pcinGroup are
now al so used by classes unknown to [PCLS] inpl enmentations
(pcel sPolicySet, pcel sRule and pcel sGoup). |In particular, the
attribute pcinRoles is al so used by pcel sPolicySet for role based
policy selection

2. Condition and action association classes originally used by only
pci mRul e are now used (through subcl asses) by pcel sRule as well.

3. pcinRepository containers may include entries of types unknown to
[PCLS] inpl enentations.

Wien the choice exists, PCELS inplenmentations SHOULD support the new
schena and MAY al so support the one defined by [PCLS]. For exanple
if PolicyRule support is required, an inplenentation SHOULD be abl e
to read or read-wite (as applicable) pcelsRule entries. The same

i mpl enentati on MAY be able to read or read-wite pcinRule.

4.6. The Association of PolicyVariable and PolicyVal ues
to PolicySi npl eCondition and PolicySi npl eAction

A PolicySinpleCondition, as well as a PolicySinpleAction, includes a

single PolicyValue and a single PolicyVariable. Each of themcan be
attached or referenced by a DN
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The attachnent hel ps create conpact PolicyCondition and PolicyAction
definitions that can be efficiently provisioned and retrieved from
the repository. On the other hand, referenced PolicyVariables and
Pol i cyVal ues instances can be reused in the construction of nultiple
policies and permt an adm nistrative partitioning of the data and
policy definitions.

4.7. The Aggregation of PolicyRules and PolicyGoups in PolicySets

In [PCI M EXT], the two aggregations PolicyG oupl nPolicyG oup and

Pol i cyRul el nPol i cyG oup, are conbined into a single aggregation

Pol i cySet Conponent. This aggregation and the capability of
associ ati on between a policy and t he Reusabl ePoli cyCont ai ner offer
new possibilities of reusability. Furthernore, these aggregations

i ntroduce new semantics representing the execution of one PolicyRule
within the scope of another PolicyRule.

Since PolicySet is defined in [PCCMEXT], it is mapped in this
docunent to a new cl ass pcel sPolicySet in order to provide an
abstraction for a set of policy rules or groups. The aggregation
cl ass PolicySet Conponent in [PCIMEXT] is mapped to a nulti-val ue
attribute pcelsPolicySetList in the pcelsPolicySet class and the
attribute pcelsPolicySetDN in the pcel sPolicySet Associ ati on. These
attributes refer to the nested rul es and groups.

It is possible to store a rule/group nested in another rule/group in
two ways. The first way is to define the nested rul e/group as
specific to the nesting rule/group. The second way is to define the
nested rul es/groups as reusable.
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First case: Specific nested sets (rul es/groups).

Fommmmeaea +
| Rul e/ Group|
| |
L | - ------ +
| EREREEELES o
| * * |
| * * |
| * kK% * kK% |
| * * |
v * * v
S R + S R +
| SA1+Setl | | SA2+Set 2
Fomemee e + Fomemee e +
o e e e e e e e m e e e e +

| LEGEND: |
| ***** DIT containnent |
| + auxiliary attachnent

| ----> DN reference |

#: Nunber.

Set #: pcel sRul eAuxd ass or pcel sG oupAuxd ass auxiliary class.
SA#. pcel sPolicySet Assocation structural class.

Figure 4. Policy Set with Specific Conponents

The nesting pcel sPolicySet refers to instances of

pcel sPol i cySet Associ ation using the attribute pcel sPolicySetlList.
These structural association classes are subordinated (D T contai ned)
to an instance of a non-abstract subclass of pcel sPolicySet and
represent the association between the PolicySet and its nested

rul es/ groups. The nested instances of auxiliary subclasses of

pcel sPolicySet are attached to the association entries.
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Second case: Reusabl e nested sets (rul es/groups).

Fommemeaa + . +
| Rul e/ Group| | ContainerX |
-l oo | |
Fomm e - + S +
* * * *
I * k% * k k% I * *
| * * \Y * *
| * IR * *
| | SA2| oo +oo
v * | -]-------- >| S1+Set 2| *
+-- -+ +-- -+ N +
| SAL| Fom oo +
I >| S2+Set 3|
+-- -+ S +
o e e e e e e e e e e e oo +
| LEGEND:

I
| ***** DIT contai nnent |
| + auxiliary attachnent

| ----> DN reference |

Set #: pcel sRul eAuxd ass or pcel sG oupAuxd ass auxiliary class.
SA#. PolicySet Assocation structural class.
S#: structural class.

Figure 5. Policy Set with Reusabl e Conponents

The nesting pcel sPolicySet refers to instances of

pcel sPol i cySet Associ ation using the attribute pcel sPolicySetlList.
These structural association classes are subordinated (D T contai ned)
to an instance of a non-abstract subclass of pcel sPolicySet and
represent the association between the PolicySet and its nested

rul es/ groups. The reusable rules/groups are instantiated here as
auxiliary classes and attached to pcinPolicylnstance entries in the
reusabl e container. Another option is to use the structura

subcl asses for defining reusable rul es/groups. The association

cl asses belonging to a nesting policy set are reference the reusable
rul es/groups using the attribute pcel sPolicySet DN

A conbi nation of both specific and reusabl e conponents is al so
all owed for the same policy set.
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4.8. The Aggregation of Actions/Conditions in PolicyRules and
CompoundAct i ons/ ConpoundCondi ti ons

[ PCl M EXT] defines two new classes that allow the designer to create
nore conpl ex conditions and actions. ConpoundPolicyCondition and
ConpoundPol i cyAction cl asses are napped in this docunent to

pcel sConpoundCondi ti onAuxC ass and pcel sConpoundActi onAuxd ass

cl asses that are subcl asses of

pci mCondi ti onAuxd ass/ pci mActi onAuxCl ass. The conpound
conditions/actions defined in [ PCI M EXT] extend the capability of the
rule to associate, group and eval uate conditions or execute actions.
The conditions/actions are associated to conpounds conditions/actions
in the same way as they are associated to the rules.

In this section, howto store instances of these classes in an LDAP
Directory is explained. As a general rule, specific
conditions/actions are subordinated (DI T contained) to the rule or
conmpound condition/action that aggregates themand are attached to
associ ation class instances. Reusable conditions/actions are
subordi nated to pcel sReusabl eCont ai ner i nstances and attached to
pci nPol i cyl nst ance i nstances.

The exanples below illustrate the four possible cases combini ng
speci fic/reusabl e conpound/ non-conpound condi tion/action. The rule
has two conpound conditions, each one has two different conditions.
The schemes can be extended in order to store actions.

The exanpl es bel ow are based on and extend those illustrated in the
section 4.4 of [PCLS].
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First case: Specific conpound condition/action with specific
condi tions/actions.

S +
SR | Rule  |------ +
| RS + |
* *
I *kkkkkkkk*k *kkkkkkkk*k I
Y * * v
[ S + [ S +
+-| CAl+ccl |-+ +-| CA2+cc2 |-+
| e + | | e + |
* % * %

I *kkk*k *kk*k I I *kkk*k *kk*k I
\Y * * \Y \Y * * \Y
[ + 4------ + [ + 4------ +
| CA3+cl| | CA4+c2| | CAS+c3| | CA6+c4|
[ + - - - + [ + - - - +
R L L L +

| LEGEND:

|
| ***** DIT containment

| + auxiliary attachnment

| ----> DN reference |

#: Nunber.

CA#: pcel sCondi tionAssoci ation structural class.
cc#: pcel sConpoundCondi ti onAuxC ass auxiliary class.
c#. subcl ass of pcinConditionAuxd ass.

Figure 6. Specific Conmpound Conditions with Specific Conponents

Because t he compound conditions/actions are specific to the Rule,
They are auxiliary attachments to instances of the structural classes
pcel sCondi ti onAssoci ation or pcel sActi onAssoci ation. These
structural classes represent the association between the rule and the
conmpound condition/action. The rule specific conditions/actions are
therefore subordinated (DI T contained) to the rule entry.

The conditions/actions are tied to the conpound conditions/actions in
the sane way the conpound conditions/actions are tied to rules.

Associ ation classes realize the associ ati on between the aggregating
conmpound condi tions/actions and the specific conditions/actions.
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Second case: Rul e specific conpound conditions/actions with
reusabl e conditions/actions.

S + S +
+o----- Rul e | ----- + | ContainerX
| S + | S +
* * * * * *
I * * I * k k% * * *
| R R R S *kkkkkhk*k | * * * *kkkkkhk*k
| * * \ * * * *
| * o e e e e e e - + * * * ok k ok *
| +| CA2+cc2 |-+ * * * *
| * | . + | * * * *
V * | * * | * * * *
em e oo oo - + | * ok k K * ok k K | * * * *
+-| CAl+ccl |-+ | * o * * * *
| +--------- + | * F--m - +  A----- + * * *
| * % | v * | CA6 |->| S1l+c4| * * *
| * % % % * % % % | Fo oo oo - + oo - + [ + 4----- + * *
| * Y | CA5 |-------mmmmaa - >| S2+c 3| * *
| * +--- - + +--- - + +----- + +----- + *
v * | CAd |----mmmmm e e >| S3+c2| *
+-- - - + - - + +--- - - + H----- +
O R B >| S4+c1
S + +---a- +
B T T +
| LEGEND:

|
| ***** DIT contai nment |
| + auxiliary attachnent

| ----> DN reference |

#: Nunber.

CA#: pcel sCondi tionAssoci ation structural class.
cc#: pcel sConpoundCondi ti onAuxd ass auxiliary class.
c#. subclass of pcinConditionAuxd ass.

S#: structural class

Figure 7. Specific Conpound Conditions with Reusabl e Conponents

This case is simlar to the first one. The conditions/actions are
reusabl e and are therefore not attached to the associ ati on cl asses,
but rather to structural classes in the reusable container. The
associ ation classes tie the conditions/actions in |located in a
reusabl e container to their aggregators using DN references.
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Third case: Reusable conpound condition/action with specific
condi tions/actions.

S + S +
| Rul e | | RepositoryX
o +--- -+ [ +
* * * *
| *kkkkk*% *kkkkk*% | *kkkkkk*k*%x *kkkkkk*k*%x
| |
| * * \Y * *
| * [ TS + [ S + *
| * | CA2 | --->] Sl+cc2 | *
| * Fomm e - + -t - oo +- + *
* * % *
I * I *k*k*k **k*k*% I *
| * \Y * * \Y *
| * [ + +------ + *
| * | CA5+c3| | CA6+c4| *
v * e o + oo + *
SRR + e oo +
| CAl R e > S2+ccl |
R + s SR +- +
| o |
| *kk*x *kk*k |
v ¥ Y
Fome - + oHeoo-- +
| CA3+cl| | CA4+c2
Foeem - + Ao +
o +
LEGEND:
I ***x% DI T contai nment |
| + auxiliary attachnent
| ----> DN reference |
o +

#: Nunber.

CA#: pcel sCondi tionAssoci ation structural class.
cc#: pcel sConpoundCondi ti onAuxd ass auxiliary class.
c#. subclass of pcimConditionAuxd ass.

S#. structural class

Figure 8. Reusable Conpound Conditions with Specific Conponents
Re- usabl e conmpound conditions/actions are attached to structura
classes and stored in a reusable policy container. They are related

to the rule through a DN reference attribute in the association
cl asses.
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Specific conditions/actions are attached to association entries and
subordinated (DI T contained) to the aggregati ng conpound
condi ti ons/acti ons.

Fourth case: Reusabl e conditions/actions and conpound
condi tions/ actions.

+--mm - + o + o +
+o---- | Rule |----- + | ContainerX | | ContainerY
| [ + | T + T +
| * * | * * * * * *
| *kk k%% *kk k%% | * % % * % % * % % * * * %k %k %k %
* * V * * * * * *
I * Fom e m - - + Fo e oo - - + * * * * % % *
| * | CA2 |->|Sl+cal] * * * * *
| * o e e o= 4 e + * * * * *
* / * * \ * * * * *
I * |** * % | * * * * *
| * |* * V * * * * *
| * |* +- - -+ * [ + * * *
| * | * | CAG| ----*--->| S3+c4| * * *
| * V* 4o - -+ * [ S, + * * *
| * +---+ * +----- + % *
| * | CAS| - ---------- Foee - >| S4+c3|  * *
v * +---+ * +oemm- + * *
+ommmm - - + +--mm - + * *
| CAL |------mmmmmmme e >| S2+ccl| * *
[ SRR + oo - + * *
/ * * \ * *
| * % * % | * *
| * * V * *
| * +---+ +----- + *
| * |CA4|---------- >| S5+c2| *
vV ¥ -+ +e-- - + %
+-- -+ +o-o - +
[CA3|------mmmm i - >| S6+cl
+---+ +oemm- +
T +
| LEGEND:
| ***** DIT contai nment |
| + auxiliary attachnent
| ----> DN reference |
e L L +
#: Nunber.

CA#: pcel sCondi tionAssoci ation structural class.
cc#: pcel sConpoundCondi ti onAuxd ass auxiliary class.
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c#. subclass of pcinConditionAuxd ass.
S#. structural class

Figure 9. Reusable Conmpound Conditions with Reusabl e Conponents

Al'l the conditions/actions are reusable so they are stored in
reusabl e containers. The figure above illustrates two different
reusabl e policy containers, but the nunber of containers in the
systemis deci ded based on adm nistrative reasons. The conditions,
actions, etc. may be stored in the same or different containers wth
no i npact on the policy definition semantics.

5. dass Definitions

The semantics for the policy information classes that are to be
mapped directly fromthe informati on nodel to an LDAP representation
are detailed in [PCI M EXT]. Consequently, this document presents
only a brief reference to those semantics. The focus here is on the
mappi ng fromthe informati on nodel (which is independent of
repository type and access protocol) to a formthat can be accessed
usi ng LDAP. For various reasons including LDAP specific
optimzation, this mapping is not always 1:1. Some new cl asses and
attributes (that were not part of [PCOM or [PCIMEXT]) needed to be
created in order to inplenent the LDAP nappi ng. These new LDAP-only
classes are fully defined in this docunent.

The following notes apply to this section inits entirety.

Note 1: The formal |anguage for specifying the classes, attributes,
and DIT structure and content rules is that defined in [ LDAP_SYNTAX].
In the following definitions, the class and attribute definitions
foll ow [ LDAP_SYNTAX] but they are |ine-wapped to enhance hunan
readability.

Note 2: Even though not explicitly noted in the follow ng class and
attribute definitions, inplenmentations nay define DI T structure and
content rul es where applicable and supported by the underlying LDAP

infrastructure. |In such cases, the DT structure rule considerations
di scussed in section 5 of [PCLS] nust be applied to PCELS

i npl ementations as well. The reasons and details are presented in

[ X.501].

Not e 3: Wherever possible, an equality, a substrings and an ordering
mat ching rule are defined for a particular attribute. This provides
additional inplenmentation flexibility. However, in sone cases, the
LDAP mat chi ng semantics may not cover all the application needs. For
i nstance, different values of pcel sl Pv4AddrLi st may be semantically
equi valent. The equality matching rule, caselgnoreMatch, associated
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to this attribute type is not suitable for detecting this
equi val ence. I nplenenters should not rely solely on LDAP synt axes
and matching rules for being consistent with this specification

Note 4: The following attribute definitions use only LDAP matchi ng
rul es and syntax definitions from|[LDAP_SYNTAX], [LDAP_SCHEMA] and

[ LDAP_MATCH]. The correspondi ng X. 500 matching rules are defined in
[ X. 520].

Note 5: Sone of the following attribute types MJST conformto
additional constraints on various data types (e.g., the only valid
val ues for pcelsDecisionStrategy are 1 and 2). Just like the
attribute semantics, the definition of the value structures, valid
ranges, etc. is covered by [PCIMEXT] for the correspondi ng
properties while such constraints are only briefly nentioned in this
docunent. In all cases, if a constraint is violated, the entry
SHOULD be treated as invalid and the policy rules or groups that
refer to it SHOULD be treated as being disabled, neaning that the
execution of such policy rules or groups SHOULD be stopped.

Note 6: Sone of the object classes defined in this section cannot or
shoul d not be directly instantiated because they are either defined
as abstract or do not inplenent stand-al one semantics (e.g.

pcel sVal ueAuxCl ass). Regarding instances of objects that inherit
fromsuch classes, the text refers to "instances of <class_nane>"
when in fact the strictly correct expression would be "instances of
obj ects that belong to non-abstract subcl asses of <class_nanme>". The
omssion is intentional; it makes the text easier to read.

5.1. The Abstract O ass pcel sPolicySet

The pcel sPolicySet class represents a set of policies with a comon
deci sion strategy and a common set of policy roles. This class
together with the pcel sPolicySet Associ ation class defined in a
subsequent section of this docunment provide sufficient information to
all ow applications to apply appropriate ordering to a set of

policies. The pcelsPolicySet is napped fromthe PolicySet class
[PCI M EXT]. The pcel sPolicySet class is an abstract object class and
it is derived fromthe pcinPolicy class [PCLS].

The pcel sPolicySetList attribute of a pcelsPolicySet instance
ref erences subordi nated pcel sPolicySet Associ ation entries. The
aggregat ed pcel sPolicySet instances are either attached to the
pcel sPol i cySet Associ ation entries as auxiliary object classes or
ref erenced by the pcel sPolicySet Association entries using the
pcel sPol i cySet DN attri bute.
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The pcel sPolicySet class is defined as foll ows:

( 1.3.6.1.1.9.1.1

NAME ' pcel sPol i cySet’

DESC ’ Set of policies’

SUP pci nPol i cy

ABSTRACT

MAY ( pcel sPol i cySet Name
$ pcel sDeci si onStr at egy
$ pci nRol es
$ pcel sPol i cySetList )

)
One of the attributes of the pcel sPolicySet class, pcinRoles is
defined in the section 5.3 of [PCLS]. |In the pcelsPolicySet class

the pcinmRole attribute preserves its syntax and semantics as defined
by [PCLS] and [PCI M.

The pcel sPolicySet Nane attribute type may be used as naming attribute
for pcelsPolicySet entries. This attribute type is of syntax
Directory String [LDAP_SYNTAX]. It has an equality matching rul e of
casel gnoreMat ch, an ordering matching rul e of casel gnoreOrderingiatch
and a substrings matching rule of casel gnoreSubstringsiatch

[ LDAP_SYNTAX]. Attributes of this type can only have a single val ue.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.1
NAME ' pcel sPol i cySet Nane’
DESC 'User-friendly name of a policy set’
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr deri nghat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 15
SI NGLE- VALUE

)

The pcel sDeci sionStrategy attribute type indicates the eval uation
nmet hod for the policies aggregated in the policy set. It is mapped
fromthe PolicySet. PolicyDecisionStrategy property [PCIMEXT]. This
attribute type is of syntax Integer [LDAP_SYNTAX]. It has an

equal ity matching rule of integerMatch [LDAP_SYNTAX] and an ordering
mat ching rul e of integerOrderingMatch [ LDAP_MATCH]. Attributes of
this type can only have a single value. The only allowed val ues for
attributes of this type are 1 (FirstMatching) and 2 (Al I Matching).

If this attribute is nmissing froma pcel sPolicySet instance,
applications MIJST assune a FirstMtching decision strategy for the
policy set.
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.2
NAME ' pcel sDeci si onStrat egy’
DESC ' Eval uation nethod for the conponents of a pcel sPolicySet’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27
SI NGLE- VALUE

)

The pcel sPolicySetList attribute type is used in the realization of

t he PolicySet Conponent association [PCIMEXT]. This attribute type
is of syntax DN [ LDAP_SYNTAX]. It has an equality matching rul e of
di stingui shedNaneMat ch [ LDAP_SYNTAX]. Attributes of this type can
have nmultiple values. The only allowed values for pcel sPolicySetList
attributes are DNs of pcel sPolicySet Association entries. In a

pcel sPol i cySet, the pcel sPolicySetList attribute represents the
associ ations between this policy set and its conponents.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.3
NAME ' pcel sPol i cySet Li st’
DESC ' Unordered set of DNs of pcel sPolicySetAssociation entries’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 12

)

Note: A pcel sPolicySet instance aggregates other pcel sPolicySet

i nstances using pcel sPolicySet Association entries (defined in the
next section). Applications can sort the conponents of a
pcel sPol i cySet using attributes of the pcel sPolicySet Associ ation
entries. However, inplenmentations should not expect the LDAP data
store to provide a useful ordering of the pcel sPolicySetList val ues
in a pcelsPolicySet instance or to return sets of matching

pcel sPol i cySet Associ ation entries in a nmeaningful order. |nstead,
applications SHOULD i npl enent their own neans for post-retrieva
ordering of policy rules/groups based on

pcel sPol i cySet Associ ation. pcel sPriority val ues.
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5.2. The Structural d ass pcel sPolicySet Associ ation

The pcel sPol i cySet Associ ation class is used to associ ate PolicySet
instances [PCIM EXT] to other entries. pcelsPolicySetAssociation
entries are always subordinated to the aggregating entry. Wen
subordi nated to an i nstance of pcel sPolicySet,

pcel sPol i cySet Associ ation realizes a PolicySet Conponent associ ation
[PCI M EXT]. Wen subordinated to an instance of dl nlSystem
[CI M LDAP], pcel sPolicySet Associ ation realizes a PolicySetlnSystem
associ ation [ PClI M _EXT].

The pcel sPol i cySet Association class is a structural object class and
it is derived fromthe pcinPolicy class [PCLS].

The aggregati on of a reusable pcelsPolicySet instance is realized via
the pcelsPolicySetDN attribute. A non-reusable pcel sPolicySet
instance is attached (as auxiliary subclass of pcel sPolicySet)
directly to the pcel sPolicySet Associ ation entry.

When reading a pcel sPol i cySet Associ ation instance that has a
pcel sPol i cySet attached, the attribute pcel sPolicySet DN MIST be

i gnored. Applications SHOULD renove the pcel sPolicySet DN val ue from
a pcel sPol i cySet Associ ation upon attachment of a pcel sPolicySet to
the entry.

The pcel sPol i cySet Associ ation class is defined as foll ows:

( 1.3.6.1.1.9.1.2
NAME ' pcel sPol i cySet Associ ati on
DESC ' Associates a policy set to an aggregating entry’
SUP pci nPol i cy
STRUCTURAL
MJUST ( pcelsPriority )
MAY ( pcel sPol i cySet Name
$ pcel sPol i cySet DN )
)

The pcelsPriority attribute type indicates the priority of a policy
set conponent. This attribute type is of syntax |nteger

[ LDAP_SYNTAX]. It has an equality matching rule of integerMatch

[ LDAP_SYNTAX] and an ordering matching rule of integerOderingiatch

[ LDAP_MATCH]. Attributes of this type can only have single val ues.
The only all owed values for attributes of this type are non-negative
integers. Wthin the set of pcelsPolicySetAssociation entries
directly subordinated to a pcel sPolicySet or a dl niSystem [ Cl M _LDAP],
the pcelsPriority val ues MJST be uni que.
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2. 4
NAME ' pcel sPriority’
DESC ' Priority of a component
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27
SI NGLE- VALUE

)

The pcel sPolicySetDN attribute type is used in the aggregation of
Pol i cySet instances [PCIMEXT]. This attribute type is of syntax DN
[ LDAP_SYNTAX]. It has an equality matching rul e of

di stingui shedNaneMat ch [ LDAP_SYNTAX]. Attributes of this type can
only have a single values. The only all owed val ues for

pcel sPolicySet DN attri butes are DNs of pcel sPolicySet entries.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.5
NAME ' pcel sPol i cySet DN
DESC ' DN of a pcel sPolicySet entry’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 12
SI NGLE- VALUE

)
5.3. The Three Policy Goup O asses

The pcel sGoup class is the base class for representing a policy
group. It is mapped fromthe nodified PolicyGoup class [PCl M EXT].
The pcel sGoup class is derived fromthe pcel sPolicySet class. To
maxi m ze flexibility, the pcelsGoup class is defined as abstract.
An auxiliary subcl ass pcel sG oupAuxCl ass enables the attachnment of a
policy group to an existing entry, while a structural subclass

pcel sGoupl nstance permits the representation of a policy group as a
st andal one entry.

The pcel sGoup class is defined as foll ows:

( 1.3.6.1.1.9.1.3
NAME ' pcel sG oup’
DESC ' Base class for representing a policy group
SUP pcel sPol i cySet
ABSTRACT
MAY ( pci m& oupNane )
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The pcel sG oupAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.4
NAME ' pcel sG oupAuxC ass’
DESC ' Auxiliary class for representing a policy group
SUP pcel sG oup
AUXI LI ARY

)

The pcel sG oupl nstance class is defined as foll ows:

( 1.3.6.1.1.9.1.5
NAME ' pcel sG oupl nst ance
DESC ' Structural class for representing a policy group
SUP pcel sG oup

STRUCTURAL
)
The pci mG oupNane attribute type used by the pcel sGoup class is
defined in the section 5.2 of [PCLS]. |In the pcel sGoup object

class, this attribute preserves its syntax and semantics as defined
by [PCLS] and [PCIM.

Not e: PCELS i npl enent ati ons SHOULD support pcel sGoup and its two
subcl asses and MAY al so support pcinGoup and its two subcl asses
[PCLS]. Applications that choose to support pcelsGoup and its two
subcl asses MJUST use the aggregati on nmechani sm provi ded by

pcel sPol i cySet Associ ation for aggregating policy groups or policy
rules in policy groups represented as instances of pcel sG oup.

5.4. The Three Policy Rule C asses

The pcelsRule class is the base class for representing a policy rule.
It is mapped fromthe nodified PolicyRule class [PCIMEXT]. The

pcel sRul e class is derived fromthe pcel sPolicySet class. To
maxi m ze flexibility, the pcelsRule class is defined as abstract. An
auxi | i ary subcl ass pcel sRul eAuxCl ass enabl es the attachnent of a
policy rule to an existing entry, while a structural subclass

pcel sRul el nstance permits the representation of a policy rule as a

st andal one entry.

When reading a pcel sRule instance that has a pci nConditi onAuxC ass
attached, fromthe policy rule perspective the attribute

pcel sCondi ti onLi st MJST be ignored. For exanple, if present, the
attribute MJST NOT be considered an associ ati on between this policy
rule and a policy condition. Such situations may occur, for exanple,
when a pcel sConpoundCondi ti onAuxCl ass is attached to a pcel sRule

i nst ance.
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When readi ng a pcel sRul e instance that has a pci mActi onAuxd ass
attached, fromthe policy rule perspective the attribute

pcel sActionLi st MJUST be ignored. For exanple, if present, the
attribute MJUST NOT be considered an associ ati on between this policy
rule and a policy action. Such situations may occur, for exanple,
when a pcel sConpoundActi onAuxCl ass is attached to a pcel sRule

i nstance.

The pcelsRule class is defined as foll ows:

( 1.3.6.1.1.9.1.6
NAME ' pcel sRul e’
DESC ' Base class for representing a policy rule’
SUP pcel sPol i cySet
ABSTRACT
MAY ( pci mRul eNane
pci mRul eEnabl ed
pci nRul eUsage
pci nRul eMandat ory
pcel sRul eVal i di t yPeri odLi st
pcel sCondi ti onLi st Type
pcel sCondi ti onLi st
pcel sActi onLi st
pcel sSequencedActi ons
pcel sExecuti onStrategy )

PP PAPR B

)

The pcel sRul eAuxd ass class is defined as foll ows:

( 1.3.6.1.1.9.1.7
NAME ' pcel sRul eAuxd ass
DESC 'Auxiliary class for representing a policy rule’
SUP pcel sRul e
AUXI LI ARY

)

The pcel sRul el nstance class is defined as foll ows:

( 1.3.6.1.1.9.1.8
NAME ' pcel sRul el nst ance’
DESC ' Structural class for representing a policy rule’
SUP pcel sRul e
STRUCTURAL
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Four of the attributes used by the pcelsRule class are defined in the
section 5.3 of [PCLS]. These attributes are: pcinRul eNane,

pci mRul eEnabl ed, pci nRul eUsage and pci nRul eMandatory. |n the

pcel sRul e obj ect class, these attributes preserve their syntax and
semantics as defined by [PCLS] and [PCI M.

The attributes pcinRul eValidityPeriodList, pcinRuleConditionListType,
pci mRul eCondi ti onLi st, pci nRul eActionLi st and

pci mRul eSequencedActi ons defined in [PCLS] are not used by pcel sRul e.
Instead, this class uses the new attributes

pcel sRul eval i di tyPeri odLi st, pcel sConditi onLi st Type,

pcel sCondi tionLi st, pcel sActionLi st and pcel sSequencedActi ons.

Except for pcel sRul evalidityPeriodList, the new attributes are al so
used for sinilar purpose by either pcel sConpoundConditi onAuxC ass or
pcel sConpoundAct i onAuxd ass.

The pcel sRul eValidityPeriodList attribute type is used in the
realization of the PolicyRuleValidityPeriod association ([PC M EXT]
and [PCIM). This attribute type is of syntax DN [ LDAP_SYNTAX]. It
has an equality matching rule of distingui shedNaneMatch

[ LDAP_SYNTAX]. Attributes of this type can have nultiple val ues.
The only all owed val ues for pcel sRul eValidityPeriodList attributes
are DNs of pcinRul evalidityAssociation entries. 1In a pcelsRule, the
pcel sRul eval i dityPeriodLi st attribute represents the associations
between this policy rule and its tinme period conditions.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.62
NAME ' pcel sRul eval i di t yPeri odLi st’
DESC ' Unordered set of DNs of pcinRuleValidityAssociation entries
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 12

)

The pcel sCondi tionLi st Type attribute type indicates whether the set
of aggregated conditions is in disjunctive or conjunctive nornal
form It is mapped fromthe PolicyRul e. ConditionLi st Type property
[PCM (identical to the ConmpoundPolicyCondition. ConditionListType
property defined in [PCIMEXT]). This attribute type is of syntax
Integer [LDAP_SYNTAX]. It has an equality matching rule of

i nt eger Mat ch [ LDAP_SYNTAX] and an ordering matching rul e of

i nteger Orderingvatch [ LDAP_MATCH]. Attributes of this type can only
have a single value. The only allowed values for attributes of this
type are 1 (Disjunctive) and 2 (Conjunctive). |If this attribute is
m ssing froma pcel sRul e i nstance, applications MJST assune that the
set of aggregated conditions is in disjunctive normal form
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.6
NAME ' pcel sCondi ti onLi st Type
DESC ' I ndi cates the type of condition aggregation
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27
SI NGLE- VALUE

)

The pcel sConditionList attribute type is used in the realization of
the PolicyConditionStructure association [PCIMEXT]. This attribute
type is of syntax DN [ LDAP_SYNTAX]. It has an equality matching rule
of distingui shedNameMat ch [ LDAP_SYNTAX]. Attributes of this type can
have nmultiple values. The only allowed val ues for pcel sConditionLi st
attributes are DNs of pcel sConditionAssociation entries. In a

pcel sRul e, the pcel sConditionList attribute represents the

associ ations between this policy rule and its conditions.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.7
NAME ' pcel sCondi ti onLi st’
DESC ' Unordered set of DNs of pcel sConditionAssociation entries
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 12

)

The pcel sActionList attribute type is used in the realization of the
Pol i cyActionStructure association [PCIMEXT]. This attribute type is
of syntax DN [LDAP_SYNTAX]. It has an equality matching rule of

di stingui shedNanmeMat ch [ LDAP_SYNTAX]. Attributes of this type can
have nmultiple values. The only allowed values for pcel sActionLi st
attributes are DNs of pcel sActionAssociation entries. In a

pcel sRul e, the pcel sActionList attribute represents the associations
between this policy rule and its actions.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.8
NAME ' pcel sActi onLi st’
DESC ' Unordered set of DNs of pcel sActionAssociation entries
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 12
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The pcel sSequencedActions attribute type indicates whether the
ordered execution of actions in an aggregate is Mandatory,
Reconmended or DontCare. It is nmapped fromthe

Pol i cyRul e. SequencedActi ons property [PCIM (identical to the
CompoundPol i cyActi on. SequencedActi ons property defined in
[PCOMEXT]). This attribute type is of syntax Integer [LDAP_SYNTAX].
It has an equality matching rule of integerMatch [LDAP_SYNTAX] and an
ordering matching rule of integerOderingMatch [ LDAP_MATCH] .
Attributes of this type can only have a single value. The only

all owed values for attributes of this type are 1 (Mandatory), 2
(Recommended) and 3 (DontCare). |If this attribute is mssing froma
pcel sRul e i nstance, applications MJUST assune that the ordered
execution of actions in this rule is not inportant (DontCare).

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.9
NAME ' pcel sSequencedActi ons
DESC ' I ndi cates the inportance of action sequencing’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 27
S| NGLE- VALUE

)

The pcel sExecutionStrategy attribute type indicates whether the
actions in an aggregate are to be executed until success, all

(i ndependent of their outcone) or until failure. It is mapped from
the PolicyRul e. ExecutionStrategy property [PCIMEXT] (identical to

t he ConpoundPol i cyAction. ExecutionStrategy property). This attribute
type is of syntax Integer [LDAP_SYNTAX]. It has an equality matching
rule of integerMatch [LDAP_SYNTAX] and an ordering natching rul e of

i nteger Orderi ngvatch [LDAP_MATCH]. Attributes of this type can only
have a single value. The only allowed values for attributes of this
type are 1 (Do until success), 2 (Do all) and 3 (Do until failure).

If this attribute is mssing froma pcel sRul e i nstance, applications
MUST assune that all the actions are to be executed (Do all).

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.10
NAME ' pcel sExecuti onStrat egy’
DESC ' I ndi cates the action execution strategy’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 27
S| NGLE- VALUE
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Note 1. Rule validity periods for an instance of pcel sRule are
realized using the attribute pcel sRul evalidityPeriodList and
pci nRul eVal i di t yAssoci ation [ PCLS] entries subordinated to the rule.

If DIT structure rules and nane fornms are witten for a PCELS

i npl enentation (as suggested in section 5.5 of [PCLS]), they would
require that an instance of the pcinRul eValidityAssociation class
have as its superior an instance of the pcelsRule class or, if
applicable, an instance of the pcinRule class. Any structure rules
and nane forns that require an instance of the

pci mRul eVal i di t yAssoci ation class to have as its superior only an
instance of the pcinRule class, are in conflict and MJUST be renoved.

Note 2: PCELS inpl ementati ons SHOULD support pcelsRule and its two
subcl asses and MAY al so support pcinRule and its two subcl asses
[PCLS]. Applications that choose to support pcelsRule and its two
subcl asses MJUST use the aggregati on nmechani sm provi ded by

pcel sPol i cySet Associ ation for aggregating policy groups or policy
rules in policy rules represented as instances of pcel sRule.

5.5. The Structural d ass pcel sConditionAssoci ation

The pcel sCondi ti onAssoci ation class is used in the aggregation of

Pol i cyCondition instances [PCIM. pcelsConditionAssociation entries
are always subordinated to the aggregating entry. Wen subordinated
to an instance of pcel sRule, the pcel sConditionAssociation entry
realizes the PolicyConditionlnPolicyRule association [PClHMEXT].
When subordinated to an instance of pcel sConpoundConditi onAuxC ass,
t he pcel sConditi onAssoci ation entry realizes the

Pol i cyCondi ti onl nPol i cyCondi ti on association [PCI M EXT].

The pcel sConditi onAssociation class is a structural object class and
it is derived fromthe pci nRul eConditi onAssoci ation class [PCLY]

The aggregation of a reusable instance of pcinConditionAuxd ass is
realized via the pcinConditionDN attribute. A non-reusable instance
of pcinConditionAuxC ass is attached directly to the

pcel sCondi ti onAssoci ation entry.

When readi ng a pcel sConditi onAssoci ation entry that has a

pci mCondi ti onAuxC ass instance attached, the attribute

pci nCondi ti onDN MJST be ignored. Applications SHOULD renove the
pci mCondi ti onDN val ue froma pcel sCondi ti onAssoci ati on upon
attachnent of a pcinConditionAuxCl ass to the entry.
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The pcel sConditi onAssoci ation class is defined as foll ows:

( 1.3.6.1.1.9.1.9
NAME ' pcel sCondi ti onAssoci ati on
DESC ' Associates a policy conditions to an aggregating entry’
SUP pci nRul eCondi ti onAssoci ati on
STRUCTURAL

)

This class extends the semantics of the pci nRul eConditi onAssoci ation
obj ect class without using any new attributes. Al its attributes
are inherited fromthe pcinRul eConditi onAssoci ation that is defined
in section 5.4 of [PCLS]

5.6. The Structural d ass pcel sActionAssoci ation

The pcel sActi onAssociation class is used in the aggregation of

Pol i cyAction instances [PCIM. pcel sActionAssociation entries are

al ways subordi nated to the aggregating entry. Wen subordinated to a
pcel sRul e i nstance, the pcel sActi onAssociation entry realizes the

Pol i cyActionl nPol i cyRul e association [PCIMEXT]. Wen subordinated
to an instance of pcel sConmpoundActi onAuxCl ass, the

pcel sActi onAssoci ation entry realizes the PolicyActionlnPolicyAction
associ ation [PCI M EXT].

The pcel sActi onAssociation class is a structural object class and it
is derived fromthe pci nRul eActi onAssoci ation class [PCLS].

The aggregati on of a reusable instance of pcinmActi onAuxd ass is
realized via the pcimActi onDN attribute. A non-reusabl e instance of
pci mActi onAuxCl ass is attached directly to the pcel sActi onAssoci ation
entry.

When readi ng a pcel sActionAssoci ation entry that has a

pci mMActi onAuxCl ass instance attached, the attribute pci mActi onDN MJST
be ignored. Applications SHOULD renove the pci mActi onDN val ue froma
pcel sActi onAssoci ati on upon attachment of a pci mActi onAuxCl ass to the
entry.

The pcel sActi onAssociation class is defined as foll ows:

( 1.3.6.1.1.9.1.10
NAME ' pcel sActi onAssoci ation
DESC ' Associates a policy conditions to an aggregating entry’
SUP pci nRul eActi onAssoci ation
STRUCTURAL
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This class extends the semantics of the pci nRul eActi onAssoci ation
obj ect class without using any new attributes. Al its attributes
are inherited fromthe pcinRul eActi onAssociation that is defined in
section 5.6 of [PCLS].

5.7. The Auxiliary Cass pcel sSi npl eCondi ti onAuxCl ass

The pcel sSi npl eCondi ti onAuxCl ass cl ass inplenents a Val ue nat chi ng
condition for a Variable. It is mapped fromthe

Si mpl ePol i cyCondition class [PCl M EXT]. The

pcel sSi npl eCondi ti onAuxCl ass class is an auxiliary object class and
it is derived fromthe pci nConditi onAuxCl ass cl ass [PCLS].

A reusabl e variable/value is associated to a

pcel sSi npl eCondi ti onAuxCl ass via the pcel sVari abl eDN pcel sVal ueDN
reference fromthe sinple condition instance. A non-reusable
vari abl e/value is associated directly as auxiliary object class to
the sane entry as the pcel sSi npl eCondi ti onAuxd ass i nstance.

Wien readi ng a pcel sSi npl eCondi ti onAuxCl ass i nstance that has an

i nstance of pcelsVariable attached, the attribute pcel sVari abl eDN
MUST be ignored. Applications SHOULD renpve the pcel sVari abl eDN

val ue from a pcel sSi npl eCondi ti onAuxCl ass i nstance upon attachnent of
a pcelsVariable instance to the sane entry.

Wien readi ng a pcel sSi npl eCondi ti onAuxCl ass i nstance that has an

i nstance of pcel sValue attached, the attribute pcel sVal ueDN MJST be

i gnored. Applications SHOULD renove the pcel sval ueDN val ue froma
pcel sSi npl eCondi ti onAuxCl ass i nstance upon attachnent of a pcel sVal ue
instance to the sane entry.

The pcel sSi npl eCondi ti onAuxC ass class is defined as foll ows:

( 2.3.6.1.1.9.1.11
NAME ' pcel sSi npl eCondi ti onAuxC ass
DESC ' Val ue mat ching condition for a policy variable’
SUP pci nCondi ti onAuxdC ass
AUXI LI ARY
MAY ( pcel sVari abl eDN
$ pcel sval ueDN )
)

The pcel sVari abl eDN attribute type realizes the

Pol i cyVari abl el nSi npl ePol i cyCondi ti on association [PCIMEXT]. This
attribute type is of syntax DN [ LDAP_SYNTAX]. It has an equality

mat chi ng rul e of distingui shedNanmeMatch [LDAP_SYNTAX]. Attributes of
this type can only have a single value. The only allowed val ues for
pcel sVari abl eDN attri butes are DNs of pcelsVariable entries. In a
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pcel sSi npl eCondi ti onAuxC ass, the pcel sVari abl eDN attri bute
represents the association between this sinple policy condition and
its policy variable.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.11
NAME ' pcel sVari abl eDN
DESC ' DN of a pcelsVariable entry’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 12
S| NGLE- VALUE

)

The pcel sVal ueDN attribute type realizes the

Pol i cyVal uel nSi npl ePol i cyCondi ti on association [PCIMEXT]. This
attribute type is of syntax DN [ LDAP_SYNTAX]. It has an equality

mat chi ng rul e of distingui shedNaneMatch [LDAP_SYNTAX]. Attributes of
this type can only have a single value. The only allowed val ues for
pcel sVal ueDN attri butes are DNs of pcel sVal ueAuxd ass entries. In a
pcel sSi npl eCondi ti onAuxCl ass, the pcel sVal ueDN attri bute represents
the associ ati on between this sinple policy condition and its policy
val ue.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.12
NAME ' pcel sVal ueDN
DESC ' DN of a pcel sVal ueAuxC ass entry’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 12
SI NGLE- VALUE

)

Note: An instance of pcel sSinpl eActi onAuxC ass and an instance of

pcel sSi npl eCondi ti onAuxCl ass MJUST NOT be attached to the sane entry.
Because the two classes use the sanme nechani snms to associate

Vari abl es and Val ues, this restriction is necessary in order to avoid
anbiguities.

5.8. The Auxiliary C ass pcel sConpoundConditi onAuxC ass

The pcel sConpoundCondi ti onAuxC ass cl ass represents a conpound policy
condition formed by the aggregation of other policy conditions. It
is mapped fromthe ConpoundPolicyCondition class [PCIMEXT]. The
pcel sConpoundCondi ti onAuxC ass class is an auxiliary object class and
it is derived fromthe pci nConditionAuxCl ass cl ass [PCLS].
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The pcel sConpoundCondi ti onAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.12
NAME ' pcel sConpoundCondi ti onAuxC ass
DESC ' Bool ean conbi nati on of sinpler conditions
SUP pci nCondi ti onAuxdC ass
AUXI LI ARY
MAY ( pcel sCondi ti onLi st Type
$ pcel sConditionList )

If the pcel sConditionListType attribute is mssing froma
pcel sConpoundCondi ti onAuxC ass i nstance, applications MJST assume
that the set of aggregated conditions is in disjunctive normal form

In a pcel sConmpoundCondi ti onAuxC ass i nstance, the pcel sConditi onLi st
attribute represents the associ ati ons between this conmpound policy
condition and the conpounded conditi ons.

These attribute types are defined in section 5. 4.

Li ke pcel sRul e, instances of pcel sConpoundConditi onAuxCl ass use
pcel sCondi ti onLi st val ues and subordi nated pcel sCondi ti onAssoci ati on
entries to aggregate policy conditions.

5.9. The Auxiliary O ass pcel sConpoundFilterConditionAuxd ass

The pcel sConpoundFi | t er Condi ti onAuxCl ass cl ass represents a domai n-
level filter. It is mapped fromthe ConpoundFilterCondition class
[PCI M EXT]. The pcel sConpoundFilterConditionAuxd ass class is an
auxiliary object class and it is derived fromthe

pcel sConpoundCondi ti onAuxC ass cl ass.

The pcel sConpoundFi |t er Condi ti onAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.13
NAME ' pcel sConpoundFi | t er Condi ti onAuxd ass
DESC ' A conpound condition with nmirroring capabilities’
SUP pcel sConmpoundCondi ti onAuxC ass
AUXI LI ARY
MAY ( pcelslisMrrored )

)

The pcelsisMrrored attribute type indicates whether the traffic that
mrrors the specified filter is to be treated as matching the filter.
It is mapped fromthe ConpoundFilterCondition.IsMrrored property
[PCOMEXT]. This attribute type is of syntax Bool ean [ LDAP_SYNTAX].
It has an equality matching rule of bool eanMatch [ LDAP_NMATCH] .
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Attributes of this type can only have a single value. |If this
attribute is nmissing froma pcel sConpoundFilterConditi onAuxd ass
i nstance, applications MJST assune that the filter is not mirrored.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.13
NAME ' pcel sl sMrrored’
DESC 'I ndi cates whether the mirrored traffic natches’
EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7
S| NG&LE- VALUE

)
5.10. The Auxiliary O ass pcel sSi npl eActi onAuxd ass

The pcel sSi npl eActi onAuxC ass cl ass inplements the action of
assigning a Value to a Variable. It is mapped fromthe

Si mpl ePol i cyAction class [PCIM EXT]. The pcel sSi npl eActi onAuxC ass
class is an auxiliary object class and it is derived fromthe

pci mActi onAuxC ass class [ PCLS].

A reusabl e variable/value is associated to a

pcel sSi npl eActi onAuxC ass via the pcel sVari abl eDN pcel sVal ueDN
reference fromthe sinple action instance. A non-reusable

vari abl e/value is associated directly as auxiliary object class to
the sane entry as the pcel sSi npl eActi onAuxd ass i nstance.

When readi ng a pcel sSi npl eActi onAuxCl ass i nstance that has an

i nstance of pcelsVariable attached, the attribute pcel sVari abl eDN
MUST be ignored. Applications SHOULD renove the pcel sVari abl eDN

val ue from a pcel sSi npl eActi onAuxd ass i nstance upon attachment of a
pcel sVari abl e i nstance to the same entry.

When readi ng a pcel sSi npl eActi onAuxCl ass i nstance that has an

i nstance of pcel sValue attached, the attribute pcel sVal ueDN MJST be
i gnored. Applications SHOULD renove the pcel sval ueDN val ue froma
pcel sSi npl eActi onAuxd ass i nstance upon attachnent of a pcel sVal ue
i nstance to the sane entry.
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The pcel sSi npl eActionAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1. 14
NAME ' pcel sSi npl eAct i onAuxd ass’
DESC '’ Val ue assignnent action for a policy variable’
SUP pci mActi onAuxd ass
AUXI LI ARY
MAY ( pcel sVari abl eDN
$ pcel sval ueDN )
)

In a pcel sSi npl eActi onAuxCd ass, the pcel sVariabl eDN attribute
represents the association between this sinple policy action and its
policy variable. It realizes the PolicyVariabl el nSi npl ePolicyAction
associ ati on [ PCI M_EXT].

In a pcel sSi npl eActi onAuxC ass, the pcel sValueDN attribute represents
the associ ati on between this sinple policy action and its policy
value. It realizes the PolicyVal uel nSi npl ePol i cyActi on associ ation

[ PCI M _EXT] .

These attributes are defined in section 5.7.

Note: An instance of pcel sSinpl eActi onAuxCl ass and an i nstance of
pcel sSi npl eCondi ti onAuxCl ass MJST NOT be attached to the sane entry.
Because the two cl asses use the sanme nmechani snms to associate

Vari abl es and Val ues, this restriction is necessary in order to avoid
anbi guities.

5.11. The Auxiliary O ass pcel sConpoundActi onAuxCl ass

The pcel sConpoundActi onAuxCl ass cl ass represents a conpound policy
action formed by the aggregation of other policy actions. It is
mapped from the ConpoundPolicyCondition class [PCIMEXT]. The

pcel sConpoundActi onAuxCl ass class is an auxiliary object class and it
is derived fromthe pci mActi onAuxd ass class [PCLS].

The pcel sConpoundActi onAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.15
NAME ’ pcel sConpoundAct i onAuxd ass’
DESC ' Sequence of actions with specific execution strategy’
SUP pci mActi onAuxd ass
AUXI LI ARY
MAY ( pcel sActi onLi st
$ pcel sSequencedAct i ons
$ pcel sExecutionStrategy )
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In a pcel sConpoundActi onAuxCl ass i nstance, the pcel sActionLi st
attribute represents the associations between this policy rule and
its actions.

If the pcel sSequencedActions attribute is mssing froma

pcel sConpoundAct i onAuxCl ass instance, applications MJST assune that
the ordered execution of actions in this conpound policy action is
not inportant (DontcCare).

If the pcel skExecutionStrategy attribute is mssing froma
pcel sConpoundAct i onAuxCl ass instance, applications MJIST assune that
all the actions are to be executed (Do all).

These attribute types are defined in section 5. 4.

Li ke pcel sRul e, instances of pcel sConpoundActi onAuxC ass use
pcel sActi onLi st val ues and subordi nated pcel sActi onAssoci ati on
entries to aggregate policy actions.

5.12. The Abstract C ass pcel sVariable

The pcel sVariable class is mapped fromthe PolicyVariable class
[PCl M EXT]. The pcelsVariable is an abstract object class and it is
derived directly fromthe "top’ object class [LDAP_SCHEM .

A pcel sVari abl e i nstance may be associated to a set of
pcel sVal ueAuxC ass i nstances that represent its expected values. The
expected val ues for a variable may be indicated by:

(1) pcel sexpect edVal uelLi st references to reusabl e i nstances of
pcel sVal ueAuxC ass, or

(2) pcel sexpect edVal ueLi st references to subordinated non-
reusabl e i nstances of pcel sVal ueAuxd ass

The pcelsVariable class is defined as foll ows:

( 1.3.6.1.1.9.1.16
NAME ' pcel sVari abl e’
DESC ' Base class for representing a policy variable’
SUP top
ABSTRACT
MAY ( pcel sVari abl eNane
$ pcel sExpect edVal uelLi st )
)

The pcel sVari abl eNane attribute type may be used as naming attribute
for pcelsVariable entries. This attribute type is of syntax
Directory String [LDAP_SYNTAX]. It has an equality matching rule of
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casel gnoreMat ch, an ordering matching rul e of casel gnoreQO deringiVatch
and a substrings matching rule of casel gnoreSubstringsMatch
[ LDAP_SYNTAX]. Attributes of this type can only have a single val ue.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.14
NAME ' pcel sVari abl eNane’
DESC ' The user-friendly nane of a variable.’
EQUALI TY casel gnor eMat ch
ORDERI NG casel gnor eOr der i nghat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 15
SI NGLE- VALUE

)

The pcel sExpect edVal ueLi st attribute type realizes the

Expect edPol i cyVal uesFor Vari abl e association [PCIMEXT]. This
attribute type is of syntax DN [ LDAP_SYNTAX]. It has an equality

mat chi ng rul e of distingui shedNanmeMat ch [ LDAP_SYNTAX]. Attributes of
this type can have nultiple values. The only allowed val ues for

pcel sExpect edVal ueLi st attributes are DNs of pcel sVal ueAuxd ass
entries. In a pcelsVariable, the pcel sexpectedVal ueLi st attribute
represents the associations between this policy variable and its
expect ed val ues.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.15
NAME ' pcel sExpect edVal ueli st’
DESC ' Unordered set of DNs of pcel sVal ueAuxd ass entries
representing expected values for a policy variable’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

)
5.13. The Auxiliary O ass pcel sExplicitVariabl eAuxd ass

The pcel sExplicitVariabl eAuxC ass class is mapped fromthe

Pol i cyExplicitVariable class [PCIMEXT]. The

pcel sExplicitVariabl eAuxCl ass is an auxiliary object class and it is
derived fromthe pcel svariabl e cl ass.
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The pcel sExplicitVariabl eAuxd ass class is defined as foll ows:

( 1.3.6.1.1.9.1.17
NAME ' pcel sExplicitVariabl eAuxd ass’
DESC ' Explicitly defined policy variable’
SUP pcel sVari abl e
AUXI LI ARY
MUST ( pcel sVari abl eMbdel d ass
$ pcel sVari abl eModel Property )
)

The pcel sVari abl eModel Cl ass attribute type identifies a [COM class
whose property is evaluated or set as a variable. It is mapped from
the PolicyExplicitVariable. Mdel dass property [PCIMEXT]. This
attribute type is of syntax Directory String [LDAP_SYNTAX]. It has
an equality matching rul e of casel gnoreMatch [ LDAP_SYNTAX] .
Attributes of this type can only have a single value.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.16
NAME ' pcel sVari abl eModel O ass’
DESC 'l dentifies a ClMcl ass’
EQUALI TY casel gnoreMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15
SI NGLE- VALUE

)

The pcel sVari abl eModel Property attribute type identifies the
attribute of a [COM class, which is evaluated or set as a vari able.
It is mapped fromthe PolicyExplicitVariable. Mdel Property property
[PCOMEXT]. This attribute type is of syntax Directory String

[ LDAP_SYNTAX]. It has an equality matching rule of casel gnorehatch

[ LDAP_SYNTAX]. Attributes of this type can only have a single val ue.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.17
NAME ' pcel sVari abl eModel Property’
DESC 'l dentifies the property of a CIMcl ass.’
EQUALI TY casel gnor eMat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 15
S| NGLE- VALUE

Pana, et al. St andards Track [ Page 45]



RFC 4104 PCELS June 2005

5.14. The Auxiliary O ass pcel slnplicitVariabl eAuxd ass

The pcel sl nplicitVariabl eAuxCl ass class is mapped fromthe
PolicylnplicitVariable class [PCIMEXT]. The

pcel sl nplicitVariabl eAuxCl ass is an auxiliary object class and it is
derived fromthe pcel svariabl e cl ass.

The pcel sl nplicitVariabl eAuxd ass cl ass does not represent actua
vari abl es; these are introduced by its subcl asses.

pcel sl nplicitVariabl eAuxd ass introduces the semantics of being an
inplicitly defined policy variable and these semantics are inherited
by all its subclasses. These senmantics include those inherited from
pcel sVari abl e that possibly represent either rule-specific or
reusabl e policy variabl es.

In order to preserve the ability to represent rule-specific or
reusabl e variables, all the subcl asses of
pcel sl nplicitVariabl eAuxd ass MJST al so be auxiliary cl asses.

The pcel sl nplicitVariabl eAuxd ass class is defined as foll ows:

( 1.3.6.1.1.9.1.18
NAME ’ pcel sl nplicitVari abl eAuxd ass
DESC 'Inplicitly defined policy variable’
SUP pcel sVari abl e

AUXI LI ARY

MAY ( pcel sExpect edVal ueTypes )
)
The pcel sExpect edVal ueTypes attribute type represents the set of
policy value types that nmay be used with this policy variable. It is

mapped fromthe PolicylnplicitVariable.Val ueTypes property
[PCOMEXT]. This attribute type is of syntax Directory String

[ LDAP_SYNTAX]. It has an equality matching rul e of casel gnoreiatch
[ LDAP_SYNTAX]. Attributes of this type can have nultiple val ues.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.18
NAME ' pcel sExpect edVal ueTypes’
DESC 'l dentifies subclasses of pcel sVal ueAuxd ass by nane’
EQUALI TY casel gnoreMat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 15
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5.15. The Subcl asses of pcel sl nplicitVariabl eAuxC ass

The followi ng classes are derived fromthe

pcel sl nplicitVariabl eAuxd ass class. They are mapped fromthe
correspondi ng subcl asses of the PolicylnplicitVariable class
[PCOMEXT]. Al the classes defined below are auxiliary object
cl asses.

Each one of the classes defined in this section introduces specific
restrictions for the values of the pcel sExpectedVal ueTypes attri bute.
If this attribute is missing, applications MIJST assune that all

al | oned val ue types are expected for the policy variable.

Sone of these classes have additional restrictions on the actua

val ues of the associated policy value instances (e.g., only integers
in the range 0..65535 nmust be used with a SourcePort variable). The
associ ati on between a pcel slnplicitVariabl eAuxCl ass i nstance and a
pcel sVal ueAuxCl ass i nstance that contains values outside the valid
range or set for that variable SHOULD be considered invalid. The
entry that realizes such association SHOULD be treated as invalid and
the policy rules or groups that refer to it SHOULD be treated as
bei ng di sabl ed, neaning that the execution of such policy rules or
groups SHOULD be st opped.

The pcel sSour cel Pvd4Vari abl eAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.19
NAME ' pcel sSour cel Pv4Vari abl eAuxC ass
DESC ’ Source | P v4 address
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sSourcel Pv4Vari abl eAuxd ass instance, the only all owed val ue
for the pcel skxpectedVal ueTypes attribute is
" pcel sl Pv4Addr Val ueAuxd ass’

The pcel sSour cel Pv6Vari abl eAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.20
NAME ' pcel sSour cel Pv6Vari abl eAuxC ass
DESC ' Source | P v6 address’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY
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In a pcel sSourcel Pv6Vari abl eAuxd ass i nstance, the only all owed val ue
for the pcel sExpect edVal ueTypes attribute is
" pcel sl Pv6Addr Val ueAuxd ass’ .

The pcel sDesti nati onl Pv4Vari abl eAuxCl ass cl ass is defined as foll ows:

( 1.3.6.1.1.9.1.21
NAME ' pcel sDesti nati onl Pvd4Vari abl eAuxd ass’
DESC ' Destination | P v4 address’
SUP pcel sl nmplicitVari abl eAuxC ass
AUXI LI ARY

)

In a pcel sDestinationl Pv4Vari abl eAuxd ass instance, the only all owed
val ue for the pcel sExpect edVal ueTypes attribute is
" pcel sl Pv4Addr Val ueAuxd ass’ .

The pcel sDesti nati onl Pv6Vari abl eAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.22
NAME ' pcel sDesti nati onl Pv6Vari abl eAuxCl ass’
DESC ' Destination I P v6 address’
SUP pcel sl mplicitVari abl eAuxd ass
AUXI LI ARY

)

In a pcel sDestinationl Pv6Vari abl eAuxd ass instance, the only all owed
val ue for the pcel sExpect edVal ueTypes attribute is
" pcel sl Pv6Addr Val ueAuxd ass’ .

The pcel sSour cePort Vari abl eAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.23
NAME ' pcel sSour cePort Vari abl eAuxC ass’
DESC ' Sour ce port’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sSourcePort Vari abl eAuxd ass instance, the only all owed val ue
for the pcel skExpectedVal ueTypes attribute is

" pcel sl nt eger Val ueAuxCl ass’. Additionally, only policy val ues that
represent integers in the range 0..65535 (inclusive) SHOULD be used
wit h pcel sSourcePort Vari abl eAuxC ass i nstances.
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The pcel sDesti nati onPort Vari abl eAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.24
NAME ' pcel sDesti nati onPort Vari abl eAuxC ass
DESC ' Destinati on port’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sDestinati onPort Vari abl eAuxC ass instance, the only all owed
val ue for the pcel sExpect edVal ueTypes attribute is

" pcel sl nt eger Val ueAuxCl ass’. Additionally, only policy val ues that

represent integers in the range 0..65535 (inclusive) SHOULD be used

with pcel sDesti nationPort Vari abl eAuxC ass i nstances.

The pcel sl PProt ocol Vari abl eAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.25
NAME ' pcel sl PPr ot ocol Vari abl eAuxC ass
DESC ' I P protocol numnber’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sl PProtocol Vari abl eAuxd ass i nstance, the only all owed val ue
for the pcel sExpect edVal ueTypes attribute is

" pcel sl nt eger Val ueAuxCl ass’. Additionally, only policy values that
represent integers in the range 0..255 (inclusive) SHOULD be used

wi t h pcel sl PProt ocol Vari abl eAuxd ass i nst ances.

The pcel sl PVersi onVari abl eAuxd ass class is defined as foll ows:

( 1.3.6.1.1.9.1.26
NAME ' pcel sl PVer si onVari abl eAuxd ass
DESC ' I P versi on nunber’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sl PVersionVari abl eAuxd ass i nstance, the only all owed val ue
for the pcel skExpectedVal ueTypes attribute is

" pcel sl nt eger Val ueAuxCl ass’. Additionally, only policy val ues that
represent integers in the range 0..15 (inclusive) SHOULD be used with
pcel sl PVer si onVari abl eAuxd ass i nst ances.
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The pcel sl PToSVari abl eAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.27
NAME ' pcel sl PToSVari abl eAuxC ass’
DESC ' I P ToS octet’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sl PToSVari abl eAuxd ass instance, the only all owed val ues for
t he pcel sExpect edVal ueTypes attri bute are ’pcel sl ntegerVal ueAuxd ass’
and ' pcel sBit StringVal ueAuxd ass’. Additionally, only policy val ues
that represent integers in the range 0..255 (inclusive) or 8-bit
bitStrings SHOULD be used with pcel sl PToSVari abl eAuxCl ass i nst ances.

The pcel sDSCPVari abl eAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.28
NAME ' pcel sDSCPVari abl eAuxd ass’
DESC ' Di f f Serv code point’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sDSCPVari abl eAuxd ass instance, the only allowed val ues for
t he pcel sExpect edVal ueTypes attribute are ’'pcel sl ntegerVal ueAuxd ass’
and ' pcel sBit StringVal ueAuxd ass’. Additionally, only policy val ues
that represent integers in the range 0..63 (inclusive) or 6-bit
bitStrings SHOULD be used with pcel sDSCPVari abl eAuxd ass i nst ances.

The pcel sFl oM dVari abl eAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.29
NAME ' pcel sFl ow dVari abl eAuxd ass’
DESC ' Fl ow I dentifier’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sFl ow dVari abl eAuxCl ass instance, the only allowed val ues
for the pcel skExpectedVal ueTypes attribute are

" pcel sl nt eger Val ueAuxCl ass’ and ' pcel sBit StringVal ueAuxC ass’ .
Additionally, only policy values that represent integers in the range
0..1048575 (inclusive) or 20-bit bitStrings SHOULD be used with

pcel sFl o dVari abl eAuxd ass i nstances.
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The pcel sSour ceMACVari abl eAuxd ass class is defined as foll ows:

( 1.3.6.1.1.9.1.30
NAME ' pcel sSour ceMACVari abl eAuxd ass’
DESC ’ Sour ce MAC address’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sSourceMACVari abl eAuxd ass i nstance, the only all owed val ue
for the pcel skxpectedVal ueTypes attribute is
" pcel sMACAddr Val ueAuxd ass’ .

The pcel sDesti nati onMACVari abl eAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.31
NAME ' pcel sDesti nati onMACVari abl eAuxd ass’
DESC ' Destinati on MAC address’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sDesti nati onMACVari abl eAuxd ass i nstance, the only all owed
val ue for the pcel sExpect edVal ueTypes attribute is
" pcel sMACAddr Val ueAuxd ass’ .

The pcel sVLANVari abl eAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.32
NAME ' pcel sVLANvari abl eAuxd ass’
DESC ' VLAN
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sVLANVari abl eAuxd ass i nstance, the only allowed val ues for
t he pcel sExpect edVal ueTypes attribute are ’'pcel slntegerVal ueAuxd ass’
and ' pcel sBit StringVal ueAuxd ass’. Additionally, only policy val ues
that represent integers in the range 0..4095 (inclusive) or 12-bit
bitStrings SHOULD be used with pcel sVLANVari abl eAuxd ass i nst ances.
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The pcel sCoSVvari abl eAuxd ass class is defined as foll ows:

( 1.3.6.1.1.9.1.33
NAME ' pcel sCoSVvari abl eAuxd ass’
DESC ' d ass of service’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sCoSvari abl eAuxC ass i nstance, the only allowed val ues for

t he pcel sExpect edVal ueTypes attri bute are ’pcel sl ntegerVal ueAuxd ass’
and ' pcel sBit StringVal ueAuxd ass’. Additionally, only policy val ues
that represent integers in the range 0..7 (inclusive) or 3-bit
bitStrings SHOULD be used with pcel sCoSvari abl eAuxd ass i nstances.

The pcel skt hertypeVari abl eAuxd ass class is defined as foll ows:

( 1.3.6.1.1.9.1. 34
NAME ' pcel skt hert ypeVari abl eAuxd ass’
DESC ' Et hertype’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel skt hertypeVari abl eAuxd ass instance, the only allowed val ues
for the pcel sExpect edVal ueTypes attribute are

" pcel sl nt eger Val ueAuxC ass’ and ' pcel sBit StringVal ueAuxd ass’ .
Additionally, only policy values that represent integers in the range
0..65535 (inclusive) or 16-bit bitStrings SHOULD be used with

pcel skt hertypeVari abl eAuxd ass i nst ances.

The pcel sSour ceSAPVari abl eAuxd ass class is defined as foll ows:

( 1.3.6.1.1.9.1.35
NAME ' pcel sSour ceSAPVari abl eAuxd ass’
DESC ' Sour ce SAP
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sSour ceSAPVari abl eAuxC ass instance, the only all owed val ues
for the pcel sExpectedVal ueTypes attribute are

" pcel sl nt eger Val ueAuxCl ass’ and ' pcel sBit StringVal ueAuxd ass’ .
Additionally, only policy values that represent integers in the range
0..255 (inclusive) or 8-bit bitStrings SHOULD be used with

pcel sSour ceSAPVar i abl eAuxd ass i nst ances.
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The pcel sDesti nati onSAPVari abl eAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.36
NAME ' pcel sDesti nati onSAPVari abl eAuxd ass’
DESC ' Desti nati on SAP
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sDesti nati onSAPVari abl eAuxd ass i nstance, the only all owed
val ues for the pcel sExpect edVal ueTypes attribute are

" pcel sl nt eger Val ueAuxCl ass’ and ' pcel sBit StringVal ueAuxC ass’ .
Additionally, only policy values that represent integers in the range
0..255 (inclusive) or 8-bit bitStrings SHOULD be used with

pcel sDesti nati onSAPVari abl eAuxd ass i nst ances.

The pcel sSNAPQUI Vari abl eAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.37
NAME ' pcel sSNAPQUI Vari abl eAuxd ass’
DESC ' SNAP QUI'’
SUP pcel sl nmplicitVari abl eAuxC ass
AUXI LI ARY

)

In a pcel sSNAPQUI Vari abl eAuxd ass instance, the only allowed val ues
for the pcel sExpect edVal ueTypes attribute are

" pcel sl nt eger Val ueAuxC ass’ and ' pcel sBit StringVal ueAuxd ass’ .
Additionally, only policy values that represent integers in the range
0..16777215 (inclusive) or 24-bit bitStrings SHOULD be used with

pcel sSNAPQUI Var i abl eAuxCl ass i nstances.

The pcel sSNAPTypeVari abl eAuxd ass class is defined as foll ows:

( 1.3.6.1.1.9.1.38
NAME ' pcel sSNAPTypeVari abl eAuxd ass’
DESC ' SNAP type’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sSNAPTypeVari abl eAuxC ass instance, the only all owed val ues
for the pcel sExpect edVal ueTypes attribute are

" pcel sl nt eger Val ueAuxC ass’ and ' pcel sBit StringVal ueAuxd ass’.
Additionally, only policy values that represent integers in the range
0..65535 (inclusive) or 16-bit bitStrings SHOULD be used with

pcel sSNAPTypeVar i abl eAuxC ass i nstances.
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The pcel sFl owDi rectionVari abl eAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.39
NAME ' pcel sFl owDi recti onVari abl eAuxC ass
DESC ’ Fl ow directi on’
SUP pcel sl nplicitVariabl eAuxC ass
AUXI LI ARY

)

In a pcel sFl owDirectionVari abl eAuxC ass i nstance, the only all owed
val ue for the pcel sExpect edVal ueTypes attribute is

"pcel sStringVal ueAuxd ass’. Additionally, only policy val ues that
represent the strings "IN and 'OUT" SHOULD be used with
pcel sFl owDi recti onVari abl eAuxd ass i nstances

5.16. The Auxiliary O ass pcel sVal ueAuxd ass

The pcel sVal ueAuxCl ass class is the base class for representing a
policy value. It is mapped fromthe PolicyValue class [PCl MEXT].
The pcel sVal ueAuxCl ass is an auxiliary object class and it is derived
directly fromthe "top’ object class [LDAP_SCHEM] .

The pcel sVal ueAuxC ass cl ass does not represent actual values; these
are introduced by its subclasses. pcel sVal ueAuxd ass introduces the
semantics of being a policy value that are inherited by all its
subcl asses. Anpbng these semantics are those of representing either
rul e-specific or reusable policy val ues.

In order to preserve the ability to represent rul e-specific or
reusabl e values, all the subcl asses of pcel sVal ueAuxCl ass MJST al so
be auxiliary classes.

The pcel sVal ueAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.40
NAME ' pcel sVal ueAuxC ass
DESC ' Base class for representing a policy val ue
SUP top
AUXI LI ARY
MAY ( pcel sVal ueNane )

)

The pcel sVal ueNane attribute type may be used as naming attribute for
pcel sVal ueAuxCl ass entries. This attribute type is of syntax
Directory String [LDAP_SYNTAX]. It has an equality matching rule of
casel gnoreMat ch, an ordering matching rul e of casel gnoreOrderingiatch
and a substrings matching rule of casel gnoreSubstringsiatch

[ LDAP_SYNTAX]. Attributes of this type can only have a single val ue.
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.19
NAME ' pcel sVal ueNane’
DESC ' The user-friendly nane of a val ue
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr deri nghat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 15
SI NGLE- VALUE

)

17. The Subcl asses of pcel sVal ueAuxd ass

The followi ng classes are derived fromthe pcel sVal ueAuxd ass cl ass.

They are mapped fromthe correspondi ng subcl asses of the PolicyVal ue
class [PCIM EXT]. Al the classes defined bel ow are auxiliary object
cl asses.

The pcel sl Pv4Addr Val ueAuxC ass cl ass represents a policy val ue that
provi des an unordered set of |Pv4 addresses, |Pv4 address ranges or
hosts. It is mapped fromthe Policyl Pv4AddrVal ue cl ass [ PCI M_EXT].

The pcel sl Pv4Addr Val ueAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.41
NAME ' pcel sl Pv4Addr Val ueAuxd ass
DESC ' Provi des | Pv4 addresses
SUP pcel sVval ueAuxd ass
AUXI LI ARY
MUST ( pcel sl Pv4AddrLi st )

)

The pcel sl Pv4AddrList attribute type represents an unordered set of

| Pv4 addresses, |Pv4 address ranges or hosts. It is mapped fromthe
Pol i cyl Pv4Addr Val ue. | Pv4Addr Li st property [PCIMEXT]. This attribute
type is of syntax Directory String [LDAP_SYNTAX]. It has an equality
mat chi ng rul e of casel gnoreMatch, an ordering matching rul e of

casel gnoreOrderi ngvat ch and a substrings matching rul e of

casel gnoreSubstringsvatch [LDAP_SYNTAX]. Attributes of this type can
have nmultiple values. The only allowed values for attributes of this
type are strings conformng to any of the fornats defined for the

| Pv4Addr Li st property [PCl M EXT].
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.20
NAME ' pcel sl Pv4Addr Li st”’
DESC ’ Unordered set of |Pv4 addresses, |Pv4 address ranges or
host s’
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr deri nghat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 15

)

The pcel sl Pv6Addr Val ueAuxCl ass cl ass represents a policy val ue that
provi des an unordered set of |Pv6 addresses, |Pv6 address ranges or
hosts. It is mapped fromthe Policyl Pv6AddrVal ue cl ass [ PCl M_EXT] .

The pcel sl Pv6Addr Val ueAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.42
NAME ' pcel sl Pv6Addr Val ueAuxd ass
DESC ' Provi des | Pv6 addresses
SUP pcel sVval ueAuxd ass
AUXI LI ARY
MUST ( pcel sl Pv6AddrLi st )

)

The pcel sl Pv6AddrList attribute type represents an unordered set of

| Pv6 addresses, |Pv6 address ranges or hosts. It is mapped fromthe
Pol i cyl Pv6Addr Val ue. | Pv6Addr Li st property [PCIMEXT]. This attribute
type is of syntax Directory String [LDAP_SYNTAX]. It has an equality
mat chi ng rul e of casel gnoreMatch, an ordering matching rul e of

casel gnoreOrderi ngvat ch and a substrings matching rul e of

casel gnoreSubstringsMatch [ LDAP_SYNTAX]. Attributes of this type can
have nmultiple values. The only allowed values for attributes of this
type are strings conformng to any of the formats defined for the

| Pv6Addr Li st property [PCl M EXT].

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.21
NAME '’ pcel sl Pv6Addr Li st”’
DESC ' Unordered set of |IPv6 addresses, |Pv6 address ranges or
host s’
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr deri nghat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 15
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The pcel sMACAddr Val ueAuxd ass cl ass represents a policy val ue that
provi des an unordered set of MAC addresses or MAC address ranges. |t
is mapped from the PolicyMACAddr Val ue cl ass [ PCI M_EXT] .

The pcel sMACAddr Val ueAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.43
NAME ' pcel sMACAddr Val ueAuxd ass’
DESC ’ Provi des MAC addr esses’
SUP pcel sVval ueAuxd ass

AUXI LI ARY

MJUST ( pcel sMACAddr Li st )
)
The pcel sMACAddr Li st attribute type represents an unordered set of
MAC addresses or MAC address ranges. It is napped fromthe
Pol i cyMACAddr Val ue. MACAddr Li st property [PCIMEXT]. This attribute
type is of syntax Directory String [LDAP_SYNTAX]. It has an equality

mat chi ng rul e of casel gnoreMatch, an ordering matching rul e of

casel gnoreOrderi ngvatch and a substrings matching rul e of

casel gnoreSubstringsMatch [ LDAP_SYNTAX]. Attributes of this type can
have nmultiple values. The only allowed values for attributes of this
type are strings conformng to any of the formats defined for the
MACAddr Li st property [PCI M EXT].

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.22
NAME ' pcel sMACAddr Li st’
DESC ' Unordered set of MAC addresses or MAC address ranges’
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr deri nghat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 15

)
The pcel sStringVal ueAuxd ass cl ass represents a policy val ue that
provi des an unordered set of strings with wildcards. It is mapped

fromthe PolicyStringVvalue class [PClI MEXT].
The pcel sStringVal ueAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.44
NAME ' pcel sStri ngVal ueAuxd ass’
DESC ' Provi des string val ues’
SUP pcel sVval ueAuxd ass
AUXI LI ARY
MUST ( pcel sStringList )
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)

The pcel sStringlList attribute type represents an unordered set of
strings with wildcards. It is mapped fromthe

Pol i cyStringVal ue. StringList property [PCIMEXT]. This attribute
type is of syntax Directory String [LDAP_SYNTAX]. It has an equality

mat chi ng rul e of casel gnoreMatch, an ordering matching rul e of

casel gnoreOrderi ngvat ch and a substrings matching rul e of

casel gnoreSubstringsMatch [LDAP_SYNTAX]. Attributes of this type can
have nmultiple values. The only allowed values for attributes of this
type are strings conformng to the format defined for the StringLi st
property [PCI M EXT].

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.23
NAME ' pcel sStringLi st’
DESC ' Unordered set of strings with wildcards’
EQUALI TY casel gnhoreMat ch
ORDERI NG casel gnor eOr deri nghat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 15

)
The pcel sBit StringVal ueAuxC ass cl ass represents a policy val ue that
provi des an unordered set of bit strings or bit string ranges. It is

mapped fromthe PolicyBitStringVvalue class [PCI M EXT].
The pcel sBit StringVal ueAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.45
NAME ' pcel sBit StringVal ueAuxd ass’
DESC ' Provi des bit strings’
SUP pcel sVval ueAuxd ass
AUXI LI ARY
MUST ( pcel sBitStringList )

)

The pcelsBitStringlList attribute type represents an unordered set of
bit strings or bit string ranges. It is nmapped fromthe
PolicyBitStringValue. BitStringList property [PCIMEXT]. This
attribute type is of syntax Directory String [ LDAP_SYNTAX]. It has
an equality matching rul e of casel gnoreMatch, an ordering matching
rul e of casel gnoreOrderingMatch and a substrings matching rul e of
casel gnoreSubstringsMatch [ LDAP_SYNTAX]. Attributes of this type can
have nmultiple values. The only allowed values for attributes of this
type are strings conformng to any of the formats defined for the
BitStringlList property [PCI M EXT].
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.24
NAME ' pcel sBit StringlList’
DESC ' Unordered set of bit strings or bit string ranges’
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr deri nghat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 15

)
The pcel sl nt eger Val ueAuxd ass cl ass represents a policy val ue that
provi des an unordered set of integers or integer ranges. It is

mapped fromthe PolicylntegerVal ue class [ PClI M EXT].
The pcel sl nt eger Val ueAuxd ass class is defined as foll ows:

( 1.3.6.1.1.9.1.46
NAME ' pcel sl nt eger Val ueAuxd ass
DESC ' Provi des i nteger val ues
SUP pcel sVal ueAuxd ass

AUXI LI ARY

MUST ( pcel sl ntegerlList )
)
The pcelsintegerList attribute type represents an unordered set of
integers or integer ranges. It is mapped fromthe
Pol i cyl nt eger Val ue. I ntegerLi st property [PCIMEXT]. This attribute
type is of syntax Directory String [LDAP_SYNTAX]. It has an equality

mat chi ng rul e of casel gnoreMatch, an ordering matching rul e of

casel gnoreOrderi ngMatch and a substrings nmatching rul e of

casel gnoreSubstringsMatch [LDAP_SYNTAX]. Attributes of this type can
have nmultiple values. The only allowed values for attributes of this
type are strings conformng to the format defined for the IntegerList
property [PCI M EXT].

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.25
NAME ' pcel sl nt egerLi st’
DESC ’ Unordered set of integers or integer ranges
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr deri nghat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15
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The pcel sBool eanVal ueAuxd ass cl ass represents a policy val ue that
provides a boolean. It is mapped fromthe PolicylntegerVal ue cl ass
[ PCI M _EXT] .

The pcel sBool eanVal ueAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.47
NAME ' pcel sBool eanVal ueAuxd ass
DESC ' Provi des a bool ean val ue.’
SUP pcel sVval ueAuxd ass

AUXI LI ARY

MJUST ( pcel sBool ean )
)
The pcel sBool ean attribute type represents a boolean. It is napped
fromthe PolicyBool eanVal ue. Bool eanVal ue property [PCIMEXT]. This
attribute type is of syntax Bool ean [LDAP_SYNTAX]. It has an

equal ity matching rule of bool eanMatch [LDAP_MATCH]. Attributes of
this type can only have a single val ue.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.26
NAME ' pcel sBool ean
DESC ' Bool ean val ue
EQUALI TY bool eaniat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7
S| NGLE- VALUE

)

5.18. The Three Reusabl e Policy Container C asses

The pcel sReusabl eCont ai ner cl ass represents a contai ner of reusable
policy elenents. 1t is mapped fromthe Reusabl ePolicyContainer class
[PCl M EXT]. The pcel sReusabl eContainer class is derived fromthe

pci nRepository class [PCLS]. To nmaxinmize flexibility, the

pcel sReusabl eContai ner class is defined as abstract. An auxiliary
subcl ass pcel sReusabl eCont ai ner AuxC ass enabl es the attachnent of a
reusabl e policy container to an existing entry, while a structura
subcl ass pcel sReusabl eCont ai nerl nstance pernmits the representation of
a reusabl e policy container as a standal one entry.

The el enents contained in a reusable policy contai ner are aggregated
via subordination to a pcel sReusabl eCont ai ner instance (DI T

contai nnment). A reusable policy container can include the elenments
of another reusable policy container by aggregating the container
itself. This is realized by DIT contai nment when the policy

contai ners are subordinated to one another, or by reference when the
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aggregating policy container references the aggregated one using the
attribute pcel sReusabl eCont ai ner Li st .

The pcel sReusabl eCont ai ner class is defined as foll ows:

( 1.3.6.1.1.9.1.48
NAME ' pcel sReusabl eCont ai ner’
DESC ’ Cont ai ner for reusable policy information
SUP pci nReposi tory
ABSTRACT
MAY ( pcel sReusabl eCont ai ner Nane
$ pcel sReusabl eCont ai ner Li st )

)

The pcel sReusabl eCont ai ner AuxCd ass class is defined as foll ows:

( 1.3.6.1.1.9.1.49
NAME ' pcel sReusabl eCont ai ner Auxd ass
DESC ' Contai ner for reusable policy information
SUP pcel sReusabl eCont ai ner
AUXI LI ARY

)

The pcel sReusabl eCont ai nerl nstance class is defined as foll ows:

( 1.3.6.1.1.9.1.50
NAME '’ pcel sReusabl eCont ai ner | nst ance’
DESC ' Cont ai ner for reusable policy information
SUP pcel sReusabl eCont ai ner
STRUCTURAL

)

The pcel sReusabl eCont ai ner Nane attribute type may be used as nami ng
attribute for pcel sReusabl eContainer entries. This attribute type is
of syntax Directory String [ LDAP_SYNTAX]. It has an equality

mat chi ng rul e of casel gnoreMatch, an ordering matching rul e of

casel gnoreOrderi ngMatch and a substrings nmatching rul e of

casel gnoreSubstringsMatch [ LDAP_SYNTAX]. Attributes of this type can
only have a single val ue.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2. 27
NAME ' pcel sReusabl eCont ai ner Nane’
DESC ' User-friendly nanme of a reusable policy container’
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr der i nghat ch
SUBSTR casel gnor eSubstri ngshat ch
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SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 15
S| NGLE- VALUE

)

The pcel sReusabl eCont ai nerLi st attribute type realizes the

Cont ai nedDomai n association [PCIMEXT]. This attribute type is of
syntax DN [ LDAP_SYNTAX]. It has an equality matching rule of

di stingui shedNanmeMat ch [ LDAP_SYNTAX]. Attributes of this type can
have nmultiple values. The only allowed val ues for

pcel sReusabl eCont ai nerLi st attributes are DNs of

pcel sReusabl eCont ai ner entries. In a pcel sReusabl eContai ner, the
pcel sReusabl eContai nerList attribute represents the associations

bet ween this reusable policy container and others for the purpose of
i ncluding them as nested contai ners.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.28
NAME ' pcel sReusabl eCont ai ner Li st’
DESC ' Unordered set of DNs of pcel sReusabl eContai ner entries’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

)

Not e: PCELS i npl enent ati ons SHOULD support pcel sReusabl eCont ai ner and
its two subcl asses and MAY al so support the two subcl asses of
pci mRepository [ PCLS]

5.19. The Structural C ass pcel sRol eColl ection

The pcel sRol eCol | ection class represents a collection of managed

el enents that share a common role. It is mapped fromthe

Pol i cyRol eCol | ection class [PCI M EXT]. The pcel sRol eCollection class
is a structural object class and it is derived fromthe pcinPolicy
class [ PCLS].

The pcel sRol eCol | ection class is defined as foll ows:

( 1.3.6.1.1.9.1.51
NAME ' pcel sRol eCol | ecti on’
DESC ' Col | ection of managed el enents that share a conmon rol e’
SUP pci nPol i cy
STRUCTURAL
MUST ( pcel sRol e )
MAY ( pcel sRol eCol | ecti onNane
$ pcel sEl enent Li st )

~
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The pcelsRole attribute type represents the role associated with a

col l ection of nmanaged elements. It is mapped fromthe
Pol i cyRol eCol | ection. PolicyRole property [PCIMEXT]. This attribute
type is of syntax Directory String [LDAP_SYNTAX]. It has an equality

mat chi ng rul e of casel gnoreMatch, an ordering matching rul e of

casel gnoreOrderi ngMatch and a substrings matching rule of

casel gnoreSubstringsMatch [LDAP_SYNTAX]. Attributes of this type can
only have a single val ue.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.29
NAME ' pcel sRol e’
DESC ' String representing a role.’
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr der i nghat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 15
S| NGLE- VALUE

)

The pcel sRol eCol | ecti onName attribute type may be used as nam ng
attribute for pcel sRoleCollection entries. This attribute type is of
syntax Directory String [LDAP_SYNTAX]. It has an equality matching
rul e of casel gnoreMatch, an ordering nmatching rule of

casel gnoreOrderi ngvat ch and a substrings matching rul e of

casel gnoreSubstringsMatch [ LDAP_SYNTAX]. Attributes of this type can
only have a single val ue.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.30
NAME '’ pcel sRol eCol | ect i onNane’
DESC ' User-friendly name of a role collection’
EQUALI TY casel gnor eMat ch
ORDERI NG casel gnor eOr der i nghat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 15
SI NGLE- VALUE

)

The pcel sEl enentList attribute type realizes the
El enent | nPol i cyRol eCol | ection association [PCIMEXT]. This attribute

type is of syntax DN [ LDAP_SYNTAX]. It has an equality matching rule
of distingui shedNameMat ch [LDAP_SYNTAX]. Attributes of this type can
have nmultiple values. In a pcelsRoleCollection, the pcel skl ementLi st

attribute represents the associations between this role collection
and its menbers.
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.31
NAME ' pcel sEl ement Li st’
DESC ' Unordered set of managed el enents’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 12

)
20. The Abstract O ass pcel sFilterEntryBase

The pcelsFilterEntryBase class is the base class for defining nessage
or packet filters. It is nmapped fromthe FilterEntryBase cl ass
[PCI M EXT]. The pcelsFilterEntryBase class is an abstract object
class and it is derived fromthe pcinPolicy class [PCLS].

The pcelsFilterEntryBase class is defined as foll ows:

( 1.3.6.1.1.9.1.52
NAME ' pcel sFilterEntryBase
DESC ' Base cl ass for message or packet filters
SUP pci nPol i cy
ABSTRACT
MAY ( pcel sFilterName
$ pcel sFilterlsNegated )
)

The pcelsFilterName attribute type may be used as naming attribute
for pcelsFilterEntryBase entries. This attribute type is of syntax
Directory String [LDAP_SYNTAX]. It has an equality matching rule of
casel gnoreMat ch, an ordering matching rul e of casel gnoreQO deringiVatch
and a substrings matching rul e of casel gnoreSubstringsMatch

[ LDAP_SYNTAX]. Attributes of this type can only have a single val ue.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.32
NAME ' pcel sFi |t er Nane’
DESC ' User-friendly nanme of a filter entry
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr der i nghat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 15
SI NGLE- VALUE

)

The pcelsFilterlsNegated attribute type indicates whether the match
i nformation specified in a pcelsFilterEntryBase is negated or not.
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It is mapped fromthe FilterEntryBase.|sNegated property [PCI M EXT].

This attribute type is of syntax Bool ean [LDAP_SYNTAX]. It has an
equal ity matching rule of bool eanMatch [ LDAP_MATCH]. Attributes of
this type can only have a single value. |If this attribute is mssing

froma pcelsFilterEntryBase instance, applications MJST assune that
the filter is not negated.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.33
NAME '’ pcel sFil t erl sNegat ed’
DESC ' I ndi cates whether the filter is negated’
EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7
SI NGLE- VALUE

)
5.21. The Structural d ass pcel sl PHeadersFilter

The pcel sl PHeadersFilter class provides the nost comonly required
attributes for perfornming filtering on I P, TCP or UDP headers. It is
mapped fromthe | pHeadersFilter class [PCOMEXT]. It is a structural
obj ect class derived fromthe pcel sFilterEntryBase cl ass.

The pcel sl PHeadersFilter class is defined as foll ows:

( 1.3.6.1.1.9.1.53
NAME ' pcel sl PHeadersFilter’
DESC ' I P header filter’
SUP pcel sFilterEntryBase
STRUCTURAL
MAY ( pcel sl PHdr Ver si on
pcel sl PHdr Sour ceAddr ess
pcel sl PHdr Sour ceAddr essEndOF Range
pcel sl PHdr Sour ceMask
pcel sl PHdr Dest Addr ess
pcel sl PHdr Dest Addr essEndOf Range
pcel sl PHdr Dest Mask
pcel sl PHdr Pr ot ocol I D
pcel sl PHdr Sour cePort St art
pcel sl PHdr Sour cePor t End
pcel sl PHdr Dest Port St ar t
pcel sl PHdr Dest Port End
pcel sl PHdr DSCPLi st
pcel sl PHdr Fl owLabel )

AP APAAPRHPH
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Applications MJST assune 'all values’ for optional (MAY) attributes
not present in a pcel sl PHeadersFilter entry.

[ PCl M_EXT] defines several constraints for the |IpHeadersFilter class
and its properties. Al these constraints (even those that, for
brevity, are not reiterated in this docunent) apply to the

pcel sl PHeadersFilter class and its attributes. A

pcel sl PHeadersFilter entry that violates any of these constraints
SHOULD be treated as invalid and the policy rules or groups
associated to this entry SHOULD be treated as bei ng di sabl ed, neani ng
that the execution of such policy rules or groups SHOULD be stopped.

The pcel sl PHdrVersion attribute type indicates the version of the IP

addresses to be filtered on. It is mapped fromthe
| pHeader sFilter. Hdrl pVersion property [PCIMEXT]. This attribute
type is of syntax Integer [LDAP_SYNTAX]. It has an equality matching

rul e of integerMatch [LDAP_SYNTAX] and an ordering matching rul e of

i ntegerOrderingvatch [LDAP_MATCH]. Attributes of this type can only
have a single value. The only allowed values for attributes of this
type are 4 and 6.

In a pcel sl PHeadersFilter entry, the pcel sl PHdrVersion attribute type
determ nes the size for the I P version dependent attribute val ues.
These attributes are: pcel sl PHdr Sour ceAddr ess,
pcel sl PHdr Sour ceAddr essEndOf Range, pcel sl PHdr Sour ceMask
pcel sl PHdr Dest Addr ess, pcel sl PHdr Dest Addr essEndOFf Range and
pcel sl PHdr Dest Mask. Their valid values are as foll ows:

for 1Pv4: CctetStrings with a size of 4

for 1Pv6: CctetStrings with a size of 16 or 20

If the pcel sl PHdrVersion attribute is nmissing froma
pcel sFilterEntryBase instance, then the filter does not consider IP

version in selecting matching packets. |In this case, the IP version
dependent attributes (listed above) nmust not be present in the filter
entry.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.34
NAME ' pcel sl PHdr Ver si on
DESC ' I P version
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 27
SI NGLE- VALUE
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The pcel sl PHdr Sour ceAddress attribute type represents a source | P
address. It is mapped fromthe | pHeadersFilter.HdrSrcAddress
property [PCIMEXT]. This attribute type is of syntax OctetString

[ LDAP_SYNTAX]. It has an equality matching rule of octetStringMatch
[ LDAP_SCHEMA] and an ordering matching rul e of

octet StringOrderingMatch [ LDAP_MATCH]. Attributes of this type can
only have a single value. The only allowed values for attributes of
this type are octet strings with a size of 4, 16, or 20.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.35
NAME ' pcel sl PHdr Sour ceAddr ess’
DESC ' Source | P address’
EQUALI TY octet Stringhat ch
ORDERI NG oct et St ri ngOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 40
S| NGLE- VALUE

)

The pcel sl PHdr Sour ceAddr essEndOf Range attri bute type represents the
end of a range of source |IP addresses. It is napped fromthe

| pHeader sFi |l t er. Hdr Sr cAddr essEndOf Range property [PCIM EXT]. This
attribute type is of syntax CctetString [LDAP_SYNTAX]. It has an
equality matching rule of octetStringhatch [ LDAP_SCHEMA] and an
ordering matching rule of octetStringOrderinghatch [ LDAP_MATCH) .
Attributes of this type can only have a single value. The only

al l owed values for attributes of this type are octet strings with a
size of 4, 16, or 20.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.36
NAME ' pcel sl PHdr Sour ceAddr essEndOF Range’
DESC ' End of a range of source |IP addresses’
EQUALI TY octet Stri nghat ch
ORDERI NG oct et Stri ngOrderi ngivat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 40
SI NGLE- VALUE

)

The pcel sl PHdr Sour ceMask attribute type represents the mask to be
used in conparing the source |IP address. It is mapped fromthe

| pHeader sFil ter. Hdr SrcMask property [PCIMEXT]. This attribute type
is of syntax OctetString [LDAP_SYNTAX]. It has an equality matching
rule of octetStringMatch [ LDAP_SCHEMA] and an ordering matching rule
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of octetStringOrderingMatch [LDAP_MATCH]. Attributes of this type
can only have a single value. The only allowed values for attributes
of this type are octet strings with a size of 4, 16, or 20.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.37
NAME ' pcel sl PHdr Sour ceMask’
DESC ' Mask to be used in conparing the source |P address’
EQUALI TY octet Stri nghat ch
ORDERI NG oct et Stri ngOrderi ngvat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 40
S| NGLE- VALUE

)

The pcel sl PHdr Dest Address attribute type represents a destination IP
address. It is mapped fromthe |pHeadersFilter.Hdr Dest Address
property [PCIMEXT]. This attribute type is of syntax OctetString

[ LDAP_SYNTAX]. It has an equality matching rule of octetStringMatch
[ LDAP_SCHEMA] and an ordering matching rul e of

octet StringOrderi ngMatch [ LDAP_MATCH]. Attributes of this type can
only have a single value. The only allowed values for attributes of
this type are octet strings with a size of 4, 16, or 20.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.38
NAME ' pcel sl PHdr Dest Addr ess’
DESC ' Destination | P address’
EQUALI TY octet Stri nghat ch
ORDERI NG oct et Stri ngOrderi ngvat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 40
SI NGLE- VALUE

)

The pcel sl PHdr Dest Addr essendOf Range attribute type represents the end
of a range of destination |P addresses. It is mapped fromthe

| pHeader sFi | t er. Hdr Dest Addr essEndOf Range property [PCIM EXT]. This
attribute type is of syntax OctetString [LDAP_SYNTAX]. It has an
equal ity matching rule of octetStringhatch [ LDAP_SCHEMA] and an
ordering matching rule of octetStringOrderinghvatch [ LDAP_MATCH) .
Attributes of this type can only have a single value. The only

all owed values for attributes of this type are octet strings with a
size of 4, 16, or 20.
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.39
NAME ' pcel sl PHdr Dest Addr essEndOf Range’
DESC ' End of a range of destination |IP addresses’
EQUALI TY octet Stri nghat ch
ORDERI NG oct et Stri ngOrderi ngvat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 40
SI NGLE- VALUE

)

The pcel sl PHdr Dest Mask attribute type represents a nmask to be used in
conparing the destination |IP address. It is mapped fromthe

| pHeader sFi |l ter. Hdr Dest Mask property [PCIM EXT]. This attribute type
is of syntax OctetString [LDAP_SYNTAX]. It has an equality matching
rule of octetStringMatch [ LDAP_SCHEMA] and an ordering matching rule
of octetStringOrderingWatch [LDAP_MATCH]. Attributes of this type
can only have a single value. The only allowed values for attributes
of this type are octet strings with a size of 4, 16, or 20.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.40
NAME ' pcel sl PHdr Dest Mask’
DESC ' Mask to be used in conparing the destination |P address’
EQUALI TY octet Stringhat ch
ORDERI NG oct et St ri ngOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 40
S| NGLE- VALUE

)

The pcel sl PHdrProtocol ID attribute type indicates an | P protocol

type. It is mapped fromthe |pHeadersFilter.HdrProtocol I D property
[PCMEXT]. This attribute type is of syntax Integer [LDAP_SYNTAX].
It has an equality matching rule of integerMatch [LDAP_SYNTAX] and an
ordering matching rule of integerOderingMatch [ LDAP_MATCH] .
Attributes of this type can only have a single value. The only

al | oned val ues for attributes of this type are integers in the range
0..255 (inclusive).
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.41
NAME ' pcel sl PHdr Pr ot ocol | D
DESC ' I P protocol type
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27

SI NGLE- VALUE
)
The pcel sl PHdr SourcePort Start attribute type represents the | ower end
of a range of UDP or TCP source ports. It is napped fromthe
| pHeadersFilter. HdrSrcPort Start property [PCIMEXT]. This attribute
type is of syntax Integer [LDAP_SYNTAX]. It has an equality matching

rul e of integerMatch [LDAP_SYNTAX] and an ordering matching rul e of

i nteger Orderi ngvatch [LDAP_MATCH]. Attributes of this type can only
have a single value. The only allowed values for attributes of this
type are integers in the range 0..65535 (inclusive).

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.42
NAME ' pcel sl PHdr Sour cePort Start’
DESC ' Lower end of a range of UDP or TCP source ports
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 27
S| NGLE- VALUE

)

The pcel sl PHdr Sour cePort End attribute type represents the upper end
of a range of UDP or TCP source ports. It is nmapped fromthe

| pHeader sFilter. Hdr SrcPort End property [PCIM EXT]. This attribute
type is of syntax Integer [LDAP_SYNTAX]. It has an equality matching
rul e of integerMatch [LDAP_SYNTAX] and an ordering matching rul e of

i nteger Orderingvatch [ LDAP_MATCH]. Attributes of this type can only
have a single value. The only allowed values for attributes of this
type are integers in the range 0..65535 (inclusive).
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.43
NAME ' pcel sl PHdr Sour cePor t End’
DESC ' Upper end of a range of UDP or TCP source ports’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27
SI NGLE- VALUE

)

The pcel sl PHdrDest Port Start attribute type represents the | ower end
of a range of UDP or TCP destination ports. It is napped fromthe

| pHeader sFil ter. Hdr Dest Port Start property [PCIMEXT]. This attribute
type is of syntax Integer [LDAP_SYNTAX]. It has an equality matching
rul e of integerMatch [LDAP_SYNTAX] and an ordering matching rul e of

i nteger Orderi ngvatch [LDAP_MATCH]. Attributes of this type can only
have a single value. The only allowed values for attributes of this
type are integers in the range 0..65535 (inclusive).

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.44
NAME ' pcel sl PHdr Dest Port Start’
DESC ' Lower end of a range of UDP or TCP destination ports’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 27
S| NGLE- VALUE

)

The pcel sl PHdrDest Port End attri bute type represents the upper end of
a range of UDP or TCP destination ports. It is mapped fromthe

| pHeader sFil ter. Hdr Dest Port End property [PCIMEXT]. This attribute
type is of syntax Integer [LDAP_SYNTAX]. It has an equality matching

rul e of integerMatch [LDAP_SYNTAX] and an ordering matching rul e of
i nteger Orderingvatch [ LDAP_MATCH]. Attributes of this type can only
have a single value. The only allowed values for attributes of this
type are integers in the range 0..65535 (inclusive).
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.45
NAME ' pcel sl PHdr Dest Por t End’
DESC ’ Upper end of a range of UDP or TCP destination ports’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27
SI NGLE- VALUE

)

The pcel sl PHdr DSCPLi st attribute type is mapped fromthe

| pHeader sFil ter. Hdr DSCP property [PCIM EXT]. This attribute type is

of syntax Integer [LDAP_SYNTAX]. It has an equality matching rul e of
i nteger Mat ch [ LDAP_SYNTAX] and an ordering matching rul e of

i nteger Orderi ngvatch [LDAP_MATCH]. Attributes of this type can have

multiple values. The only allowed values for attributes of this type
are integers in the range 0..63 (inclusive).

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.46
NAME '’ pcel sl PHdr DSCPLi st’
DESC ' DSCP val ues’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 27

)

The pcel sl PHdr Fl owLabel attribute type is napped fromthe

| pHeader sFil ter. Hdr Fl omLabel property [PCIMEXT]. This attribute
type is of syntax CctetString [LDAP_SYNTAX]. It has an equality

mat ching rul e of octetStringVatch [ LDAP_SCHEMA] and an ordering

mat ching rule of octetStringOderingvatch [LDAP_MATCH]. Attributes
of this type can only have a single value. The only allowed val ues
for attributes of this type are octet strings of size 3 (that is, 24
bits) that contain a Flow Label value in the rightnost 20 bits padded
on the left with b’ 0000 .

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.47
NAME ' pcel sl PHdr Fl owLabel’
DESC 'I P flow | abel’
EQUALI TY oct et Stringhat ch
ORDERI NG oct et St ri ngOrderi ngivat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 40
S| NGLE- VALUE
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)
5.22. The Structural d ass pcel s8021Filter

The pcel s8021Filter class provides 802.1 attributes for perform ng
filtering on 802.1 headers. It is mapped fromthe 8021Filter class
[PCI M EXT]. The pcel s8021Filter class is a structural object class
and it is derived fromthe pcel sFilterEntryBase cl ass.

The pcel s8021Filter class is defined as foll ows:

( 1.3.6.1.1.9.1.54

NAME ' pcel s8021Filter’

DESC ' 802. 1 header filter’

SUP pcel sFilterEntryBase

STRUCTURAL

MAY ( pcel s8021Hdr Sour ceMACAddr ess
pcel s8021Hdr Sour ceMACVask
pcel s8021Hdr Dest MACAddr ess
pcel s8021Hdr Dest MACMask
pcel s8021Hdr Prot ocol I D
pcel s8021Hdr Priority
pcel s8021Hdr VLANI D )

AR A HH

)

Applications MJST assune 'all values’ for optional (MAY) attributes
not present in a pcel s8021Filter entry.

[ PCl M _EXT] defines several constraints for the 8021Filter class and
its properties. Al these constraints (even those that, for brevity,
are not reiterated in this docunent) apply to the pcel s8021Filter
class and its attributes. A pcels8021Filter entry that violates any
of these constraints SHOULD be treated as invalid and the policy

rul es or groups associated to this entry SHOULD be treated as being
di sabl ed, meaning that the execution of such policy rules or groups
SHOULD be st opped.

The pcel s8021Hdr Sour ceMACAddress attribute type represents a source
MAC address. It is mapped fromthe 8021Filter.8021Hdr Src MACAddr
property [PCIMEXT]. This attribute type is of syntax OctetString

[ LDAP_SYNTAX]. It has an equality matching rule of octetStringMatch
[ LDAP_SCHEMA] and an ordering matching rul e of

octet StringOrderi ngMatch [ LDAP_MATCH]. Attributes of this type can
only have a single value. The only allowed values for attributes of
this type are octet strings with a size of 6.
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.48
NAME ' pcel s8021Hdr Sour ceMACAddr ess’
DESC ’ Sour ce MAC address’
EQUALI TY octet Stri nghat ch
ORDERI NG oct et Stri ngOrderi ngvat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 40

SI NGLE- VALUE
)
The pcel s8021Hdr Sour ceMACMask attribute type represents the a nmask to
be used in conparing the source MAC address. It is mapped fromthe

8021Fi | ter.8021Hdr SrcMACVask property [PCIM EXT]. This attribute
type is of syntax CctetString [LDAP_SYNTAX]. It has an equality
mat ching rul e of octetStringhvatch [ LDAP_SCHEMA] and an ordering

mat ching rule of octetStringO-deringVatch [LDAP_MATCH]. Attributes
of this type can only have a single value. The only allowed val ues
for attributes of this type are octet strings with a size of 6.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.49
NAME ' pcel s8021Hdr Sour ceMACMask’
DESC ' Source MAC address nmask’
EQUALI TY octet Stringhat ch
ORDERI NG oct et St ri ngOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 40
S| NGLE- VALUE

)

The pcel s8021Hdr Dest MACAddress attribute type represents a
destination MAC address. It is mapped fromthe

8021Fi | t er. 8021Hdr Dest MACAddr property [PCIMEXT]. This attribute
type is of syntax CctetString [LDAP_SYNTAX]. It has an equality

mat ching rule of octetStringhvatch [ LDAP_SCHEMA] and an ordering
mat ching rule of octetStringO deringVatch [LDAP_MATCH]. Attributes
of this type can only have a single value. The only allowed val ues
for attributes of this type are octet strings with a size of 6.
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.50
NAME ' pcel s8021Hdr Dest MACAddr ess’
DESC ' Desti nati on MAC address’
EQUALI TY octet Stri nghat ch
ORDERI NG oct et Stri ngOrderi ngvat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 40

SI NGLE- VALUE
)
The pcel s8021Hdr Dest MACMask attribute type represents the a mask to
be used in conparing the destination MAC address. It is napped from
t he 8021Filter.8021Hdr Dest MACVMask property [PCIMEXT]. This
attribute type is of syntax OctetString [LDAP_SYNTAX]. It has an

equal ity matching rule of octetStringhatch [ LDAP_SCHEMA] and an
ordering matching rule of octetStringOrderinghatch [ LDAP_MATCH) .
Attributes of this type can only have a single value. The only

al l owed values for attributes of this type are octet strings with a
size of 6.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.51
NAME ' pcel s8021Hdr Dest MACMVask’
DESC '’ Destinati on MAC address mask’
EQUALI TY oct et Stringhat ch
ORDERI NG oct et St ri ngOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 40
S| NGLE- VALUE

)

The pcel s8021Hdr Protocol ID attribute type indicates an Ethernet
protocol type. It is mapped fromthe 8021Filter.8021Hdr Protocol I D
property [PCIMEXT]. This attribute type is of syntax |nteger

[ LDAP_SYNTAX]. It has an equality matching rule of integerMatch

[ LDAP_SYNTAX] and an ordering matching rule of integerO deringiatch
[ LDAP_MATCH]. Attributes of this type can have nmultiple values. No
order is inplied. The only allowed values for attributes of this
type are integers in the range 0..65535 (inclusive).
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This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.52
NAME ' pcel s8021Hdr Prot ocol I D
DESC ' Et hernet protocol ID
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27

)

The pcel s8021HdrPriority attribute type indicates an 802.1Q priority.
It is mapped fromthe 8021Filter.8021HdrPriorityVal ue property
[PCOMEXT]. This attribute type is of syntax Integer [LDAP_SYNTAX].
It has an equality matching rule of integerMatch [LDAP_SYNTAX] and an
ordering matching rule of integerOderinghatch [ LDAP_NATCH] .
Attributes of this type can have multiple values. No order is
inplied. The only allowed values for attributes of this type are
integers in the range 0..7 (inclusive).

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.53
NAME ’' pcel s8021HdrPriority’
DESC ' 802. 1Q priority’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 27

)

The pcel s8021Hdr VLANID attribute type indicates an 802. 1Q VLAN
Identifier. It is mapped fromthe 8021Filter.8021Hdr VLANI D property
[PCOMEXT]. This attribute type is of syntax |nteger [LDAP_SYNTAX].
It has an equality matching rule of integerMtch [LDAP_SYNTAX] and an
ordering matching rule of integerOderinghMatch [ LDAP_MATCH] .
Attributes of this type can have nmultiple values. The only allowed
values for attributes of this type are integers in the range 0..4095
(i nclusive).

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.54
NAME ' pcel s8021Hdr VLANI D
DESC ' 802.1Q VLAN I D
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27
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5.23. The Auxiliary O ass pcel sFilterlListAuxd ass

The pcel sFilterListAuxC ass class represents a collection of device-
level filters aggregated in a policy condition. It is mapped from
the FilterList class [PCI M EXT]. pcelsFilterListAuxd ass instances
can be used as conditions in policy rules or as conponents in
conmpound conditions. The pcel sFilterListAuxd ass class is an
auxiliary object class and it is derived fromthe

pci mCondi ti onAuxC ass class [ PCLS].

The pcel sFilterListAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.55
NAME ' pcel sFil terlListAuxC ass’
DESC ' Col | ection of pcelsFilterEntryBase filters’
SUP pci nCondi ti onAuxCl ass
AUXI LI ARY
MAY ( pcel sFilterlListName
$ pcelsFilterDirection
$ pcelsFilterEntryList )

)

The pcelsFilterListNane attribute type may be used as nani ng
attribute for pcelsFilterListAuxClass entries. This attribute type
is of syntax Directory String [LDAP_SYNTAX]. It has an equality

mat chi ng rul e of casel gnoreMatch, an ordering matching rul e of

casel gnoreOrderi ngvat ch and a substrings matching rul e of

casel gnoreSubstringsvatch [LDAP_SYNTAX]. Attributes of this type can
only have a single value.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.55
NAME ' pcel sFil terListNane’
DESC ' User-friendly name of a FilterlList’
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr der i nghat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 15
SI NGLE- VALUE

)

The pcelsFilterDirection attribute type indicates the direction of

t he packets or nessages relative to the interface where the filter is
applied. It is mapped fromthe FilterList.Direction property
[PCMEXT]. This attribute type is of syntax Integer [LDAP_SYNTAX].
It has an equality matching rule of integerMatch [LDAP_SYNTAX] and an
ordering matching rule of integerOderingMatch [ LDAP_MATCH] .
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Attributes of this type can only have a single value. The only

al | oned values for attributes of this type are 0 (NotApplicable), 1
(Input), 2 (Qutput), 3 (Both) and 4 (Mrrored). |If this attribute is
m ssing froma pcel sFilterlListAuxd ass instance, applications MJST
assune that a direction is not applicable.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.56
NAME ' pcel sFilterDirection
DESC 'Direction to which this filter is applied
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Orderi nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27
SI NGLE- VALUE

)

The pcelsFilterEntrylList attribute type realizes the
EntrieslnFilterList association [PCIMEXT]. This attribute type is
of syntax DN [LDAP_SYNTAX]. It has an equality matching rule of

di stingui shedNaneMat ch [ LDAP_SYNTAX]. Attributes of this type can
have nultiple values. The only all owed val ues for

pcel sFilterEntrylList attributes are DNs of pcel sFilterEntryBase
entries. In a pcelsFilterListAuxC ass, the pcelsFilterEntrylLi st
attribute represents the associations between this filter collection
and its conponents.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.57
NAME ' pcel sFilterEntrylList’
DESC ' Unordered set of DNs of pcelsFilterEntryBase entries
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

)

The EntrySequence property of the association EntrieslnFilterList is
restricted to a single value ('0') [PCIMEXT] which nmakes it
redundant. Therefore, its mapping to an LDAP schema el enent is
unnecessary.
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5.24. The Auxiliary O ass pcel sVendor Vari abl eAuxC ass

The pcel sVendor Vari abl eAuxC ass cl ass provi des a general extension
mechani sm for representing policy variables that have not been
specifically nodeled. Instead, its two properties are used to define
the content and fornmat of the variable, as explained below This
class is intended for vendor-specific extensions that are not
anenabl e to using pcel sVariabl e; standardi zed extensi ons SHOULD NOT
use this class.

The pcel sVendor Vari abl eAuxCl ass class is an auxiliary object class
and it is derived fromthe pcel svariabl e cl ass.

The pcel sVendor Vari abl eAuxCl ass class is defined as foll ows:

( 1.3.6.1.1.9.1.56
NAME ' pcel sVendor Var i abl eAuxd ass
DESC ' Defines regi stered neans to describe a policy variabl e’
SUP pcel sVari abl e
AUXI LI ARY
MAY ( pcel sVendor Vari abl eData $
pcel sVendor Var i abl eEncodi ng )
)

The pcel sVendor Vari abl eData attri bute provides a general nechani sm
for representing policy variables that have not been specifically
nodel ed. This attribute type is of syntax CctetString [ LDAP_SYNTAX] .
It has an equality matching rule of octetStringhVatch [ LDAP_SCHEMA]
and an ordering matching rule of octetStringO deringMatch

[ LDAP_MATCH]. Attributes of this type can have multiple values. In
pcel sVendor Vari abl eAuxd ass i nstances, the format of the val ues for
attributes of this type is identified by the O D stored in the

pcel sVendor Vari abl eEncodi ng attri bute.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.58
NAME ' pcel sVendor Vari abl eDat a
DESC ' Mechani sm for representing variables that have not
been specifically nodel ed
EQUALI TY octet Stri nghat ch
ORDERI NG oct et Stri ngOrderi ngivat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 40

)

The pcel sVendor Vari abl eEncoding attribute identifies the format for
representing policy variables that have not been specifically
nodel ed. This attribute type is of syntax O D [LDAP_SYNTAX]. It has
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an equality matching rule of objectldentifierMatch [ LDAP_SYNTAX].
Attributes of this type can only have a single value. In

pcel sVendor Vari abl eAuxd ass i nstances, the

pcel sVendor Vari abl eEncodi ng attribute is used to identify the format
and semantics for the pcel sVendorVari abl eData attribute val ues.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.59
NAME ' pcel sVendor Var i abl eEncodi ng’
DESC 'l dentifies the format and senmantics for policy variables
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 38
SI NGLE- VALUE

)
5.25. The Auxiliary O ass pcel sVendor Val ueAuxdC ass

The pcel sVendor Val ueAuxd ass cl ass provi des a general extension
nmechani sm for representing policy values that have not been
specifically nodeled. Instead, its two properties are used to define
the content and format of the policy value, as explained below This
class is intended for vendor-specific extensions that are not
anenabl e to using pcel sVal ueAuxd ass; standardi zed extensi ons SHOULD
NOT use this class.

The pcel sVendor Val ueAuxd ass class is an auxiliary object class and
it is derived fromthe pcel svVal ueAuxC ass cl ass.

The pcel sVendor Val ueAuxC ass class is defined as foll ows:

( 1.3.6.1.1.9.1.57
NAME ' pcel sVendor Val ueAuxCl ass
DESC ' Defines regi stered nmeans to describe a policy val ue
SUP pcel sVval ueAuxd ass
AUXI LI ARY
MAY ( pcel sVendor Val ueData $
pcel sVendor Val ueEncodi ng )
)

The pcel sVendor Val ueData attri bute provides a general mechani sm for
representing policy values that have not been specifically nodel ed.
This attribute type is of syntax OctetString [ LDAP_SYNTAX]. It has
an equality matching rule of octetStringhMatch [ LDAP_SCHEMA] and an
ordering matching rule of octetStringOrderinghatch [ LDAP_NMATCH] .
Attributes of this type can have multiple values. In
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pcel sVendor Val ueAuxd ass i nstances, the format of the val ues for
attributes of this type is identified by the O D stored in the
pcel sVendor Val ueEncodi ng attri bute.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.60
NAME ' pcel sVendor Val ueDat a
DESC ' Mechani sm for representing val ues that have not been
speci fically nodel ed’
EQUALI TY octet Stri nghat ch
ORDERI NG oct et StringOrderi ngvatch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 40

)

The pcel sVendor Val ueEncodi ng attribute identifies the format for
representing policy values that have not been specifically nodel ed.

This attribute type is of syntax O D [ LDAP_SYNTAX]. It has an
equal ity matching rule of objectldentifierMitch [ LDAP_SYNTAX].
Attributes of this type can only have a single value. In

pcel sVendor Var | ueAuxCl ass i nstances, the pcel sVendor Val ueEncodi ng
attribute is used to identify the format and semantics for the
pcel sVendor Val ueData attri bute val ues.

This attribute type is defined as foll ows:

( 1.3.6.1.1.9.2.61
NAME ' pcel sVendor Val ueEncodi ng’
DESC 'l dentifies the format and senmantics for policy val ues
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 38
SI NGLE- VALUE

6. Security Considerations
The Policy Core LDAP Schema [PCLS] describes the general security
considerations related to the general core policy schema. The

extensions defined in this docunment do not introduce any additiona
considerations related to security.
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7. | ANA Consi derati ons

Refer to RFC 3383, "Internet Assigned Nunbers Authority (1 ANA)
Consi derations for the Lightweight Directory Access Protocol (LDAP)"
[ LDAP- | ANA] .

7.1. (Object ldentifiers

The | ANA has registered an LDAP Cbject ldentifier for use in this
techni cal specification according to the follow ng tenplate:

Subj ect: Request for LDAP O D Registration
Person & e-mail address to contact for further infornation:
M rcea Pana (npana@ret asol v. com
Speci fication: RFC 4104
Aut hor/ Change Controller: |ESG
Comment s:
The assigned O D is used as a base for identifying
a nunber of schenm el enents defined in this docunent.

| ANA has assigned an OD of 1.3.6.1.1.9 with the name of pcel sSchema
to this registration as recorded in the followi ng registry:

http://ww. i ana. or g/ assi gnnent s/ sm - nunber s
7.2. (Object ldentifier Descriptors

The 1 ANA has registered the LDAP Descriptors used in this technical
specification as detailed in the follow ng tenplate:

Subj ect: Request for LDAP Descriptor Registration Update

Descriptor (short nane): see coment

hject ldentifier: see conment

Person & e-mail address to contact for further information:
M rcea Pana (npana@ret asol v. com

Usage: see conment

Specification: RFC 4104

Aut hor/ Change Controller: |ESG

Comment s:

The followi ng descriptors have been added:

NANVE Type QD

pcel sPol i cySet 6] 1.3.6.1.1.9.1.1
pcel sPol i cySet Associ ati on 0] 1.3.6.1.1.9.1.2
pcel sG oup 0] 1.3.6.1.1.9.1.3
pcel sG oupAuxC ass (0] 1.3.6.1.1.9.1. 4
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pcel sG oupl nst ance O 1.3.6.1.1.9.1.5
pcel sRul e (0] 1.3.6.1.1.9.1.6
pcel sRul eAuxd ass 6] 1.3.6.1.1.9.1.7
pcel sRul el nst ance 0] 1.3.6.1.1.9.1.8
pcel sCondi ti onAssoci ati on 0] 1.3.6.1.1.9.1.9
pcel sActi onAssoci ation (0] 1.3.6.1.1.9.1.10
pcel sSi npl eCondi ti onAuxd ass (0] 1.3.6.1.1.9.1.11
pcel sConpoundCondi ti onAuxC ass (0] 1.3.6.1.1.9.1.12
pcel sConpoundFi | t er Condi ti onAuxC ass 6] 1.3.6.1.1.9.1.13
pcel sSi npl eAct i onAuxd ass 0] 1.3.6.1.1.9.1.14
pcel sConpoundAct i onAuxC ass 0] 1.3.6.1.1.9.1.15
pcel sVari abl e (0] 1.3.6.1.1.9.1.16
pcel sExplicitVari abl eAuxd ass (0] 1.3.6.1.1.9.1.17
pcel sl nplicitVariabl eAuxd ass (0] 1.3.6.1.1.9.1.18
pcel sSour cel Pv4Vari abl eAuxC ass 6] 1.3.6.1.1.9.1.19
pcel sSour cel Pv6Vari abl eAuxC ass 0] 1.3.6.1.1.9.1. 20
pcel sDesti nati onl Pv4Vari abl eAuxC ass 0] 1.3.6.1.1.9.1.21
pcel sDesti nati onl Pv6Vari abl eAuxd ass (0] 1.3.6.1.1.9.1.22
pcel sSour cePort Vari abl eAuxC ass (0] 1.3.6.1.1.9.1.23
pcel sDesti nati onPort Vari abl eAuxd ass (0] 1.3.6.1.1.9.1. 24
pcel sl PProt ocol Vari abl eAuxC ass 6] 1.3.6.1.1.9.1.25
pcel sl PVer si onVari abl eAuxd ass 0] 1.3.6.1.1.9.1.26
pcel sl PToSVari abl eAuxC ass 0] 1.3.6.1.1.9.1. 27
pcel sDSCPVari abl eAuxd ass (0] 1.3.6.1.1.9.1.28
pcel sFl oM dVari abl eAuxd ass (0] 1.3.6.1.1.9.1.29
pcel sSour ceMACVar i abl eAuxd ass (0] 1.3.6.1.1.9.1.30
pcel sDesti nati onMACVari abl eAuxd ass 6] 1.3.6.1.1.9.1.31
pcel sVLANVari abl eAuxd ass 0] 1.3.6.1.1.9.1.32
pcel sCoSVvari abl eAuxd ass 0] 1.3.6.1.1.9.1.33
pcel skt hertypeVari abl eAuxd ass (0] 1.3.6.1.1.9.1. 34
pcel sSour ceSAPVar i abl eAuxd ass (0] 1.3.6.1.1.9.1.35
pcel sDesti nati onSAPVari abl eAuxd ass (0] 1.3.6.1.1.9.1. 36
pcel sSNAPQUI Var i abl eAuxd ass 6] 1.3.6.1.1.9.1. 37
pcel sSNAPTypeVar i abl eAuxC ass 0] 1.3.6.1.1.9.1.38
pcel sFl owDi r ecti onVari abl eAuxC ass 0] 1.3.6.1.1.9.1. 39
pcel sVal ueAuxC ass (0] 1.3.6.1.1.9.1.40
pcel sl Pv4Addr Val ueAuxdC ass (0] 1.3.6.1.1.9.1.41
pcel sl Pv6Addr Val ueAuxd ass (0] 1.3.6.1.1.9.1.42
pcel sMACAddr Val ueAuxd ass 6] 1.3.6.1.1.9.1.43
pcel sStri ngVal ueAuxd ass 0] 1.3.6.1.1.9.1.44
pcel sBi t Stri ngVal ueAuxd ass 0] 1.3.6.1.1.9.1.45
pcel sl nt eger Val ueAuxd ass (0] 1.3.6.1.1.9.1.46
pcel sBool eanVal ueAuxd ass (0] 1.3.6.1.1.9.1.47
pcel sReusabl eCont ai ner (0] 1.3.6.1.1.9.1.48
pcel sReusabl eCont ai ner AuxC ass 6] 1.3.6.1.1.9.1.49
pcel sReusabl eCont ai ner | nst ance 0] 1.3.6.1.1.9.1.50
pcel sRol eCol | ecti on 0] 1.3.6.1.1.9.1.51
pcel sFi |l ter EntryBase (0] 1.3.6.1.1.9.1.52
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pcel sl PHeader sFil ter 53
pcel s8021Fil ter

pcel sFilterlListAuxd ass
pcel sVendor Vari abl eAuxd ass
pcel sVendor Val ueAuxd ass
pcel sPol i cySet Name

pcel sDeci si onStr at egy

pcel sPol i cySet Li st

pcel sPriority

pcel sPol i cySet DN

pcel sCondi ti onLi st Type
pcel sCondi ti onLi st

pcel sActi onLi st

pcel sSequencedActi ons

pcel sExecuti onStr at egy
pcel sVari abl eDN

pcel sVal ueDN

pcel slsMrrored

pcel sVari abl eNane

pcel sExpect edVal uelLi st

pcel sVari abl eMbdel C ass
pcel sVari abl eModel Property
pcel sExpect edVal ueTypes
pcel sVal ueNane

pcel sl Pv4Addr Li st

pcel sl Pv6Addr Li st

pcel sMACAddr Li st

pcel sStri nglLi st

pcel sBi t StringLi st

pcel sl nt eger Li st

pcel sBool ean

pcel sReusabl eCont ai ner Name
pcel sReusabl eCont ai ner Li st
pcel sRol e

pcel sRol eCol | ecti onName
pcel sEl enent Li st

pcel sFi |l t er Name

pcel sFil terl sNegat ed

pcel sl PHdr Ver si on

pcel sl PHdr Sour ceAddr ess
pcel sl PHdr Sour ceAddr essEndOF Range
pcel sl PHdr Sour ceMask

pcel sl PHdr Dest Addr ess

pcel sl PHdr Dest Addr essEndOf Range
pcel sl PHdr Dest Mask

pcel sl PHdr Pr ot ocol I D

pcel sl PHdr Sour cePort St art
pcel sl PHdr Sour cePor t End

>r>r>>>>>>>>r>>r>P>>P>r>>r>P>>P>P>P>>P>>P>P>P>>P>2>>2>>2>>2>>2>2>2>00000
D00 WW W wmWwWowowwwwownwwowowwwwowwwowowowwwowwwoowowwwwwwwwww
S S e S e S e i i e e e S e e S S S S R S S S S R R S SR SR S RS R
PRERPRPRRPRRPRERRRRERERRRERERRRRERERERRERERERRERERRRRERERRRERERERRRERERRRERERE
PRERPRPRRPRRPRERRRRERERRRERERRRRERERERRERERERRERERRRRERERRRERERERRRERERRRERERE
OOVVOVOVOVLOVOVOVOVOVOVVOVOVOVVOVOVOVOOOVOVLOOVOOVOVLOOOOVOOOLOOLOOLOLOLOWOLWOO

e N i sl el el el el ol ol ol o el el el o e e e e S aiat el ol el ol
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pcel sl PHdr Dest Port St ar t A 1.3.6.1. 1.
pcel sl PHdr Dest Port End A 1.3.6.1. 1.
pcel sl PHdr DSCPLi st A 1.3.6.1. 1.
pcel sl PHdr Fl ow_abel A 1.3.6.1. 1.
pcel s8021Hdr Sour ceMACAddr ess A 1.3.6.1. 1.
pcel s8021Hdr Sour ceMACVask A 1.3.6.1. 1.
pcel s8021Hdr Dest MACAddr ess A 1.3.6.1. 1.
pcel s8021Hdr Dest MACMask A 1.3.6.1. 1.
pcel s8021Hdr Prot ocol I D A 1.3.6.1. 1.
pcel s8021Hdr Priority A 1.3.6.1. 1.
pcel s8021Hdr VLANI D A 1.3.6.1. 1.
pcel sFil terListNanme A 1.3.6.1. 1.
pcel sFilterDirection A 1.3.6.1. 1.
pcel sFilterEntrylLi st A 1.3.6.1.1.
pcel sVendor Var i abl eDat a A 1.3.6.1. 1.
pcel sVendor Vari abl eEncodi ng A 1.3.6.1. 1.
pcel sVendor Val ueDat a A 1.3.6.1. 1.
pcel sVendor Val ueEncodi ng A 1.3.6.1. 1.
pcel sRul evVal i di t yPeri odLi st A 1.3.6.1. 1.

where Type Ais Attribute, Type Ois Objectd ass

These assignments are recorded in the followng registry:

http://ww. i ana. or g/ assi gnnent s/ | dap- par aneters
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