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Abstract

This docunent specifies a negotiation nmechanismfor the Generic
Security Service Application ProgramInterface (GSS-API), which is
described in RFC 2743. GSS-APlI peers can use this negotiation
mechani smto choose froma common set of security mechanisnms. |f
per-nessage integrity services are available on the established
mechani sm context, then the negotiation is protected agai nst an
attacker that forces the selection of a nechanismnot desired by the
peers.

Thi s mechani smreplaces RFC 2478 in order to fix defects in that
specification and to describe howto inter-operate with

i mpl enent ati ons of that specification that are conmonly depl oyed on
the Internet.
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1. Introduction

The GSS- APl [ RFC2743] provides a generic interface that can be

| ayered atop different security nechani sns such that, if

communi cati ng peers acquire GSS-APlI credentials for the sane security
mechani sm then a security context may be established between t hem
(subject to policy). However, GSS-APlI does not prescribe the nethod
by which GSS- APl peers can establish whether they have a common
security nechani sm

The Sinple and Protected GSS- APl Negotiation (SPNEGD nechani sm
defined here is a pseudo security nmechani smthat enabl es GSS-API
peers to determ ne in-band whether their credentials support a common
set of one or nore GSS-APl security mechanisns; if so, it invokes the
normal security context establishnent for a sel ected common security
mechanism This is nost useful for applications that depend on GSS-
APl i nmplenentations and share nultiple nmechani sms between the peers.

The SPNEGO nechani sm negotiation is based on the follow ng nodel: the
initiator proposes a list of security mechanisn(s), in decreasing
preference order (favorite choice first), the acceptor (also known as
the target) either accepts the initiator’s preferred security
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mechani sm (the first in the list) or chooses one of the available
mechani sms fromthe offered list; if neither is acceptable, the
acceptor rejects the proposed value(s). The target then inforns the
initiator of its choice.

Once a common security mechanismis chosen, nechani smspecific
options MAY be negotiated as part of the selected nmechani sm s context
establishment. These negotiations (if any) are internal to the
nmechani sm and opaque to the SPNEGO protocol. As such, they are
out si de the scope of this docunent.

| f per-message integrity services [ RFC2743] are avail able on the

est abl i shed nechani sm security context, then the negotiation is
protected to ensure that the nmechanismlist has not been nodified.
In cases where an attacker could have materially influenced the
negoti ati on, peers exchange nessage integrity code (MC) tokens to
confirmthat the nechanismlist has not been nodified. |If no action
of an attacker could have nmaterially nodified the outcone of the
negoti ati on, the exchange of M C tokens is optional (see Section 5).
Allowing MC tokens to be optional in this case provides
interoperability with existing inplenmentations while still protecting
the negotiation. This interoperability conmes at the cost of

i ncreased conplexity.

SPNEGO relies on the concepts devel oped in the GSS-APlI specification
[ RFC2743]. The negotiation data is encapsulated in context-I|eve
tokens. Therefore, callers of the GSS-API do not need to be aware of
t he existence of the negotiation tokens, but only of the new pseudo-
security nechanism A failure in the negotiation phase causes a
maj or status code to be returned: GSS S BAD MECH

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Negotiation Protoco

When t he established mechani sm context provides integrity protection
t he mechani sm negoti ati on can be protected. Wen acquiring

negoti ated security nechani smtokens, per-nmessage integrity services
are always requested by the SPNEGO nechani sm

When t he established nechani sm context supports per-nessage integrity

servi ces, SPNEGO guarantees that the selected nechanismis nutually
preferred.
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This section describes the negotiation process of this protocol
3.1. Negotiation Description

The first negotiation token sent by the initiator contains an ordered
list of mechanisns in decreasing preference order (favorite mechani sm
first), and optionally the initial nechanismtoken for the preferred
mechani smof the initiator (i.e., the first inthe list). (Note that
the list MJST NOT contain this SPNEGO nechani smitself or any
mechani sm for which the client does not have appropriate
credential s.)

The target then processes the token fromthe initiator. This wll
result in one of four possible states (as defined in Section 4.2.2)
being returned in the reply nessage: accept-conpleted, accept-

i nconplete, reject, or request-nic. A reject state will terninate
the negoti ati on; an accept-conpleted state indicates that the
initiator-sel ected nechani smwas acceptable to the target, and that
the security nechani smtoken enbedded in the first negotiation
message was sufficient to conplete the authentication; an accept-

i nconplete state indicates that further nmessage exchange i s needed
but the M C token exchange (as described in Section 5) is OPTIONAL; a
request-mc state (this state can only be present in the first reply
message fromthe target) indicates that the M C token exchange is
REQUI RED i f per-nmessage integrity services are avail abl e.

Unl ess the preference order is specified by the application, the
policy by which the target chooses a nmechanismis an inplenmentation-
specific, local matter. 1In the absence of an application-specified
preference order or other policy, the target SHALL choose the first
mechanismin the initiator proposed list for which it has valid
credenti al s.

In case of a successful negotiation, the security nmechanismin the
first reply message represents the value suitable for the target that
was chosen fromthe list offered by the initiator

In case of an unsuccessful negotiation, the reject state is returned,
and the generation of a context-level negotiation token is OPTI ONAL.

Once a nechani sm has been sel ected, context establishnment tokens
specific to the selected nechanismare carried within the negotiation
t okens.

Lastly, M C tokens may be exchanged to ensure the authenticity of the
mechani smlist received by the target.
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To avoid conflicts with the use of MC tokens by SPNEGO partially-
establ i shed contexts MJUST NOT be used for per-nessage calls. To
guarantee this, the prot_ready_state [ RFC2743] MJST be set to fal se
on return fromGSS Init_sec_context() and GSS_Accept _sec_context(),
even if the underlying mechanismreturned true.

Note that in order to avoid an extra round trip, the first context
establishment token of the initiator’'s preferred mechani sm SHOULD be
enbedded in the initial negotiation nmessage (as defined in Section
4.2). (This nmechanismtoken is referred to as the optimstic

mechani smtoken in this docunent.) In addition, using the optimstic
mechani smtoken allows the initiator to recover fromnon-fatal errors
encountered when trying to produce the first nmechani smtoken before a
nmechani sm can be selected. |In cases where the initiator’'s preferred
mechanismis not likely to be selected by the acceptor because of the
significant cost of its generation, inplenmentations MAY onit the
optim stic mechani smtoken

3.2. Negotiation Procedure

The basic formof the procedure assunmes that per-nessage integrity
services are avail able on the established nechani smcontext, and it
is sumari zed as fol |l ows:

a) The GSS-API initiator invokes GSS Init_sec_context() as nornal,
but requests that SPNEGO be used. SPNEGO can either be explicitly
requested or accepted as the default mechani sm

b) The initiator GSS-APlI inplenmentation generates a negotiation token
containing a list of one or nore security nechanisns that are
avai |l abl e based on the credentials used for this context
establishnent, and optionally on the initial nechanismtoken for
the first mechanismin the |ist.

c) The GSS-API initiator application sends the token to the target
application. The GSS-APlI target application passes the token by
i nvoki ng GSS_Accept _sec_context(). The acceptor will do one of
the follow ng:

I) If none of the proposed nmechani snms are acceptable, the
negoti ati on SHALL be term nated. GSS_Accept_sec_cont ext
i ndi cates GSS_S BAD MECH. The acceptor MAY output a
negoti ati on token containing a reject state.

I1) If either the initiator’s preferred nechanismis not accepted
by the target or this mechanismis accepted but is not the
acceptor’s nost preferred nmechanism (i.e., the MC token
exchange as described in Section 5 is required),
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GSS Accept _sec_context() indicates GSS_ S CONTI NUE_NEEDED.
The acceptor MJIST output a negotiation token containing a
request-mnic state.

1) Gherwise, if at |east one additional negotiation token from
the initiator is needed to establish this context,
GSS Accept _sec_context() indicates GSS S CONTI NUE_NEEDED and
out puts a negotiati on token containing an accept-inconplete
stat e.

V) Oherw se, no additional negotiation token fromthe initiator
is needed to establish this context, GSS Accept_sec_context()
i ndi cates GSS_S COVWPLETE and out puts a negotiation token
contai ning an accept_conplete state.

If the initiator’s preferred nmechanismis accepted, and an

optim stic mechani smtoken was included, this nechani smtoken MJST
be passed to the sel ected nechani sm by invoki ng

GSS Accept _sec_context(). |If a response mechanismtoken is
returned, it MJST be included in the response negotiation token

O herwi se, the target will not generate a response nechani smtoken
inthe first reply.

d) The GSS-API target application returns the negotiation token to
the initiator application. The GSS-API initiator application
passes the token by invoking GSS Init_sec_context(). The security
context initialization is then continued according to the standard
GSS- APl conventions for the sel ected nmechani sm where the tokens
of the sel ected nmechani smare encapsul ated i n negotiati on nessages
(see Section 4) until GSS S COWLETE is returned for both the
initiator and the target by the selected security mechani sm

e) MC tokens are then either skipped or exchanged according to
Section 5.

Note that the * req flag input paraneters for context establishnent
are relative to the selected nechanism as are the * _state output
paraneters. That is, these paraneters are not applicable to the
negoti ati on process per se.

On receipt of a negotiation token on the target side, a GSS-API

i npl enentation that does not support negotiation would indicate the
GSS S BAD MECH status as though a particular basic security nmechani sm
had been requested and was not support ed.

When a GSS- APl credential is acquired for the SPNEGO nechani sm the

i npl ement ati on SHOULD produce a credential elenent for the SPNEGO
mechani smthat internally contains GSS-APlI credential elenents for
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al | nechani sns for which the principal has credentials avail abl e,
except for any nechani sns that are not to be negotiated, per

i mpl ementation-, site-, or application-specific policy. See Appendix
B for interfaces for expressing application policy.

4., Token Definitions

The type definitions in this section assunme an ASN. 1 nodul e
definition of the follow ng form

SPNEGOASNOneSpec {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sm5) snego (2) nodul es(4) spec2(2)
} DEFINITIONS EXPLICIT TAGS ::= BEGA N

-- rest of definitions here
END

This specifies that the tagging context for the nodule will be
explicit and non-automatic.

The encodi ng of the SPNEGO protocol nessages shall obey the
Di sti ngui shed Encodi ng Rules (DER) of ASN. 1, as described in [X690].

4.1. Mechani sm Types

In this negotiation nodel, each O D represents one GSS- APl mechani sm
or one variant (see Section 6) of it, according to [ RFC2743].

MechType ::= OBJECT | DENTI FI ER
-- O Drepresents each security nmechani smas suggested by
-- [ RFC2743]

MechTypeLi st ::= SEQUENCE OF MechType
4.2. Negotiation Tokens

The syntax of the initial negotiation tokens follows the

i nitial Context Token syntax defined in Section 3.1 of [RFC2743]. The
SPNEGO pseudo nechanismis identified by the Cbject ldentifier

i so.org.dod.internet.security.nmechanismsnego (1.3.6.1.5.5.2).
Subsequent tokens MJST NOT be encapsulated in this GSS-APlI generic

t oken franing

This section specifies the syntax of the inner token for the initia
message and the syntax of subsequent context establishnent tokens.
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Negoti ati onToken ::= CHO CE {
negTokenl ni t [0] NegTokenlnit,
negTokenResp [1] NegTokenResp

}
4.2.1. negTokenlnit
NegTokenl nit ::= SEQUENCE {
mechTypes [0] MechTypeli st,
reqFl ags [1] ContextFlags OPTI ONAL,

-- inherited from RFC 2478 for backward conpatibility,
-- RECOMMVENDED to be left out

mechToken [2] OCTET STRING OPTI ONAL,

mechLi st M C [3] OCTET STRING OPTI ONAL,
}
ContextFlags ::= BIT STRI NG {

del egFl ag (0),

mut ual Fl ag (1),

repl ayFl ag (2),

sequenceFl ag (3),

anonFl ag (4),

conf Fl ag (5),

i nt egFl ag (6)

} (Sl ZE (32))

This is the syntax for the inner token of the initial negotiation
message

mechTypes

This field contains one or nore security nmechani snms avail able for
the initiator, in decreasing preference order (favorite choice
first).

reqFl ags

This field, if present, contains the service options that are
requested to establish the context (the req_flags paraneter of
GSS Init_sec_context()). This field is inherited from RFC 2478
and is not integrity protected. For inplenmentations of this
specification, the initiator SHOULD omit this reqFlags field and
the acceptor MJST ignore this reqFlags field.

The size constraint on the ContextFlags ASN. 1 type only applies to
the abstract type. The ASN.1 DER requires that all trailing zero
bits be truncated fromthe encoding of a bit string type whose
abstract definition includes naned bits. |nplenentations should
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not expect to receive exactly 32 bits in an encoding of
Cont ext Fl ags.

nmechToken

This field, if present, contains the optim stic nmechani smtoken
mechlistMC

This field, if present, contains an M C token for the mechani sm
list inthe initial negotiation nessage. This MC token is
conput ed according to Section 5.

4.2.2. negTokenResp

NegTokenResp ::= SEQUENCE ({
negSt at e [ 0] ENUMERATED ({
accept -conpl et ed (0),
accept-i nconplete (1),

reject (2),
request-mc (3)
} OPTI ONAL,
-- REQURED in the first reply fromthe target
support edMech [1] MechType OPTI ONAL,

-- present only in the first reply fromthe target
responseToken [2] OCTET STRING OPTI ONAL,
nmechLi st M C [3] OCTET STRING OPTI ONAL,
}
This is the syntax for all subsequent negotiati on nessages.

negSt at e

This field, if present, contains the state of the negotiation
Thi s can be:

accept - conpl et ed

No further negotiation nessage fromthe peer is expected, and
the security context is established for the sender

accept-i nconplete

At | east one additional negotiation nessage fromthe peer is
needed to establish the security context.
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reject
The sender terninates the negotiation.
request-mc

The sender indicates that the exchange of M C tokens, as
described in Section 5, will be REQU RED if per-nessage
integrity services are available on the mechani smcontext to be
established. This value SHALL only be present in the first
reply fromthe target.

This field is REQURED in the first reply fromthe target, and is
OPTI ONAL thereafter. Wen negState is absent, the actual state
shoul d be inferred fromthe state of the negotiated nmechani sm
cont ext .

support edMech

This field SHALL only be present in the first reply fromthe
target. It MJST be one of the mechanisn(s) offered by the
initiator.

ResponseToken

This field, if present, contains tokens specific to the mechani sm
sel ect ed.

mechlistMC

This field, if present, contains an MC token for the nechani sm
list inthe initial negotiation nessage. This MC token is
comput ed according to Section 5.

5. Processing of mechListMC

I f the mechani smsel ected by the negotiation does not support
integrity protection, then no mechlistMC token is used.

O herwise, if the accepted nechanismis the nost preferred nmechani sm
of both the initiator and the acceptor, then the M C token exchange,
as described later in this section, is OPTIONAL. A nmechanismis the
acceptor’s nost preferred nechanismif there is no other mechani sm
that the acceptor woul d have preferred over the accepted nmechani sm
had it been present in the mechanismlist.

In all other cases, MC tokens MIST be exchanged after the nmechani sm
context is fully established.
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a) The nmechlistM C token (or sinply the MC token) is conputed over
the mechanismlist in the initial negotiation nessage by invoking
GSS GetM C() as follows: the input context_handle is the
est abl i shed nechani sm context, the input qop_req is O, and the
i nput nessage is the DER encodi ng of the value of type
MechTypeLi st, which is contained in the "mechTypes" field of the
NegTokenlnit. The input nessage is NOT the DER encodi ng of the
type "[0] MechTypelList".

b) If the sel ected nmechani sm exchanges an even nunber of nechani sm
tokens (i.e., the acceptor sends the |ast mechani smtoken), the
acceptor does the follow ng when generating the negotiation
message contai ning the | ast nechanismtoken: if the M C token
exchange is optional, GSS Accept_sec_context() either indicates
GSS_S COWLETE and does not include a nechlistMC token, or
i ndi cates GSS_S CONTI NUE_NEEDED and i ncl udes a nechlistM C token
and an accept-inconplete state; if the MC token exchange is
required, GSS Accept_sec_context() indicates GSS S CONTI NUE NEEDED
and includes a nechlistMC token. Acceptors that wish to be
conmpatible with | egacy Wndows SPNEGO i npl enent ati ons, as
described in Appendi x C, should not generate a nmechlistM C token
when the M C token exchange is not required. The initiator then
processes the |ast nmechani smtoken, and does one of the foll ow ng:

I) If a nechlistMC token was included and is correctly
verified, GSS Init_sec _context() indicates GSS S COVWLETE.
The out put negotiati on nmessage contains a nechlistM C token
and an accept _conplete state. The acceptor MJST then verify
this mechlistM C token.

I1) If a mechlistMC token was included but is incorrect, the
negoti ati on SHALL be ternminated. GSS Init_sec_context()
i ndi cates GSS_S_DEFECTI VE_TOKEN.

I11) I'f no mechlistMC token was included and the M C token
exchange is not required, GSS Init_sec_context() indicates
GSS S COWLETE with no out put token.

V) If no mechlistMC token was included but the M C token
exchange is required, the negotiation SHALL be term nated.
GSS_Accept _sec_context () indicates GSS_S DEFECTI VE_TOKEN.

c) In the case that the chosen nechani sm exchanges an odd nunber of
mechani smtokens (i.e., the initiator sends the last nmechani sm
token), the initiator does the foll owi ng when generating the
negoti ati on nessage containing the |ast mechani smtoken: if the
negState was request-mc in the first reply fromthe target, a
nmechl i st M C t oken MJUST be included; otherw se, the nechlistMC
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Zhu,

token is OPTIONAL. (Note that the M C token exchange is required
if a mechanismother than the initiator’s first choice is chosen.)
In the case that the optinistic nechanismtoken is the only
mechani smtoken for the initiator’s preferred mechanism the
mechli st M C token is OPTIONAL. Whether the nmechlistMC token is
included, GSS Init_sec_context() indicates GSS S CONTI NUE NEEDED.
Initiators that wish to be conpatible with | egacy W ndows SPNEGO

i mpl enent ati ons, as described in Appendix C, should not generate a
nmechl i st M C t oken when the M C token exchange is not required.

The acceptor then processes the | ast nechani smtoken and does one
of the foll ow ng:

I) If a nechlistMC token was included and is correctly
verified, GSS Accept sec_context() indicates GSS S COWLETE.
The out put negotiati on nmessage contains a nechlistM C token
and an accept_conplete state. The initiator MJST then verify
this mechlistM C token.

I1) If a mechlistMC token was included but is incorrect, the
negoti ati on SHALL be ternminated. GSS Accept _sec_context()
i ndi cates GSS_S_DEFECTI VE_TOKEN.

I11) I'f no mechlistM C token was included and the nechlistMC
t oken exchange is not required, GSS Accept_sec_context()
i ndi cates GSS_ S COWPLETE. The output negotiation nessage
contains an accept _conplete state.

IV) In the case that the optinistic mechanismtoken is also the
| ast mechani smtoken (when the initiator’s preferred
mechani smis accepted by the target) and the target sends a
request-mc state but the initiator did not send a
mechl i st M C token, the target then MJST include a nmechlistMC
token in that first reply. GSS Accept_sec_context()
i ndi cates GSS_S CONTI NUE_NEEDED. The initiator MJST verify
the received mechlistMC token and generate a mechlistMC
token to send back to the target. The target SHALL, in turn,
verify the returned nechlistMC token and conpl ete the
negoti ati on.

V) If no mechlistM C token was included and the acceptor sent a
request-mc state in the first reply nmessage (the exchange of
M C tokens is required), the negotiation SHALL be term nated.
GSS Accept _sec_context() indicates GSS_ S DEFECTI VE_TOKEN.
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6. Extensibility

Two mechani snms are provided for extensibility. First, the ASN 1
structures in this specification MAY be expanded by | ETF standards
action. Inplenentations receiving unknown fields MJST ignore these
fields.

Secondly, O Ds corresponding to a desired mechanismattribute (i.e.
mechani smvariants) nmay be included in the set of preferred
mechani sms by an initiator. The acceptor can choose to honor this
request by preferring mechanisns that have the included attributes.
Future work within the Kitten working group is expected to
standardi ze comon attributes that SPNEGO nmechani sms may wi sh to
support. At this time, it is sufficient to say that initiators MAY
include O Ds that do not correspond to nechani snms. Such O Ds MAY

i nfluence the acceptor’s choice of mechanism As discussed in
Section 5, if there are nmechanisns that, if present in the
initiator’s list of nechanisns, nmight be preferred by the acceptor
instead of the initiator’s preferred nechanism the acceptor MJST
demand the M C token exchange. As the consequence, acceptors MJST
demand the M C token exchange if they support negotiation of
attributes not available in the initiator’s preferred nmechani sm
regardl ess of whether the initiator actually requested these
attributes

7. Security Considerations

In order to produce the M C token for the nechanismlist, the
mechani sm nust provide integrity protection. Wen the selected
mechani sm does not support integrity protection, the negotiation is
vul nerabl e: an active attacker can force it to use a security
mechanismthat is not nmutually preferred but is acceptable to the
target.

This protocol provides the foll owi ng guarant ees when per-nessage
integrity services are available on the established mechani sm
context, and the nechanismlist was altered by an adversary such that
a mechanismthat is not nmutually preferred could be sel ected:

a) If the last mechanismtoken is sent by the initiator, both peers
shall fail;

b) If the Iast nechanismtoken is sent by the acceptor, the acceptor
shall not conplete and the initiator, at worst, shall conplete
with its preferred mechani sm being sel ected

The negotiation may not be termnated if an alteration was made but
had no material inpact.
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9.

9.

1

The protection of the negotiation depends on the strength of the
integrity protection. |In particular, the strength of SPNEGO is no
stronger than the integrity protection of the weakest nechani sm
acceptabl e to GSS- APl peers.

Note that where there exist multiple nmechanisns with sinmlar context
t okens, but different semantics, such that sone or all of the

mechani sms’ context tokens can be easily altered so that one
mechani sm s context tokens may pass for another of the sinilar
mechani sm s context tokens, then there may exi st a downgrade or
simlar attacks. For exanple, if a given famly of mechani sns uses
the sane context token syntax for two or nore variants and depends on
the ODin the initial token's pseudo-ASN. 1/ DER wrapper, but does not
provide integrity protection for that O D, then there may exist an
attack agai nst those nmechani sms. SPNEGO does not generally defeat
such attacks.

In all cases, the comunicating peers are exposed to the denial of
service threat.
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Appendi x A, SPNEGO ASN. 1 Modul e

SPNEGOASNOneSpec {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani sm5) snego (2) nodul es(4) spec2(2)
} DEFINITIONS EXPLICIT TAGS ::= BEGA N

MechType ::= OBJECT | DENTI FI ER
-- O Drepresents each security mechani smas suggested by
-- [ RFC2743]

MechTypelLi st ::= SEQUENCE OF MechType
Negoti ati onToken ::= CHO CE {

negTokenl ni t [0] NegTokenlnit,
negTokenResp [1] NegTokenResp

}
NegTokenl nit ::= SEQUENCE ({
mechTypes [0] MechTypeli st,
reqFl ags [1] ContextFlags OPTI ONAL,

-- inherited from RFC 2478 for backward conpatibility,

-- RECOMMENDED to be left out
mechToken [2] OCTET STRING OPTI ONAL,
nmechLi st M C [3] OCTET STRING OPTI ONAL,

}
NegTokenResp ::= SEQUENCE ({
negSt at e [ 0] ENUMERATED ({
accept -conpl et ed (0),
accept-i nconplete (1),
reject (2),
request-mc (3)
} OPTI ONAL,

-- REQURED in the first reply fromthe target
support edMech [1] MechType OPTI ONAL,

-- present only in the first reply fromthe target
responseToken [2] OCTET STRING OPTI ONAL,
nmechLi st M C [3] OCTET STRING OPTI ONAL,

}

ContextFlags ::= BIT STRI NG {
del egFl ag (0),
nmut ual Fl ag (1),
repl ayFl ag (2),
sequenceFl ag (3),
anonFl ag (4),
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App

B. 1.

Zhu

conf Fl ag (5),
i nt egFl ag (6)
} (SIZE (32))

END
endi x B. GSS-API Negotiation Support API

In order to provide to a GSS-API caller (the initiator or the target
or both) with the ability to choose anong the set of supported
mechani sms, a reduced set of mechanisnms for negotiation and two

addi tional APlIs are defined:

0 GSS Get _neg_nechs() indicates the set of security nmechanisns
avai l abl e on the local systemto the caller for negotiation, for
whi ch appropriate credentials are avail abl e.

0 GSS Set neg_nechs() specifies the set of security nechanisns to be
used on the local systemby the caller for negotiation, for the
gi ven credenti al s.

GSS_Set _neg_nechs Cal |
I nput s:
0 cred_handl e CREDENTI AL HANDLE, -- NULL specifies default

-- credentials
o nech_set SET OF OBJECT | DENTI FI ER

Qut put s:

0 mmjor_status | NTEGER,
0 mnor_status | NTEGER

Return maj or _st at us codes:

0 GSS S COWLETE indicates that the set of security nechanisns
avai l abl e for negotiation has been set to nmech_set.

0 GSS S FAILURE indicates that the requested operation could not be
performed for reasons unspecified at the GSS-API |evel

This allows callers to specify the set of security nmechani sns that
may be negotiated with the credential identified by cred_handle.
This call is intended to support specialized callers who need to
restrict the set of negotiable security mechanisms fromthe set of
all security mechani sns available to the caller (based on available
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credentials). Note that if nore than one nmechanismis specified in
mech_set, the order in which those nmechani snms are specified inplies a
relative preference

B.2. GSS _Get_neg nechs Call
I nput :

0 cred_handl e CREDENTI AL HANDLE -- NULL specifies default --
credential s

Qut put s:

0 mmjor_status | NTEGER
0o mnor_status | NTEGER
o nmech_set SET OF OBJECT | DENTI FI ER

Return maj or _st at us codes:

0 GSS S COWLETE indicates that the set of security nmechanisns
avai l abl e for negotiation has been returned in mech_set.

0 GSS S FAILURE indicates that the requested operation could not be
perforned for reasons unspecified at the GSS-API |evel

This allows callers to deternine the set of security nechani sns
avai l abl e for negotiation with the credential identified by
cred_handle. This call is intended to support specialized callers
who need to reduce the set of negotiable security nmechanisns fromthe
set of supported security nechani sns available to the caller (based
on avail abl e credentials).

Note: The GSS_ I ndi cate_nechs() function indicates the full set of
mechani smtypes avail able on the |ocal system Since this call has
no i nput parameter, the returned set is not necessarily avail able for
all credentials.

Appendi x C. Changes since RFC 2478

SPNEGO i npl enentations in Mcrosoft Wndows 2000/ W ndows XP/ W ndows
Server 2003 have the follow ng behavior: no nmechlistMC is produced
and nechlistMC is not processed if one is provided; if the initiator
sends the | ast mechani smtoken, the acceptor will send back a

negoti ati on token with an accept _conplete state and no nechlistMC
token. In addition, an incorrect O D (1.2.840.48018.1.2.2) can be
used to identify the GSS-API Kerberos Version 5 mechani sm
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The foll owi ng changes have been nade to be conpatible with these
| egacy i npl enent ati ons.

*  NegTokenTarg is changed to negTokenResp and is the nessage format
for all subsequent negotiation tokens.

*  NegTokenlnit is the nessage for the initial negotiation nessage,
and only that nessage.

*  nmechTypes in negTokenlnit is not optional.

* |f the selected nechanismis also the nost preferred nechani sm for
both peers, it is safe to omit the MC tokens.

If at | east one of the two peers inplenents the updated pseudo
mechani smin this docunment, the negotiation is protected.

The followi ng changes are to address problens in RFC 2478.

* reqFlags is not protected, therefore it should not inpact the
negoti ati on.

* DER encoding is required.
* GSS GetMC() input is clarified.

* Per-nmessage integrity services are requested for the negoti ated
nmechani sm

* Two M C tokens are exchanged, one in each direction.

An inplementation that conforns to this specification will not
inter-operate with a strict RFC 2748 inplenentation. Even if the new
i npl enent ati on al ways sends a mechlistMC token, it will still fail
to inter-operate. |If it is a server, it will fail because it
requests a nechlistMC token using an option that ol der

i mpl enentations do not support. Cdients will tend to fail as well.

As an alternative to the approach chosen in this specification, we
coul d have docunmented a correct behavior that is fully backward
conmpati ble with RFC 2478 and i ncl uded an appendi x on how to inter-
operate with existing incorrect inplenentations of RFC 2478.

As a practical matter, the SPNEGO i npl ementers within the | ETF have
val ued interoperability with the Mcrosoft inplenmentations. W were
unabl e to choose to naintain reasonable security guarantees, to

mai ntain interoperability with the Mcrosoft inplenentations, and to
mai ntain interoperability with correct inplenentations of RFC 2478.
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The wor ki ng group was not aware of any RFC 2478 i npl enentati ons

depl oyed on the Internet. Even if there are such inplenentations, it
is unlikely that they will inter-operate because of a critical flaw
in the description of the encoding of the mechanismlist in RFC 2478.

Wth the approach taken in this specification, security is ensured
bet ween new i npl enentations all the tinme while naintaining
interoperability with the inplenentations deployed within the | ETF
community. The working group believes that this justifies breaking
conmpatibility with a correct inplenentation of RFC 2478.

Appendi x D. nechLi stM C Conput ati on Exanpl e

The following is an exanple to illustrate how the mechListMC field
woul d be conmput ed

The initial part of the DER encodi ng of NegTokenlnit is constructed
as follows (the "nn" are | ength encodi ngs, possibly | onger than one

octet):
30 -- identifier octet for constructed SEQUENCE (NegTokenlnit)
nn -- length
-- contents octets of the SEQUENCE begin wth
-- DER encoding of "[0] MechTypeList":
A0 -- identifier octet for constructed [O0]
nn -- length

-- contents of the constructed [0] are DER encodi ng
-- of MechTypeList (which is a SEQUENCE)

30 -- identifier octet for constructed SEQUENCE

nn -- length

-- contents octets of the SEQUENCE begin wth
-- DER encodi ng of OBJECT | DENTI FI ER:
06 -- identifier octet for primtive OBJECT | DENTI FI ER
09 -- length
2A 86 48 86 F7 12 01 02 02 -- Kerberos V5
-- {1 2 840 113554 1 2 2}

If a nechlistMC needs to be generated (according to the rules in
Section 5), it is conputed by using the DER encoding of the type
MechTypeLi st data fromthe initiator’s NegTokenlnit token as input to
the GSS_GetM C() function. In this case, the M C would be conputed
over the followi ng octets:

DER encodi ng of MechTypelLi st:
30 nn 06 09 2A 86 48 86 F7 12 01 02 02 ..
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Note that the identifier octet and |length octet(s) for constructed
[0] (A0 nn) are not included in the M C conputation.
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