Net wor k Wor ki ng Group P. Eronen, Ed.
Request for Comments: 4555 Noki a
Cat egory: Standards Track June 2006

| KEv2 Mobility and Multihom ng Protocol (MOBIKE)
Status of This Menp

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C The Internet Society (2006).

Abstract

Thi s docunent describes the MOBIKE protocol, a nobility and

mul ti hom ng extension to Internet Key Exchange (IKEv2). MOBIKE

all ows the | P addresses associated with | KEv2 and tunnel node |Psec
Security Associations to change. A nobile Virtual Private Network
(VPN) client could use MBIKE to keep the connection with the VPN
gateway active while noving fromone address to another. Simlarly,
a nul ti homed host could use MOBIKE to nove the traffic to a different
interface if, for instance, the one currently being used stops

wor ki ng.
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1. Introduction
1.1. Mbdtivation

| KEv2 is used for perform ng nutual authentication, as well as
establishing and naintaining | Psec Security Associations (SAs). In
the base I KEv2 protocol [IKEv2], the IKE SAs and tunnel node | Psec
SAs are created inplicitly between the | P addresses that are used
when the IKE_SA is established. These |P addresses are then used as
the outer (tunnel header) addresses for tunnel node | Psec packets
(transport node | Psec SAs are beyond the scope of this docunent).
Currently, it is not possible to change these addresses after the

| KE_SA has been created.

There are scenarios where these | P addresses m ght change. One
exanple is mobility: a host changes its point of network attachnment
and receives a new | P address. Another exanple is a nultihom ng host
that would like to change to a different interface if, for instance,
the currently used interface stops working for sone reason

Al t hough the problem can be solved by creating new | KE and | Psec SAs
when the addresses need to be changed, this nay not be optimal for
several reasons. |In some cases, creating a new | KE_SA nmay require
user interaction for authentication, such as entering a code froma
token card. Creating new SAs often involves expensive cal cul ations
and possibly a large nunber of round-trips. For these reasons, a
nmechani sm for updating the I P addresses of existing |KE and | Psec SAs
is needed. The MOBI KE protocol described in this docunent provides
such a nechani sm

The main scenario for MBIKE is enabling a renpte access VPN user to
nmove from one address to another without re-establishing all security
associations with the VPN gateway. For instance, a user could start
fromfixed Ethernet in the office and then di sconnect the | aptop and
nmove to the office’s wireless LAN. Wen the user |eaves the office
the | aptop could start using General Packet Radio Service (GPRS);
when the user arrives hone, the laptop could switch to the hone

wirel ess LAN. MOBIKE updates only the outer (tunnel header)
addresses of |Psec SAs, and the addresses and other traffic selectors
used inside the tunnel stay unchanged. Thus, nobility can be
(rmostly) invisible to applications and their connections using the
VPN.
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MOBI KE al so supports nore conpl ex scenari os where the VPN gat eway

al so has several network interfaces: these interfaces could be
connected to different networks or |1SPs, they nay be a nmix of |Pv4
and | Pv6 addresses, and the addresses nay change over tine.

Furt hernmore, both parties could be VPN gateways relaying traffic for
other parti es.

1.2. Scope and Linmitations

Thi s docunent focuses on the main scenario outlined above and
supports only tunnel node |Psec SAs.

The nmobility support in MBIKE allows both parties to nove, but does
not provide a "rendezvous" nechani smthat woul d all ow simultaneous
nmovenent of both parties or discovery of the addresses when the

IKE SA is first established. Therefore, MOBIKE is best suited for
situations where the address of at |east one endpoint is relatively
stabl e and can be di scovered using existing nmechani sns such as DNS
(see Section 3.1).

MOBI KE al | ows both parties to be nultihoned; however, only one pair
of addresses is used for an SA at a tine. |In particular, |oad
bal ancing is beyond the scope of this specification

MBI KE follows the | KEv2 practice where a response nessage is sent to
the sanme address and port from which the request was received. This
i nplies that MOBI KE does not work over address pairs that provide
only unidirectional connectivity.

Net wor k Address Transl ators (NATs) introduce additional linitations
beyond those |isted above. For details, refer to Section 2.3.

The base version of the MOBI KE protocol does not cover all potentia
future use scenarios, such as transport node, application to securing
SCTP, or optimzations desirable in specific circunstances. Future
extensions may be defined later to support additional requirenents.

Pl ease consult the MOBI KE desi gn docunent [Design] for further
information and rationale behind these limtations.

1.3. Termnol ogy and Notation

When nmessages containing | KEv2 payl oads are described, optiona

payl oads are shown in brackets (for instance, "[FOOJ "), and a plus
sign indicates that a payload can be repeated one or nore tinmes (for
i nstance, "FOO+"). To provide context, some diagrans al so show what
exi sting | KEv2 payl oads would typically be included in the exchanges.
These payl oads are shown for illustrative purposes only; see [|KEv2]
for an authoritative description.
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2.

2.

When this docunent describes updating the source/destination
addresses of an |Psec SA, it nmeans updating | Psec-related state so

t hat out goi ng Encapsul ating Security Payl oad (ESP)/Aut hentication
Header (AH) packets use those addresses in the tunnel header.
Dependi ng on how the nom nal divisions between Security Association
Dat abase (SAD), Security Policy Database (SPD), and Peer

Aut hori zati on Dat abase (PAD) described in [IPsecArch] are actually

i mpl emented, an inplenmentation can have several different places that
have to be updat ed.

In this docunent, the term"initiator" neans the party who originally
initiated the first IKE SA (in a series of possibly several rekeyed

| KE_ SAs); "responder" is the other peer. During the lifetinme of the
| KE_SA, both parties may initiate | NFORVATI ONAL or CREATE_CHI LD_SA
exchanges; in this case, the terns "exchange initiator" and "exchange
responder” are used. The term"original initiator" (which in [IKEv2]
refers to the party who started the latest | KE_SA rekeying) is not
used in this docunent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

Pr ot ocol Overvi ew
1. Basic Operation

MOBI KE al |l ows both parties to have several addresses, and there are
up to N*M pairs of |IP addresses that could potentially be used. The
deci si on of which of these pairs to use has to take into account
several factors. First, the parties may have preferences about which
i nterface should be used due to, for instance, performance and cost
reasons. Second, the decision is constrained by the fact that some
of the pairs may not work at all due to inconpatible IP versions,
outages in the network, problens at the local link at either end, and
so on.

MBI KE sol ves this problem by taking a sinple approach: the party
that initiated the | KE_SA (the "client" in a renote access VPN
scenario) is responsible for deciding which address pair is used for
the I Psec SAs and for collecting the information it needs to make
this decision (such as deternining which address pairs work or do not
work). The other party (the "gateway" in a renote access VPN
scenario) sinply tells the initiator what addresses it has, but does
not update the IPsec SAs until it receives a nmessage fromthe
initiator to do so. This approach applies to the addresses in the

| Psec SAs; in the I KE_SA case, the exchange initiator can decide

whi ch addresses are used.
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Maki ng the decision at the initiator is consistent with how nornal

| KEv2 works: the initiator deci des which addresses it uses when
contacting the responder. It also makes sense, especially when the
initiator is a nobile node: it is in a better position to decide
which of its network interfaces should be used for both upstream and
downstreamtraffic.

The details of exactly how the initiator nakes the decision, what
information is used in nmaking it, how the information is coll ected,
how preferences affect the decision, and when a deci sion needs to be
changed are largely beyond the scope of MOBIKE. This does not nean
that these details are uninportant: on the contrary, they are likely
to be crucial in any real system However, MOBIKE is concerned wth
these details only to the extent that they are visible in | KEv2/| Psec
nmessages exchanged between the peers (and thus need to be
standardi zed to ensure interoperability).

Many of these issues are not specific to MOBIKE, but are commopn with
the use of existing hosts in dynanmic environnments or with nobility
protocol s such as Mobile IP [MP4] [MP6]. A nunmber of nechanisns

al ready exist or are being devel oped to deal with these issues. For

i nstance, |ink-layer and I P-layer mechani sms can be used to track the
status of connectivity within the local |ink [ RFC2461]; novenent
detection is being specified for both 1Pv4 and | Pv6 in [ DNA4],

[ DNA6], and so on

Natural ly, updating the addresses of |IPsec SAs has to take into
account several security considerations. MOBIKE includes two
features designed to address these considerations. First, a "return
routability" check can be used to verify the addresses provided by
the peer. This nakes it nore difficult to flood third parties with
| arge anobunts of traffic. Second, a "NAT prohibition" feature
ensures that |P addresses have not been nodified by NATs, |Pv4/1Pv6
transl ati on agents, or other simlar devices. This feature is
enabl ed only when NAT Traversal is not used.

2.2. Exanple Protocol Exchanges

A sinple MOBIKE exchange in a nobile scenario is illustrated bel ow
The notation is based on [IKEv2], Section 1.2. 1In addition, the
source/destination I P addresses and ports are shown for each packet:
here IP_11, IP 12, IP_RlL, and IP_R2 represent |IP addresses used by
the initiator and the responder
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Initiator Responder
1) (IP_11:500 -> | P_R1:500)
HDR, SAi 1, KE, N,
N( NAT_DETECTI ON_SOURCE_| P)
N( NAT_DETECTI ON_DESTI NATION_IP) -->

<-- (IP_R1:500 -> | P_| 1: 500)
HDR, SArl, KEr, Nr,
N( NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTI NATI ON_I P)

2) (1P_11:4500 -> | P_Rl: 4500)
HDR SK { IDi, CERT, AUTH,
CP( CFG_REQUEST),
SAi 2, TSi, TSr,

N( MOBI KE_SUPPORTED) } -->

<-- (IP_R1:4500 -> | P_| 1: 4500)
HDR SK { IDr, CERT, AUTH,
CP(CFG_REPLY),
SAr2, TSi, TSr,
N( MOBI KE_SUPPORTED) }

(Initiator gets information fromlower layers that its attachnent
poi nt and address have changed.)

3) (1P_I2:4500 -> | P_RL: 4500)
HDR, SK { N(UPDATE_SA ADDRESSES),
N( NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTINATION IP) } -->

<-- (1P_RL:4500 -> | P_| 2: 4500)
HDR, SK { N(NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTI NATI ON_| P) }

(Responder verifies that the initiator has given it a correct IP
address.)

4) <-- (I P_R1:4500 -> | P_I2:4500)
HDR, SK { N(COXI E2) }

(1 P_12:4500 -> | P_RL: 4500)
HDR, SK { N(COKIE2) } -->

Step 1 is the normal IKE INIT exchange. 1In step 2, the peers inform

each other that they support MOBIKE. In step 3, the initiator
notices a change in its own address, and inforns the responder about
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this by sending an | NFORMATI ONAL request containing the

UPDATE_SA ADDRESSES notification. The request is sent using the new
| P address. At this point, it also starts to use the new address as
a source address in its own outgoing ESP traffic. Upon receiving the
UPDATE_SA ADDRESSES noti fication, the responder records the new
address and, if it is required by policy, perforns a return
routability check of the address. When this check (step 4)

conpl etes, the responder starts to use the new address as the
destination for its outgoing ESP traffic.

Anot her protocol run in a multihom ng scenario is illustrated bel ow
In this scenario, the initiator has one address but the responder has
t wo.

Initiator Responder

1) (1P_11:500 -> | P_RL: 500)
HDR, SAi 1, KEi, N,
N( NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTINATION | P)  -->

<-- (IP_R1:500 -> | P_| 1: 500)
HDR, SAr1, KEr, Nr,
N( NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTI NATI ON_| P)

2) (1P_I1:4500 -> | P_Rl: 4500)
HDR SK { IDi, CERT, AUTH,
CP( CFG_REQUEST),
SAi 2, TSi, TSr,

N( MOBI KE_SUPPORTED) } -->

<-- (IP_R1:4500 -> |P_| 1: 4500)
HDR, SK { IDr, CERT, AUTH,
CP(CFG REPLY),
SAr2, TSi, TSr,
N( MOBI KE_SUPPORTED)
N( ADDI TI ONAL_| P4_ADDRESS) }

(The initiator suspects a problemin the currently used address pair
and probes its liveness.)
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3) (1P_I1:4500 -> | P_Rl: 4500)
HDR, SK { N(NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTINATION IP) } -->

(1P_I1: 4500 -> | P_R1: 4500)
HDR, SK { N(NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTINATION IP) } -->

(Eventually, the initiator gives up on the current address pair and
tests the other avail able address pair.)

4) (IP_11:4500 -> | P_R2: 4500)
HDR, SK { N(NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTI NATI ON_I P) }

<-- (IP_R2: 4500 -> | P_| 1: 4500)
HDR, SK { N(NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTI NATI ON_I P) }

(This worked, and the initiator requests the peer to switch to new
addr esses.)

5) (1P_I1:4500 -> | P_R2: 4500)
HDR, SK { N(UPDATE_SA ADDRESSES),
N( NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTI NATI ON_| P)
N(COKI E2) } -->

<-- (IP_R2:4500 -> | P_| 1: 4500)
HDR, SK { N(NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTI NATI ON_| P)
N( COOKI E2) }

2.3. MBI KE and Network Address Transl ati on ( NAT)

In sone MBI KE scenarios, the network may contain NATs or statefu
packet filters (for brevity, the rest of this docunment sinply
descri bes NATs). The NAT Traversal feature specified in [IKEv2]
allows 1 KEv2 to work through NATs in many cases, and MOBI KE can

| everage this functionality: when the addresses used for |Psec SAs
are changed, MOBI KE can enabl e or disable | KEv2 NAT Traversal, as
needed.

Neverthel ess, there are sone linmtations because NATs usually

i ntroduce an asymmetry into the network: only packets comng fromthe
"inside" cause state to be created. This asymetry leads to
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3.

3.

3.

restrictions on what MOBI KE can do. To give a concrete exanple,
consider a situation where both peers have only a single address, and
the initiator is behind a NAT. |If the responder’s address now
changes, it needs to send a packet to the initiator using its new
address. However, if the NAT is, for instance, of the comon
"restricted cone" type (see [STUN] for one description of different
NAT types), this is not possible. The NAT will drop packets sent
fromthe new address (unless the initiator has previously sent a
packet to that address -- which it cannot do until it knows the

addr ess) .

For sinmplicity, MOBIKE does not attenpt to handle all possible NAT-
rel ated scenarios. |Instead, MOBIKE assunes that if NATs are present,
the initiator is the party "behind" the NAT, and the case where the
responder’s addresses change is not fully supported (meaning that no
special effort is made to support this functionality). Responders
may al so be unaware of NATs or specific types of NATs they are

behi nd. However, when a change has occurred that will cause a | oss
of connectivity, MOBIKE responders will still attenpt to informthe
initiator of the change. Depending on, for instance, the exact type
of NAT, it may or may not succeed. However, analyzing the exact
circunmst ances when this will or will not work is not done in this
docunent .

Pr ot ocol Exchanges
1. Initial I|IKE Exchange

The initiator is responsible for finding a working pair of addresses
so that the initial |IKE exchange can be carried out. Any information
from MOBI KE extensions will only be available |ater, when the
exchange has progressed far enough. Exactly how the addresses used
for the initial exchange are discovered is beyond the scope of this
specification; typical sources of information include |oca
configuration and DNS

If either or both of the peers have nultiple addresses, sone

conbi nations may not work. Thus, the initiator SHOULD try vari ous
source and destination address conbi nati ons when retransnitting the
I KE_SA INIT request.

2. Signaling Support for MOBIKE

| npl enentations that wish to use MOBIKE for a particular | KE_SA MJST
i ncl ude a MOBI KE_SUPPORTED notification in the | KE_AUTH exchange (in
case of multiple | KE_AUTH exchanges, in the nmessage containing the SA
payl oad) .
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The format of the MOBI KE_SUPPORTED notification is described in
Section 4.

3. 3. Initial Tunnel Header Addresses

When an | Psec SA is created, the tunnel header |IP addresses (and
port, if doing UDP encapsul ation) are taken fromthe | KE SA not the
| P header of the | KEv2 nessage requesting the | Psec SA. The
addresses in the IKE_SA are initialized fromthe I P header of the
first | KE_AUTH request.

The addresses are taken fromthe | KE AUTH request because | KEv2
requires changing fromport 500 to 4500 if a NAT is discovered. To
sinplify things, inplenentations that support both this specification
and NAT Traversal MJST change to port 4500 if the correspondent also
supports both, even if no NAT was detected between them (this way,
there is no need to change the ports later if a NAT is detected on
sone ot her path).

3.4. Additional Addresses

Both the initiator and responder MAY include one or nore

ADDI TI ONAL_| P4_ADDRESS and/ or ADDI Tl ONAL_I| P6_ADDRESS notifications in
the | KE_AUTH exchange (in case of nmultiple | KE_ AUTH exchanges, in the
message contai ning the SA payl oad). Here "ADDI TI ONAL_* ADDRESS"
nmeans either an ADDI Tl ONAL_| P4_ADDRESS or an ADDI TI ONAL_| P6_ADDRESS
notification.

Initiator Responder
HDR, SK { ID, [CERT], [IDr], AUTH,
[ CP( CFG_REQUEST) ]
SAi 2, TSi, TSr,
N( MOBI KE_SUPPORTED) ,
[ NCADDI TI ONAL_* _ADDRESS) +] } -->

<-- HDR SK{ IDr, [CERT], AUTH,
[ CP(CFG REPLY)],
SAr2, TSi, TSr,
N( MOBI KE_SUPPORTED)
[ N(ADDI TI ONAL_* _ADDRESS) +] }

The recipient stores this information, but no other action is taken
at this tine.

Al t hough both the initiator and responder maintain a set of peer

addresses (logically associated with the IKE_SA), it is inportant to
note that they use this information for slightly different purposes.
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The initiator uses the set of responder addresses as an input to its
address selection policy; it may, at sone |later point, decide to nove
the IPsec traffic to one of these addresses using the procedure
described in Section 3.5. The responder normally does not use the
set of initiator addresses for anything: the addresses are used only
when the responder’s own addresses change (see Section 3.6).

The set of addresses available to the peers can change during the
lifetime of the I KE_SA. The procedure for updating this information
is described in Section 3.6.

Note that if some of the initiator’s interfaces are behind a NAT
(fromthe responder’s point of view), the addresses received by the
responder will be incorrect. This neans the procedure for changing
responder addresses described in Section 3.6 does not fully work when
the initiator is behind a NAT. For the sane reason, the peers also
SHOULD NOT use this information for any other purpose than what is
explicitly described either in this docunent or a future
specification updating it.

3.5. Changi ng Addresses in | Psec SAs

In MBIKE, the initiator decides what addresses are used in the | Psec
SAs. That is, the responder does not normally update any |Psec SAs
wi t hout receiving an explicit UPDATE SA ADDRESSES request fromthe
initiator. (As described below, the responder can, however, update
the KE_SA in sonme circunstances.)

The reasons why the initiator wishes to change the addresses are

| argely beyond the scope of MOBIKE. Typically, triggers include

i nformati on received fromlower |ayers, such as changes in IP
addresses or link-down indications. Sone of this information can be
unreliable: for instance, |ICWP nessages coul d be spoofed by an
attacker. Unreliable informtion SHOULD be treated only as a hint
that there m ght be a problem and the initiator SHOULD trigger Dead
Peer Detection (that is, send an | NFORMATI ONAL request) to deternne
if the current path is still usable.

Changi ng addresses can al so be triggered by events within I KEv2. At

| east the followi ng events can cause the initiator to re-evaluate its
| ocal address selection policy, possibly |eading to changing the

addr esses.

0 An I KEv2 request has been re-transmitted several tines, but no

valid reply has been received. This suggests the current path is
no | onger worki ng.

Er onen St andards Track [ Page 12]



RFC 4555 MOBI KE Pr ot ocol June 2006

(o]

An | NFORMATI ONAL request contai ning an ADDI TI ONAL_| P4_ADDRESS

ADDI TI ONAL_| P6_ADDRESS, or NO _ADDI TI ONAL_ADDRESSES notification is
received. This nmeans the peer’s addresses may have changed. This
is particularly inportant if the announced set of addresses no

| onger contains the currently used address.

An UNACCEPTABLE_ADDRESSES notification is received as a response
to address update request (described bel ow).

The initiator receives a NAT _DETECTI ON DESTI NATION | P notification
that does not match the previ ous UPDATE SA ADDRESSES response (see
Section 3.8 for a nore detailed description).

The description in the rest of this section assunes that the
initiator has al ready deci ded what the new addresses should be. Wen
this decision has been made, the initiator:

(0]

Er onen

Updates the |KE SA with the new addresses, and sets the
"pendi ng_update" flag in the | KE_SA

Updates the | Psec SAs associated with this |KE_SA with the new
addresses (unless the initiator’s policy requires a return
routability check before updating the I Psec SAs, and the check has
not been done for this responder address yet).

If the | Psec SAs were updated in the previous step: If NAT
Traversal is not enabled, and the responder supports NAT Traversa
(as indicated by NAT detection payloads in the IKESAINT
exchange), and the initiator either suspects or knows that a NAT
is likely to be present, enables NAT Traversal (that is, enables
UDP encapsul ati on of outgoing ESP packets and sendi ng of NAT-
Keepal i ve packets).

If there are outstanding | KEv2 requests (requests for which the
initiator has not yet received a reply), continues retransmtting
them using the addresses in the | KE_ SA (the new addresses).

When the wi ndow size allows, sends an | NFORMATI ONAL request
cont ai ni ng t he UPDATE_SA ADDRESSES noti fication (which does not
contain any data), and clears the "pendi ng_update" flag. The
request will be as follows:
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Initiator Responder
HDR, SK { N(UPDATE_SA ADDRESSES),
[ N( NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTI NATION_I P) ],
[ NCNO_NATS_ALLOWED) ],
[N(COXKI E2)] } -->

If a new address change occurs while waiting for the response,
starts again fromthe first step (and ignores responses to this
UPDATE_SA ADDRESSES request) .

When processing an | NFORMATI ONAL request containing the
UPDATE_SA ADDRESSES notification, the responder:

(0]

Det erm nes whether it has already received a newer

UPDATE_SA ADDRESSES request than this one (if the responder uses a
wi ndow si ze greater than one, it is possible that requests are
received out of order). |If it has, a nornal response nessage
(described below) is sent, but no other action is taken.

If the NO NATS ALLOAED notification is present, processes it as
descri bed in Section 3.9.

Checks that the (source |IP address, destination |IP address) pair
in the I P header is acceptable according to local policy. [If it
is not, replies with a nessage containing the
UNACCEPTABLE_ADDRESSES noti ficati on (and possi bly COOKI E2).

Updates the | P addresses in the IKE SAwith the values fromthe IP
header. (Using the address fromthe I P header is consistent with
normal | KEv2, and allows | KEv2 to work with NATs w t hout needing
uni | ateral self-address fixing [ UNSAF].)

Replies with an | NFORMATI ONAL response:

Initiator Responder
<-- HDR, SK { [ N(NAT_DETECTI ON_SOURCE_I P),
N( NAT_DETECTI ON_DESTI NATION_I P) ],
[N(COXKI E2)] }

If necessary, initiates a return routability check for the new
initiator address (see Section 3.7) and waits until the check is
conpl et ed.

Updates the | Psec SAs associated with this IKE_ SA with the new
addr esses.
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o |f NAT Traversal is supported and NAT detection payl oads were
i ncl uded, enabl es or disables NAT Traversal

When the initiator receives the reply:

o |If an address change has occurred after the request was first
sent, no MOBIKE processing is done for the reply nessage because a
new UPDATE_SA ADDRESSES is going to be sent (or has already been
sent, if wi ndow size greater than one is in use).

o If the response contains the UNEXPECTED NAT_DETECTED notification
the initiator processes the response as described in Section 3.9.

o |If the response contains an UNACCEPTABLE_ADDRESSES noti fi cation
the initiator MAY sel ect another addresses and retry the exchange,
keep on using the previously used addresses, or disconnect.

0 It updates the I Psec SAs associated with this IKE_SA with the new
addresses (unless this was already done earlier before sending the
request; this is the case when no return routability check was
required).

o |If NAT Traversal is supported and NAT detection payl oads were
included, the initiator enables or disables NAT Traversal

There is one exception to the rule that the responder never updates
any | Psec SAs without receiving an UPDATE_SA ADDRESSES request. |f
the source address that the responder is currently using becones
unavail able (i.e., sending packets using that source address is no

| onger possible), the responder is allowed to update the I Psec SAs to
use sone other address (in addition to initiating the procedure
described in the next section).

3.6. Updating Additional Addresses

As described in Section 3.4, both the initiator and responder can
send a list of additional addresses in the | KE AUTH exchange. This
i nformati on can be updated by sendi ng an | NFORMATI ONAL exchange
request message that contains either one or nore

ADDI Tl ONAL | P4_ADDRESS/ ADDI TI ONAL_| P6_ADDRESS notifications or the
NO_ADDI TI ONAL_ADDRESSES noti fication

If the exchange initiator has only a single IP address, it is placed
in the | P header, and the nessage contains the
NO_ADDI TI ONAL_ADDRESSES notification. |f the exchange initiator has
several addresses, one of themis placed in the |IP header, and the
rest in ADDI Tl ONAL_I| P4_ADDRESS/ ADDI TI ONAL_| P6_ADDRESS notifi cati ons.
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The new |ist of addresses replaces the old information (in other
words, there are no separate add/del ete operations; instead, the
complete list is sent every tine these notifications are used).

The message exchange will | ook as foll ows:

Initiator Responder
HDR, SK { [ N(ADDI Tl ONAL_* ADDRESS) +],
[ N( NO_ADDI TI ONAL_ADDRESSES) |,
[ NCNO_NATS _ALLOWED) ],
[N(COKIE2)] } -->

<-- HDR, SK { [N(COXIE2)] }
When a request containing an ADDI TI ONAL_I| P4_ADDRESS,
ADDI TI ONAL_| P6_ADDRESS, or NO_ADDI TI ONAL_ADDRESSES notification is
recei ved, the exchange responder:

0 Determines whether it has already received a newer request to
update the addresses (if a w ndow size greater than one is used,

it is possible that the requests are received out of order). |If
it has, a response nessage is sent, but the address set is not
updat ed.

o |If the NO NATS ALLOAED notification is present, processes it as
described in Section 3.9.

0 Updates the set of peer addresses based on the |IP header and the
ADDI Tl ONAL_| P4_ADDRESS, ADDI Tl ONAL_I| P6_ADDRESS, and
NO_ADDI Tl ONAL_ADDRESSES noti fi cati ons.

0 Sends a response.

The initiator MAY include these notifications in the sane request as
UPDATE_SA_ADDRESSES.

If the request to update the addresses is retransnmitted using several
di fferent source addresses, a new | NFORMATI ONAL request MUST be sent.

There is one additional conplication: when the responder wants to
update the address set, the currently used addresses nmay no | onger
work. In this case, the responder uses the additional address |ist
received fromthe initiator, and the list of its own addresses, to
determi ne which addresses to use for sending the | NFORMATI ONAL
request. This is the only time the responder uses the additional
address list received fromthe initiator.
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Note that both peers can have their own policies about what addresses
are acceptable to use, and certain types of policies may sinplify

i mpl ementation. For instance, if the responder has a single fixed
address, it does not need to process the ADDI Tl ONAL_| P4 ADDRESS and
ADDI TI ONAL_I| P6_ADDRESS notifications it receives (beyond ignoring
unrecogni zed status notifications, as already required in [IKEV2Z]).
Furthernmore, if the initiator has a policy saying that only the
responder address specified in |ocal configuration is acceptable, it
does not have to send its own additional addresses to the responder
(since the responder does not need them except when changing its own
addr ess).

3.7. Return Routability Check

Both parties can optionally verify that the other party can actually
recei ve packets at the clainmed address. By default, this "return
routability check” SHOULD be perfornmed. In environnments where the
peer is expected to be well-behaved (many corporate VPNs, for

i nstance), or the address can be verified by sonme other neans (e.g.
a certificate issued by an authority trusted for this purpose), the
return routability check MAY be omitted.

The check can be done before updating the | Psec SAs, i mediately
after updating them or continuously during the connection. By
default, the return routability check SHOULD be done before updating
the | Psec SAs, but in some environnments it MAY be postponed unti
after the I Psec SAs have been updat ed.

Any | NFORMATI ONAL exchange can be used for return routability

pur poses, with one exception (described later in this section): when
a valid response is received, we know the other party can receive
packets at the clai ned address.

To ensure that the peer cannot generate the correct | NFORVATI ONAL
response without seeing the request, a new payload is added to

| NFORVATI ONAL nessages. The sender of an | NFORMATI ONAL request NAY
include a COKIE2 notification, and if included, the recipient of an
| NFORMATI ONAL request MJST copy the notification as-is to the
response. Wen processing the response, the original sender MJST
verify that the value is the same one as sent. |If the values do not
mat ch, the I KE_SA MJST be closed. (See also Section 4.2.5 for the
format of the COOKIE2 notification.)
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The exception nentioned earlier is as follows: If the same

| NFORMATI ONAL request has been sent to several different addresses
(i.e., the destination address in the | KE_SA has been updated after
the request was first sent), receiving the | NFORVATI ONAL response
does not tell which address is the working one. 1In this case, a new
| NFORMATI ONAL request needs to be sent to check return routability.

3.8. Changes in NAT Mappi ngs

| KEv2 perfornms Dead Peer Detection (DPD) if there has recently been
only outgoing traffic on all of the SAs associated with the | KE_SA.

In MBI KE, these nessages can al so be used to detect if NAT nappi ngs
have changed (for exanple, if the keepalive interval is too |long, or
the NAT box is rebooted). Mre specifically, if both peers support
both this specification and NAT Traversal, the

NAT_DETECTI ON_SOURCE_| P and NAT_DETECTI ON_DESTI NATI ON_I P
notifications MAY be included in any | NFORMATI ONAL request; if the
request includes them the responder MJST al so include themin the
response (but no other action is taken, unless otherw se specified).

When the initiator is behind a NAT (as detected earlier using the
NAT_DETECTI ON_SOURCE_| P and NAT_DETECTI ON_DESTI NATI ON_I P
notifications), it SHOULD include these notifications in DPD nessages
and conpare the recei ved NAT _DETECTI ON_DESTI NATION I P notifications
with the value fromthe previ ous UPDATE SA ADDRESSES response (or the
IKE_SA INIT response). |If the values do not match, the |IP address
and/ or port seen by the responder has changed, and the initiator
SHOULD send UPDATE_SA ADDRESSES as described in Section 3.5. |If the
initiator suspects that the NAT nmappi ng has changed, it MAY al so skip
the detection step and send UPDATE SA ADDRESSES i nmmedi ately. This
saves one roundtrip if the NAT mappi ng has indeed changed.

Note that this approach to detecting NAT mappi ng changes may cause an
extra address update when the IKE_SA is rekeyed. This is because the
NAT_DETECTI ON_DESTI NATI ON_I P hash al so includes the | KE Security

Par anet er | ndexes (SPls), which change when perform ng rekeying.

Thi s unnecessary update is harm ess, however.

When MOBIKE is in use, the dynam c updates (specified in [IKEVZ],
Section 2.23), where the peer address and port are updated fromthe
| ast valid authenticated packet, work in a slightly different
fashi on. The host not behind a NAT MUST NOT use these dynanic
updates for | KEv2 packets, but MAY use them for ESP packets. This
ensures that an | NFORMATI ONAL exchange that does not contain
UPDATE_SA ADDRESSES does not cause any changes, allowing it to be
used for, e.g., testing whether a particul ar path works.
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3.9. NAT Prohibition

Basi c | KEv2/ | Psec wi thout NAT Traversal support may work across sone
types of one-to-one "basic" NATs and | Pv4/I1Pv6 translation agents in
tunnel node. This is because the IKEv2 integrity checksum does not
cover the addresses in the IP header. This may be considered a
problemin sonme circunstances, because in sone sense any nodification
of the I P addresses can be considered an attack

This specification addresses the issue by protecting the | P addresses
when NAT Traversal has not been explicitly enabled. This neans that
MOBI KE wi t hout NAT Traversal support will not work if the paths
contain NATs, |Pv4/IPv6 translation agents, or other nodes that
nodi fy the addresses in the IP header. This feature is mainly
intended for IPv6 and site-to-site VPN cases, where the

adm ni strators may know beforehand that NATs are not present, and
thus any nodification to the packet can be considered an attack

More specifically, when NAT Traversal is not enabled, all nessages
that can update the addresses associated with the | KE SA and/or | Psec
SAs (the first | KE_AUTH request and all | NFORMATI ONAL requests that
contain any of the follow ng notifications: UPDATE SA ADDRESSES,
ADDI TI ONAL_| P4_ADDRESS, ADDI TI ONAL_| P6_ADDRESS,
NO_ADDI TI ONAL_ADDRESSES) MUST al so i nclude a NO_NATS_ALLOWED
notification. The exchange responder MJST verify that the contents
of the NO NATS ALLOWED notification match the addresses in the IP
header. |If they do not match, a response containing an
UNEXPECTED_NAT_DETECTED notification is sent. The response nessage
is sent to the address and port that the correspondi ng request came
from not to the address contained in the NO NATS ALLOWED
notification.

If the exchange initiator receives an UNEXPECTED NAT_DETECTED
notification in response to its | NFORMATI ONAL request, it SHOULD
retry the operation several tinmes using new | NFORVMATI ONAL requests
Simlarly, if the initiator recei ves UNEXPECTED NAT DETECTED in the
| KE_AUTH exchange, it SHOULD retry | KE SA establishment severa
tinmes, starting froma new IKE SAINT request. This ensures that an
attacker who is able to nodify only a single packet does not
unnecessarily cause a path to remain unused. The exact nunber of
retries is not specified in this docunment because it does not affect
interoperability. However, because the | KE nessage will also be
rejected if the attacker nodifies the integrity checksumfield, a
reasonabl e nunber here would be the number of retries that is being
used for normal retransmi ssions.
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I f an UNEXPECTED NAT DETECTED notification is sent, the exchange
responder MJST NOT use the contents of the NO NATS_ALLOWED
notification for any other purpose than possibly |ogging the

i nformati on for troubl eshooting purposes.

3.10. Path Testing

| KEv2 Dead Peer Detection allows the peers to detect if the currently
used path has stopped working. However, if either of the peers has
several addresses, Dead Peer Detection al one does not tell which of

t he ot her paths m ght work.

If required by its address selection policy, the initiator can use
normal | KEv2 | NFORMATI ONAL request/response nessages to test whether
a certain path works. Inplenmentations MAY do path testing even if
the path currently being used is working to, for exanple, detect when
a better (but previously unavail able) path becones avail abl e.

3.11. Failure Recovery and Ti neouts

In MOBIKE, the initiator is responsible for detecting and recovering
fromnmost failures

To give the initiator enough tinme to detect the error, the responder
SHOULD use relatively long tinmeout intervals when, for instance,
retransmitting | KEv2 requests or deciding whether to initiate Dead
Peer Detection. Wile no specific timeout lengths are required, it
i s suggested that responders continue retransnmitting | KEv2 requests
for at least five mnutes before giving up

3.12. Dead Peer Detection

MOBI KE uses the same Dead Peer Detection nethod as normal | KEv2, but
as addresses may change, it is not sufficient to just verify that the
peer is alive, but also that it is synchronized with the address
updates and has not, for instance, ignored an address update due to
failure to conplete return routability test. This nmeans that when
there are inconing | Psec packets, MBI KE nodes SHOULD i nspect the
addresses used in those packets and determ ne that they correspond to
those that should be enployed. |If they do not, such packets SHOULD
NOT be used as evidence that the peer is able to communicate with
this node and or that the peer has received all address updates.
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4. Payl oad Fornats

This specification defines several new | KEv2 Notify payl oad types.
See [I KEv2], Section 3.10, for a general description of the Notify
payl oad.

4.1. Notify Messages - Error Types
4,1.1. UNACCEPTABLE ADDRESSES Notify Payl oad

The responder can include this notification in an | NFORVATI ONAL
exchange response to indicate that the address change in the
correspondi ng request nessage (which contai ned an UPDATE_SA ADDRESSES
notification) was not carried out.

The Notify Message Type for UNACCEPTABLE _ADDRESSES is 40. The
Protocol ID and SPI Size fields are set to zero. There is no data
associated with this Notify type.

4.1.2. UNEXPECTED NAT_DETECTED Notify Payl oad
See Section 3.9 for a description of this notification.

The Notify Message Type for UNEXPECTED NAT DETECTED is 41. The
Protocol ID and SPI Size fields are set to zero. There is no data
associated with this Notify type.

4.2. Notify Messages - Status Types
4.2.1. MOBI KE_SUPPORTED Notify Payl oad

The MOBI KE_SUPPORTED notification is included in the | KE_AUTH
exchange to indicate that the inplenentation supports this
speci fication.

The Notify Message Type for MOBI KE SUPPORTED is 16396. The Protocol
ID and SPI Size fields are set to zero. The notification data field
MUST be left enpty (zero-length) when sending, and its contents (if
any) MJST be ignored when this notification is received. This allows
the field to be used by future versions of this protocol

4.2.2. ADDI TI ONAL_| P4_ADDRESS and ADDI TI ONAL_I P6_ADDRESS Noti fy
Payl oads

Both parties can include ADDI TI ONAL_| P4_ADDRESS and/ or

ADDI TI ONAL_I| P6_ADDRESS notifications in the | KE AUTH exchange and
| NFORVATI ONAL exchange request nessages; see Section 3.4 and
Section 3.6 for nore detail ed description.
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The Notify Message Types for ADDI TI ONAL_I P4 ADDRESS and

ADDI TI ONAL_| P6_ADDRESS are 16397 and 16398, respectively. The
Protocol ID and SPI Size fields are set to zero. The data associated
with these Notify types is either a four-octet |Pv4 address or a
16-octet |Pv6 address.

4.2.3. NO_ADDI TI ONAL_ADDRESSES Notify Payl oad

The NO_ADDI TI ONAL_ADDRESSES notification can be included in an

| NFORMATI ONAL exchange request nessage to indicate that the exchange
initiator does not have addresses beyond the one used in the exchange
(see Section 3.6 for nore detailed description).

The Notify Message Type for NO ADDI TI ONAL_ADDRESSES is 16399. The
Protocol ID and SPI Size fields are set to zero. There is no data
associated with this Notify type.

4.2.4. UPDATE_SA ADDRESSES Notify Payl oad

This notification is included in | NFORVATI ONAL exchange requests sent
by the initiator to update addresses of the | KE_SA and | Psec SAs (see
Section 3.5).

The Notify Message Type for UPDATE SA ADDRESSES is 16400. The
Protocol ID and SPI Size fields are set to zero. There is no data
associated with this Notify type.

4.2.5. COXKIE2 Notify Payl oad

This notification MAY be included in any | NFORVATI ONAL request for
return routability check purposes (see Section 3.7). |If the

| NFORMATI ONAL request includes COXKIE2, the exchange responder MJST
copy the notification to the response nessage.

The data associated with this notification MIJST be between 8 and 64
octets in length (inclusive), and MJUST be chosen by the exchange
initiator in a way that is unpredictable to the exchange responder
The Notify Message Type for this nessage is 16401. The Protocol ID
and SPI Size fields are set to zero

4.2.6. NO_NATS ALLOWED Noti fy Payl oad
See Section 3.9 for a description of this notification
The Notify Message Type for this nessage is 16402. The notification
data contains the I P addresses and ports fromto which the packet was

sent. For IPv4, the notification data is 12 octets long and is
defined as foll ows:

Er onen St andards Track [ Page 22]



RFC 4555 MOBI KE Pr ot ocol June 2006

1 2 3
012345678901234567890123456789°01
T S T T T G T S TR S U S G S T T S
! Sour ce | Pv4 address !
B i T S e et e S S e S it sl sl it S SR SR R S SR S S S
! Destinati on | Pv4 address !
i A S S g S S
! Source port ! Desti nati on port !
T B T T S SIS S S S T S S S S T S S

For 1Pv6, the notification data is 36 octets long and is defined as
fol | ows:

1 2 3

01234567890123456789012345678901
B s T s s e T o e S T ks et s oot ST S S S o S S 3
|

! Source | Pv6 address
!
|
+

I S S T o S S M T S e o

——— e m e e e

!
! Destination | Pv6 address
|
|

B Lt r s i i i o o T s ks S R S
! Sour ce port ! Desti nati on port !
B s T s s e T o e S T ks et s oot ST S S S o S S 3

The Protocol ID and SPI Size fields are set to zero.
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5.

5.

5.

Security Considerations

The main goals of this specification are to maintain the security
of fered by usual | KEv2 procedures and to counter nobility-rel ated
threats in an appropriate manner. This section describes new
security considerations introduced by MBIKE. See [IKEv2] for
security considerations for IKEv2 in general

1. Traffic Redirection and Hijacking

MOBI KE payl oads rel ating to updati ng addresses are encrypted,
integrity protected, and replay protected using the IKE_ SA. This
assures that no one except the participants can, for instance, give a
control nessage to change the addresses.

However, as with normal |KEv2, the actual I P addresses in the IP
header are not covered by the integrity protection. This nmeans that
a NAT between the parties (or an attacker acting as a NAT) can nodify
t he addresses and cause incorrect tunnel header (outer) |IP addresses
to be used for | Psec SAs. The scope of this attack is linmted mainly
to denial of service because all traffic is protected using |Psec.

This attack can only be | aunched by on-path attackers that are
capabl e of nodifying | KEv2 nessages carrying NAT detection payl oads
(such as Dead Peer Detection nmessages). By nodifying the I P header
of these packets, the attackers can |l ead the peers to believe a new
NAT or a changed NAT bindi ng exists between them The attack can
continue as long as the attacker is on the path, nodifying the | KEv2
messages. If this is no |longer the case, |KEv2 and MOBI KE nechani sns
designed to detect NAT mappi ng changes will eventually recogni ze that
the intended traffic is not getting through, and will update the
addresses appropriately.

MBI KE i ntroduces the NO NATS ALLOWED notification that is used to
detect nodification, by outsiders, of the addresses in the |IP header
When this notification is used, comuni cation through NATs and ot her
address translators is inpossible, so it is sent only when not doing
NAT Traversal. This feature is mainly intended for IPv6 and site-to-
site VPN cases, where the adninistrators nmay know bef orehand t hat
NATs are not present.

2. | Psec Payl oad Protection

The use of | Psec protection on payload traffic protects the

partici pants agai nst disclosure of the contents of the traffic,
should the traffic end up in an incorrect destination or be subject
to eavesdr oppi ng.
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However, security associations originally created for the protection
of a specific flow between specific addresses nay be updated by

MOBI KE | ater on. This has to be taken into account if the (outer) IP
address of the peer was used when deciding what kind of |IPsec SAs the
peer is allowed to create.

For instance, the level of required protection night depend on the
current location of the VPN client, or access might be allowed only
fromcertain | P addresses.

It is reconmmended that security policies, for peers that are allowed
to use MOBIKE, are configured in a nmanner that takes into account
that a single security association can be used at different tines

t hrough paths of varying security properties.

This is especially critical for traffic selector authorization. The
(l ogical) Peer Authorization Database (PAD) contains the information
used by | KEv2 when deternining what kind of |IPsec SAs a peer is
allowed to create. This process is described in [IPsecArch], Section
4.4.3. \Wen a peer requests the creation of an IPsec SA with sone
traffic selectors, the PAD nust contain "Child SA Authorization Data"
linking the identity authenticated by | KEv2 and the addresses
permtted for traffic selectors. See also [Clarifications] for a
nore extensive discussion.

It is inmportant to note that sinply sending | KEv2 packets using some
particul ar address does not automatically inply a permission to
create I Psec SAs with that address in the traffic selectors.

However, sone inplenmentations are known to use policies where sinply
bei ng reachabl e at sone address X inplies a tenporary pernission to
create I Psec SAs for address X. Here "being reachabl e" usually neans
the ability to send (or spoof) |P packets with source address X and
recei ve (or eavesdrop) packets sent to X

Using this kind of policies or extensions with MOBI KE nmay need
special care to enforce the tenporary nature of the pernission. For
exanpl e, when the peer noves to sone other address Y (and is no

| onger reachable at X), it might be necessary to close I Psec SAs with
traffic selectors matching X. However, these interactions are beyond
the scope of this docunent.

5.3. Denial-of-Service Attacks against Third Parties

Traffic redirection may be perfornmed not just to gain access to the
traffic or to deny service to the peers, but also to cause a denial -
of -service attack on a third party. For instance, a high-speed TCP
session or a multimedia streammay be redirected towards a victim
host, causing its communications capabilities to suffer
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The attackers in this threat can be either outsiders or even one of
the I KEv2 peers. |In usual VPN usage scenarios, attacks by the peers
can be easily dealt with if the authentication perforned in the
initial 1KEv2 negotiation can be traced to persons who can be held
responsible for the attack. This may not be the case in all
scenarios, particularly with opportuni stic approaches to security.

If the attack is launched by an outsider, the traffic flow would
normal |y stop soon due to the |ack of responses (such as transport

| ayer acknow edgenents). However, if the original recipient of the
flowis malicious, it could maintain the traffic flow for an extended
period of tine, since it often would be able to send the required
acknow edgenents (see [Aura02] for nore discussion).

It should also be noted, as shown in [Bonbing], that w thout ingress
filtering in the attacker’s network, such attacks are already

possi ble sinply by sendi ng spoofed packets fromthe attacker to the
victimdirectly. Furthernore, if the attacker’s network has ingress
filtering, this attack is largely prevented for MOBIKE as well.
Consequently, it makes little sense to protect against attacks of
simlar nature in MOBIKE. However, it still makes sense to linmit the
anplification capabilities provided to attackers, so that they cannot
use streamredirection to send a | arge nunber of packets to the
victimby sending just a few packets thensel ves.

This specification includes return routability tests to linit the
duration of any "third party bombing" attacks by off-path (relative
to the victim attackers. The tests are authenticated nessages that
the peer has to respond to, and can be perforned before the address
change takes effect, immediately afterwards, or even periodically
during the session. The tests contain unpredictable data, and only
sonmeone who has the keys associated with the | KE SA and has seen the
request packet can properly respond to the test.

The duration of the attack can also be limted if the victimreports
the unwanted traffic to the originating | Psec tunnel endpoint using
| CMP error nmessages or INVALID SPI notifications. As described in
[ KEv2], Section 2.21, this SHOULD trigger a liveness test, which

al so doubles as a return routability check if the COOKIE2
notification is included.

5.4. Spoofing Network Connectivity Indications

Attackers may spoof various indications fromlower |ayers and the
network in an effort to confuse the peers about which addresses are
or are not working. For exanple, attackers may spoof |ink-Iayer
error nessages in an effort to cause the parties to nove their
traffic el sewhere or even to disconnect. Attackers may al so spoof
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information related to network attachnments, router discovery, and
address assignnents in an effort to make the parties believe they
have Internet connectivity when, in reality, they do not.

This may cause use of non-preferred addresses or even denial of
servi ce.

MOBI KE does not provide any protection of its own for indications
fromother parts of the protocol stack. These vulnerabilities can be
mtigated through the use of techniques specific to the other parts
of the stack, such as validation of 1CW errors [ICVWPAttacks], link

| ayer security, or the use of [SEND] to protect |Pv6 Router and

Nei ghbor Di scovery.

Utimtely, MOBIKE depends on the delivery of |KEv2 nessages to

det erm ne which paths can be used. |If |IKEv2 nessages sent using a
particul ar source and destination addresses reach the recipient and a
reply is received, MOBIKE will usually consider the path working; if
no reply is received even after retransnissions, MBIKE will suspect
the path is broken. An attacker who can consistently control the
delivery or non-delivery of the | KEv2 nessages in the network can
thus influence which addresses actually get used.

5.5. Address and Topol ogy Di scl osure

MOBI KE address updates and the ADDI TI ONAL_| P4 ADDRESS/
ADDI TI ONAL_| P6_ADDRESS notifications reveal information about which
net wor ks the peers are connected to.

For exanple, consider a host Awith two network interfaces: a
cellular connection and a wired Ethernet connection to a conpany LAN.
I f host A now contacts host B using | KEv2 and sends

ADDI TI ONAL | P4_ADDRESS/ ADDI TI ONAL_| P6_ADDRESS noti ficati ons, host B
receives additional information it mght not otherw se know. If host
A used the cellular connection for the IKEv2 traffic, host B can al so
see the conpany LAN address (and perhaps further guess that host Ais
used by an enpl oyee of that conpany). |If host A used the conpany LAN
to make the connection, host B can see that host A has a subscription
fromthis particular cellular operator

These additional addresses can al so disclose nore accurate | ocation
informati on than just a single address. Suppose that host A uses its
cellular connection for IKEv2 traffic, but also sends an

ADDI TI ONAL_| P4_ADDRESS notification containing an | P address
corresponding to, say, a wireless LAN at a particular coffee shop
location. It is likely that host B can now nake a much better guess
at A's location than woul d be possible based on the cellular IP
address al one.
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Furthernore, as described in Section 3.4, sone of the addresses coul d
al so be private addresses behind a NAT.

In many environments, disclosing address information is not a problem
(and indeed it cannot be avoided if the hosts wi sh to use those
addresses for IPsec traffic). For instance, a renpote access VPN
client could consider the corporate VPN gateway sufficiently
trustworthy for this purpose. Furthernore, the

ADDI Tl ONAL_| P4_ADDRESS and ADDI TI ONAL_| P6_ADDRESS notifications are
sent encrypted, so the addresses are not visible to eavesdroppers

(unl ess, of course, they are later used for sending | KEv2/1Psec
traffic).

However, if MOBIKE is used in sonme nore opportunistic approach, it
can be desirable to linmt the information that is sent. Naturally,
the peers do not have to disclose any addresses they do not want to
use for IPsec traffic. Also, as noted in Section 3.6, an initiator
whose policy is to always use the locally configured responder
address does not have to send any ADDI TlI ONAL_| P4 _ADDRESS/

ADDI TI ONAL_| P6_ADDRESS payl oads.

6. | ANA Considerations
Thi s docunent does not create any new nanespaces to be maintained by
| ANA, but it requires new val ues in nanespaces that have been defined
in the | KEv2 base specification [|IKEv2].

Thi s docunent defi nes several new | KEv2 notifications whose val ues
have been allocated fromthe "I KEv2 Notify Message Types" nanmespace.

Notify Messages - Error Types Val ue
UNACCEPTABLE_ADDRESSES 40
UNEXPECTED _NAT_DETECTED 41

Notify Messages - Status Types Val ue

MOBI KE_SUPPORTED 16396
ADDI TI ONAL_| P4_ADDRESS 16397
ADDI TI ONAL_| P6_ADDRESS 16398
NO_ADDI TI ONAL_ADDRESSES 16399
UPDATE_SA_ADDRESSES 16400
COOKI E2 16401
NO_NATS_ALLOWED 16402

These notifications are described in Section 4.
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Appendi x A. I nplenmentation Considerations
A.1. Links from SPD Cache to Qutbound SAD Entries

[ PsecArch], Section 4.4.2, says that "For outbound processing, each
SAD entry is pointed to by entries in the SPD-S part of the SPD
cache". The docunent does not specify how exactly this "pointing" is
done, since this is an inplenmentation detail that does not have to be
st andar di zed.

However, it is clear that the links between the SPD cache and the SAD
have to be done correctly to ensure that outbound packets are sent
over the right SA. Sone inplenentati ons are known to have probl ens
in this area

In particular, sinply storing the (renote tunnel header |P address,
renote SPI) pair in the SPD cache is not sufficient, since the pair
does not always uniquely identify a single SAD entry. For instance,
two hosts behind the sane NAT can accidentally happen to choose the
sane SPI value. The situation can also occur when a host is assigned
an | P address previously used by sone other host, and the SAs
associated with the old host have not yet been del eted by Dead Peer
Detection. This may | ead to packets being sent over the wong SA or
if the key nmanagenent daenon ensures the pair is unique, denying the
creation of otherw se valid SAs.

Storing the renote tunnel header |P address in the SPD cache may al so
conplicate the inplenentation of MOBIKE, since the address can change
during the lifetine of the SA  Thus, we recomend i nplenenting the

I i nks between the SPD cache and the SAD in a way that does not
require nodification when the tunnel header |IP address is updated by
MOBI KE.

A.2. Creating Qutbound SAs

When an out bound packet requires | Psec processing but no suitable SA
exists, a new SAwll be created. In this case, the host has to
deternmine (1) who is the right peer for this SA (2) whether the host
already has an IKE_SA with this peer, and (3) if no | KE_SA exists,
the I P address(es) of the peer for contacting it.

Nei t her [l PsecArch] nor MBI KE specifies how exactly these three
steps are carried out. [IPsecArch], Section 4.4.3.4, says:
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For exanple, assune that |KE A receives an outbound packet
destined for | P address X, a host served by a security gateway.
RFC 2401 [ RFC2401] and this docunent do not specify how A

determ nes the address of the | KE peer serving X. However, any
peer contacted by A as the presuned representative for X nust be
registered in the PAD in order to allow the | KE exchange to be

aut henticated. Moreover, when the authenticated peer asserts that
it represents Xinits traffic selector exchange, the PAD will be
consulted to deternmine if the peer in question is authorized to
represent X

In step 1, there nmay be nore than one possible peer (e.g., severa
security gateways that are allowed to represent X). In step 3, the
host nmay need to consult a directory such as DNS to deternine the
peer | P address(es).

When perform ng these steps, inplenentations may use information
contained in the SPD, the PAD, and possibly sone other

i mpl enent ati on-specific databases. Regardl ess of how exactly the
steps are inplenmented, it is inportant to renmenber that | P addresses
can change, and that an | P address al one does not al ways uni quely
identify a single | KE peer (for the same reasons as why the

conmbi nation of the renote | P address and SPI does not uniquely
identify an outbound | Psec SA; see Appendix A 1). Thus, in steps 1
and 2 it nay be easier to identify the "right peer" using its
authenticated identity instead of its current |IP address. However,
these inplenentation details are beyond the scope of this

speci fication.
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