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Abst r act
Thi s docunent provides an anal ysis of sone threats against Internet
mai |l that are intended to be addressed by signature-based mai
aut hentication, in particular Donmai nKeys ldentified Mail. It
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1. Introduction

The Donmai nKeys ldentified Mail (DKIM protocol is being specified by
the 1 ETF DKI M Wrking Group. The DKIM protocol defines a nechanism
by which enail nessages can be cryptographically signed, pernitting a
signing domain to claimresponsibility for the use of a given enmuil
address. Message recipients can verify the signature by querying the
signer’s domain directly to retrieve the appropriate public key, and
thereby confirmthat the nmessage was attested to by a party in
possession of the private key for the signing domain. This docunent
addresses threats relative to two works in progress by the DKIM

Wor ki ng Group, the DKIM signature specification [DKIMBASE] and DKIM
Sender Signing Practices [DKI M SSP].

Once the attesting party or parties have been established, the

reci pient may eval uate the nessage in the context of additiona

i nformati on such as locally-naintained whitelists, shared reputation
services, and/or third-party accreditation. The description of these
mechani snms is outside the scope of the | ETF DKI M Wbrki ng G oup
effort. By applying a signature, a good player enables a verifier to
associate a positive reputation with the nessage, in hopes that it
will receive preferential treatnent by the recipient.

This effort is not intended to address threats associated with
nessage confidentiality nor does it intend to provide a | ong-term
archival signature.

1.1. Term nol ogy and Nbdel

An administrative unit (AU) is the portion of the path of an enil
nmessage that is under conmon administration. The originator and
recipient typically develop trust relationships with the

adm nistrative units that send and receive their email, respectively,
to performthe signing and verification of their nessages.

The origin address is the address on an enmil nessage, typically the
RFC 2822 From address, which is associated with the alleged author
of the nmessage and is displayed by the recipient’s Miil User Agent
(MJA) as the source of the nessage.
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The following diagramillustrates a typical usage flowchart for DKIM
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DKI M operates entirely on the content (body and sel ected header
fields) of the nessage, as defined in RFC 2822 [ RFC2822]. The

transm ssion of nmessages via SMIP, defined in RFC 2821 [ RFC2821], and
such el enments as the envel ope-from and envel ope-to addresses and the
HELO dormain are not relevant to DKIMverification. This is an

i ntentional decision nmade to allow verification of nmessages via
protocol s other than SMIP, such as POP [ RFC1939] and | MAP [ RFC3501]
whi ch an MJA acting as a verifier mght use.

The Sender Signing Practices Query referred to in the di agram above
is a neans by which the verifier can query the alleged author’s
domain to determne their practices for signing nessages, which in
turn may influence their evaluation of the nmessage. If, for exanple,
a nmessage arrives without any valid signatures, and the all eged

aut hor’s domain advertises that they sign all nessages, the verifier
m ght handl e that nmessage differently than if a signature was not
necessarily to be expected.
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1. 2. Document Structure

The remai nder of this docunent describes the problens that DKIM night
be expected to address, and the extent to which it may be successfu
in so doing. These are described in terns of the potential bad
actors, their capabilities and location in the network, and the bad
acts that they mght wish to commit.

This is followed by a description of postulated attacks on DKIM
nmessage signing and on the use of Sender Signing Practices to assist
in the treatnent of unsigned nmessages. A list of derived
requirenents is also presented, which is intended to guide the DKIM
desi gn and revi ew process.

The sections dealing with attacks on DKIM each begin with a table
summari zing the postulated attacks in each category along with their
expected inmpact and likelihood. The follow ng definitions were used
as rough criteria for scoring the attacks:

| npact :

H gh: Affects the verification of nmessages froman entire domain
or multiple donmains

Medium  Affects the verification of nmessages from specific users,
Mai | Transfer Agents (MrAs), and/or bounded tinme periods

Low. Affects the verification of isolated individual nessages
only

Li kel i hood:

H gh: Al ermail users should expect this attack on a frequent
basi s

Medium Email users should expect this attack occasionally;
frequently for a few users

Low. Attack is expected to be rare and/or very infrequent
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2. The Bad Actors
2.1. Characteristics

The probl em space bei ng addressed by DKIMis characterized by a w de
range of attackers in terns of notivation, sophistication, and
capabilities.

At the low end of the spectrumare bad actors who may sinply send
emai |, perhaps using one of many conmercially avail able tools, that
the recipient does not want to receive. These tools typically allow
one to falsify the origin address of nessages, and nmay, in the
future, be capabl e of generating nessage signatures as well.

At the next tier are what woul d be considered "professional" senders
of unwanted email. These attackers woul d depl oy specific
infrastructure, including Mail Transfer Agents (MIAs), registered
domai ns and networks of conprom sed conputers ("zonbies") to send
messages, and in sone cases to harvest addresses to which to send.
These senders often operate as commercial enterprises and send
nmessages on behalf of third parties.

The npst sophisticated and financially-notivated senders of nessages
are those who stand to receive substantial financial benefit, such as
froman enuil -based fraud schenme. These attackers can be expected to
enploy all of the above mechani snms and additionally may attack the
Internet infrastructure itself, including DNS cache-poi soning attacks
and I P routing attacks.

2.2. Capabilities

In general, the bad actors described above should be expected to have
access to the follow ng:

1. An extensive corpus of nmessages from domains they might wish to
i mper sonat e

2.  Know edge of the business ains and nodel for donains they night
wi sh to inpersonate

3. Access to public keys and associ ated authorization records
associated with the domain

and the ability to do at |east sone of the follow ng:

1. Submt nmessages to MIAs and Message Subm ssion Agents (MSAs) at
multiple locations in the Internet
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2. Construct arbitrary nessage header fields, including those
claiming to be mailing lists, resenders, and other nail agents

3. Sign nessages on behalf of domains under their contro

4. Generate substantial nunbers of either unsigned or apparently-
si gned nessages that might be used to attenpt a denial -of -service
attack

5. Resend nessages that may have been previously signed by the
donai n

6. Transmt nessages using any envel ope infornation desired

7. Act as an authorized subnitter for nmessages froma conprom sed
conput er

As noted above, certain classes of bad actors may have substanti al
financial notivation for their activities, and therefore should be
expected to have nore capabilities at their disposal. These include:

1. Manipulation of IP routing. This could be used to subnmit
messages fromspecific | P addresses or difficult-to-trace
addresses, or to cause diversion of nessages to a specific
domai n.

2. Limted influence over portions of DNS using mechani sms such as
cache poisoning. This mght be used to influence nmessage routing
or to falsify advertisements of DNS-based keys or signing
practi ces.

3. Access to significant conmputing resources, for exanple, through
the conscription of worminfected "zonbie" conputers. This could
all ow the bad actor to performvarious types of brute-force
at t acks.

4, Ability to eavesdrop on existing traffic, perhaps froma wreless
net wor k.

Either of the first two of these nechani sns could be used to all ow

the bad actor to function as a nman-in-the-m ddl e between aut hor and
recipient, if that attack is useful
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2.3. Location

Bad actors or their proxies can be |ocated anywhere in the |Internet.
Certain attacks are possible primarily within the admnistrative unit
of the clainmed originator and/or recipient domain have capabilities
beyond those el sewhere, as described in the bel ow sections. Bad
actors can also collude by acting fromnmultiple l|locations (a
"distributed bad actor").

It should al so be noted that with the use of "zombies" and other
proxi es, externally-located bad actors may gain some of the
capabilities of being located within the clained originator’s or
recipient’s administrative unit. This enphasizes the inportance of
appropriate security nmeasures, such as authenticated subm ssion of
nmessages, even within adnministrative units.

2.3.1. Externally-Located Bad Actors

DKI M focuses prinmarily on bad actors | ocated outside of the
administrative units of the clainmed originator and the recipient.
These administrative units frequently correspond to the protected
portions of the network adjacent to the originator and recipient. It
isinthis area that the trust rel ationships required for

aut henti cat ed nessage subni ssion do not exist and do not scale
adequately to be practical. Conversely, within these admnistrative
units, there are other nechani sns such as authenticated nessage

submi ssion that are easier to deploy and nore likely to be used than
DKI M

External bad actors are usually attenpting to exploit the "any to
any" nature of emmil that notivates nobst recipient MIAs to accept
messages from anywhere for delivery to their local domain. They nay
generate nessages w t hout signatures, with incorrect signatures, or
with correct signatures fromdomains with l[ittle traceability. They
may al so pose as mailing lists, greeting cards, or other agents that
legitimately send or resend nessages on behal f of others.

2.3.2. Wthin Cainmed Oiginator’s Administrative Unit

Bad actors in the formof rogue or unauthorized users or nal ware-

i nfected conputers can exist within the adm nistrative unit
corresponding to a nessage’'s origin address. Since the subnission of
messages in this area generally occurs prior to the application of a
message signature, DKIMis not directly effective against these bad
actors. Defense against these bad actors is dependent upon other
means, such as proper use of firewalls, and Message Submi ssion Agents
that are configured to authenticate the author
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In the special case where the adm nistrative unit is non-contiguous
(e.g., a conpany that communi cates between branches over the externa
Internet), DKIMsignatures can be used to distinguish between
legitimate externally-origi nated nessages and attenpts to spoof
addresses in the |ocal domain.

2.3.3. Wthin Recipient’s Administrative Unit

Bad actors may also exist within the adm nistrative unit of the
message recipient. These bad actors may attenpt to exploit the trust
rel ationships that exist within the unit. Since nessages w |
typically only have undergone DKIM verification at the adnministrative
unit boundary, DKIMis not effective against nessages subnitted in
this area.

For exanple, the bad actor may attenpt to spoof a header field
indicating the results of verification. This header field would
normal |y be added by the verifier, which would al so detect spoofed
header fields on nessages it was attenpting to verify. This could be
used to falsely indicate that the nessage was aut henticated
successful ly.

As in the originator case, these bad actors can be dealt with by
controlling the subm ssion of nessages within the adninistrative
unit. Since DKIMpernmits verification to occur anywhere within the
recipient’s administrative unit, these threats can also be m nim zed
by nmoving verification closer to the recipient, such as at the Mai
Del ivery Agent (NMDA), or on the recipient’s MJA itself.

3. Representative Bad Acts

One of the nost fundanental bad acts being attenpted is the delivery
of messages that are not intended to have been sent by the all eged
originating domain. As described above, these nessages night nerely
be unwanted by the recipient, or m ght be part of a confidence schene
or a delivery vector for nalware

3.1. Use of Arbitrary ldentities

This class of bad acts includes the sending of nmessages that aimto
obscure the identity of the actual author. |In some cases, the actua
sender night be the bad actor, or in other cases night be a third-
party under the control of the bad actor (e.g., a conprom sed
conputer).

Particularly when coupled with sender signing practices that indicate

the domai n owner signs all nessages, DKIM can be effective in
mtigating agai nst the abuse of addresses not controlled by bad
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actors. DKIMis not effective against the use of addresses
controlled by bad actors. 1In other words, the presence of a valid
DKI M si gnat ure does not guarantee that the signer is not a bad actor
It al so does not guarantee the accountability of the signer, since
DKI M does not attenpt to identify the signer individually, but rather
identifies the domain that they control. Accreditation and
reputation systens and | ocal |l y-naintai ned whitelists and bl acklists
can be used to enhance the accountability of DKIMverified addresses
and/ or the likelihood that signed nessages are desirable.

3.2. Use of Specific ldentities

A second mgjor class of bad acts involves the assertion of specific
identities in enmail.

Not e that sonme bad acts involving specific identities can sonetines
be acconplished, although perhaps | ess effectively, with simlar

| ooking identities that nislead sonme recipients. For exanple, if the
bad actor is able to control the domain "exanple.con!' (note the "one"
between the p and e), they nmight be able to convince sonme recipients
that a nmessage from adni n@xanple.comis really from

adm n@xanple.com Simlar types of attacks using internationalized
domai n nanes have been hypothesi zed where it could be very difficult
to see character differences in popular typefaces. Simlarly, if
exanpl e2. comwas controlled by a bad actor, the bad actor could sign
messages from bi gbank. exanpl e2. com which mght also nislead sonme
recipients. To the extent that these domains are controlled by bad
actors, DKIMis not effective against these attacks, although it
could support the ability of reputation and/or accreditation systens
to aid the user in identifying them

DKIMis effective against the use of specific identities only when
there is an expectation that such nmessages will, in fact, be signed
The primary nmeans for establishing this is the use of Sender Signing
Practices (SSP), which will be specified by the | ETF DKI M Wor ki ng

G oup.

3.2.1. Exploitation of Social Relationships

One reason for asserting a specific origin address is to encourage a
recipient to read and act on particular email nessages by appearing
to be an acquai ntance or previous correspondent that the recipient

m ght trust. This tactic has been used by enuil - propagated nal ware
that mail thenselves to addresses in the infected host’s address

book. In this case, however, the author’s address may not be
falsified, so DKIMwould not be effective in defending against this
act .
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It is also possible for address books to be harvested and used by an
attacker to post nessages from el sewhere. DKIMcould be effective in
nmtigating these acts by linmting the scope of origin addresses for
which a valid signature can be obtai ned when sendi ng the nessages
fromother |ocations.

3.2.2. ldentity-Related Fraud

Bad acts related to email-based fraud often, but not always, involve
the transm ssion of nmessages using specific origin addresses of other
entities as part of the fraud schenme. The use of a specific address
of origin sonetimes contributes to the success of the fraud by
hel pi ng convince the recipient that the nessage was actually sent by
the al |l eged aut hor.

To the extent that the success of the fraud depends on or is enhanced
by the use of a specific origin address, the bad actor may have
significant financial notivation and resources to circunvent any
nmeasures taken to protect specific addresses from unauthorized use.

When signatures are verified by or for the recipient, DKIMis
effective in defending agai nst the fraudul ent use of origin addresses
on signed nmessages. Wen the published sender signing practices of
the origin address indicate that all nessages fromthat address
shoul d be signed, DKIMfurther nitigates agai nst the attenpted
fraudul ent use of the origin address on unsi gned nessages.

3.2.3. Reputation Attacks

Anot her notivation for using a specific origin address in a nessage
is to harmthe reputation of another, commonly referred to as a
"joe-job". For exanple, a commercial entity might wish to harmthe
reputation of a conpetitor, perhaps by sending unsolicited bul k enai
on behalf of that conpetitor. It is for this reason that reputation
systenms nust be based on an identity that is, in practice, fairly
reliable.

3.2.4. Reflection Attacks

A comonl y-used tactic by some bad actors is the indirect

transm ssion of nessages by intentionally m s-addressing the nessage
and causing it to be "bounced", or sent to the return address (RFC
2821 envel ope-from address) on the nessage. In this case, the
specific identity asserted in the enmail is that of the actual target
of the nmessage, to whomthe nessage is "returned"

DKI M does not, in general, attenpt to validate the RFC2821. rail from
return address on nessages, either directly (noting that the nail from
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address is an el enent of the SMIP protocol, and not the nessage
content on which DKIM operates), or via the optional Return-Path
header field. Furthernore, as is noted in Section 4.4 of RFC 2821
[ RFC2821], it is common and useful practice for a nmessage’s return
path not to correspond to the origin address. For these reasons,
DKIMis not effective against reflection attacks.

4. Attacks on Message Signing

Bad actors can be expected to exploit all of the limtations of
message aut hentication systens. They are also likely to be notivated
to degrade the useful ness of nessage authentication systens in order
to hinder their deploynent. Both the signature nechanismitself and
decl arations nade regardi ng use of nessage signatures (referred to
here as Sender Signing Practices or SSP) can be expected to be the
target of attacks.

4.1. Attacks agai nst Message Signatures

The following is a summary of postul ated attacks agai nst DKI M
si gnat ures:

o e m e e e e e e e e e e e e e e e e e e Fom e e e - S +
| Attack Nane | I'mpact | Likelihood |
o o e oo oo oo +
Theft of private key for donain Hi gh Low
Theft of del egated private key Medi um Medi um
Private key recovery via side channel attack Hi gh Low
Chosen nessage repl ay Low MH
Si gned nessage repl ay Low Hi gh
Deni al - of -servi ce attack agai nst verifier Hi gh Medi um
Deni al - of -servi ce attack agai nst key service Hi gh Medi um
Canoni cal i zati on abuse Low Medi um
Body length limt abuse Medi um Medi um
Use of revoked key Medi um Low

| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| Conpronise of key server | Hgh | Low |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |

Fal sification of key service replies Medi um Medi um

Publ i cation of malfornmed key records and/ or Hi gh Low
si gnat ures

Crypt ogr aphi ¢ weaknesses in signature Hi gh Low
generation

Di spl ay nane abuse Medi um Hi gh

Conprom sed systemwithin originator’s Hi gh Medi um
net wor k

Verification probe attack Medi um Medi um

Key publication by higher-level domain Hi gh Low

o e m e e e e e e e e e e e e e e e e e e Fom e e e - S +
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4.1.1. Theft of Private Key for Donain

Message signing technol ogies such as DKIM are vul nerable to theft of
the private keys used to sign nessages. This includes "out-of -band"
means for this theft, such as burglary, bribery, extortion, and the
like, as well as electronic neans for such theft, such as a
conprom se of network and host security around the place where a
private key is stored.

Keys that are valid for all addresses in a domain typically reside in
MIAs that should be located in well-protected sites, such as data
centers. Various neans should be enployed for nminimzing access to
private keys, such as non-existence of conmands for displaying their
val ue, although ultimately nenory dunps and the like will probably
contain the keys. Due to the unattended nature of MIAs, sone

count ermeasures, such as the use of a pass phrase to "unlock"” a key,
are not practical to use. Oher nechanisns, such as the use of

dedi cat ed hardware devices that contain the private key and perform
the cryptographic signature operation, would be very effective in
denyi ng export of the private key to those wi thout physical access to
the device. Such devices would al nost certainly nake the theft of
the key visible, so that appropriate action (revocation of the
correspondi ng public key) can be taken should that happen

4.1.2. Theft of Delegated Private Key

There are several circunstances where a domain owner will want to

del egate the ability to sign nessages for the domain to an individua
user or a third party associated with an outsourced activity such as
a corporate benefits adm nistrator or a marketing canpaign. Since
these keys nay exist on |less well-protected devices than the domain's
own MIAs, they will in many cases be nore susceptible to conprom se.

In order to mitigate this exposure, keys used to sign such nessages
can be restricted by the domain owner to be valid for signing
messages only on behal f of specific addresses in the domain. This
mai ntai ns protection for the magjority of addresses in the donain.

Arelated threat is the exploitati on of weaknesses in the del egation
process itself. This threat can be mtigated through the use of
customary precautions against the theft of private keys and the
falsification of public keys in transit. For exanple, the exposure
to theft can be mninized if the del egate generates the keypair to be
used, and sends the public key to the domain owner. The exposure to
falsification (substitution of a different public key) can be reduced
if this transmission is signed by the delegate and verified by the
domai n owner .
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4.1.3. Private Key Recovery via Side Channel Attack

Al'l popular digital signature algorithnms are subject to a variety of
si de channel attacks. The nost well-known of these are timng
channel s [ Kocher96], power anal ysis [Kocher99], and cache tim ng
anal ysis [Bernstein04]. Mst of these attacks require either

physi cal access to the nachine or the ability to run processes
directly on the target machine. Defending against these attacks is
out of scope for DKIM

However, renote timng analysis (at |least on local area networks) is
known to be feasible [Boneh03], particularly in server-type platforns
where the attacker can inject traffic that will imediately be
subject to the cryptographic operation in question. Wth enough
sanpl es, these techniques can be used to extract private keys even in
the face of nopdest anounts of noise in the tin ng neasurenents

The three commonly proposed counterneasures against timng anal ysis
are:

1. Mdke the operation run in constant tine. This turns out in
practice to be rather difficult.

2. Make the tinme independent of the input data. This can be
difficult, but see [Boneh03] for nore details.

3. Use blinding. This is generally considered the best current
practice countermeasure, and while not proved generally secure is
a counterneasure agai nst known timng attacks. It adds about
2-10%to the cost of the operation and is inplenented in nany
common cryptographic libraries. Unfortunately, Digital Signature
Al gorithm (DSA) and Elliptic Curve DSA (ECDSA) do not have
standard met hods though sone defenses nay exist.

Not e that adding random del ays to the operation is only a partia
count ernmeasure. Because the noise is generally uniforny

di stributed, a | arge enough nunber of sanples can be used to average
it out and extract an accurate timng signal

4.1.4. Chosen Message Repl ay

Chosen nessage replay refers to the scenario where the attacker

creates a nessage and obtains a signature for it by sending it

t hrough an MTIA aut horized by the originating domain to

hi nsel f/ herself or an acconplice. They then "replay" the signed
message by sending it, using different envel ope addresses, to a

(typically large) nunber of other recipients.
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Due to the requirenent to get an attacker-generated nessage signed,
chosen nessage replay would nost commonly be experienced by consuner

| SPs or others offering email accounts to clients, particularly where
there is little or no accountability to the account hol der (the
attacker in this case). One approach to solving this problemis for
the donmain to only sign email for clients that have passed a vetting
process to provide traceability to the nmessage originator in the
event of abuse. At present, the low cost of email accounts (zero)

does not neke it practical for any vetting to occur. It remains to
be seen whether this will be the nodel with signed mail as well, or
whet her a higher level of trust will be required to obtain an emai
si gnature.

A variation on this attack involves the attacker sending a nessage
with the intent of obtaining a signed reply containing their origina
message. The reply m ght cone from an innocent user or mght be an
aut omati c response such as a "user unknown" bounce nessage. In sone
cases, this signed reply nessage night acconplish the attacker’s
objectives if replayed. This variation on chosen nessage replay can
be mtigated by liniting the extent to which the original content is
quoted in automatic replies, and by the use of conpl enmentary
mechani sms such as egress content filtering.

Revocation of the signature or the associated key is a potentia

count ernmeasure. However, the rapid pace at which the nmessage ni ght
be replayed (especially with an army of "zonbie" conputers), conpared
with the tinme required to detect the attack and inplenment the
revocation, is likely to be problematic. A related problemis the
I'ikelihood that domains will use a small nunber of signing keys for a
| arge nunber of customers, which is beneficial froma caching
standpoint but is likely to result in a great deal of collatera
damage (in the formof signature verification failures) should a key
be revoked suddenly.

Si gnature revocation addresses the coll ateral danmage problem at the
expense of significant scaling requirenents. At the extreng,
verifiers could be required to check for revocation of each signature
verified, which would result in very significant transaction rates.
An alternative, "revocation identifiers", has been proposed, which
woul d pernmit revocation on an internediate |level of granularity,

per haps on a per-account basis. Messages containing these
identifiers would result in a query to a revocation database, which
m ght be represented in DNS

Further study is needed to deternmine if the benefits fromrevocation

(given the potential speed of a replay attack) outweigh the
transacti onal cost of querying a revocation database.
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4.1.5. Signed Message Repl ay

Si gned nessage replay refers to the retransnission of already-signed
nmessages to additional recipients beyond those intended by the author
or the original poster of the nessage. The attacker arranges to
receive a nessage fromthe victim and then retransmits it intact but
with different envel ope addresses. This night be done, for exanple,
to make it look like a legitimte sender of nmessages is sending a

| arge anobunt of spam \Wen reputation services are deployed, this
coul d damage the author’s reputation or that of the author’s domain.

A larger nunber of domains are potential victins of signed nessage
replay than chosen nessage replay because the forner does not require
the ability for the attacker to send nessages fromthe victimdonain.
However, the capabilities of the attacker are lower. Unless coupled
wi th anot her attack such as body length Iinit abuse, it isn't

possi ble for the attacker to use this, for exanple, for advertising.

Many mailing lists, especially those that do not nodify the content
of the message and signed header fields and hence do not invalidate
the signature, engage in a form of signed nessage replay. The use of
body length limts and other mechani snms to enhance the survivability
of messages effectively enhances the ability to do so. The only
things that distinguish this case fromundesirable forns of signed
message replay is the intent of the replayer, which cannot be

det ermi ned by the network.

4.1.6. Denial-of-Service Attack against Verifier

While it takes some conputing resources to sign and verify a
signature, it takes negligible conputing resources to generate an
invalid signature. An attacker could therefore construct a "make
wor k" attack against a verifier, by sending a |arge nunber of

i ncorrectly-signed nessages to a given verifier, perhaps wth
mul ti ple signatures each. The notivation mght be to nake it too
expensive to verify nessages.

Wiile this attack is feasible, it can be greatly nmitigated by the
manner in which the verifier operates. For exanple, it mght decide
to accept only a certain nunber of signatures per nessage, linit the
maxi mum key size it will accept (to prevent outrageously |arge
signatures from causi ng unneeded work), and verify signatures in a
particular order. The verifier could also maintain state
representing the current signature verification failure rate and
adopt a defensive posture when attacks may be under way.
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4.1.7. Denial-of-Service Attack agai nst Key Service

An attacker might also attenpt to degrade the availability of an
originator’s key service, in order to cause that originator’s
messages to be unverifiable. One way to do this nmight be to quickly
send a | arge nunber of nessages with signatures that reference a
particul ar key, thereby creating a heavy |oad on the key server

O her types of DoS attacks on the key server or the network
infrastructure serving it are also possible.

The best defense against this attack is to provide redundant key
servers, preferably on geographically-separate parts of the Internet.
Caching al so hel ps a great deal, by decreasing the |oad on
authoritative key servers when there are many si nmultaneous key
requests. The use of a key service protocol that minimzes the
transacti onal cost of key lookups is also beneficial. It is noted
that the Domain Name System has all these characteristics.

4.1.8. Canonicalization Abuse

Canoni cal i zation algorithns represent a tradeoff between the surviva
of the validity of a nmessage signature and the desire not to allow
the message to be altered inappropriately. |In the past,
canoni cal i zation al gorithns have been proposed that woul d have
permtted attackers, in sone cases, to alter the neaning of a
nessage

Message signatures that support nultiple canonicalization algorithns
give the signer the ability to decide the relative inportance of
signature survivability and imutability of the signed content. |If
an unexpected vulnerability appears in a canonicalization algorithm
in general use, new algorithns can be deployed, although it will be a
sl ow process because the signer can never be sure which al gorithn(s)
the verifier supports. For this reason, canonicalization algorithns,
i ke cryptographic algorithnms, should undergo a wi de and carefu
revi ew process.

4.1.9. Body Length Linit Abuse

A body length Iimt is an optional indication fromthe signer of how
much content has been signed. The verifier can either ignore the
limt, verify the specified portion of the nessage, or truncate the
message to the specified portion and verify it. The notivation for
this feature is the behavior of nany nailing lists that add a
trailer, perhaps identifying the list, at the end of nessages.
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When body length linits are used, there is the potential for an
attacker to add content to the nessage. It has been shown that this
content, although at the end, can cover desirable content, especially
in the case of HTM. nessages.

If the body length isn't specified, or if the verifier decides to
ignore the limt, body length lints are noot. |If the verifier or
reci pient truncates the nessage at the signed content, there is no
opportunity for the attacker to add anyt hing.

If the verifier observes body length Iimts when present, there is
the potential that an attacker can nake undesired content visible to
the recipient. The size of the appended content nekes little

di fference, because it can sinply be a URL reference pointing to the
actual content. Receiving MJAs can nmitigate this threat by, at a

m ni mum identifying the unsigned content in the nessage.

4.1.10. Use of Revoked Key

The benefits obtained by caching of key records opens the possibility
that keys that have been revoked may be used for sonme period of tine
after their revocation. The best exanples of this occur when a

hol der of a key del egated by the domain adm ni strator nust be
unexpect edl y deauthorized from sending nmail on behal f of one or nore
addresses in the domain.

The caching of key records is nornmally short-lived, on the order of
hours to days. |In many cases, this threat can be mitigated sinply by
setting a short time-to-live (TTL) for keys not under the domain
adm nistrator’s direct control (assum ng, of course, that control of
the TTL value nay be specified for each record, as it can with DNS).
In sone cases, such as the recovery following a stolen private key
bel onging to one of the domain’s MIAs, the possibility of theft and
the effort required to revoke the key authorization nmust be

consi dered when choosing a TTL. The chosen TTL nust be | ong enough
to mtigate denial -of-service attacks and provi de reasonabl e
transaction efficiency, and no | onger

4.1.11. Conpronise of Key Server

Rat her than by attenpting to obtain a private key, an attacker ni ght

i nstead focus efforts on the server used to publish public keys for a
domain. As in the key theft case, the notive night be to allow the
attacker to sign nessages on behalf of the domain. This attack
provides the attacker with the additional capability to renove
legitimate keys from publication, thereby denying the domain the
ability for the signatures on its mail to verify correctly.
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In order to limt the ability to sign a nessage to entities

aut hori zed by the owner of a signing donmain, a relationship nust be
est abl i shed between the signing address and the |ocation fromwhich a
public key is obtained to verify the message. DKIM does this by
publishing either the public key or a reference to it within the DNS
hi erarchy of the signing domain. The verifier derives the |ocation
fromwhich to retrieve the public key fromthe signing address or
domain. The security of the verification process is therefore
dependent on the security of the DNS hierarchy for the signing
domai n.

An attacker mght successfully conprom se the host that is the
primary key server for the signing donmain, such as the donmain’s DNS
mast er server. Another approach m ght be to conprom se a higher-

| evel DNS server and change the del egation of name servers for the
signing domain to others under the control of the attacker.

This attack can be nitigated somewhat by i ndependent nonitoring to
audit the key service. Such auditing of the key service should occur
by neans of zone transfers rather than queries to the zone’'s primary
server, so that the addition of records to the zone can be detected.

4.1.12. Falsification of Key Service Replies

Replies fromthe key service nay al so be spoofed by a suitably
positioned attacker. For DNS, one such way to do this is "cache
poi soning", in which the attacker provides unnecessary (and
incorrect) additional information in DNS replies, which is cached.

DNSSEC [ RFC4033] is the preferred neans of nmitigating this threat,
but the current uptake rate for DNSSEC i s sl ow enough that one woul d
not like to create a dependency on its deploynent. 1In the case of a
cache poisoning attack, the vulnerabilities created by this attack
are both localized and of linmted duration, although records with
relatively long TTL may persi st beyond the attack itself.

4.1.13. Publication of Ml fornmed Key Records and/or Signatures

In this attack, the attacker publishes suitably crafted key records
or sends mail with intentionally mal formed signatures, in an attenpt
to confuse the verifier and perhaps disable verification altogether
This attack is really a characteristic of an inplenentation

vul nerability, a buffer overflow or |ack of bounds checking, for
exanpl e, rather than a vulnerability of the signature nechani sm
itself. This threat is best mitigated by careful inplenmentation and
creation of test suites that challenge the verification process.
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4.1.14. Cryptographi c Waknesses in Signhature Generation

The cryptographic algorithnms used to generate mail signatures,
specifically the hash al gorithm and digital signature generation and
verification operations, may over tinme be subject to nmathematica
techni ques that degrade their security. At this witing, the SHA-1
hash algorithmis the subject of extensive mathenatical anal ysis that
has considerably lowered the tinme required to create two nessages
with the same hash value. This trend can be expected to conti nue.

One consequence of a weakness in the hash algorithmis a hash
collision attack. Hash collision attacks in nessage signing systens
i nvol ve the sanme person creating two different nmessages that have the
same hash val ue, where only one of the two nessages would nornally be
signed. The attack is based on the second nessage inheriting the
signature of the first. For DKIM this nmeans that a sender mni ght
create a "good" nmessage and a "bad" message, where sone filter at the
signing party’'s site would sign the good nmessage but not the bad
message. The attacker gets the good nessage signed, and then

i ncorporates that signature in the bad nessage. This scenario is not
common, but coul d happen, for exanple, at a site that does content
anal ysi s on nessages before signing them

Current known attacks agai nst SHA-1 nake this attack extrenely
difficult to nount, but as attacks inprove and conputing power
becones nore readily available, such an attack coul d becone
achi evabl e.

The message signature system nust be designed to support multiple
signature and hash al gorithns, and the signing donmain nust be able to
specify which algorithns it uses to sign nessages. The choice of

al gorithnms nmust be published in key records, and not only in the
signature itself, to ensure that an attacker is not able to create
signatures using al gorithnms weaker than the domain w shes to pernit.

Because the signer and verifier of email do not, in general

communi cate directly, negotiation of the algorithnms used for signing
cannot occur. In other words, a signer has no way of know ng which
algorithm(s) a verifier supports or (due to mail forwarding) where
the verifier is. For this reason, it is expected that once nmessage
signing is widely deployed, algorithmchange will occur slowy, and

| egacy algorithns will need to be supported for a considerable
period. Algorithns used for nessage signatures therefore need to be
secure agai nst expected cryptographi c devel opnents several years into
the future.
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4.1.15. Display Nane Abuse

Message signatures only relate to the address-specification portion
of an emnil address, while some MJAs only display (or sone recipients
only pay attention to) the display nanme portion of the address. This
i nconsi stency |leads to an attack where the attacker uses a From
header field such as:

From "Dudl ey DoRi ght" <whipl ash@xanpl e. org>

In this exanple, the attacker, whiplash@xanple.org, can sign the
message and still convince sone recipients that the nmessage is from
Dudl ey DoRi ght, who is presumably a trusted individual. Coupled with
the use of a throwaway domain or enmil address, it may be difficult
to hold the attacker accountable for using another’s display namne.

This is an attack that nust be dealt with in the recipient’s MJA
One approach is to require that the signer’s address specification
(and not just the display nane) be visible to the recipient.

4.1.16. Conpronised Systemwithin Oiginator’s Network

In many cases, MIAs may be configured to accept and sign nessages
that originate within the topol ogi cal boundaries of the originator’s
network (i.e., within a firewall). The increasing use of conprom sed
systens to send enail presents a problem for such policies, because
the attacker, using a conpronised systemas a proxy, can generate
signed mail at wll.

Several approaches exist for mtigating this attack. The use of

aut henti cated submi ssion, even within the network boundaries, can be
used to limt the addresses for which the attacker nmay obtain a
signature. 1t may also help locate the conpronised systemthat is
the source of the nmessages nore quickly. Content anal ysis of

out bound mail to identify undesirable and nalicious content, as well
as nmonitoring of the volune of nessages being sent by users, nay al so
prevent arbitrary nessages from being signed and sent.

4.1.17. Verification Probe Attack

As noted above, bad actors (attackers) can sign nessages on behal f of
domai ns they control. Since they nay also control the key service
(e.g., the authoritative DNS nane servers for the _domai nkey
subdonmain), it is possible for themto observe public key | ookups,
and their source, when nmessages are verified.
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One such attack, which we will refer to as a "verification probe", is
to send a nessage with a DKIM signature to each of nmany addresses in
a miling list. The nmessages need not contain valid signatures, and
each instance of the nessage would typically use a different

selector. The attacker could then nonitor key service requests and
det erm ne which sel ectors had been accessed, and correspondi ngly

whi ch addressees used DKIMverification. This could be used to
target future nailings at recipients who do not use DKIM
verification, on the prem se that these addressees are nore likely to
act on the nessage contents.

4.1.18. Key Publication by Higher-Level Donain

In order to support the ability of a domain to sign for subdomains
under its adm nistrative control, DKIMpernits the domain of a
signature (d= tag) to be any higher-level domain than the signature’s
address (i= or equivalent). However, since there is no nechanismfor
determ ning comon admninistrative control of a subdomain, it is

possi ble for a parent to publish keys that are valid for any donain
bel ow themin the DNS hierarchy. In other words, mail fromthe
domai n exanpl e. anyt own. ny. us coul d be signed using keys published by
anytown.ny.us, ny.us, or us, in addition to the domain itself.

Qperation of a donmain always requires a trust relationship with

hi gher-1 evel donains. Higher-level domains already have ultinate
power over their subdomains: they could change the nane server

del egation for the domain or disenfranchise it entirely. So it is
unlikely that a higher-level domain would intentionally conprom se a
subdomain in this manner. However, if higher-Ilevel domains send mai
on their own behalf, they may wi sh to publish keys at their own

| evel . Higher-level donains nmust enpl oy special care in the

del egation of keys they publish to ensure that any of their
subdonei ns are not conproni sed by misuse of such keys
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4.2. Attacks agai nst Message Signing Practices

The following is a sunmary of postul ated attacks agai nst signing

practi ces:

o e m e e e e e e e e e e e e e e e e e e e e oo Fom e oo - B S +
| Attack Name | I'npact | Likelihood
T I 'hrrree N I +
| Look-alike domain names | High | Hi gh

| I'nternationalized domai n nane abuse | High | Hi gh

| Denial -of -service attack agai nst signing | Medium | Medi um |
| practices | | |
| Use of nultiple From addresses | Low | Medi um |
| Abuse of third-party signatures | Medium | Hi gh

| Falsification of Sender Signing Practices | Medium | Medi um

| replies | | |
o e m e e e e e e e e e e e e e e e e e e Fom e e e - S +

4.2.1. Look-Alike Donai n Nanes

Attackers may attenpt to circunvent signing practices of a donain by
using a domain nanme that is close to, but not the sane as, the domain
with signing practices. For instance, "exanple.cont mght be

repl aced by "exanple.conf. |If the nmessage is not to be signed, DKIM
does not require that the donmain used actually exist (although other
mechani sms may nake this a requirenent). Services exist to nonitor
domain registrations to identify potential domain name abuse, but
naturally do not identify the use of unregistered domai n nanes

A related attack is possible when the MJA does not render the donain
nane in an easily recogni zable format. |f, for exanple, a Chinese
domain name is rendered in "punycode" as xn--cjsp26b3obxw7f.com the
unfam liarity of that representation nmay enable other domains to nore
easily be m s-recogni zed as the expected donain.

Users that are unfamliar with internet naning conventions may al so
m s-recogni ze certain nanes. For exanple, users may confuse

onl i ne. exanple.comwi th online-exanple.com the latter of which nmay
have been registered by an attacker.

4.2. 2. Internationalized Domai n Nane Abuse

Internationalized domai n nanmes present a special case of the | ook-
al i ke domain nane attack described above. Due to sinmlarities in the
appear ance of many Uni code characters, domains (particularly those
drawi ng characters fromdifferent groups) may be created that are

vi sual Iy indi stinguishable from other, possibly high-val ue domai ns.
This is discussed in detail in Unicode Technical Report 36 [ UTR36].
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Surveill ance of dommin registration records may point out sone of
these, but there are many such sinmlarities. As in the |ook-alike
domai n attack above, this technique may also be used to circument
sender signing practices of other domains.

4.2.3. Denial-of-Service Attack agai nst Signing Practices

Just as the publication of public keys by a donmain can be inpacted by
an attacker, so can the publication of Sender Signing Practices (SSP)
by a domain. |In the case of SSP, the transm ssion of |arge anounts
of unsigned mail purporting to conme fromthe donmain can result in a
heavy transaction | oad requesting the SSP record. Mre general DoS
attacks agai nst the servers providing the SSP records are possible as
well. This is of particular concern since the default signing
practices are "we don't sign everything", which means that SSP
failures result in the verifier's failure to heed nore stringent

si gning practices.

As with defense against DoS attacks for key servers, the best defense
against this attack is to provide redundant servers, preferably on
geogr aphi cal | y-separate parts of the Internet. Caching again helps a
great deal, and signing practices should rarely change, so TTL val ues
can be relatively large

4.2.4. Use of Miltiple From Addresses

Al t hough this usage is never seen by nopst recipients, RFC 2822

[ RFC2822] pernits the From address to contain nultiple address
specifications. The |ookup of Sender Signing Practices is based on
the From address, so if addresses fromnmultiple domains are in the
From address, the question arises which signing practices to use. A
rule (say, "use the first address") could be specified, but then an
attacker could put a throwaway address prior to that of a high-val ue
domain. It is also possible for SSP to | ook at all addresses, and
choose the nost restrictive rule. This is an area in need of further
st udy.

4.2.5. Abuse of Third-Party Signatures

In a number of situations, including mailing lists, event

invitations, and "send this article to a friend" services, the DKIM
signature on a nessage may not cone fromthe originating address
domain. For this reason, "third-party" signatures, those attached by
the mailing list, invitation service, or news service, frequently
need to be regarded as having sone validity. Since this effectively
makes it possible for any donmain to sign any nessage, a sending
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domai n may publish sender signing practices stating that it does not
use such services, and accordingly that verifiers should view such
signatures with suspicion

However, the restrictions placed on a domain by publishing "no
third-party" signing practices effectively disallows nany existing
uses of email. For the nmajority of donmains that are unable to adopt
these practices, an attacker may with sone degree of success sign
nmessages purporting to cone fromthe domain. For this reason
accreditation and reputation services, as well as |ocally-nmaintained
whitelists and blacklists, will need to play a significant role in
eval uati ng nmessages that have been signed by third parties.

4.2.6. Falsification of Sender Signing Practices Replies

In an anal ogous manner to the falsification of key service replies
described in Section 4.1.12, replies to sender signing practices
queries can also be falsified. One such attack would be to weaken
the signing practices to nmake unsi gned nessages allegedly froma
gi ven donmi n appear |ess suspicious. Another attack on a victim
domain that is not signing nessages could attenpt to make the
domai n’ s nessages | ook nore suspicious, in order to interfere with
the victinms ability to send mail

As with the falsification of key service replies, DNSSEC is the
preferred means of mitigating this attack. Even in the absence of
DNSSEC, vulnerabilities due to cache poisoning are |ocalized.

4.3. Oher Attacks
This section describes attacks agai nst other Internet infrastructure

that are enabl ed by depl oynent of DKIM A sunmary of these
postul ated attacks is as foll ows:

o e e e e e e e e e e e e e e e e e e Fom e e e - S +
| Attack Nane | I'mpact | Likelihood

oo o e e e e e e e e e e e e e eeea oo E R R +
| Packet anplification attacks via DNS | NA | Medi um

o m e e e e e e e e e e e e e ma— oo E R TR +

4.3.1. Packet Anplification Attacks via DNS

Recently, there has been an increase in denial-of-service attacks

i nvol ving the transmi ssion of spoofed UDP DNS requests to openly-
accessi bl e dormain nanme servers [US-CERT-DNS]. To the extent that the
response fromthe nane server is |larger than the request, the nane
server functions as an anplifier for such an attack
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6.

DKIM contributes indirectly to this attack by requiring the
publication of fairly large DNS records for distributing public keys.
The names of these records are also well known, since the record
nanes can be deterni ned by exam ning properly-signed nessages. This
attack does not have an inpact on DKIMitself. DKIM however, is not
the only application that uses |large DNS records, and a DNS-based
solution to this problemw |l |ikely be required.

Derived Requirenents

This section lists requirenments for DKIMnot explicitly stated in the
above discussion. These requirenments include:

The store for key and SSP records nust be capable of utilizing
mul ti pl e geographi cal | y-di spersed servers.

Key and SSP records nmust be cacheable, either by the verifier
requesting themor by other infrastructure.

The cache time-to-live for key records nust be specifiable on a
per-record basis.

The signature algorithmidentifier in the nessage nust be one of
the ones listed in a key record for the identified donain.

The al gorithm(s) used for message signatures need to be secure
agai nst expected cryptographi c devel opnents several years in the
future

Security Considerations

Thi s docunent describes the security threat environment in which
Domai nKeys ldentified Mail (DKIM is expected to provide some
benefit, and it presents a nunmber of attacks relevant to its
depl oynent .
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