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Abstract
The Multinmedia Internet Keying (MKEY) specification describes
several nodes of key distribution solution that address nultinedia

scenarios (e.g., SIP calls and Real Tine Streaning Protocol (RTSP)
sessions) using pre-shared keys, public keys, and optionally a

Diffie-Hell man key exchange. |n the public-key node, the Initiator
encrypts a random key with the Responder’s public key and sends it to
the Responder. In nany comuni cation scenarios, the Initiator may

not know t he Responder’s public key, or in sone cases the Responder’s
ID (e.g., call forwarding) in advance. W propose a new M KEY node
that works well in such scenarios. This node al so enhances the group
key managenent support in MKEY; it supports nmenber-initiated group
key downl oad (in contrast to group manager pushing the group keys to
all nenbers). This docunent updates RFC 3830 with the RSA-R node
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1. Introduction

The M KEY protocol [RFC3830] has three different nethods for key
transport or exchange: a pre-shared key node (PSK), a public-key
(RSA) node, and an optional Diffie-Hell man exchange (DHE) node. In
addition, there is also an optional DH HVAC node [ RFC4650], bringing
the total nunber of nodes to four. The primary notivation for the

M KEY protocol design is lowlatency requirenents of real-tine
conmuni cation, and thus all the exchanges finish in one-half to 1
roundtrip; note that this offers no roomfor security paraneter
negoti ati on of the key nmanagement protocol itself. 1In this docunent,
we note that the MKEY nodes defined in [ RFC3830] and [ RFC4650] are
insufficient to address sone depl oynment scenari os and comopn use
cases, and we propose a new node called MKEY-RSA in Reverse node, or
sinply MKEY-RSA-R  This docunent updates RFC 3830 with the addition
of this new node to that specification

1.1. Terminology Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

Furt hernmore, this docunent reuses the term nol ogy of the MKEY
speci fication [ RFC3830].

2. Moti vati on

As noted in the introduction, the MKEY specification and ot her
proposal s define four different nodes of efficient key nmanagenent for
real -tinme applications. Those nodes differ fromeach other in either
the aut hentication nmethod of choice (public-key, or synmetric shared
key-based), or the key establishnment method of choice (key downl oad,
or key agreenent using a Diffie-Hell man exchange). W sumarize

t hese nodes bel ow, including their advantages and shortcomi ngs. W

t hen di scuss the use cases where these nodes are unusable or

i nefficient.

2.1. Description of the MKEY Mddes

The PSK node requires that the Initiator and the Responder have a
common secret key established offline. In this node, the Initiator
sel ects a TEK Ceneration Key (TG&X), encrypts it with a key derived
fromthe PSK, and sends it to the Responder as part of the first
message, nanely, | _MESSAGE. The | _MESSACE is replay protected with
timestanps, and integrity protected with another key derived fromthe
PSK. An optional Verification nessage fromthe Responder to the
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Initiator provides mutual authentication. This node does not scale
well as it requires pre-establishment of a shared key between
communi cating parties; for exanple, consider the use cases where any
user may want to comunicate to any other user in an Enterprise or
the Internet at large. The RSA npde m ght be nore suitable for such
applications.

In the RSA node, the Initiator selects a TGK, encrypts and
authenticates it with an envel ope key, and sends it to the Responder
as part of the | _MESSAGE. The Initiator includes the envel ope key,
encrypted with the Responder’s public key, in the | _MESSAGE. The

| MESSACE is replay protected with timestanps, and signed with the
Initiator’'s public key. The Initiator’s ID, Certificate (CERT), and
the Responder’s ID nay be included in the | _MESSAGE. |f the
Initiator knows several public keys of the Responder, it can indicate
the key used in the optional CHASH payl oad. An optional Verification
message fromthe Responder to the Initiator provides nutua

aut hentication. The RSA node works well if the Initiator knows the
Responder’s | D and the correspondi ng CERT (or can obtain the CERT

i ndependent of the MKEY protocol). RFC 3830 suggests that an
Initiator, in the event that it does not have the Responder’s CERT,
may obtain the CERT froma directory agent using one or nore
roundtrips. However, in sonme cases, the Initiator may not even know
the Responder’s ID in advance, and because of that or for other
reasons cannot obtain the Responder’s CERT.

In addition to the case where the Responder nmay have several | Ds,
sonme applications may allow for the Responder’s ID to change
unilaterally, as is typical in telephony (e.g., forwarding). In
those cases and in others, the Initiator mght be willing to let the
other party establish identity and prove it via an Initiator-trusted
third party (e.g., a Certification Authority (CA)).

The DH node or the DH HVAC node of M KEY might be useful in cases
where the Initiator does not have access to the Responder’s exact
identity and/or CERT. 1In these nodes, the two parties engage in an
aut henti cated DH exchange to derive the TGK On the downside, the DH
nmodes have hi gher conputational and comruni cati on over head conpared
to the RSA and the PSK nodes. Mbdre inportantly, these nodes are
unsuitabl e for group key distribution. The DH HVAC node al so

requi res establishnment of PSKs between all possible conmunicating
entities and thus has simlar scaling issues as any PSK-based key
nmanagemnment protocol .

In summary, in some conmunication scenarios -- where the Initiator
m ght not have the correct ID and/or the CERT of the Responder --
none of the M KEY nodes described in [RFC3830] or [RFC4650] are
suitable and efficient for nultinedia session key establishnent.

Ignjatic, et al. St andards Track [ Page 4]



RFC 4738 M KEY- RSA- R Novenber 2006

2.

3.

3.

Use Case Motivating the Proposed Mde

In addition to the issues |listed above, there are sone types of
applications that notivate the new M KEY node design proposed in this
docunent .

Note that in the MKEY-RSA node (as in case of the PSK npde), the
Initiator proposes the session security policy and chooses the T&K
However, it is also possible that the Initiator wants to allow the
Responder to specify the security policy and send the TGK  Consi der
for exanple, the case of a conferencing scenari o where the convener
sends an invitation to a group of people to attend a neeting. The
procedure then nmight be for the invitees to request group key
material fromthe convener by sending a MKEY | _MESSAGE. Thus, in
the MKEY definition of initiators and responders, the Initiator is
asking the Responder for keying material. Note that this node of
operation is in line with the MSEC group key managenent architecture
[ RFC4046] .

A New M KEY- RSA Mode: M KEY- RSA-R
Qutline

The proposed MKEY node requires 1 full roundtrip. The Initiator
sends a signed | _MESSAGE to the intended Responder requesting the
Responder to send the traffic keying naterial. The |I_MESSAGE MAY
contain the Initiator’s CERT or a link (URL) to the CERT, and
simlarly the Responder’s reply, R MESSAGE, MAY contain the
Responder’s CERT or a link to it. The Responder can use the
Initiator’'s public key fromthe CERT in the | _MESSAGE to send the
encrypted T&K in the R MESSAGE. Upon receiving the R MESSAGE, the
Initiator can use the CERT in the R MESSACE to verify whether the
Responder is in fact the party that it wants to conmunicate to, and
accept the TGK W refer to this protocol as MKEY-RSA in the
reverse node, or sinply as M KEY- RSA-R

The M KEY- RSA-R node exchange is defined as foll ows:

Initiator Responder

| _MESSAGE = HDR, T, [RAND|], [IDi|CERTi], [ID], {SP}, SIGN

R_MESSAGE = HDR [GenExt(CSB_ID)], T, [RAND], [IDr|CERTr], [SP],
KEMAC, PKE, SIG\r

Figure 1: M KEY- RSA-R Uni cast Mode
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3. 2.

3. 3.

3. 4.

I gn

Group Comuni cation Using the MKEY RSA-R Mde

For group conferencing using M KEY RSA-R node, the nmenbers receive an
invitation to initiate MKEY with the group key server to downl oad
the secure session information. |In this case, the Responder is
either the group sender or group key server. Goup nenbers request
group policy and keying material as MKEY RSA-R Initiators.
Initiators MJUST NOT send the SP payl oad. The Responder sends all the
payl oads necessary to distribute the secure group policy as well as
payl oads used in the group key derivation: specifically, the SP

payl oad is used to convey the session policy, and the GenExt(CSB-1D),
TGK, and the RAND payl oads sel ected by the Responder and included in
the R Message are used to conpute the Secure Realtinme Transport

Prot ocol (SRTP) session keys.

M KEY RSA-R for group conmuni cati on:

Initiator Responder

| _MESSAGE

HDR, T, [RAND|, [IDi|CERTi], [ID], SIGN

R MESSAGE = HDR, GenExt(CSB ID), T, RAND, [IDr|CERTr], SP,
KEMAC, PKE, SIGN\r

Figure 2: MKEY-RSA-R in G oup Mde

Note that the SP payload in the | _MESSAGE is not present. |In the
R MESSAGE, the CSB_ID, RAND, and SP payl oads are not optional.

Prepari ng RSA-R Messages

Preparation and parsing of RSA-R nessages are as described in
Sections 5.2 and 5.3 of RFC 3830. FError handling is described in
Section 5.1.2 and replay protection guidelines are in Section 5.4 of
RFC 3830. 1In the followi ng, we describe the conponents of RSA-R
messages and speci fy nmessage processing and parsing rules in addition
to those in RFC 3830.

Components of the | _NMESSAGE

M KEY-RSA-R requires a full roundtrip to download the TGKs. The

| MESSAGE MUST have the M KEY HDR and the tinestanp payl oad for
replay protection. The HDR field contains a CSB ID (Crypto Session
Bundle I D) randonmly selected by the Initiator. The V bit MJST be set
to '1" and ignored by the Responder, as a response i s MANDATORY in
this nmode. The Initiator SHOULD indi cate the nunber of CSs
supported, and SHOULD fill in the CS ID map type and CS ID info
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fields for the RTP/RTCP streans it originates. This is because the
sender of the streanms chooses the SSRC that is carried in the CSID
info field; see Section 6.1.1 of RFC 3830. The exception to
Initiators not specifying SSRC values is to allow the Responder to
pick themto avoid SSRC collisions. Initiators of MKEY nessages
that do not originate RTP streanms MJST specify a "0 as the nunber of
CSs supported. This typically applies to group comunication and to
the entities in the listen-only node.

The | _MESSAGE MUST be signed by the Initiator follow ng the procedure
to sign MKEY nessages specified in RFC 3830. The SIGN payl oad
contains this signature. Thus, the | NMESSAGE is integrity and replay
pr ot ect ed.

The RAND payl oad SHOULD be included in the | _MESSAGE when M KEY- RSA-R
nmode is used for unicast comunication. The reason for recomrendi ng
the inclusion of the RAND payload in the | _MESSAGE for unicast
communication is to allowthe Initiator to contribute entropy to the
key derivation process (in addition to the CSB ID). Wen the RAND
payl oad is not included, the Initiator will be relying on the
Responder to supply all the entropy for SRTP key generation, which is
in fact simlar (but with the reversal of roles) to the M KEY-RSA
node, where the Responder supplies all the entropy.

The RAND payl oad MAY be included when M KEY-RSA-R is used to
establish group keys. However, the RAND payload in the |_MESSAGE
MUST NOT be used for M KEY key generation, in case of group

communi cati on. The Responder MUJST include a RAND payl oad in the

R _MESSAGE for TEK generation froma TGK when M KEY-RSA-R is used for
group communi cati on.

I Di and CERTi SHOULD be included, but they MAY be left out when it is
expected that the peer already knows the Initiating party’s ID (or
can obtain the certificate in sonme other manner). For exanple, this
could be the case if the IDis extracted fromSIP. For certificate
handl i ng, authorization, and policies, see Sections 4.3 and 6.7 of
RFC 3830. If CERTi is included, it MJST correspond to the private
key used to sign the | _NMESSAGE

If the Responder has nultiple identities, the Initiator MAY al so

i nclude the specific identity, I1Dr, of the Responder with whom
conmmuni cation is desired. |If the Initiator’s policy does not all ow
acceptance of an R MESSACE fromany entity other than one that can
assert a specific identity, the Initiator MJST include that specific
identity in an IDr payload in the |I_MESSAGE

Ignjatic, et al. St andards Track [ Page 7]



RFC 4738 M KEY- RSA- R Novenber 2006

The Initiator MAY al so send security policy (SP) payl oad(s)
containing all the security policies that it supports. If the
Responder does not support any of the policies included, it SHOULD
reply with an Error nessage of type "lnvalid SPpar"” (Error no. 10).
The Responder has the option not to send the Error nmessage in M KEY
if a generic session establishnment failure indication is deened
appropriate and conmuni cated via other neans (see Section 4.1.2 of

[ RFC4567] for additional guidance).

SIGNi is a sighature covering the Initiator’'s M KEY nessage,

| _MESSAGE, using the Initiator’s signature key (see Section 5.2 of
RFC 3830 for the exact definition). The signature assures the
Responder that the clained Initiator has indeed generated the
message. This autonatically provides nessage integrity as well.

3.5. Processing the | _MESSAGE

Upon receiving an | _MESSACE of the RSA-R format, the Responder MJST
respond with one of the foll ow ng nessages:

0 The Responder SHOULD send an Error nessage "Message type not
supported" (Error no. 13), if it cannot correctly parse the
recei ved M KEY nessage. FError nessage format is as specified in
Section 5.1.2 of RFC 3830. Error no. 13 is not defined in RFC
3830, and so RFC 3830 conpliant inplenentations MAY return "an
unspeci fied error occurred" (Error no. 12).

0 The Responder MUST send an R MESSACE, if SIGNi can be correctly
verified and the tinestanp is current; if an SP payload is present
in the | _MESSACE the Responder MJST return one of the proposed
security policies that matches the Responder’s | ocal policy.

o If a RAND payload is present in the |_MESSAGE, both sides use that
RAND payl oad as the RAND value in the MKEY key conmputation. In
case of nmulticast, if a RAND payload is present in the | _MESSAGE
t he Responder SHOULD ignore the payload. In any case, the
R MESSACE for nulticast conmunicati on MJST contain a RAND payl oad
and that RAND payl oad is used for key conputation.

0 The rest of the error nessage rules are as described in Section

5.1.2 of RFC 3830, and message processing rules are as described
in Section 5.3 of RFC 3830.
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3.6. Conponents of the R _MESSAGE

The HDR payload in the R_.MESSAGE is fornmed foll owing the procedure
described in RFC 3830. Specifically, the CSB_ID in the HDR payl oad
MJUST be the sanme as the one in the HDR of the | _MESSAGE. The
Responder MUST fill in the nunber of CSs and the CS ID nap type and
CSIDinfo fields of the HDR payl oad.

For group comunication, all the nmenmbers MJST use the same CSB_ I D and
CS IDin computing the traffic keying material. Therefore, for group
key establishment, the Responder MJST include a CGeneral Extension
Payl oad containing a new CSB IDin the R MESSAGE. If anewCSB IDis
present in the R MESSACE, the Initiator and the Responder MJST use
that value in key material conputation. Furthernore, the CS ID map
type and CS ID map i nfo MUST be popul ated by the Responder. The
Ceneral Extension Payload carrying a CSB_ID MJUST NOT be present in
case of unicast communi cati on.

The T payload is exactly the sanme as that received in the | _MESSACE

If the | _MESSAGE did not include the RAND payload, it MJST be present
in the R MESSAGE. 1In case it has been included in the | MESSAGE, it
MUST NOT be present in the R MESSAGE. In group conmunication, the
Responder al ways sends the RAND payl oad and in uni cast comuni cati on,
either the Initiator or the Responder (but not both) generate and
send the RAND payl oad.

I Dr and CERTr SHOULD be included, but they MAY be left out when it
can be expected that the peer already knows the other party’'s ID (or
can obtain the certificate in sone other manner). For exanple, this
could be the case if the IDis extracted fromSIP. For certificate
handl i ng, authorization, and policies, see Section 4.3. of RFC 3830.
If CERTr is included, it MJST correspond to the private key used to
sign the R MESSAGE

An SP payl oad MAY be included in the R MESSAGE. |f an SP payl oad was
in the | _MESSACE, then the R MESSAGE MJST contain an SP payl oad
specifying the security policies of the secure RTP session being
negotiated. More specifically, the Initiator may have provided

mul tiple options, but the Responder MJST choose one option per
Security Policy Paraneter.

The KEMAC payl oad contains a set of encrypted sub-payl oads and a MAC:
KEMAC = E(encr _key, IDr || {TG&}) || MAC. The first payload (IDr) in
KEMAC is the identity of the Responder (not a certificate, but
generally the same ID as the one specified in the certificate). Each
of the foll ow ng payloads (TGK) includes a TGK random y and

i ndependently chosen by the Responder (and possible other rel ated
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3. 7.

3. 8.

paraneters, e.g., the key lifetine). The encrypted part is then
followed by a MAC, which is calcul ated over the KEMAC payl oad. The
encr_key and the auth_key are derived fromthe envel ope key, env_key,
as specified in Section 4.1.4. of RFC 3830. The payl oad definitions
are specified in Section 6.2 of RFC 3830.

The Responder encrypts and integrity protects the TGK with keys
derived froma randomy or pseudo-randomy chosen envel ope key, and
encrypts the envel ope key itself with the public key of the
Initiator. The PKE payl oad contains the encrypted envel ope key,
env_key: PKE = E(PKi, env_key). PKi denotes the Initiator’s public
key. Note that, as suggested in RFC 3830, the envel ope key MAY be
cached and used as the PSK for re-keying.

To conpute the signature that goes in the SIG\r payl oad, the
Responder MJST si gn:

R_MESSACE (excluding the SIG\Nr payload itself) || ID || ID || T.

Note that the added identities and tinmestanp are identical to those
transported in the ID and T payl oads.

Processi ng t he R_MESSAGE

In addition to the processing rules in RFC 3830, the follow ng rules
apply to processing of the R MESSAGE of M KEY RSA-R node.

If the | _MESSAGE contai ned a RAND payl oad, the Initiator MJST
silently discard an R _MESSAGE that contains a RAND payl oad.
Simlarly, if the | _MESSAGE did not contain a RAND payl oad, the
Initiator MJST silently discard an R MESSAGE t hat does not contain
a RAND payl oad.

If the SP payl oad contains a policy not specified in the SP
message, if present, in the | _MESSACGE, such an R _MESSAGE MUST be
di scarded silently.

Certificate Handling

If a Certificate payload is present, the X 509v3 URL Cert type from
Table 6.7.b [RFC3830] is the default nethod in RSA-R nbde and MJST be
i npl emented. The HTTP URL to fetch a certificate as specified in RFC
2585 [ RFC2585] MUST be supported. Devices are not required to
support the FTP URLs. Wen retrieving data fromthe URL,
application/pkix-cert MME type with X. 509 certificates DER-encoded
MUST be support ed.
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The RECOMMENDED way of doing certificate validation is by using OCSP
as specified by RFC 2560 [ RFC2560]. When OCSP is used and next Update
time is present in the response, it defines howlong the certificate
can be considered valid and cached. |[If OCSP is not supported or

next Update time is not present in the response, the certificate cache
tinmeout is a matter of local policy.

The conmuni cating peers (such as SIP User Agents for instance) MAY
choose to create a URL pointing to certificate files residing on

t hensel ves or by appending their ID and a ".cer" extension to a
provi sioned root path to the certificate. her nethods MAY al so be
used, subject to local policy.

3.9. Additions to RFC 3830 Message Types and O her Val ues
Thi s docunent introduces two new nmessage types (Table 6.1a of RFC
3830), an Error no (Table 6.12 of RFC 3830), and a general extension
payl oad (Table 6.15 of RFC 3830). This section specifies those
addi ti ons.

3.9.1. Modified Table 6.1a from RFC 3830

Modi fi ed Tabl e 6.1a from RFC 3830:

Data type | Value | Comment

Pre-shared | 0 | Initiator’s pre-shared key nessage

PSK ver nsg | 1 | Verification nmessage of a Pre-shared key nsg
Public key | 2 | Initiator’s public-key transport nessage

PK ver msg | 3 | Verification nessage of a public-key nessage
DHinit | 4 | Initiator’s DH exchange nessage

D-H resp | 5 | Responder’s DH exchange nessage

Error | 6 | Error nessage

DHHVAC init | 7 | DH HVAC nessage 1

DHHVAC resp | 8 | DH HVAC nessage 2

RSA-R | _MBG | 9 | I'nitiator’s RSA-R public-key nessage (NEW
RSA-R R _MSG | 10 | Responder’s RSA-R public-key nessage (NEW

Figure 3: Table 6.1a from RFC 3830 (Revised)
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Modi fied Table 6.12 from RFC 3830

Error no |

M KEY- RSA- R
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Modi fied Table 6.12 from RFC 3830

Auth failure |
Invalid TS |
Invalid PRF |
Invalid MAC |
Invalid EA |
Invalid HA |
Invalid DH |
Invalid ID |
Invalid Cert |
Invalid SP |
I nvalid SPpar |
Invalid DT |
Unspeci fied error
Unsupport ed |
nmessage type |

Co~NOOTA~,WNEFO

o
N RO

13

Aut hentication failure
Invalid tinmestanmp

PRF function not supported
MAC al gorithm not supported
Encryption al gorithm not supported
Hash function not supported
DH group not supported

I D not supported

Certificate not supported

SP type not supported

SP paraneters not supported
not supported Data type

an unspecified error occurred

unpar seabl e M KEY nessage (NEW

Figure 4: Table 6.12 from RFC 3830 (Revised)

3.9.3.

Modi fied Table 6.15 from RFC 3830:

Modi fi ed Table 6.15 from RFC 3830

Type | Value | Comments

Vendor |ID | 0 | Vendor specific byte string

SDP | Ds | 1| List of SDP key ngm IDs (allocated for use in
| | [ RFC4567])

TESLA | - Key]| 2| [ RFC4442]

Key I D | 3| information on type and identity of keys
| | [ RFC4563] )

CSB I D | 4 | Responder’s nodified CSB ID (group node)
Figure 5: Table 6.15 from RFC 3830 (Revised)
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4.

4.

Applicability of the RSA-R and RSA Mdes

M KEY- RSA- R node and RSA node are both very useful: deciding on which
nmode to use depends on the application

The RSA-R node is useful when you have reasons to believe that the
Responder may be a different party than the one to which the MKEY

| MESSACE was sent. This is quite common in telephony and multinmedia
applications where the session or the call can be retargeted or
forwarded. When the security policy allows it, |eaving sone
flexibility for the Initiator to see who the Responder may turn out
to be, before naking the decision to continue or discontinue the
session, nmay be appropriate. In such cases, the nain objective of
the Initiator’s RSA-R nessage is to present its public key/
certificate to the Responder, and wait for a Responder to present its
identity.

The second scenario is when the Initiator already has the Responder’s
certificate but wants to allow the Responder to cone up with all the
keying material. This is applicable in conferences where the
Responder is the key distributor and the Initiators contact the
Responder to initiate key download. Notice that this is quite
simlar to the group key downl oad nodel as specified in GDO

[ RFC3547], GSAKMP [ RFC4535], and GKDP [ GKDP] protocols (al so see

[ RFC4046]). The catch, however, is that the participating entities
must know t hat they need to contact a well-known address as far as
that conferencing group is concerned. Note that they only need the
Responder’s address, not necessarily its CERT. |If the group nenbers
have the Responder’s CERT, there is no harm they sinply do not need
the CERT to conpose the | _MESSACE

The RSA node is useful when the Initiator knows the Responder’s
identity and CERT. This node is al so useful when the key exchange is
happening in an established session with a Responder (for exanple,
when switching froma non-secure node to a secure node), and when the
policy is such that it is only appropriate to establish a MKEY
session with the Responder that is targeted by the Initiator

1. Limtations

The RSA-R node may not easily support 3-way calling, under the
assunptions that notivated the design. An extra nessage nay be
required conpared to the M KEY- RSA node specified in RFC 3830.
Consider that A wants to talk to B and C, but does not have B s or
Cs CERT. A might contact B and request that B supply a key for a
3-way call. Nowif B knows Cs CERT, then B can sinply use the

M KEY- RSA node (as defined in RFC 3830) to send the T&Kto C. If
not, then the solution is not straightforward. For instance, A m ght
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ask Cto contact B or itself to get the TG in effect initiating a
3-way exchange. It should be noted that 3-way calling is typically
i mpl emented using a bridge, in which case there are no issues (it

| ooks like 3 point-to-point sessions, where one end of each session
is a bridge mxing the traffic into a single stream

5. Security Considerations

We offer a brief overview of the security properties of the exchange.
There are two nessages: the | _MESSAGE and the R _MESSAGE. The

| _MESSACE is a signed request by an Initiator requesting the
Responder to select a TGK to be used to protect nultinedia (e.qg.
Secure RTP or SRTP [ RFC3711]) sessions.

The message is signed, which assures the Responder that the clained
Initiator has indeed generated the nmessage. This automatically
provi des nmessage integrity as well.

There is a tinestanp in the | _MESSAGE, whi ch when generated and
interpreted in the context of the MKEY specification assures the
Responder that the request is live and not a replay. Indirectly,
this also provides protection agai nst a denial of service (DoS)
attack in that the I _MESSACGE nust itself be signed. The Responder,
however, would have to verify the Initiator’s signature and the

ti mestanp, and thus would spend significant conputing resources. It
is possible to nitigate this by caching recently received and
verified requests.

Note that the | _MESSAGE in this method basically equals DoS
protection properties of the DH nethod and not the public-key nethod
as there are no payl oads encrypted by the Responder’s public key in
the | _MESSAGE. |If IDr is not included in the |I_MESSAGE, the
Responder will accept the nessage and a response (and state) would be
created for the malicious request.

The R MESSAGE is quite simlar to the | _MESSAGE in the M KEY-RSA node
and has all the sane security properties.

When using the RSA-R node, the Responder nmay be a different party
than the one to which the MKEY | MESSAGE was sent. It is the
responsibility of the Initiator to verify that the identity of the
Responder is acceptable (based on its local policy) if it changes
fromthe party to which the MKEY | _MESSACGE was sent, and to take
appropriate action based on the outcone. |n sonme cases, it could be
appropriate to accept a Responder’s identity if it can be strongly
aut henticated; in other cases, a blacklist or a whitelist may be
appropri at e.
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When both unicast and nulticast streans need to be negotiated, it is
RECOMVENDED to use multiple instances of M KEY-RSA-R rather than a
single instance in group node. This is to avoid potential key reuse
wi th counter node

5.1. Inpact of the Responder Choosing the T&K

In the M KEY-RSA or PSK nodes, the Initiator chooses the TGK, and the
Responder has the option to accept the key or not. In the RSA-R node
for unicast conmunication, the RECOMENDED node of operation is for
the Initiator and the Responder to contribute randominformation in
generating the TEK (RAND fromthe Initiator and the TGK fromthe
Responder). For group comunication, the sender (M KEY Responder)
will choose the TGK and the RAND; note that it is in the interest of
the sender to provide sufficient entropy to TEK generation since the
TEK protects data sent by the Responder.

Thus, in case of unicast conmunication, the RSA-R node is slightly
better than the RSA nbde in that it allows the Initiator as well as
the Responder to contribute entropy to the TEK generati on process.
This conmes at the expense of the additional nessage. However, as
noted earlier, the new node needs the additional nessage to all ow
si mpl er provi si oni ng.

5.2. Updates to Security Considerations in RFC 3830
M KEY requires clock synchroni zation, and a secure network cl ock
synchroni zati on protocol SHOULD be used, e.g., [ISC3] or secure NTP
[ NTPv4] .

RFC 3830 has additional notes on the security properties of the MKEY
protocol, key derivation functions, and other conponents.

6. | ANA Considerations
The following | ANA assignnents were added to the MKEY registry:
Added to "Error payl oad nane spaces:"
Unsupported nessage type ------- 13
Added to "Common Header payl oad nane spaces:"

RSA-R | _MBG -------n-mnn- 9
RSA-R R MBG ------------- 10
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Added to "Ceneral Extensions payl oad nane spaces:"
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