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Abst ract

Thi s docunent defines a padding chunk and a paddi ng paraneter and

describes the required receiver side procedures.
Transm ssi on Protocol (SCTP) packet

is used to pad a Stream Control

The paddi ng chunk

to an arbitrary size. The padding paraneter is used to pad an SCTP

INIT chunk to an arbitrary size.
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I ntroduction

Thi s docunent defines a paddi ng chunk and a paddi ng paraneter and
describes the required receiver side procedures. The paddi ng chunk
is used to pad an SCTP packet to an arbitrary size. The padding
paraneter is used to pad an SCTP INIT chunk to an arbitrary size

The usage of the PAD chunk for path MIU di scovery is described in
PMIU [4]. The inappropriate usage of the PAD paraneter or PAD chunk
can result in wasted bandw dth

Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTI ONAL", when they appear in this docunment, are to be interpreted
as described in RFC 2119 [1].

Paddi ng Chunk (PAD)

This chunk is used to pad an SCTP packet. A PAD chunk can be used to
enl arge the packet by 4 to 65536 bytes in steps of 4 bytes. An SCTP
packet MAY contain multiple PAD chunks.

0 1 2 3
01234567890123456789012345678901
B i T e S i i i i T S S e e S i o i I T N S
Type = 0x84 | Fl ags=0 | Length |
B T T o S T o il s S S S S S i S il i

+-
+-

\ Paddi ng Dat a /
/ \
B Lt r s i i i o o T s ks S R S

Figure 1

Type: 1 byte (unsigned integer)
This value MJUST be set to 0x84 for all PAD chunks.

Fl ags: 1 byte (unsigned integer)
This value SHOULD be set to zero on transnmit and MJST be ignored
on receipt.

Length: 2 bytes (unsigned integer)
This value holds the length of the Paddi ng Data plus 4.
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Paddi ng Data: n bytes (unsigned integer)
This holds the Padding Data. The Paddi ng Data MJST be ignored by
the receiver.

The receiver of the PAD chunk MJST di scard this chunk and conti nue
processing the rest of the chunks in the packet. Please note that
this is also the required processing behavior for any unknown chunk
havi ng the same hi ghest-order two bits of the type as the PAD chunk.

4. Paddi ng Paraneter (PAD)

This paraneter is used to pad an INIT chunk. A PAD paraneter can be
used to enlarge the INIT chunk by 4 bytes as the ninimnumto the

maxi mum si ze of the INIT chunk in steps of 4 bytes. An INT chunk
MAY contain nultiple PAD paraneters.

0 1 2 3
01234567890123456789012345678901
B s S S i i i ks a ks st S S S S S S

| Par anet er Type = 0x8005 | Par anet er Length
R R R R e e s o S e R S S S S S S e e e e e

/ /
\ Paddi ng Dat a \
/ /
T T i e i i e T e b s S S SN S
Figure 2

Paraneter Type: 2 bytes (unsigned integer)
This value MJST be set to 0x8005.

Paraneter Length: 2 bytes (unsigned integer)
This value holds the length of the Paddi ng Data plus 4.

The PAD parameter MAY be included only in the INIT chunk. It MJST
NOT be included in any other chunk. The receiver of the PAD
paraneter MJST silently discard this paraneter and continue
processing the rest of the INIT chunk. This neans that the size of
the generated COXKIE paraneter in the I NI T-ACK MUST NOT depend on the
exi stence of the PAD paraneter in the INNT chunk. A receiver of a
PAD paraneter MJST NOT include the PAD parameter within any State
Cooki e paraneter it generates.
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5. | ANA Consi derati ons

This docunent is the reference for all registrations described in
this section. Al registrations have been listed in the docunent
avai l abl e at sctp-paraneters [3]. The changes are described bel ow

5.1. A New Chunk Type
A chunk type for the PAD chunk has been assigned by | ANA. The val ue

has been assigned as described in Figure 1. The follow ng has been
added to the "CHUNK TYPES"' table of sctp-paraneters [3]:

CHUNK TYPES
I D Val ue Chunk Type Ref erence
132(0x84) Paddi ng Chunk ( PAD) [ RFC4820]

5.2. A New Paraneter Type
A paraneter type has been assigned for the PAD paraneter by | ANA
The val ue has been assigned as described in Figure 2. The follow ng
has been added to the "CHUNK PARAMETER TYPES' table in sctp-
paraneters [3]:
I NIT Chunk Paraneter Types

Chunk Parameter Type Val ue

Paddi ng 32773(0x8005)
6. Security Considerations

Thi s docunent does not add any additional security considerations to
the ones given in RFC 2960 [2].
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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