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Abst r act

The | Psec series of protocols makes use of various cryptographic
algorithns in order to provide security services. The Encapsul ating
Security Payload (ESP) and the Authentication Header (AH) provide two
mechani sms for protecting data being sent over an | Psec Security
Association (SA). To ensure interoperability between disparate

i npl ementations, it is necessary to specify a set of mandatory-to-

i npl ement algorithnms to ensure that there is at |east one algorithm
that all inplenentations will have available. This docunent defines
the current set of nandatory-to-inplenent algorithns for ESP and AH
as well as specifying algorithns that should be inplenented because
they may be pronoted to nandatory at sone future tine.
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1

I ntroduction

The Encapsul ating Security Payl oad (ESP) and t he Authentication
Header (AH) provide two nechani snms for protecting data being sent
over an | Psec Security Association (SA) [ RFC4301], [RFC4302]. To
ensure interoperability between disparate inplenentations, it is
necessary to specify a set of mandatory-to-inplenent algorithns to
ensure that there is at |least one algorithmthat all inplenentations
wi Il have available. This docunment defines the current set of
mandat ory-to-i npl enment al gorithms for ESP and AH as well as
specifying algorithnms that should be inplenented because they may be
pronoted to mandatory at sone future tine.

The nature of cryptography is that new al gorithnms surface
continuously and existing algorithms are continuously attacked. An

al gorithmbelieved to be strong today may be denonstrated to be weak
tonmorrow. G ven this, the choice of nandatory-to-inplenent algorithm
shoul d be conservative so as to mninize the likelihood of it being
conprom sed qui ckly. Thought should also be given to perfornmance
consi derations as many uses of IPsec will be in environnments where
performance is a concern

Finally, we need to recognize that the nmandatory-to-inpl enent

al gorithm(s) nmay need to change over tine to adapt to the changing
worl d. For this reason, the selection of nandatory-to-inplenent
algorithnms is not included in the main | Psec, ESP, or AH
specifications. It is instead placed in this document. As the
choi ce of al gorithmchanges, only this docunent should need to be
updat ed.

I deal | y, the nandatory-to-inplenent al gorithm of tonorrow should

al ready be available in nost inplenentations of IPsec by the tinme it
is made mandatory. To facilitate this, we will attenpt to identify
such algorithnms (as they are known today) in this docunent. There is
no guarantee that the algorithnms that we (today) believe may be
mandatory in the future will in fact becone so. Al algorithnms known
today are subject to cryptographic attack and may be broken in the
future.

Requi rement s Ter mi nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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3.

3.

3.

We define sone additional terns here:

SHOULD+ This term nmeans the same as SHOULD. However, it is
likely that an al gorithm marked as SHOULD+ will be
pronmoted at sone future time to be a MIJST.

SHOULD- This term neans the sane as SHOULD. However, it is
likely that an al gorithm marked as SHOULD- will be
deprecated to a MAY or worse in a future version of
thi s docunent.

MUST- This term nmeans the same as MJUST. However, we
expect that at sone point in the future this algorithm
will no |onger be a MJST.

Al gorithm Sel ecti on

For | Psec inplenentations to interoperate, they nust support one or
nmore security algorithms in comobn. This section specifies the
security algorithminplenmentation requirenments for standards-
conformant ESP and AH i npl enentations. The security algorithns
actually used for any particular ESP or AH security association are
determ ned by a negotiation nmechanism such as the Internet Key
Exchange (I KE [ RFC2409], [RFC4306]) or pre-establishnent.

O course, additional standard and proprietary algorithms beyond
those listed bel ow can be inpl ement ed.

1. Encapsulating Security Payl oad

The inplenentati on conformance requirenments for security algorithns
for ESP are given in the tables below. See Section 2 for definitions
of the values in the "Requirenment" col um.

1.1. ESP Encryption and Authentication Al gorithns

These tables list encryption and aut hentication algorithnms for the
| Psec Encapsul ating Security Payl oad protocol

Requi r ement Encryption Al gorithm (notes)

MUST NULL [ RFC2410] (1)

MJST AES-CBC with 128-bit keys [ RFC3602]
MJST- Tri pl eDES- CBC [ RFC2451]

SHOULD AES- CTR [ RFC3686]

SHOULD NOT DES- CBC [ RFC2405] (2)
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2.

Requi r enent Aut henti cation Al gorithm (notes)
MUST HVAC- SHAL- 96 [ RFC2404] (3)
SHOUL D+ AES- XCBC- MAC- 96 [ RFC3566]
MAY NULL (1)
MAY HVAC- MD5- 96 [ RFC2403] (4)
Not es:

(1) Since ESP encryption is optional, support for the "NULL"
algorithmis required to maintain consistency with the way
services are negotiated. Note that while authentication and
encryption can each be "NULL", they MJST NOT both be "NULL"
[ RFC4301] .

(2) DES, with its small key size and publicly denonstrated and
open-desi gn speci al - purpose cracki ng hardware, is of questionable
security for general use

(3) Weaknesses have becone apparent in SHA-1 [ SHAl- COLL]; however,
t hese should not affect the use of SHA1 wi th HMAC

(4) Weaknesses have become apparent in NMD5 [ MD5-COLL]; however,
these should not affect the use of MD5 with HVAC

2. ESP Conbi ned Mode Al gorithns

As specified in [ RFC4303], conbi ned node al gorithnms are supported
that provide both confidentiality and authentication services.

Support of such algorithms will require proper structuring of ESP

i mpl enentations. Under nmany circunstances, conbined node al gorithns
provide significant efficiency and throughput advantages. Although
there are no suggested or required conbined algorithns at this tine,
AES- CCM [ RFC4309] and AES- GCM [ RFC4106] are of interest. AES-CCM has
been adopted as the preferred node in | EEE 802. 11 [802.11i], and AES-
GCM has been adopted as the preferred node in | EEE 802. 1ae [ 802. lae].

Aut henti cati on Header

The i npl enent ati on conformance requirements for security algorithns
for AH are given below. See Section 2 for definitions of the val ues
in the "Requirenent" colum. As you would suspect, all of these

al gorithnms are authentication algorithns.
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Requi r enent Al gorithm (notes)

MUST HVAC- SHAL- 96 [ RFC2404] (1)

SHOUL D+ AES- XCBC- MAC- 96 [ RFC3566]

MAY HVAC- MD5- 96 [ RFC2403] (2)
Not e:

(1) Weaknesses have becone apparent in SHA-1 [ SHAl- COLL]; however,
these should not affect the use of SHA1 with HVAC

(2) Weaknesses have becone apparent in NMD5 [ MD5-COLL]; however,
t hese should not affect the use of MD5 w th HVAC

4. Security Considerations

The security of cryptography-based systens depends on both the
strength of the cryptographic algorithns chosen and the strength of
the keys used with those algorithns. The security al so depends on

t he engi neering and administration of the protocol used by the system
to ensure that there are no non-cryptographi c ways to bypass the
security of the overall system

This docunment concerns itself with the selection of cryptographic
algorithnms for the use of ESP and AH, specifically with the sel ection
of mandatory-to-inplenent algorithms. The algorithns identified in
this docunent as "MJST inplenment” or "SHOULD i npl enent" are not known
to be broken at the current tinme, and cryptographic research so far

|l eads us to believe that they will likely remain secure into the
foreseeable future. However, this is not necessarily forever. W
woul d t herefore expect that new revisions of this docunent will be
issued fromtime to time that reflect the current best practice in
this area.
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6. Changes from RFC 2402 and RFC 2406 to RFC 4305

[ RFC2402] and [ RFC2406] defined the |IPsec Authentication Header and

| Psec Encapsul ating Security Payload. Each specified the

i npl enment ati on requirenments for cryptographic algorithns for their
respective protocols. They have now been replaced with [ RFC4302] and
[ RFC4303], which do not specify cryptographic algorithm

i mpl ement ation requirenments, and this document, which specifies such
requirenents for both [ RFC4302] and [ RFC4303].

The inplementation requirenments are conpared bel ow

ad ad New

Req. RFC( s) Requi r ement Al gorithm (notes)

MUST 2406 SHOULD NOT DES- CBC [ RFC2405] (1)

MUST 2402 2406 MAY HVAC- MD5- 96 [ RFC2403]

MJUST 2402 2406 MUST HVAC- SHAL- 96 [ RFC2404]
Not e:

(1) The I ETF deprecated the use of single DES years ago and has
not included it in any new standard for sonme tine (see | ESG note
on the first page of [RFC2407]). [RFC4305] represented the first
standards-track recognition of that deprecation by specifying that
i mpl enent ati ons SHOULD NOT provide single DES. The US Governnent
National Institute of Standards and Technol ogy (N ST) has formally
recogni zed the weakness of single DES by a notice published

[ DES- WDRAW proposing to withdraw it as a US Governnment Standard.
Triple DES remai ns approved by both the | ETF and NI ST.

7. Changes from RFC 4305

Thi s docunment obsol etes [ RFC4305]. The docunent incorporates changes
for the support for the NULL Authentication Al gorithm naking the
support froma MJIST to a MAY. This change is nade to nake this
docunent consistent with [ RFC4301]. Text for SHA-1 collision attacks
as well as the future use of AES-CGCM and AES-CCM is added.
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i mpl enentation requirement resulting fromthe above

changes is listed bel ow

ad

Req.
MJST
MJST
SHOULD+

8. Ref er ences

ad New

RFC( s) Requi rement Al gorithm (notes)
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4305 MUST AES- CBC Encryption

8.1. Normative References

[ RFC2119]

[ RFC2403]

[ RFC2404]

[ RFC2405]

[ RFC2410]

[ RFC2451]

[ RFC3566]

[ RFC3602]

[ RFC3686]

[ RFC4301]

[ RFC4302]

Manr al

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP14, RFC2119, March 1997.

Madson, C. and R denn, "The Use of HVAC-MD5-96 within
ESP and AH', RFC 2403, Novenber 1998.

Madson, C. and R denn, "The Use of HVAC- SHA- 1- 96
within ESP and AH', RFC 2404, Novenber 1998.

Madson, C. and N. Doraswany, "The ESP DES- CBC C pher
AlgorithmWth Explicit I'V', RFC 2405, Novenber 1998.

Genn, R and S. Kent, "The NULL Encryption Al gorithm
and Its Use Wth I Psec", RFC 2410, Novenber 1998.

Pereira, R and R Adans, "The ESP CBC- Mbde Ci pher
Al gorithns", RFC 2451, Novenber 1998.

Frankel, S. and H Herbert, "The AES- XCBC- MAC- 96
Algorithmand Its Use Wth |IPsec", RFC 3566,
Sept ember 2003.

Frankel, S., denn, R, and S. Kelly, "The AES-CBC

Ci pher Algorithmand Its Use with | Psec", RFC 3602,
Sept enber 2003.

Housl ey, R, "Using Advanced Encryption Standard (AES)
Counter Mode Wth | Psec Encapsul ating Security Payl oad
(ESP)", RFC 3686, January 2004.

Kent, S. and K Seo, "Security Architecture for the
I nternet Protocol", RFC 4301, Decenber 2005.

Kent, S., "IP Authentication Header", RFC 4302,

St andards Track [ Page 8]



RFC 4835

Cryptographic Al gorithns ESP and AH April 2007

Decenber 2005.

[ RFC4303] Kent, S., "IP Encapsulating Security Payl oad (ESP)",
RFC 4303, Decenber 2005.

[ RFCA4305] Eastl ake, D., "Cryptographic Al gorithmInplenentation
Requi rements for Encapsul ating Security Payl oad (ESP)
and Aut hentication Header (AH", RFC 4305,
Decenber 2005.

8.2. Informative References

[ 802. 11i] "LAN MAN Specific Requirenents Part 11: Wrel ess Medi um
Access Control (MAC) and physical |ayer (PHY)
speci fications", |EEE Standard Medi um Access Contr ol
(MAC) Security, IEEE Std 802.11i, June 2004.

[ 802. lae] "Medi a Access Control (MAC) Security", |EEE
St andard Medi um Access Control (MAC) Security, |EEE Std
802. 1lae, June 2006.

[ DES- WDRAW " Announci ng Proposed Wt hdrawal of Federal Information
Processing Standard (FIPS) for the Data Encryption
Standard (DES) and Request for Conmments", FIPS
Noti ce Docket No. 040602169-4169-01, July 2004.

[ MD5- COLL] Klima, V., "Finding MD5 Collisions - a Toy For a
Not ebook", Cryptol ogy ePrint Archive Medi um Report 2005/
075, March 2005.

[ RFC2402] Kent, S. and R Atkinson, "IP Authentication Header",
RFC 2402, Novenber 1998.

[ RFC2406] Kent, S. and R Atkinson, "IP Encapsul ating Security
Payl oad (ESP)", RFC 2406, Novenber 1998.

[ RFC2407] Pi per, D., "The Internet |IP Security Donmain of
Interpretation for | SAKMP", RFC 2407, Novemnber 1998.

[ RFC2409] Harkins, D. and D. Carrel, "The Internet Key Exchange
(IKE)", RFC 2409, November 1998.

[ RFC4106] Viega, J. and D MG ew, "The Use of Gal oi s/ Counter Mode
(GCM in | Psec Encapsul ating Security Payl oad (ESP)",
RFC 4106, June 2005.

[ RFC4306] Kauf man, C., "Internet Key Exchange (1 KEv2) Protocol",
RFC 4306, Decenber 2005.

Manr al St andards Track [ Page 9]



RFC 4835

[ RFC4307]

[ RFC4309]

[ SHAL- COLL]

Aut hor’ s Addr ess

Cryptographic Al gorithns ESP and AH April 2007

Schiller, J., "Cryptographic Al gorithnms for Use in the
I nternet Key Exchange Version 2 (I1KEv2)", RFC 4307,
Decenber 2005.

Housl ey, R, "Using Advanced Encryption Standard (AES)
CCM Mbde with | Psec Encapsul ating Security Payl oad
(ESP)", RFC 4309, Decenber 2005.

Rijmen, V. and E. Oswald, "Update on SHA-1", Cryptol ogy
ePrint Archive Report 2005/010, January 2005.

Vi shwas Manr al

IP Infusion Inc.

Bamankhol a, Bansgal i,

Al nora, Uttarakhand 263601

I ndi a

Phone: +91-98456-61911
EMai | : vi shwas@ pi nf usi on. com

Manr al

St andards Track [ Page 10]



RFC 4835 Cryptographic Al gorithns ESP and AH April 2007

Ful I Copyright Statenent
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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