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Stream Control Transni ssion Protocol (SCTP)
Direct Data Pl acenent (DDP) Adaptation

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abstr act
Thi s docunent specifies an adaptation |ayer to provide a Lower Layer

Protocol (LLP) service for Direct Data Placenent (DDP) using the
Stream Control Transni ssion Protocol (SCTP).

Bestler & Stewart St andards Track [ Page 1]



RFC 5043

SCTP DDP Adapt ati on Cct ober 2007

Tabl e of Contents

1.

arwn

8.
9.
10.
11.

~N~

12.

Bestler & Stewart

000000

I nt roduction .

.1

Conventi ons

Definitions
Moti vation .
Overvi ew .
Data Formats .

agaoaneE
N NN

®Q%WNP§

Adapt ati on i_ayer I ndi 6ai o.r
Payl oad Data Chunks

.1. DDP Source Sequené:e. Nunber (DDP SSN)
.2. DDP Segnent Chunk . . . .
.3. DDP Stream Session Cont roI

St ream Sessi ons

Sequencing . . . . . . . L Lo
Legal Sequence: Active/ Passive Session Accepted
Legal Sequence: Active/ Passive Session Rejected

Legal Sequence: Activel/ Passive Session Non-ULP Reject ed

ULP- Speci fi ¢ Sequenci ng
O her Sequencing Rul es .

SCTP Endpoints .

1
. 2.

Adapt ati on Layer I ndi cati on Restriction
Mul ti homing Inplications .

Nunber of Streans

Fragnent ati on

Sequenced Unordered Operatl on
Procedures . .
11.1. Association Inltlallzatlon .
11. 2. Chunk Bundling .

11. 3. Association Term nati on

I ANA Consi der ati ons

13. Security Considerations

14. Contributors .

15. Acknow edgment s

16. References . .

16.1. Normative Ref erences .

16. 2.

Informati ve References .

COOOON~NOOOOUITUTUITOTW WW

St andards Track [ Page 2]



RFC 5043 SCTP DDP Adapt ati on Cct ober 2007

1. Introduction

Thi s docunent describes a nmethod to adapt Direct Data Pl acenment
[ RFC5041] to Stream Control Transm ssion Protocol (SCTP) [RFC4960].

Sone inplenmentations nmay include this adaptation layer within their
SCTP i npl ementations to obtain maxi num performance, but the behavi or
of SCTP will be unaffected. An SCTP | ayer used solely by this
adaptation layer is able to take certain optimzations based on the
limted subset of SCTP capabilities used. |In order to allow

optim zation for these inplenentations, we specify the use of the new
adaptation layer indication as defined in [ RFC5061]

1.1. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Definitions
DDP - See Direct Data Pl acenent Protocol

DDP Endpoint - The | ogical sender/receiver of DDP Segnents. An SCTP
streampair is not assunmed to have a DDP Endpoint. DDP Segnents
may only be sent once a DDP Endpoi nt has been assigned to an SCTP
streampair by a local interface

DDP Source Stream Sequence Nunber (DDP-SSN) - A streamspecific
sequence nunber assigned by the adaptation |ayer for each SCTP
Data Chunk sent. This is the order that chunks were subnitted to
SCTP, no matter in what order they are actually sent or received

DDP Segment - The smallest unit of data transfer for the DDP
protocol. It includes a DDP Header and ULP Payload (if present).
A DDP Segnent should be sized to fit within the Lower Layer
Prot ocol MJLPDU (Marker PDU Aligned (MPA) Upper Layer PDU).

DDP Segment Chunk - An SCTP Payl oad Data Chunk that encapsul ates the
DDP- SSN and a DDP Segnent .

DDP Stream - A sequence of DDP Segnents whose ordering is defined by
the LLP. For SCTP, a DDP stream maps directly to a bidirectiona
pair of SCTP streams with the same Stream I Ds. Note that DDP has
no ordering guarantees between DDP streans.
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DDP Stream Session - A single pairing of DDP Endpoints over a DDP
streamthat lasts froman Initiation message through the
Term nati on nmessage(s).

DDP Stream Session Control Message - A message that is used to
control the association of the DDP Endpoint with the DDP stream

Direct Data Placenent Protocol (DDP) - A wire protocol that supports
Direct Data Placenment by associating explicit nmenory buffer
pl acenent information with the LLP payl oad units.

Lower Layer Protocol (LLP) - |In the context of DDP, the protocol
| ayer beneath RDMA that provides a reliable transport service.
The SCTP DDP adaption is one of the initially defined LLPs for
DDP.

Protection Domain - A conmon |ocal interface convention to control
which Steering Tags (STags) are valid with which DDP Endpoi nts.
Under this convention, both the Steering Tag and DDP Endpoi nt are
created within the context of a Protection Domain, and the
Steering Tag nmay only be enabl ed for DDP Endpoi nts created under
the sane Protection Donain.

RDVA - Renote Direct Menory Access.
RNIC - RDVA Network Interface Card.

SCTP association - A protocol relationship between two SCTP
endpoi nts. An SCTP associ ati on supports nultiple SCTP streans.

SCTP Data Chunk - An SCTP Chunk used to convey Payload Data. There
can be nultiple Chunks within each SCTP packet. Oher Chunks are
used to control the SCTP Associ ation.

SCTP endpoint - The |ogical sender/receiver of SCTP packets. On a
mul ti honed host, an SCTP endpoint is represented to its peers as a
conbi nation of an SCTP port nunber and a set of eligible
destination transport addresses to which SCTP packets can be sent.

SCTP Stream - A unidirectional |ogical channel established from one
to anot her associ ated SCTP endpoint. There can be multiple SCTP
streans within each SCTP association. An SCTP streamis used to
formone direction of a DDP stream

Transm ssi on Sequence Nunber (TSN) - A 32-bit sequence nunber used
internally by SCTP. One TSN is attached to each chunk cont ai ni ng
user data to permt the receiving SCTP endpoint to acknow edge its
recei pt and detect duplicate deliveries.
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Upper Layer Protocol (ULP) - |In the context of RDMA protoco
specifications, this is the layer using RDVA services. Typically,
this is an application or niddleware. A primary goal of RDVA
protocols is to enable direct transfer of payload to/from ULP
Buf f ers.

3. Mdtivation

Thi s docunent specifies an adaptation layer which fulfills the
requi renents of a Lower Layer Protocol (LLP) for DDP using a specific
subset of SCTP capabilities.

The defined protocol is intended to be inplenentable over existing
SCTP stacks, while clearly defining what portions of SCTP are
required to enable an inplenmentation to be optim zed specifically to
support DDP.

4, Overview

The adaptation layer uses a pair of like-nunbered SCTP streans within
an SCTP Association to provide a reliable DDP stream between two DDP
Endpoi nts. Except as specifically noted, each DDP Segment submitted
by the DDP | ayer is encoded as a single unordered SCTP Data Chunk

In addition to the DDP Segnent, the Data Chunk al so contains a
sequence nunber (DDP-SSN) that reflects the order in which DDP
submitted the segnents for that stream

A DDP Stream Session is defined by DDP Stream Session Control Chunks
that manage the state of the DDP Stream Session. These Chunks
dynanmically bind DDP Endpoints to the DDP Stream Sessi on, and DDP
Segment Chunks are used to reliably deliver DDP Segnents with the
sessi on.

5. Data Formats
5.1. Adaptation Layer Indicator

The DDP/ SCTP adaptation | ayer uses all streans within an SCTP

associ ation. An SCTP Associ ation that has had the DDP Adaptation

I ndi cation negotiated will carry only SCTP Data Chunks as defined in
thi s docunent.

It is presuned that the handling of incom ng data chunks for DDP-
enabl ed associations is sufficiently different than for routine SCTP
associations that it is undesirable to require support for nixing DDP
and non-DDP streans in a single association. Mre than a single
association is required if an application desires to utilize both DDP
and non-DDP traffic with the sane renote host.
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We define an Adaptation Indication that MJST appear in the INIT or
INIT-ACK with the following format as defined in [ RFC5061].

Adapt ati on I ndication |
B s T T S S S T s sl T ot S o S S S S S e i

Adapt ati on | ndication:
The foll owi ng val ue has been assigned for DDP.

DDP - 0x00000001

5.2. Payl oad Data Chunks

The DDP SCTP adaptation uses two types of SCTP Payl oad Data Chunks,
differentiated by the Payl oad Protocol Ildentifier:

DDP Segnment Chunks are used to reliably deliver DDP Segnents sent
bet ween DDP Endpoi nts.

DDP Stream Session Control Messages are used to establish and tear
down DDP Stream Sessions, specifically by controlling the binding
of DDP Endpoints with SCTP streans.

Payl oad Protocol Ildentifier:

The follow ng value are defined for DDP in this docunent
and have been assigned by | ANA:

DDP Segnent Chunk - 16
DDP Stream Session Control - 17

5.2.1. DDP Source Sequence Nunber (DDP-SSN)

Al'l SCTP Payl oad Data Chunks used by this adaptation |ayer include a
DDP Source Sequence Nunber (DDP-SSN). The DDP-SSN tracks the
sequence in which the nessages were subnmitted to the SCTP | ayer for
the SCTP streamin use. The DDP-SSN MJST have the sanme val ue that
the SCTP Stream Sequence Nunber (SSN) woul d have been assigned had
ordered SCTP Payl oad Data Chunks been used rather than unordered.
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ULP-supplied Private Data MUST be included for DDP Stream Sessi on
Initiate, DDP Stream Session Accept, and DDP Stream Sessi on Reject
nmessages. However, the ULP supplied Private DATA MAY be of zero

| engt h.

Private Data | ength MJUST NOT exceed 512 bytes in any nessage.

Private Data MJUST NOT be included in the DDP Stream Session Terni nate
nessage.

Recei ved DDP Stream Session Control nessages SHOULD be reported to
the ULP. If reported, any supplied Private Data MJST be avail abl e
for the ULP to exami ne.

The DDP/ SCTP adaptation layer MAY limit the nunber of Session
Initiate requests that it has submitted to the ULP. Wen a DDP
Stream Session Initiate cannot be forwarded to the ULP due to such a
limt, the adaptation |layer MJST respond with a DDP Stream Sessi on
Term nat e nessage.

6. DDP Stream Sessi ons

A DDP Endpoint is the |ogical sender/receiver of DDP Segnents. A DDP
stream connects two DDP Endpoints using a matched pair of SCTP
streans having the sanme SCTP Stream | dentifiers.

A DDP Stream Session defines the sequence of Data Chunks exchanged
bet ween two DDP Endpoints over a DDP streamthat has a distinct

begi nning and end as defined in the follow ng section. Data Chunks
fromone DDP Stream Session are never carried over to the next
session. Each Data Chunk unambi guously bel ongs to exactly one
session. The DDP-SSNs assigned to the Data Chunks for a session MJST
NOT have any gaps.

The | ocal interface MAY dynamically associate a DDP Endpoint with the
DDP stream based upon the initial exchanges of a DDP Session, and
dynanmically term nate that association at the session’s end.
Alternately, a specialized local interface could sinply statically
map DDP Endpoints to DDP streans.

Conventionally, local interfaces for RDMA have deferred the sel ection
of the DDP Endpoint until after the ULP decides to accept an RDVA
connection request. But that is a local interface choice and not a
wire protocol requirenent.

A DDP streamis associated with at nost one Protection Domain during

a single DDP Stream Session. On the passive side, the association is
typically deferred until the DDP Stream Session Accept nessage.
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6.1. Sequencing

The DDP-SSN is reset to zero at the begi nning of each DDP Stream
Sessi on.

The nornative sequence for considering Payl oad Data Chunks within a
gi ven session is based upon each Data Chunk’s DDP-SSN. \When
considered in this normative sequence, all sessions MJST conformto
one of the patterns defined in this section

If the adaptation | ayer receives a Payload Data Chunk that conforns
to none of the enunerated | egal patterns, the DDP Stream Sessi on MJST
be term nated

6.2. Legal Sequence: Activel/Passive Session Accepted

In this DDP Stream Sessi on sequence, one DDP Endpoi nt assunes the
active role in requesting a DDP Stream Session, which the other side
accepts.

Active side sends a DDP Stream Session Initiate nessage.
Passi ve side sends a DDP Stream Sessi on Accept nessage.

Each side may then send zero or nore DDP Segnents with increasing
DDP- SSNs, subject to any flow control inposed by other protoco
| ayers.

The final User Data Chunk for each side MAY be a DDP Stream
Terminate. At |east one side MIST send a DDP Stream Terni nat e.
Note that this would foll ow any RDMAP Termi nate nessage, which to
the adaptation layer is sinply another DDP Segnent.

6.3. Legal Sequence: Active/Passive Session Rejected

DDP Stream Sessions allow each party to send a single non-payl oad
message before the other end conmits specific resources to the
session. This allows each end to deternine which resources are to be
used, and how they are to be configured, or even if the session
shoul d be granted.

These deci sions MAY be influenced by the need to assign a specific
Protection Donain, to determ ne how many RDMA Read Credits are

required, or to determ ne how many receive operations the ULP should
enabl e.
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Because of these or other factors, the passive side MAY choose to
reject a DDP Stream Session Request. This results in the follow ng
| egal sequence:

Active side sends a DDP Stream Session Initiate nmessage.
Passi ve side sends a DDP Stream Sessi on Reject nessage.

A DDP Stream Session Rej ect nmessage MJUST NOT be sent unless the
rejection is at the direction of the ULP.

6.4. Legal Sequence: Active/Passive Session Non-ULP Rejected

Acceptance or rejection of DDP Stream Session Initiate nessages
SHOULD be under the control of the ULP. This MAY require passing an
event to the ULP. There MJST be a finite limt on the nunmber of such
requests that are pending a ULP decision. When nore session requests
are received, the passive side MIST respond to the Initiate nessage
with a DDP Stream Term nate Message.

6.5. ULP-Specific Sequencing

An i nmpl enentati on MAY choose to support additional ULP-specific
sequences, but MJST NOT do so unless requested to do so by the ULP.

A defined ULP MJUST be able to operate using only the defined
mandat ory sessi on sequences. Any additional sequences nust be used
only for optional optimzations.

6.6. O her Sequencing Rules

A DDP Stream Session Control nessage MUST NOT be sent if it may be
received before a prior DDP Stream Session Control nessage within the
same DDP Stream Session.

An active side of a DDP Stream Session MJST NOT send a DDP Segnent
that m ght be received before the DDP Stream Session Initiate
nessage.

This MAY be determ ned by SCTP acking of the Data Chunk used to carry
the DDP Stream Session Initiate nessage, or by receipt of a
responsi ve DDP Stream Sessi on Control nessage.

A DDP Stream | dentifier MJUST NOT be reused for another DDP Stream

Session while any Data Chunk froma prior session mght be
out st andi ng.
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7. SCTP Endpoints
7.1. Adaptation Layer Indication Restriction

The | ocal interface MIUST allow the ULP to specify an SCTP endpoint to
use a specific Adaptation Indication. It MAY require the ULP to do
so.

Once an endpoint decides on its acceptabl e Adaptation Indication(s),
it SHOULD terminate all requests to establish an association with any
di fferent Adaptation Indication

An SCTP i npl enmentati on MAY choose to accept association requests for
a given SCTP endpoint only until one association for the endpoint has
been established. At that point, it MAY choose to restrict all
further associations for the same endpoint to use the same Adaptation
I ndi cati on.

7.2. Miltihomng Inplications

SCTP al l ows an SCTP endpoint to be associated with nultiple IP
addresses, potentially representing different interface devices.
Distribution of the logic for a single DDP stream across multiple

i nput devices can be very undesirable, resulting in conplex cache
coherency chall enges. Therefore, the local interface MAY restrict
DDP- enabl ed SCTP endpoints to a single |IP address, or to a set of IP
addresses that are all assigned to the same input device ("RNIC').

The default binding of a DDP-enabl ed SCTP endpoi nt SHOULD NOT cover
nore than a single | P address unless doing so results in neither
additional bus traffic nor duplication of menory registration
resources. This will frequently result in a different default than
for SCTP endpoints that are not DDP enabl ed.

Appl i cati ons MAY choose to avoi d using out-of-band nethods for

conmmuni cating the set of |IP addresses used by an SCTP endpoi nt when
there is potential confusion as to the intended scope of the SCTP
endpoi nt. For exanple, assum ng the SCTP endpoint consists of all IP
addresses Advertised by DNS may work for a general purpose SCTP
endpoi nt but not a DDP-enabl ed one.

Even when nultihoming is supported, ULPs are cautioned that they
SHOULD NOT use ULP control of the source address in an attenpt to

| oad- bal ance a stream across multiple paths. A receiving DDP/ SCTP

i npl enent ati on that chooses to support nultihom ng SHOULD optim ze
its design on the assunption that multihonming will be used for
network fault tol erance, and not to | oad-bal ance between paths. This
is consistent with reconmended SCTP practi ces.
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8.

Nunber of Streans

DDP streanms are bidirectional. They are always conposed by pairing
t he i nbound and out bound SCTP streans with the same SCTP Stream
I dentifier.

The adaptation |layer should request the naxi num nunber of SCTP
streams it will wish to use over the lifetime of the association.
SCTP streamnms mnust still be bound to DDP Endpoints, and a DDP-enabl ed
SCTP associ ati on does not support ordered Data Chunks. Therefore,
the mere existence of an SCTP streamis unlikely to require
significant supporting resources.

Thi s mappi ng uses an SCTP association to carry one or nore DDP
streans. FEach DDP streamw ||l be mapped to a pair of SCTP streans
with the same SCTP stream nunber. The adaptation MJST initialize all
of its SCTP associations with the same nunber of inbound and out bound
streans.

Fragnent ati on

A DDP/ SCTP Receiver already deals with fragnentation at both the IP
and DDP | ayers. Therefore, use of SCTP | ayer segmenting will be
avoi ded for nost cases.

As a Lower Layer Protocol (LLP) for DDP, the SCTP adaptation |ayer
MJUST inform the DDP | ayer of the maxi num DDP Segnent size that will
be supported. This should be the |argest value that can be supported
wi thout use of IP or SCTP fragnmentation, or 516 bytes, whichever is

| ar ger.

A mini mum of 516 bytes is required to allow a DDP Stream Session
Control Message with 512 bytes of Private Data.

SCTP data chunk fragnmentati on MUST NOT be used unless the alternative
is | P fragnentation.

The SCTP adaptation |ayer SHOULD set the maxi num DDP Segnment size
bel ow the theoretical maxi mumin order to allow bundling of Control
Chunks in the same SCTP packet.

The SCTP adaptation |layer MJST rej ect DDP Segnents that are |arger
than the maxi mum si ze specifi ed.
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10.

11.

11.

Sequenced Unordered Operation

The adaptation |layer MJST use the Unordered option on all Data Chunks
(U Flag set to one). The SCTP layer is expected to deliver unordered
Dat a Chunks wi t hout del ay.

Because DDP enpl oys unordered SCTP delivery, the receiver MJST NOT
rely upon the SCTP Transni ssion Sequence Number (TSN) to inply
ordering of DDP Segnents. The fact that the SCTP Data Chunk for a
DDP Segment is prior to the cumul ative ack point does not guarantee
that all prior DDP segnents have been placed. The SCTP sender is not
obligated to transnit unordered Data Chunks in the order presented.

The DDP- SSN can be used without special logic to determi ne the
subni ssi on sequence when the maxi mum nunber of in-flight messages is
| ess than 32768. This also applies if the sending SCITP accepts no
nmore than 32767 Data Chunks for a single streamw thout assigning
TSNs.

| f SCTP does accept nore than 32768 Data chunks for a single stream
wi t hout assigning TSNs, the sending DDP nust sinply refrain from
sendi ng nore than 32767 Data Chunks for a single stream wi thout
acknow edgnment. Note that it MJST NOT rely upon ULP flow control for
this purpose. Typical ULP flow control will deal exclusively with
unt agged nessages, not with DDP segnents.

The receiver MAY performa validity check on received DDP-SSNs to
ensure that any gap could be accounted for by unreceived Data Chunks.
| mpl enent ati ons SHOULD NOT al | ocate resources on the assunption that
DDP-SSNs are valid without first performing such a validity check

An invalid DDP-SSN MAY result in termnation of the DDP stream

Pr ocedures
1. Association Initialization

At the startup of an association, a DDP/ SCTP adaptation |ayer MJST

i nclude an adaptation layer indication in its INNT or INIT-ACK (as
defined in Section 5.1). After the exchange of the initial first two
SCTP chunks (INIT and I NI T- ACK), an endpoi nt MJST verify and inspect
the Adaptation Indication and conpare it to the following table to
det ermi ne proper action.
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11.

11.

I ndi cation | Action
type |
+++++++++H
| This indicates that the peer DOES NOT
NONE | support ANY DDP or RDMA adaptation, and thus
| RDMA and DDP procedures MJUST NOT be
| perforned upon this association.
+++++++++
| This indicates that the peer DOES support
DDP | the DDP/ SCTP adaptation |ayer defined here.
++++++++++++++++
| This indicates that the peer DOES NOT
ANY- OTHER | support the DDP adaptation, and thus
I ndi cation | DDP procedures MJST NOT be perforned
| upon this association.
+++++++++++++++++

An inplenentation MAY require that all associations for a given SCTP
endpoi nt be placed in the sanme node.

The I ocal interface MAY allow the ULP to accept only requests to
establish an association in a specified node.

2. Chunk Bundli ng

SCTP allows nultiple Data Chunks to be bundled in a single SCTP
packet. Data chunks containing DDP Segnents w th untagged nessages
SHOULD NOT be del ayed to facilitate bundling. Data chunks containi ng
DDP Segnments with tagged nessages will generally be full sized, and
hence not subject to bundling. However, partial-size tagged nessages
MAY be del ayed, as they are frequently followed by a short untagged
nessage.

3. Association Term nation

Term nation of an SCTP Association due to errors should be handl ed at
the SCTP | ayer. The RDVAP-defined RDVAP Term nate Message SHOULD NOT
be sent on each DDP stream when a deternination has been nade to
term nate an SCTP association. Sending that nessage on each SCTP
stream coul d severely delay the term nation of the association.

The | ocal interface SHOULD notify all consuners of DDP streans when
t he underlying SCTP stream has been term nated.

O her RDVAP- defined Term nate Messages MJST be generated as specified
when a DDP streamis ternmnated. Note that with the SCTP mappi ng,
term nation of a DDP Stream does not nmandate term nation of the
Associ ati on.
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12.

13.

| ANA Consi der ati ons

Thi s docunent defines a new SCTP Adaptation Layer Indication
codepoi nt for DDP (0x00000001). [RFC5061] creates the registry from
whi ch this codepoint has been assigned.

Thi s docunent al so defines two new SCTP Payl oad Protocol ldentifiers
(PPIDs). RFC 4960 [ RFC4960] creates the registry fromwhich these
identifiers have been assigned. The follow ng values have been

assi gned:

DDP Segnent Chunk - 16
DDP Stream Session Control - 17

Security Considerations

Any direct placenent of nenory could pose a significant security risk
i f adequate local controls are not provided. These threats are
addressed in the appropriate DDP [ RFC5041], RDMA [ RFC5040], or
Security [ RFC5042] docunents. This docunent does not add any

addi tional security risks over those found in RFC 4960 [ RFC4960] .

The |1 Psec requirenments for Renote Direct Data Placenment (RDDP) are
based on the version of |Psec specified in RFC 2401 [ RFC2401] and
related RFCs, as profiled by RFC 3723 [ RFC3723], despite the

exi stence of a newer version of |Psec specified in RFC 4301 [ RFC4301]
and related RFCs. One of the inportant early applications of the
RDDP protocols is their use with i SCSI i SER [ RFC5046]; RDDP' s | Psec
requirenents follow those of IPsec in order to facilitate that usage
by allowing a common profile of |Psec to be used with i SCSI and the
RDDP protocols. |In the future, RFC 3723 may be updated to the newer
version of | Psec; the IPsec security requirenents of any such update
shoul d apply uniformy to i SCSI and the RDDP protocols.

Additional requirenments apply to security for RDDP over SCTP, due to
the use of SCTP as the transport protocol. An inplenentation of
| Psec for RDDP over SCTP:

1) MUST support |Psec functionality for SCTP equivalent to the |IPsec
functionality for TCP that is required by RFC 3723,

2) SHOULD support the sane | evel of IPsec functionality for SCTP and
TCP unl ess there is no support for TCP, and

3) MUST support at least the |evel of protocol and port selector
functionality for SCTP that is supported for TCP
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15.

16.

16.

16.
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Thi s docunent and the information contained herein are provided on an
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OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
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Intell ectual Property
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Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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