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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

Thi s docunent describes an efficient nethod for exporting
bidirectional flow (Biflow information using the IP Flow Information
Export (1 PFIX) protocol, representing each Biflow using a single Flow
Recor d.
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1. Introduction

Many flow anal ysis tasks benefit from association of the upstream and
downstream fl ows of a bidirectional conmunication, e.g., separating
answered and unanswered TCP requests, calculating round trip tines,
etc. Metering processes that are not part of an asymmetric routing
infrastructure, especially those deployed at a single point through
which bidirectional traffic flows, are well positioned to observe
bidirectional flows (Biflows). In such topologies, the tota
resource requirenments for Biflow assenbly are often lower if the

Bi fl ows are assenbl ed at the neasurenent interface as opposed to the
Col lector. The IPFIX Protocol requires only information nodel
extensions to be conplete as a solution for exporting Biflow data.

To that end, we propose a Biflow export nethod using a single Flow
Record per Biflowin this docunment. W explore the semantics of
bidirectional flow data in Section 4, "Bifl ow Semantics"; exam ne the
various possibilities for determning the direction of Biflows in
Section 5, "Direction Assignnent”; then define the Biflow export

met hod in Section 6, "Record Representation”.

This export method requires additional Information Elements to
represent data values for the reverse direction of each Biflow, and a
single additional Information El enent to represent direction
assignnent information, as described in Sections 6.1 through 6. 3.

The sel ection of this nmethod was notivated by an expl oration of other
possi bl e met hods of Biflow export using | PFl X; however, these nethods
have i nportant drawbacks, as discussed in Section 3, "Rationale and

H story".

1.1. | PFI X Docunents Overvi ew

"Specification of the I PFI X Protocol for the Exchange of IP Traffic
Fl ow I nformati on" [ RFC5101] (informally, the |IPFI X Protocol document)
and its associ ated docunments define the | PFI X Protocol, which

provi des network engi neers and admi nistrators with access to IP
traffic flow information.

"Architecture for IP Flow Information Export" [IPFI X-ARCH (the |IPFIX
Archi tecture docunent) defines the architecture for the export of
measured IP flow information out of an |IPFI X Exporting Process to an

| PFI X Col I ecting Process, and the basic terninology used to describe
the elenents of this architecture, per the requirenents defined in
"Requirements for IP Flow Informati on Export" [RFC3917]. The |IPFI X
Prot ocol docunent [RFC5101] then covers the details of the method for
transporting | PFl X Data Records and Tenpl ates via a congesti on-aware
transport protocol froman |IPFI X Exporting Process to an | PFI X

Col I ecting Process.
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"Informati on Model for IP Flow Informati on Export" [ RFC5102]
(informally, the IPFI X Information Mbdel docunent) describes the
Information El ements used by | PFI X, including details on Information
El ement nam ng, nunbering, and data type encoding. Finally, "IPFI X
Applicability" [IPFIX-AS] describes the various applications of the

| PFI X protocol and their use of information exported via |IPFI X, and
relates the I PFI X architecture to other measurenent architectures and
f ramewor ks

Thi s docunent references the Protocol and Architecture docunents for
term nol ogy, uses the IPFI X Protocol to define a bidirectional flow
export nethod, and proposes additions to the information nodel
defined in the IPFI X I nfornmation Mddel docunent.

2. Terninol ogy

Capitalized ternms used in this docunent that are defined in the
Term nol ogy section of the | PFIX Protocol docunent [RFC5101] are to
be interpreted as defined there. The following additional terns are
defined in terns of the | PFI X Protocol docunment terninol ogy.

Directional Key Field: A Directional Key Field is a single field in
a Flow Key as defined in the | PFl X Protocol docunent [RFC5101]
that is specifically associated with a single endpoint of the
Fl ow. sourcel Pv4Address and destinati onTransportPort are exanple
Directional Key Fields.

Non-directional Key Field: A Non-directional Key Field is a single
field within a Fl ow Key as defined in the I PFI X Protocol docunent
[ RFC5101] that is not specifically associated with either endpoint
of the Flow. protocolldentifier is an exanple Non-directional Key
Fi el d.

Uni flow (Unidirectional Flow): A Uniflowis a Flow as defined in the
| PFI X Protocol document [RFC5101], restricted such that the Fl ow
is conposed only of packets sent froma single endpoint to another
si ngl e endpoi nt.

Biflow (Bidirectional Flow: A Biflowis a Flow as defined in the
| PFI X Protocol document [RFC5101], conposed of packets sent in
both directions between two endpoints. A Biflowis conposed from
two Uniflows such that:

1. the value of each Non-directional Key Field of each Uniflowis
identical to its counterpart in the other, and

2. the value of each Directional Key Field of each Uniflowis
identical to its reverse direction counterpart in the other
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A Biflow contains two non-key fields for each value it represents
associated with a single direction or endpoint: one for the
forward direction and one for the reverse direction, as defined
bel ow.

Bi fl ow Source: The Biflow Source is the endpoint identified by the
source Directional Key Fields in the Biflow.

Bi fl ow Destination: The Biflow Destination is the endpoint
identified by the destination Directional Key Fields in the
Bi f1 ow.

forward direction (of a Biflow): The direction of a Biflow conposed
of packets sent by the Biflow Source. Values associated with the
forward direction of a Biflow are represented using norma
Information Elements. In other words, a Uniflow may be defined as
a Biflow having only a forward direction

reverse direction (of a Biflow): The direction of a Biflow conposed
of packets sent by the Biflow Destination. Values associated with
the reverse direction of a Biflow are represented using Reverse
Information El enents, as defined bel ow

Reverse Information Elenent: An Information El enent defined as
corresponding to a normal (or forward) Information El enent, but
associated with the reverse direction of a Bifl ow

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Rationale and Hi story

In selecting the Single Record Biflow export method described in this
docunent as the recommendation for bidirectional flow export using
| PFI X, we consi dered several other possible nethods.

The first and nost obvious would be sinply to export Biflows as two
Uni fl ows adj acent in the record stream a Collecting Process could
then reassenble themwi th mnimal state requirenents. However, this
has the drawbacks that it is merely an informal arrangenment the

Col l ecting Process cannot rely upon, and that it is not bandw dth-
efficient, duplicating the export of Flow Key data in each Unifl ow
record

We then considered the nmethod outlined i n Reduci ng Redundancy in

| PFI X and Packet Sanmpling (PSAMP) Reports [IPFI X- REDUCI NG for
reducing this bandwidth inefficiency. This would also fornmally link
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the two Uniflows into a single construct, by exporting the Flow Key
as Common Properties then exporting each direction’s information as
Specific Properties. However, it would do so at the expense of
additional overhead to transnmit the conmonPropertieslid, and
addi ti onal state nanagenment requirenents at both the Collecting and
Exporting Processes.

A proposal was made on the IPFIX nailing list to use the Miltiple
Information El enent feature of the protocol to export forward and
reverse counters using identical Information Elenents in the same

Fl ow Record. In this approach, the first instance of a counter would
represent the forward direction, and the second instance of the sane
counter would represent the reverse. This had the di sadvantage of
conflicting with the presently defined semantics for these counters,
and, as such, was abandoned.

4. Bi f| ow Semanti cs

As stated in the Ternmi nol ogy section above, a Biflowis sinply a Fl ow
representing packets flowing in both directions between two endpoints
on a network. There are conpelling reasons to treat Biflows as
single entities (as opposed to nerely ad-hoc conbi nati ons of

Uniflows) within IPFIX.  First, as nost application-|layer network
protocols are inherently bidirectional, a Biflow based data nodel
nore accurately represents the behavior of the network, and enabl es
easier application of flow data to answering interesting questions
about networ k behavior. Second, exporting Biflow data can result in
i mproved export efficiency by elimnating the duplication of Flow Key
data in an | PFI X nessage stream and inprove collection efficiency by
renovi ng the burden of Biflow matching fromthe Collecting Process
wher e possi bl e.

Bi fl ows are somewhat nore semantically conplicated than Unifl ows.
When handling Uniflows, the semantics of source and destination
Information El ements are clearly defined by the semantics of the
under | yi ng packet header data: the source Information El enents
represent the source header fields, and the destination Information
El ements represent the destination header fields. Wen representing
Biflows with single | PFl X Data Records, the definitions of source and
destination nust be chosen nore carefully.

As in the Term nol ogy section above, we define the Source of a Bifl ow
to be that identified by the source Directional Key Field(s), and the
Destination of the Biflowto be that identified by the destination
Directional Key Field(s). Note that, for | ANA-registered |Information
El ements, or those defined by the I PFI X Information Mdel [RFC5102],
Directional Key Fields associated with the Biflow Source are
represented by Information El enents whose nanes begin with "source"
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and Directional Key Fields associated with the Biflow Destination are
represented by Information El ements whose nanes begin with
"destination"; it is recommended that enterprise-specific Information
El ements follow these conventions, as well.

Met hods for assignnent of Source and Destination by the Metering and
Exporting Processes are described in the follow ng section.

As the Source and Destination of a Biflow are defined in ternms of its
Directional Keys, Biflow values are also split info forward and
reverse directions. As in the Term nol ogy section above, the forward
direction of a Biflowis conposed of packets sent by the Biflow
Source, and the reverse direction of a Biflow is conposed of packets
sent by the Destination. |n other words, the two directions of a

Bi fl ow may be roughly thought of as the two Uniflows that were

mat ched to conpose the Biflow A Biflow record, then, contains each
Fl ow Key record once, and both forward Information El enents and
Reverse Information Elenents for each non-key field. See Figure 1

for an illustration of the conposition of Biflows from Unifl ows.
Uni f| ow Uni f | ow
S S B + oo S B +
| src A| dst B | counters/values | | src B| dst A | counters/val ues
F - F - S + - - - - - F - S +
| | | |
\% \% \% \%
o - o - e e +
| src A| dst B | fwd counters/val ues rev counters/val ues
Fomm - Fomm - e e e e e e e e o e e e e e e e e o +
Bi f 1 ow

Figure 1: Bidirectional Flow Conceptual D agram

The reverse direction values are represented by Reverse Infornmation
El ements. The representati on of these Reverse Information El enents
within Tenplates is detailed in Section 5. A Flow Record nay be
considered to be a Biflow record by the Collecting Process if it
contains at |east one Reverse Information El ement AND at | east one
Directional Key Field. Flow Records containing Reverse Information
El ements but no Directional Key Fields are illegal, MJST NOT be sent
by the Exporting Process, and SHOULD be dropped by the Collecting
Process. The Collecting Process SHOULD | og the recei pt of such
illegal Flow Records

When exporting Uniflows, Exporting Processes SHOULD use a Tenpl ate

contai ning no Reverse Information Elements. Note that a Tenpl ate
whose only Reverse Information El enents are counters MAY be used to
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export Uniflows, as counters with values of 0 are semantically
equi valent to no reverse direction. However, this approach is not
possi bl e for Reverse Information El enents whose zero val ues have a
di stinct neaning (e.g., tcpControl Bits).

Note that a Biflow traversing a m ddl ebox [ RFC3234] nay show
different flow properties on each side of the m ddl ebox due to
changes to the packet header or payl oad performed by the niddl ebox
itself. Therefore, it MJIST be clear at a Collecting Process whether
packets were observed and netered before or after nodification. The
(bhservation Process SHOULD be | ocated on one side of a mddl ebox, and
the Exporting Process SHOULD comunicate to the Coll ecting Process
both the incom ng value of the flow property changed within the

m ddl ebox and the changed value on the "other side". The |PFIX

I nformati on Mbdel [RFC5102] provides Information Elenents with prefix
"post" for this purpose. The |ocation of the Cbservation Point(s)
with respect to the m ddl ebox can be conmuni cated using Options wth
bservation Point as Scope and el enents such as |ineCardl D or
sanmplerl D

For further information on the effect of nmiddl eboxes within the |PFIX
architecture, refer to Section 7 of the |PFI X I nplenentation
Gui del i nes [ | PFI X- | MPLEMENTATI QN .

By the definition of Cbservation Domain in Section 2 of the | PFIX
Prot ocol docunent [RFC5101], Biflows nay be conposed only of packets
observed within the sane Cbservation Domain. This inplies that
Metering Processes that build Biflows out of Uniflows nmust ensure
that the two Unifl ows were observed within the sanme Cbservation
Donwi n.

5. Direction Assignnent

Due to the variety of flow nmeasurenent applications and restrictions
on Metering Process depl oynent, one single nethod of assigning the
directions of a Bifloww |l not apply in all cases. This section
descri bes three nmethods of direction assignnent, and recommends t hem
based upon Metering Process position and neasurenent application
requi renents. In each of the figures in this section, the "M box
represents the Metering Process.

As the nethod selection is dependent on Metering Process position, it
is sufficient to configure the direction assignnent nethod at the

Col l ecting and/or the Exporting Process out-of-band. For exanple, a
Col I ecting Process night be configured that a specific Exporting
Process identified by exporterl Pv4Address is assigning direction by
initiator; or both a Collecting Process and an Exporting Process
could be sinmultaneously configured with a specific direction
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assi gnnent perinmeter. However, for Exporting Processes that use

mul tiple direction selection nmethods, or for Collecting Processes
accepting data from Exporting Processes using a variety of nethods, a
biflowDirection Information El enent is provided for optiona
representation of direction assignnment information

5.1. Direction by Initiator

If the measurenment application requires the determnation of the
initiator and responder of a given comunication, the Metering
Process SHOULD define the Biflow Source to be the initiator of the

Bi fl ow, where possible. This can be roughly approxi nated by a

Met eri ng Process observing packets in both directions sinply assum ng
that the first packet seen in a given Biflowis the packet initiating
the Biflow A Metering Process may inprove upon this nethod by using
know edge of the transport or application protocols (e.g., TCP flags,
DNS questi on/ answer counts) to better approximate the flowinitiating
packet .

Note that direction assignnent by initiator is nost easily done by a
single Metering Process positioned on a local link layer, as in
Figure 2, or a single Metering Process observing bidirectional packet
flows at a symetric perinmeter routing point, as in Figure 3.

Note al so that many Metering Processes have an "active" tineout, such
that any flow with a duration |onger than the active tinmeout is
expired and any further packets belonging to that flow are accounted
for as part of a new flow This mechani sm may cause issues with the
assunption that a first packet seen is fromthe flowinitiator, if
the "first" packet is a mddle packet in a long-duration flow.

e + - +
| node | | node |
oo -+ oo -+
| | o +
<===+ + + >4 +<===> | nt er net
| | router |
oo+ e +

| VP |
S

Figure 2: Local Link Metering Process Position
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Fommm e + Fommm e +
| node | | node |
B B
| | \SREEEEEEE +
<===+ + >+ +<===> | nt er net
| router
| Hom oo - -+
+----+ MNP |
S +

Figure 3: Symmetric Routing Point Metering Process Position
5.2. Direction by Perineter

If the measurenment application is deployed at a network perineter, as
illustrated in Figure 4, such that there is a stable set of addresses
that can be defined as "inside" that perimeter, and there is no
measur enent application requirenent to deternine the initiator and
responder of a given conmunication, then the Metering Process SHOULD
assign the Biflow Source to be the endpoi nt outside the perineter.

No facility is provided for exporting the address set defining the
interior of a perinmeter; this set may be deduced by the Collecting
Process observing the set of Bifl ow Source and Bifl ow Desti nation

addresses, or configured out-of - band.

Fommm e m - + Fommm e m - +
—===>4 access +====> —===>4 access +====>
I nt er net | router | Local Net | router | I nt er net
(| i nk A) <====+ A +<==== <====+ B +<==== (| i nk B)
Fo---t----+ Fo-mm - o - - +

Foe e oo+
| M

Figure 4: Perineter Metering Process Position
5.3. Arbitrary Direction

If the measurement application is deployed in a network core, such
that there is no stable set of addresses defining a perineter (e.g.
due to BGP updates), as in Figure 5, and no requirenent or ability to
determine the initiator or responder of a given conmunication, then
the Metering Process MAY assign the Biflow Source and Bifl ow
Destination endpoints arbitrarily.
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In this case, the Metering Process SHOULD be consistent in its choice
of direction. Once assigned, direction SHOULD be nmintained for the
lifetime of the Biflow, even in the case of active tinmeout of a

| ong-lived Biflow

Y
o+ e +
<===+ core | | core +===>
| router +<========>+ router
===>+ | | +<===
Fom oo -+ Fom oo -+
I I
Ho oo oo -+ \Y
| M
S +

Figure 5: Transit/Core Metering Process Position
6. Record Representation

As noted above, Biflows are exported using a single Flow Record, each
of which contains the Fl ow Key fields once, and both forward
Information El ements and Reverse Information El enents for each non-
key field. The IPFIX Information Moddel is extended to provide a
Reverse I nformation El enent counterpart to each presently defined
forward Information Element, as required by any Infornmation El enent
that may be a non-key field in a Biflow

6.1. Reverse Information Elenment Private Enterprise Nunber

Reverse Information El ements are specified as a separate "di nension”
in the Informati on El ement space, assigning Private Enterprise Nunber
(PEN) 29305 to this docunent, and defining that PEN to signify "IPFI X
Reverse Information Elenent” (the Reverse PEN). This Reverse PEN
serves as a "reverse direction flag" in the Tenplate; each
Information El enent nunber within this PEN space is assigned to the
reverse counterpart of the correspondi ng | ANA-assi gned public
Information El ement nunber. 1In other words, to generate a Reverse
Information Element in a Tenplate corresponding to a given forward
Information El ement, sinply set the enterprise bit and define the
Information El ement within the Reverse PEN space, as in Figure 6

bel ow
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B s S S i i i ks a ks st S S S S S S
| 0] flowStartSeconds 150 | Field Length = 4
R R R R e e s o S e R S S S S S S e e e e e

forward |
|
reverse V

e T s t e e o e S el o o b oI S SRR S
1] (rev) flowStartSeconds 150 | Field Length = 4 |
B i i i S S R ih s s I S S o O S S

Reverse PEN 29305 |
B s e e S i e s i i i T e e s

+
|
+
|
+
Fi gure 6: Exanpl e Mapping between Forward and Reverse | Es

As the Reverse Information Element dinension is treated explicitly as
such, new Information El enents can be added freely to the | ANA-
managed space wi thout concern for whether a Reverse Infornation

El ement shoul d al so be added. Aside fromthe initial allocation of a
Private Enterprise Nunber for this purpose, there is no additional

mai nt enance overhead for supporting Reverse Information Elenents in
the 1 PFI X I nformati on Model .

Note that certain Information Elenents in the | PFI X I nformati on Mdel
[ RFC5102] are not reversible; that is, they are semantically

nmeani ngl ess as Reverse Infornmation Elenents. An Exporting Process
MUST NOT export a Tenpl ate containing the reverse counterpart of a
non-reversible Information Elenent. A Collecting Process receiving
the reverse counterpart of a non-reversible Information El enent MAY
di scard that Information Elenment fromthe Fl ow Record. Non-
reversible Information El ements represent properties of the Biflow
record as a whole, or are intended for internal the use of the IPFI X
Protocol itself. Therefore, by definition, they cannot be associ ated
with a single direction or endpoint of the Flow.

The following specific Information Elenents are not reversible:

1. ldentifiers defined in Section 5.1 of [RFC5102] that cannot be
associated with a single direction of Uniflow collection: flowd
(5.1.7), tenplateld (5.1.8), observationDomainld (5.1.9), and
commonPropertieslid (5.1.11).

2. Process configuration elements defined in Section 5.2 of
[ RFC5102] .

3. Process statistics elenents defined in Section 5.3 of [RFC5102].
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4. paddingCctets defined in Section 5.12.1 of [RFC5102].
5. biflowDirection (defined in Section 6.3 of this docunent).

Any future addition to the Information El enent Registry by I ANA t hat
neets the criteria defined above SHOULD al so be considered to be non-
reversible by the Collecting Process.

Note that Information El ements commonly used as Fl ow Keys (e.g.

header fields defined in Sections 5.4 and 5.5 of the Information
Model ) are reversible, as they may be used as value fields in certain
contexts, as when associating | CVMP error nessages with the flows that
caused t hem

6.2. Enterprise-Specific Reverse Information El enments

Note that the Reverse PEN defined above is only avail able for

al l ocating reverse counterparts of | ANA-registered |IPFIX Information
El enents. No facility is provided for allocating reverse
counterparts of enterprise-specific Information El enents.

The allocation of enterprise-specific Information El enents for |PFIX
is left to the discretion of the organization allocating them Note
that, as enterprise-specific Information El ements are designed for
the internal use of private enterprises, the |ack of any gui dance or
standard on Informati on El enent allocation policies poses no
interoperability issues. However, if a private enterprise’s own
Information El ement registry anticipates the allocation of reversible
Information El ements, and the use of this specification for the
export of Biflow data, that registry MAY reserve one of the fifteen
available bits in the Information Element ID to signify the reverse
direction. For exanple, if the nost significant bit were selected,
this would reserve Information El enent | Ds 0x4000 to Ox7FFF for the
reverse direction of Information El enent | Ds 0x0000 to Ox3FFF

6.3. biflowbDirection Information El enent

Descri ption: A description of the direction assignnent nethod used
to assign the Bifl ow Source and Destination. This Information
El ement MAY be present in a Flow Record, or applied to all flows
exported froman Exporting Process or Observation Domain using
IPFI X Options. If this Information Elenent is not present in a
Fl ow Record or associated with a Biflow via scope, it is assuned
that the configuration of the direction assignnment nethod is done
out-of -band. Note that when using IPFI X Options to apply this
Information Element to all flows within an Qbservati on Domai n or
froman Exporting Process, the Option SHOULD be sent reliably. If
reliable transport is not available (i.e., when using UDP), this
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I nformation El enent SHOULD appear in each Flow Record. This field

may take the foll owi ng val ues:

arbitrary
initiator

Direction was assigned arbitrarily.
The Bifl ow Source is the flow
initiator, as deternined by the
Metering Process’ best effort to
detect the initiator.

The Biflow Destination is the flow
initiator, as deternined by the
Metering Process’ best effort to
detect the initiator. This value is

I
I
I
I
I
0x02 |
I
I
I
provi ded for the conveni ence of
I
I
I
I
I
I
I
I
I

reverselnitiator

Exporting Processes to revise an
initiator estinmate w thout re-encoding
the Bifl ow Record

The Bifl ow Source is the endpoint
outside of a defined perinmeter. The
perinmeter’s definition is inplicit in
the set of Biflow Source and Bifl ow
Destination addresses exported in the
Bi fl ow Records

0x03 peri neter

Abstract Data Type: unsi gned8
Data Type Senmntics: identifier
El ement | d: 239
St at us: current

7. | ANA Consi derations

Thi s docunent specifies the creation of a new dinension in the

I nformati on El ement space defined by the I PFI X I nformati on Mode

[ RFC5102]. This new dinension is defined by the allocation of a new
Private Enterprise Nunber (PEN). The Internet Assigned Numbers
Authority (I ANA) has assigned Private Enterprise Nunber 29305 to this
docunent as the "I PFI X Reverse Infornation El enent Private
Enterprise”, with this document’s authors as point of contact.

Thi s docunent specifies the creation of a new | PFl X I nformation

El ement, biflowDirection, as defined in Section 6.3. |ANA has
assigned Information El ement nunber 239 in the I PFI X Information
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10.

10.

10.

El ement registry for the biflowbDirection Information Elenent. The
val ues defined for this Information El ement are static, and as such
do not need to be nmaintained by 1ANA in a sub-registry.

Security Considerations

The sane security considerations as for the | PFl X Protocol [RFC5101]
apply.
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Appendi x A, Exanpl es

The followi ng exanpl e describes a Biflow record as specified in
Section 6, above. The Reverse PEN is assigned for the purpose of
differentiating forward from Reverse Information El ements.

The information exported in this case is:

(o]

The start time of the flow flowStartSeconds in the |PFIX
I nformati on Model [RFC5102], with a length of 4 octets.

The reverse start time of the flow flowStartSeconds in the |PFIX
I nformati on Model [RFC5102], with a length of 4 octets, and the
enterprise bit set to 1. The following PEN is the Reverse PEN.

The |1 Pv4 source | P address: sourcel Pv4Address in the | PFI X
I nformati on Model [RFC5102], with a length of 4 octets.

The | Pv4 destination | P address: destinationlPv4Address in the
| PFI X I nformati on Mbdel [RFC5102], with a length of 4 octets.

The source port: sourceTransportPort in the | PFI X Information
Mbdel [RFC5102], with a length of 2 octets.

The destination port: destinationTransportPort in the |PFI X
I nformation Model [RFC5102], with a length of 2 octets.

The protocol identifier: protocolldentifier in the IPFIX
I nformation Model [RFC5102], with a length of 1 octet.

The nunber of octets of the Flow octetTotal Count in the | PFIX
I nformation Model [RFC5102], with a length of 4 octets.

The reverse nunber of octets of the Flow. octetTotal Count in the
| PFI X I nformati on Mbdel [RFC5102], with a length of 4 octets, and
the enterprise bit set to 1. The following PEN is the Reverse
PEN.

The nunber of packets of the Flow packetTotal Count in the |IPFIX
I nformation Model [RFC5102], with a length of 4 octets.

The reverse nunber of packets of the Fl ow. packetTotal Count in the
| PFI X I nformati on Mbdel [RFC5102], with a length of 4 octets, and
the enterprise bit set to 1. The following PENis the Reverse
PEN.

Tramrel | & Boschi St andards Track [ Page 17]



RFC 5103 | PFI X Bi f1 ow Export January 2008

and the resulting Tenplate Set would | ook |ike the di agram bel ow

1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Set ID=2 | Length = 64 |
T e e i i e e i S S e e h e
| Tenpl ate I D >= 256 | Field Count = 11 |
i T i i T e e e e e it i S o S R R S
| 0] flowStartSeconds 150 | Field Length = 4 |
B T e o i S I i i S S N iy St S I S S
| 1] fl owSt art Seconds 150 | Field Length = 4 |
T e e i i e e e st s S S SN SR
| Reverse PEN 29305 |
i T i i o e e e e e e et i S S S R R SR
| 0| sourcel Pv4Address 8 | Field Length = 4 |
B T e o i S I i i S S N iy St S I S S
| O] destinationl Pv4Address 12 | Field Length = 4 |
T e e i i e e e st s S S SN SR
| O] sourceTransport Port 7 | Field Length = 2 |
T o i i o e e e e et o i sl S R R S
| 0| destinationTransportPort 11 | Field Length = 2 |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| O] protocolldentifier 4 | Field Length = 1 |
T e s e i i e e et S S S SN SR
| O] oct et Tot al Count 85 | Field Length = 4 |
T e i i o e e e e E e e i s e S R S
| 1| oct et Tot al Count 85 | Field Length = 4 |
B T e o i S I i i S S N iy St S I S S
| Reverse PEN 29305 |
e e i i e T S i S e e e R
| 0] packet Tot al Count 86 | Field Length = 4 |
i e i e S e R e i s i S R TR R R S
| 1| packet Tot al Count 86 | Field Length = 4 |
B T e o i S I i i S S N iy St S I S S
| Reverse PEN 29305 |
e e i i e T S i S e e e R

Figure 7: Single Record Biflow Tenpl ate Set
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e following exanple Data Set represents a typical HTTP transaction

Its format is defined by the exanpl e Tenpl ate, above.

1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Set I D >= 256 | Length = 41

B Lt r s i i i o o T s ks S R S
| 2006-02-01 17:00: 00

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| 2006-02-01 17:00:01

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| 192.0.2.2

B Lt r s i i i o o T s ks S R S
| 192.0.2.3
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| 32770 | 80

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| 6 | 18000 Co
B Lt r s i i i o o T s ks S R S
Co | 128000 Co
B s T s s e T o e S T ks et s oot ST S S S o S S 3
Co. | 65 Co.
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Co | 110 Co
e o T i i o o O S e S ol o S S S s it SR R SR S

B T

Figure 8: Single Record Bifl ow Data Set

The foll owi ng exanpl e denonstrates the use of the biflowDirection
Information El ement, as specified in Section 6.2, using the |IPFIX

Options nmechanismto specify that perineter direction selection is in

effect for a given Cbservati on Domain.
The information exported in this case is:

0 The Observation Domain: observationDomainld in the |PFIX
I nformation Model [RFC5102], with a length of 4 octets.

0 The direction assignment nethod: biflowDirection as defined in
Section 6.2, above, with a length of 1 octet.
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and the resulting Options Tenplate Set would | ook |ike the diagram
bel ow:

1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Set ID=3 | Length = 18 |
B Lt r s i i i o o T s ks S R S
| Tenpl ate I D >= 256 | Field Count = 2 |
B T T T o o S S S e i S S Tk e e Y S
| Scope Count =1 | 0| observati onDomainld 149 |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Field Length = 4 | O] biflowDirection 239 |

T T e ik e S e ik i S S S S B S
| Field Length = 1 |
B i i S S S Tk i o

Figure 9: Biflow Direction Options Tenpl ate Set

The followi ng exanple Data Set would specify that perineter direction
selection is in effect for the Cbservation Domain with ID 33. |Its
format is defined by the exanple Options Tenplate, above. Note that
this exanple data set would be sent reliably, as specified in the
description of the biflowDirection Information El enent.

1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| Set I D >= 256 | Length = 9 |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| 33 |
B T T i e e S e e e R e ale i S T S e e S e i o e sl i S T

| 3 |

e

Figure 10: Biflow Direction Options Data Set
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Appendi x B. XM Specification of biflowDirection Information El enent

Thi s appendi x contains a nachi ne-readabl e description of the
biflowDirection information el ement defined in this docunent, coded
in XML.. Note that this appendix is of informational nature, while
the text in Section 6.3 is normative.

The format in which this specification is given is described by the
XML Schema in Appendix B of the I PFI X Information Mddel [RFC5102].

<?xm version="1.0" encodi ng="UTF-8"?>

<fieldDefinitions xm ns="urn:ietf:parans:xm :ns:ipfix-info"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocati on="urn:ietf:parans: xm :ns:ipfix-info
i pfix-info.xsd">

<field nane="hi fl owDi recti on" dataType="unsi gned8"
dat aTypeSenmanti cs="identifier" group="nisc"
el ement 1 d="239" applicability="all" status="current">
<descri pti on>

<par agr aph>

A description of the direction assignnent nmethod used to
assign the Biflow Source and Destination. This

I nformation El enent MAY be present in a Flow Data Record, or
applied to all flows exported froman Exporting Process or
Qobservation Domain using | PFIX Options. If this Information
El ement is not present in a Flow Record or associated with a
Bifl ow via scope, it is assuned that the configuration of
the direction assignnent nethod is done out-of-band. Note
that when using IPFI X Options to apply this Infornmation
Elenent to all flows within an Cbservation Domain or from an
Exporting Process, the Option SHOULD be sent reliably. If
reliable transport is not available (i.e., when using UDP)
this Information El ement SHOULD appear in each Fl ow

Record. This field may take the foll ow ng val ues:

</ par agr aph>
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<artwor k>

arbitrary
initiator

Direction was assigned arbitrarily.
The Biflow Source is the flow
initiator, as deternined by the
Metering Process’ best effort to
detect the initiator.

The Biflow Destination is the fl ow
initiator, as determ ned by the
Metering Process’ best effort to
detect the initiator. This value is

| |
| |
| |
| |
| |
0x02 | |
| |
| |
| |
| provided for the convenience of
| |
| |
| |
| |
| |
| |
| |
| |
| |

reverselnitiator

Exporting Processes to revise an
initiator estimate w thout re-encoding
the Bifl ow Record

The Bifl ow Source is the endpoint
outside of a defined perineter. The
perimeter’s definition is inplicit in
the set of Biflow Source and Bifl ow
Destinati on addresses exported in the
Bi f| ow Records

0x03 peri neter

</ artwor k>
</ descri ption>
</field>
</fieldDefinitions>
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
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Intell ectual Property
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Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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