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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

Thi s docunent describes domai n- nanme-based service principal nanmes and
the correspondi ng nane type for the Generic Security Service
Application Programming Interface (GSS-API). Internationalization of
the GSS-APlI is al so covered

Domai n- based service nanes are simlar to host-based service nanes
but using a domain name (not necessarily an Internet domain nane) in
addition to a hostnane. The primary purpose of domai n-based nanes is
to provide a neasure of protection to applications that utilize

i nsecure service discovery protocols. This is achieved by providing
a way to name clustered services after the "donmain" which they
service, thereby allowing their clients to authorize the service’'s
servers based on authentication of their service nanes.

WIllians & Mel ni kov St andards Track [ Page 1]



RFC 5178 GSS Domai n- Based Nanes

Tabl e of Contents

1. Introduction .
2. Conventions Used in Th| s Docurrent
3. | ANA Considerations .
3.1. Nane Type AD. . .
3.2. Nane Type O D and Synbol | c Narre .
4. Query and Display Syntaxes . .
4.1. Exanpl es of Domai n-Based Narres
5. Internationalization (l118N) Considerations
5.1. Inporting Internationalized Names .
5.2. Displaying Internationalized Nanes
6. Application Protocol Exanples . . Ce
6.1. NFSv4 Donami n- Wde Nanespace Root Server Di scovery .
6.2. LDAP Server Discovery . e e e
7. Security Considerations .
8. References
8.1. Nornmmtive Ref erences
8.2. Informative References
Willianms & Mel ni kov St andards Track

May 2008

o~N~N~NOOOOGIOTUOBRDMBDMDMDdW

[ Page 2]



RFC 5178 GSS Donai n- Based Nanes May 2008

1. Introduction

Some applications need to discover the nanmes of servers for a
specific resource. Sone conmmon nethods for server discovery are

i nsecure, e.g., queries for DNS [ RFC1035] SRV resource records

[ RFC2782] without using DNSSEC [ RFC4033], and are subject to attacks
whereby a client can be re-directed to incorrect and possibly
mal i ci ous servers. A client may even be re-directed to a server that
has credentials for itself and thus nay authenticate itself to the
client, and yet it could be incorrect or malicious (because it has
been conprom sed, say).

Donmai n- based nanes all ow for GSS-API [ RFC2743] initiator applications
(clients) to authorize acceptor principals (servers) to serve the
resource for which the client used insecure server discovery wthout
ei ther securing the server discovery nmethod or requiring an

addi tional protocol for server authorization. That is, either a

di scovered server has credentials for authenticating the donai n-based
service nanmes that it is intended to respond to, or it does not.
Availability of valid credentials for authenticating domain-based
nanes enbodi es the authorization of a given server to a domai n-w de
servi ce.

A donmai n-based name consists of three required el enents:
0 a service name

0 a donmin nane

0 a hostnane

The donai n name and the host nane shoul d be Domai n Nane System ( DNS)
nanes, though domai n-based names coul d be used i n non- DNS
environnments. Because of the use of DNS nanes we nust al so provide
for internationalization of the GSS-API.

Not e that dommi n-based naming isn't new. According to a report to
the KITTEN W mailing list, there exists at |east one inplementation
of LDAP whi ch uses donmi n-based service nanming, and the DI GEST- MD5
HTTP / Sinple Authentication and Security Layer (SASL) nechani sm

[ RFC2831] describes a simlar notion. (See section 2.1.2 of

[ RFC2831] for a description of the "serv-nane" field of the digest-
response.)
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2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. | ANA Consi derations

3.1. Nane Type QD

The 1 ANA has recorded the follow ng new nane-type O D in |ANA's "SM
Security for Name System Desi gnators Codes (nanetypes)" registry:

5 gss-donmi n- based-servi ces [ RFC5178]
3.2. Nanme Type O D and Synbolic Nane

This docunent creates a new GSS- APl name-type, with a synbolic nane
of "GSS_C_NT_DOWVAI NBASED SERVI CE" and this QD

{iso(1) org(3) dod(6) internet(1l) security(5) nanetypes(6) gss-
domai n- based(5) }
4. Query and Display Syntaxes

There is a single name syntax for donmi n-based nanmes. It is
expressed using the ABNF [ RFC5234].

The syntax is:

donai n- based- nanme service "@ domain "@ hostnane

host nane = donmai n

domai n = sub-donmain 1*("." sub-donai n)
sub- donmai n = Let-dig [Ldh-str]

Let-dig = APHA / DIGAT

Ldh-str =*( ALPHA/ DIG T/ "-" ) Let-dig

Wiere <service> is defined in Section 4.1 of [RFC2743]. Oher rules
not defined above are defined in Appendix B.1 of [RFC5234].
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4.1. Exanpl es of Donmi n-Based Nanes
These exanpl es are not normative:
o | dap@oneconpany. exanpl e@sl. sonmeconpany. exanpl e
o nfs@oneconpany. exanpl e@f sroot 1. soneconpany. exanpl e

The .exanple top-level donmain is used here in accordance with
[ RFC2606] .

5. Internationalization (I18N) Considerations

We introduce new versions of GSS |nport_nane() and GSS Di splay_nane()
to better support Unicode. Additionally, we provide for the use of
ASCI | Conpati bl e Encodi ng (ACE)-encoded DNS in the non-

i nternationalized interfaces [RFC3490].

5.1. Inporting Internationalized Nanes

When the input_nanme_type paraneter is the

GSS_C_NT_DOVAI NBASED _SERVI CE O D, then GSS_I nport_nane()

i npl enent ati ons and GSS- APl nechani sns MJUST accept ACE-encoded

i nternationalized domain nanes in the hostnane and domain nane slots
of the given donain-based nanme string

Support for non-ASClI| internationalized dormain nanes SHOULD al so be
provi ded through a new function, GSS |nport_nane_utf8(), that
operates exactly like GSS_ Inport_nane() (with the same input and
out put paraneters and behavior), except that it MJST accept

i nternationalized domain nanes both as UTF-8 strings and as ACE-
encoded strings via its input_name_string argunent.

5.2. Displaying Internationalized Nanes

| npl enent ati ons of GSS Display_nane() MJST only output US-ASCII or
ACE- encoded internationalized domai n names in the hostname and donain
name slots of domai n-based nanmes (or mechani sm nanmes (M) that
conformto the nmechanisms formfor donai n-based nanes).

Support for non-ASCI| internationalized dormain nanmes SHOULD al so be
provi ded through a new function, GSS Display nanme_utf8(), that
operates exactly |like GSS Display name() (with the sane input and

out put paraneters and behavior), except that it outputs UTF-8 strings
via its name_string output argunment. GSS _Display_nanme_utf8() MJIST
NOT out put ACE-encoded internationalized domai n nanes.
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6. Application Protocol Exanples

The foll owi ng exanpl es are not normative. They describe how the
aut hors envision two applications’ use of domai n-based nanes.

6.1. NFSv4 Domai n- Wde Nanespace Root Server Discovery
Wrk is ongoing to provide a nethod for constructing domai n-w de

NFSv4 [ RFC3530] fil esystem nanespaces where there is a single "root"
with one or nore servers (replicas) and multiple fil esystens gl ued

into the nanmespace through use of "referrals". dients could then
construct a "global" namespace through use of the DNS donamin
hi er ar chy.

Here, clients would al ways know, from context, when they need to find
the root servers for a given DNS domain. Root server discovery would
be performed using DNS SRV RR | ookups, wi thout using DNSSEC where
DNSSEC has not been depl oyed.

When using RPCSEC _GSS [ RFC2203] for security, NFSv4 clients woul d use
donai n- based nanes to ensure that the servers named in the SRV RRs
are in fact authorized to be the NFSv4 root servers for the target
donai n.

6.2. LDAP Server Discovery

LDAP clients using the GSS-API through SASL would al so benefit from
use of domai n-based names to protect server discovery through
i nsecure DNS SRV RR | ookups, much as descri bed above.

Unli ke NFSv4 clients, not all LDAP clients always know from cont ext
when they shoul d use domai n-based names. That’s because existing
clients may use host-based naming to authenticate servers discovered
t hrough SRV RR | ookups. Changi ng such clients to use domai n- based
nam ng when donai n-based acceptor credentials have not been depl oyed
to LDAP servers, or when LDAP servers have not been nodified to all ow
use of domai n-based nami ng, would break interoperability. That is,
there is a | egacy server interoperability issue here. Therefore,
LDAP clients nmay require additional configuration at deploynment tinme
to enable (or disable) use of domai n-based nani ng

Not e: whether SASL [ RFC4422] or its GSS-APl bridges [ RFC4752] [ GS2]
require updates in order allow use of donmin-based nanes is not
relevant to the theory of how domai n-based nani ng woul d protect LDAP
clients’ server discovery.
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7.

8.

8.

1

Security Considerations

Use of GSS- APl donmi n-based nanmes nay not be negotiable by some GSS-
APl mechani sms, and sone acceptors may not support GSS-APlI donai n-
based names. In such cases, the initiators are left to fall back on
the use of host-based nanes, so the initiators MJIST al so verify that
the acceptor’s host-based nane is authorized to provide the given
service for the domain that the initiator had wanted

The above security consideration also applies to all GSS-API
initiators who | ack support for domain-based service nanes.

Note that, as with all service nanes, the nmere existence of a donain-
based service nanme conveys neani ngful information that may be used by
initiators for nmaking authorization decisions; therefore,

adm nistrators of distributed authentication services should be aware
of the significance of the service nanes for which they create
acceptor credentials.
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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