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CMs Symmetric Key Managerment and Distribution
Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst r act

Thi s docunent describes a mechanismto manage (i.e., set up,
distribute, and rekey) keys used with symetric cryptographic
algorithms. Also defined herein is a nechanismto organi ze users
into groups to support distribution of encrypted content using
symmetric cryptographic algorithnms. The nmechani smuses the

Crypt ographi c Message Syntax (CMS) protocol and Certificate
Managenment over CM5 (CMC) protocol to nmanage the symmetric keys. Any
menber of the group can then later use this distributed shared key to
decrypt other CMS encrypted objects with the symmetric key. This
mechani sm has been devel oped to support Secure/ Multipurpose Internet
Mai | Extensions (S/MME) Mail List Agents (M.As).

Tur ner St andards Track [ Page 1]



RFC 5275 CM5 SynKeyDi st June 2008

Tabl e of Contents

1.

4.

Tur ner

Introducti On ... ... 4
1.1. Conventions Used in This Docunment .......................... 4
1.2. Applicability to E-mail ... . . . 5
1.3. Applicability to Repositories ......... ... .. 5
1.4. Using the Goup Key . ... e 5
ArChi t eCtUr e .. 6
Protocol Interactions ......... .. .. .. e 7
3.1. Control Attributes ...... ... .. .. 8
3.1.1. G Use KEK ... e e e 10
3.1.2. Delete Gl ..o 14
3.1.3. Add GL Member . ... ... 14
3.1.4. Delete GL Menmber ... ... . .. 15
3.1.5. Rekey CL ... 16
3.1.6. Add GL OMIEI ..t 16
3.1.7. Remove GL OMIEI . .. e 17
3.1.8. GL Key Conmpronm SE . ...ttt e 17
3.1.9. G Key Refresh ...... ... ... .. . . . . . . 18
3.1.10. GLA Query Request and Response .................... 18
3.1.10.1. GLA Query Request .......... .. ... .. .. 18
3.1.10.2. GLA Query Response . ......... .. ... ... 19
3.1.10.3. Request and Response Types ............... 19
3.1.11. Provide Cert ....... .. 19
3.1.12. Update Cert ......... . 20
3. 1. 13, GL KeY ot 21
3.2. Use of CMC, CMB, and PKIX . ... ... . . . . i 23
3.2.1. Protection Layers ....... ... 23
3.2.1.1. MnimumProtection ........................ 23
3.2.1.2. Additional Protection ..................... 24
3.2.2. Conbining Requests and Responses ................... 24
3.2.3. GLA Generated MeSSAQGES . ... v ittt 26
3.2.4. CMC Control Attributes and CM5 Signed Attributes ...27
3.2.4.1. Using cMCStatuslnfoExt .................... 27
3.2.4.2. Using transactionld ....................... 30
3.2.4.3. Using Nonces and signingTine .............. 30

3.2.4.4. CMC and CMS Attribute Support
Requirements .......... ... ... 31
3.2.5. Resubnmitted G. Menmber Messages ..................... 31
3.2.6. PKIX Certificate and CRL Profile ................... 31
Adm nistrative MESSagesS . .. ...ttt 32
4.1, Assign KEK to QL ... . e e 32
4.2. Delete GL from QLA ... . . 36
4.3. Add Menbers to Gl .. ... . e 38
4.3.1. GOlInitiated Additions ......... .. .. ... .. ... . ...... 39
4.3.2. Prospective Menber Initiated Additions ............. 47
4.4. Delete Menbers from GL ... ... .. . . . 49
4.4.1. GO lnitiated Deletions ......... ... . .. .. 50

St andards Track [ Page 2]



RFC 5275 CM5 SynKeyDi st June 2008

4.4.2. Menber Initiated Deletions ......................... 56

4.5. Request Rekey of GL . ... . . . 57
4.5.1. GO Initiated Rekey Requests ............ ... ........ 59

4.5.2. GAlInitiated Rekey Requests ......... ... ... ....... 62

4.6. Change GLO ... ... 63
4.7. Indicate KEK Conmprom S ... ...ttt e 65
4.7.1. G Menber Initiated KEK Conprom se Message ......... 66

4.7.2. GO Initiated KEK Conproni se Message ............... 67

4.8. Request KEK Refresh ....... ... . .. i 69
4.9. GLA Query Request and Response ........... ... ..., 70
4.10. Update Menber Certificate ........ ... . . .. .. .. 73
4.10.1. GO and GA Initiated Update Menber Certificate ...73

4.10.2. G Menber Initiated Update Menber Certificate ..... 75

5. Distribution Message .. ... ... .. e 77
5.1. Distribution ProCess ........... .. 78

6. Al gorithms ... 79
6.1. KEK Generation Algorithm........ .. .. ... .. .. . . .. ... 79
6.2. Shared KEK Wap Algorithm......... ... ... ... . ... ... ....... 79
6.3. Shared KEK Algorithm ....... .. ... ... . . . . . . .. 79

7. Message TransSpoOrt ... .. ... e 80
8. Security Considerations ........ ... . ... 80
9. Acknow edgemBNt S .. ... 81
10. Ref erenCesS . ... 81
10.1. Normative References ......... ... .. . 81
10.2. Informative References ............. ... 82
Appendi x A. ASN. 1 Modul e ... .. . 83
Tur ner St andards Track [ Page 3]



RFC 5275 CM5 SynKeyDi st June 2008

1

1

I ntroduction

Wth the ever-expandi ng use of secure el ectronic conmunications
(e.g., SMMe [M5GF), users require a nechanismto distribute
encrypted data to nmultiple recipients (i.e., a group of users).
There are essentially two ways to encrypt the data for recipients:
using asymetric algorithns with public key certificates (PKCs) or
symmetric algorithns with symmetric keys.

Wth asymetric al gorithns, the originator fornms an origi nator-
determ ned content-encryption key (CEK) and encrypts the content,
using a symmetric algorithm Then, using an asymetric algorithm and
the recipient’s PKCs, the originator generates per-recipient
information that either (a) encrypts the CEK for a particul ar
recipient (ktri Recipientinfo CHOCE) or (b) transfers sufficient
paraneters to enable a particular recipient to independently generate
the sane KEK (kari Recipientinfo CHOCE). |If the group is large
processing of the per-recipient information nay take quite sone tineg,
not to nention the tinme required to collect and validate the PKCs for
each of the recipients. Each recipient identifies its per-recipient

i nformati on and uses the private key associated with the public key
of its PKC to decrypt the CEK and hence gain access to the encrypted
content.

Wth symmetric algorithnms, the origination process is slightly
different. Instead of using PKCs, the originator uses a previously
di stributed secret key-encryption key (KEK) to encrypt the CEK (kekri
Recipientlnfo CHOCE). Only one copy of the encrypted CEK is

requi red because all the recipients already have the shared KEK
needed to decrypt the CEK and hence gain access to the encrypted
content.

The techniques to protect the shared KEK are beyond the scope of this
docunent. Only the nenbers of the list and the key manager shoul d
have the KEK in order to maintain confidentiality. Access control to
the information protected by the KEK is deternined by the entity that
encrypts the information, as all nenbers of the group have access.

If the entity perform ng the encryption wants to ensure that sone
subset of the group does not gain access to the information, either a
di fferent KEK should be used (shared only with this smaller group) or
asymmetric algorithnms should be used.

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .
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1.2. Applicability to E-mail

One primary audience for this distribution nechanismis e-mail.

Distribution lists, sonmetines referred to as mail lists, support the
di stribution of nmessages to recipients subscribed to the mail 1ist.
There are two nodels for how the mail list can be used. |If the
originator is a nmenber of the nmail list, the originator sends
messages encrypted with the shared KEK to the mail list (e.g.
listserv or majordono) and the nmessage is distributed to the mai

list menbers. |If the originator is not a nmenber of the mail |ist

(does not have the shared KEK), the originator sends the nessage
(encrypted for the MLA) to the Mail List Agent (M.A), and then the
M.A uses the shared KEK to encrypt the nessage for the nenbers. In
either case, the recipients of the mail list use the previously

di stributed-shared KEK to decrypt the nessage.

1.3. Applicability to Repositories

bj ects can also be distributed via a repository (e.g., Lightweight
Directory Access Protocol (LDAP) servers, X. 500 Directory System
Agents (DSAs), Web-based servers). |If an object is stored in a
repository encrypted with a symetric key algorithm anyone with the
shared KEK and access to that object can then decrypt that object.
The encrypted object and the encrypted, shared KEK can be stored in
the repository.

1.4. Using the G oup Key

This docunent was witten with three specific scenarios in mnd: two
supporting Mail List Agents and one for general nessage distribution
Scenario 1 depicts the originator sending a public key (PK) protected
message to an MLA who then uses the shared KEK(s) to redistribute the
nmessage to the nenbers of the list. Scenario 2 depicts the
originator sending a shared KEK protected nmessage to an MLA who then
redi stributes the message to the nenbers of the list (the MA only
adds additional recipients). The key used by the originator could be
a key shared either anongst all recipients or just between the nenber
and the MLA. Note that if the originator uses a key shared only with
the MLA, then the MLA will need to decrypt the nessage and reencrypt
the nmessage for the list recipients. Scenario 3 shows an origi nator
sendi ng a shared KEK protected nmessage to a group of recipients

wi thout an internedi ate MA

Tur ner St andards Track [ Page 5]



RFC 5275 CM5 SynKeyDi st June 2008

+----> +----> +---->
PK +----- + S | S +----- + S | S |

----> | MA| --+----> ----> | MA| --+----> B
+----- + | +----- + | |

Hoam > Hoam > Hoam >

Scenario 1 Scenario 2 Scenario 3

2. Architecture

Figure 1 depicts the architecture to support symmetric key
di stribution. The Goup List Agent (GLA) supports two distinct
functions with two different agents:

- The Key Managenent Agent (KMA), which is responsible for
generating the shared KEKs.

- The Group Managenent Agent (GvA), which is responsible for
managi ng the Group List (G) to which the shared KEKs are

di stri but ed.
S +
| Group List Agent | +o---- - +
| +----mmeeo - - + R + | | Goup |
| | Key | | G oup Managenment Agent | |<-->| List |
| | Managenent |<-->| S + | | | Omer |
| | Agent | | | Goup List | | | Fommm - +
| B SR + | B SR + | |
| | A ||
| o e e e e e e e e oo - o + |
oo o e e e e e e e e e e e e e e e e e e e e e eee oo +
/ | \
/ | \

[ TS [ S SIS B T S +

| Menmber 1 | | | | Menmber n |

[ R + - - oo - - E s S +

Figure 1 - Key Distribution Architecture

A GLA may support multiple KMAs. A GLA in general supports only one
GWVA, but the GVA may support multiple G.s. Miltiple KMAS may support
a GVA in the same fashion as GLAs support multiple KMAs. Assigning a
particular KMAto a G is beyond the scope of this docunent.

Modeling real-world GL inplenentations shows that there are very
restrictive G.s, where a human determ nes G. nmenbership, and very
open G.s, where there are no restrictions on G nenbership. To
support this spectrum the nechani sm descri bed herein supports both

Tur ner St andards Track [ Page 6]



RFC 5275 CM5 SynKeyDi st June 2008

managed (i.e., where access control is applied) and unnanaged (i.e.
where no access control is applied) GLs. The access contro
mechani sm for managed lists is beyond the scope of this docunent.
Note: If the distribution for the list is performed by an entity
other than the originator (e.g., an MLA distributing a mail nessage),
this entity can al so enforce access control rules.

In either case, the GL nust initially be constructed by an entity
hereafter called the Goup List Owmer (GO . There may be nultiple
entities who "own’ the G. and who are allowed to nmake changes to the
GL’s properties or nmenbership. The G.O determines if the GL will be
managed or unmanaged and is the only entity that nay delete the G.
GLQ(s) may or may not be G. menbers. G.Q(s) may also set up lists
that are closed, where the GLO solely deterni nes GL nmenbership.

Though Figure 1 depicts the GLA as enconpassing both the KMA and GVA
functions, the two functions could be supported by the sane entity or

they could be supported by two different entities. If two entities
are used, they could be located on one or two platforns. There is
however a close relationship between the KMA and GVA functions. |If

the GVA stores all information pertaining to the G.s and the KMA
merely generates keys, a corrupted GVA coul d cause havoc. To protect
agai nst a corrupted GVA, the KMA would be forced to doubl e check the
requests it receives to ensure that the GVA did not tanper with them
These duplicative checks blur the functionality of the two conponents
together. For this reason, the interactions between the KMA and GVA
are beyond the scope of this docunent.

Proprietary nmechani sns may be used to separate the functions by
strengthening the trust relationship between the two entities.
Henceforth, the distinction between the two agents is not discussed
further; the term GLA will be used to address both functions. It
shoul d be noted that a corrupt G.A can al ways cause havoc.

3. Protocol Interactions

There are existing nechanisns (e.g., listserv and nmaj ordono) to
manage GLs; however, this document does not address securing these
mechani sms, as they are not standardized. |Instead, it defines

protocol interactions, as depicted in Figure 2, used by the G
menbers, GLA, and G.Q(s) to nanage GLs and distribute shared KEKs.
The interactions have been divided into adm ni stration nessages and
di stribution nessages. The adninistrative nessages are the request
and response nessages needed to set up the G, delete the G, add
menbers to the G, delete nenbers of the G, request a group rekey,
add owners to the G, renove owners of the G, indicate a group key
conprom se, refresh a group key, interrogate the GLA, and update
menbers’ and owners’ public key certificates. The distribution
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messages are the nessages that distribute the shared KEKs. The
followi ng sections describe the ASN.1 for both the administration and
di stribution nmessages. Section 4 describes how to use the

adm ni strati on nmessages, and Section 5 describes how to use the

di stribution nmessages.

S + § R +
| LO| <---+ +----> | Menber 1
L + | | Hmmmmmmaaa +

Fomm - + <o-m--- L I S S +

| LA | <------------- +---->

S e + | S SRR +

|
| Fommem - +
+----> | Menber n

S S +

Figure 2 - Protocol Interactions
3.1. Control Attributes

To avoid creating an entirely new protocol, the Certificate
Managenment over CMS (CMC) protocol was chosen as the foundation of
this protocol. The nmain reason for the choice was the | ayering
aspect provided by CMC where one or nore control attributes are

i ncluded in nessage, protected with CM5, to request or respond to a
desired action. The CMC PKIData structure is used for requests, and
the CMC PKI Response structure is used for responses. The content-
types PKI Data and PKI Response are then encapsulated in CVB' s

Si gnedDat a or Envel opedData, or a conbination of the two (see Section
3.2). The following are the control attributes defined in this
docunent :

Tur ner St andards Track [ Page 8]



RFC 5275 CM5 SynKeyDi st June 2008

Contro

Attribute ab Synt ax
gl UseKEK id-skd 1 GLUseKEK
gl Del ete i d-skd 2 Cener al Nane
gl AddMenber i d-skd 3 GLAddMenber
gl Del et eMenber i d-skd 4 GLDel et eMenber
gl Rekey id-skd 5 GLRekey
gl AddOwner i d-skd 6 GLOaner Admi ni stration
gl RenoveOnner i d-skd 7 GLOaner Admi ni stration
gl kConpr om se i d-skd 8 Cener al Nane
gl kRefresh id-skd 9 GLKRef resh
gl aQuer yRequest id-skd 11 GLAQuer yRequest
gl aQuer yResponse i d-skd 12 GLAQuer yResponse
gl Provi deCert id-skd 13 G.ManageCert
gl Updat eCert i d-skd 14 GLManageCert
gl Key i d-skd 15 GLKey

In the follow ng conformance tables, the columm headi ngs have the
followi ng neanings: O for originate, R for receive, and F for
forward. There are three types of inplenentations: GLGCs, GAs, and
GL nmenbers. The GO is an optional conponent, hence all G.O O and
GLO R nessages are optional, and GLA F nessages are optional. The
first table includes nessages that confornmant inplenentations MJST
support. The second table includes nessages that NMAY be inpl enent ed.
The second table should be interpreted as follows: if the control
attribute is inplemented by a conponent, then it nust be inplenmented
as indicated. For exanple, if a GLAis inplenented that supports the
gl AddMenber control attribute, then it MJST support receiving the

gl AddMenber nessage. Note that "-" means not applicable.
Requi r ed
| mpl enent ati on Requi r enment | Control
GO | GLA | GL Menmber | Attribute

OR | O R F | O R |
________________________ | e e e e oo - | .

MAY - | MJST - MAY | - MJUST | gl Provi deCert
MAY MAY | - MUST  MAY | MUST - | gl Updat eCert

- - | MJST - -l - MJUST | gl Key
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Opt i onal
| mpl enent ati on Requi r enent | Control
GO | GLA | GL Menmber | Attribute
O R | O R F | O R |
------- R Bl B R
MAY - | - MAY -l - - | gl UseKEK
MY - | - MAY -l - - | glDelete
MAY MAY | - MUST  MAY | MJST - | gl AddMenber
MAY MAY | - MJUST  MAY | MUST - | gl Del et eMenber
MY - | - MAY -l - - | gl Rekey
MY - | - MAY -l - - | gl AddOwner
MY - | - MAY - - - | gl RenoveOnner
MAY MAY | - MUST MAY | MUST - | gl kConproni se
MY - | - MJUST - | MJST - | g9l kRefresh
MAY - | - SHOULD - | MAY - | gl aQuer yRequest
- MAY | SHOULD - -l - MAY | gl aQueryResponse

gl aQueryResponse is carried in the CMC PKI Response content-type, all
other control attributes are carried in the CMC PKI Data content -t ype.
The exception is gl UpdateCert, which can be carried in either PKIData
or PKI Response.

Success and failure nmessages use CMC (see Section 3.2.4).
3.1.1. @& Use KEK

The GO uses gl UseKEK to request that a shared KEK be assigned to a
GL. gl UseKEK nessages MJST be signed by the GLO. The gl UseKEK
control attribute has the syntax G.UseKEK:

GLUseKEK :: = SEQUENCE ({
glInfo GLI nf o,
gl Oaner | nfo SEQUENCE SI ZE (1..MAX) OF G.Owmnerl nf o,
gl Admi ni stration GLAdn ni stration DEFAULT 1,
gl KeyAttri butes GLKeyAttri butes OPTI ONAL }

GLInfo ::= SEQUENCE ({
gl Nane Gener al Nane,
gl Address General Nane }

GLOmner I nfo ::= SEQUENCE ({
gl Oamner Nane Gener al Nane,
gl Omer Address  Gener al Nane,
certificate Certificates OPTI ONAL }
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Certificates ::= SEQUENCE {
pKC [0] Certificate OPTI ONAL,
-- See [ PROFI LE]
aC [1] SEQUENCE SIZE (1.. MAX) OF
AttributeCertificate OPTI ONAL,
-- See [ ACPROF]
certPath [2] CertificateSet OPTIONAL }
-- From [ CVvB]
-- CertificateSet and CertificateChoices are included only
-- for illustrative purposes as they are inported from|[CM5].
CertificateSet ::= SET SIZE (1..MAX) OF CertificateChoices

-- CertificateChoices supports X. 509 public key certificates in
-- certificates and v2 attribute certificates in v2AttrCert.

GLAdnmi nistration ::= | NTEGER {
unmanaged (0),
managed (1),

cl osed (2) }

GLKeyAttributes ::= SEQUENCE {
rekeyControl | edByGLO [0] BOOLEAN DEFAULT FALSE
reci pi ent sNot Mut ual | yAware [ 1] BOOLEAN DEFAULT TRUE,
duration [2] I NTEGER DEFAULT O,
gener ati onCount er [3] I NTEGER DEFAULT 2
request edAl gorithm [4] Algorithm dentifier

DEFAULT { id-aesl128-wap } }
The fields in G.UseKEK have the foll ow ng neani ng:

- glInfo indicates the name of the G in gl Name and the address of
the G. in gl Address. The gl Name and gl Address can be the sane,
but this is not always the case. Both the name and address MJST
be unique for a given GA

- gl OanerInfo indicates:

-- gl Oawner Nane i ndi cates the nanme of the owner of the G.. ne
of the nanes in gl Oamer Nane MJUST match one of the names in
the certificate (either the subject distinguished name or one
of the subject alternative nanes) used to sign this
Si gnedDat a. PKI Data creating the GL (i.e., the immedi ate
si gner).

-- gl Oamner Address indicates the GL owner’s address.
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certificates MAY be included. It contains the follow ng
three fields:

--- certificates. pKC includes the encryption certificate for
the GO It will be used to encrypt responses for the
GO

--- certificates.aC MAY be included to convey any attribute
certificate (see [ ACPROF]) associated with the
encryption certificate of the GLO included in
certificates. pKC

--- certificates.certPath MAY al so be included to convey
certificates that mght aid the recipient in
constructing valid certification paths for the
certificate provided in certificates.pKC and the
attribute certificates provided in certificates. aC
Theses certificates are optional because they ni ght
al ready be included el sewhere in the nessage (e.g., in
the outer CMS | ayer).

gl Admi ni stration indicates how the G. ought to be
adm ni stered. The default is for the list to be managed.
Three val ues are supported for gl Adnmi nistration:

--- Unnmanaged - When the GLO sets gl Adnministration to
unnmanaged, it is allow ng prospective nenbers to request
addition and deletion fromthe G w thout GO
i ntervention.

--- Managed - Wien the GLO sets gl Adninistration to nanaged,
it is allowi ng prospective nenbers to request addition
and deletion fromthe G, but the request is redirected
by the G LA to GLO for review The GLO nmakes the
determ nation as to whether to honor the request.

--- Closed - Wien the GLO sets gl Admi nistration to cl osed,
it is not allow ng prospective nenbers to request
addition or deletion fromthe G.. The GLAwll only
accept gl AddMenber and gl Del et eMenber requests fromthe
GO

gl KeyAttributes indicates the attributes the GLO wants the
GLA to assign to the shared KEK. If this field is onmtted,
GL rekeys will be controlled by the GLA, the recipients are
al l oned to know about one another, the algorithmw Il be

AES- 128 (see Section 7), the shared KEK will be valid for a
cal endar nonth (i.e., first of the nonth until the |ast day
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of the nonth), and two shared KEKs will be distributed
initially. The fields in gl KeyAttributes have the follow ng
nmeani ng:

--- rekeyControl | edByGLO i ndi cates whet her the GL rekey
messages will be generated by the GLO or by the GA
The default is for the GLAto control rekeys. If G
rekey is controlled by the GLA, the GL will continue to
be rekeyed until the GLO deletes the GL or changes the
GL rekey to be GO controll ed.

--- recipientsNot Mutual | yAware i ndicates that the GLO wants
the GLA to distribute the shared KEK individually for
each of the G. nenbers (i.e., a separate gl Key nessage
is sent to each recipient). The default is for separate
gl Key nmessage not to be required.

Note: This supports lists where one nenber does not know
the identities of the other nenbers. For exanple, a
list is configured granting subnit permissions to only

one nmenber. Al other nenbers are 'listening’. The
security policy of the list does not allow the nmenbers
to know who else is on the list. |If a glKey is

constructed for all of the G. nenbers, infornmation about
each of the nenbers nmay be derived fromthe information
i n Reci pi ent | nf os.

To nmake sure the gl key nessage does not divul ge
i nformati on about the other recipients, a separate gl Key
message woul d be sent to each GL nenber.

--- duration indicates the length of time (in days) during
whi ch the shared KEK is considered valid. The value
zero (0) indicates that the shared KEK is valid for a
cal endar nonth in the UTC Zulu tinme zone. For exanple,
if the duration is zero (0), if the G. shared KEK i s
requested on July 24, the first key will be valid unti
the end of July and the next key will be valid for the
entire nonth of August. |If the value is not zero (0),
the shared KEK will be valid for the nunmber of days
i ndi cated by the value. For exanple, if the val ue of
duration is seven (7) and the shared KEK i s requested on
Monday but not generated until Tuesday (13 May 2008);
the shared KEKs will be valid from Tuesday (13 May 2008)
to Tuesday (20 May 2008). The exact tinme of the day is
det erm ned when the key is generated.
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--- generationCounter indicates the nunber of keys the GO
wants the GLA to distribute. To ensure uninterrupted
function of the G, two (2) shared KEKs at a m ni num
MUST be initially distributed. The second shared KEK is
distributed with the first shared KEK, so that when the
first shared KEK is no longer valid the second key can
be used. If the GLA controls rekey, then it also
i ndi cates the nunber of shared KEKs the GLO wants
out standing at any one tine. See Sections 4.5 and 5 for
nmore on rekey.

--- requestedAl gorithmindicates the algorithmand any
paraneters the GLO wants the GLA to use with the shared
KEK. The paraneters are conveyed via the
SM MECapabilities attribute (see [M5SG). See Section 6
for nmore on al gorithns.

3.1.2. Delete GL

GLCs use glDelete to request that a G- be deleted fromthe GLA. The
gl Del ete control attribute has the syntax General Nane. The gl Del ete
message MJST be signed by the GLO The name of the G.L to be del eted
i s included in General Nane:

Del ete@ ::= General Nane
3.1.3. Add G Menber

GLCs use the gl AddMenber to request addition of new menbers, and
prospective G nenbers use the gl AddMenber to request their own
addition to the GL. The gl AddMenber nessage MJUST be signed by either
the GLO or the prospective G. nenber. The gl AddMenber contro
attribute has the syntax G.AddMenber:

GLAddMenber ::= SEQUENCE {
gl Nane Gener al Nane,
gl Menber G.Menber }

GLMenber ::= SEQUENCE {
gl Menber Name Cener al Nane,
gl Menber Address Gener al Name OPTI ONAL,
certificates Certificates OPTI ONAL }

The fields in GLAddMenbers have the foll owi ng neani ng:

- gl Nane indicates the nane of the GL to which the nenmber should be
added.
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- gl Menber indicates the particulars for the GL nenber. Both of
the followi ng fields nust be unique for a given G.:

-- gl Menber Nane i ndi cates the name of the GL nmenber.

-- gl Menber Address indicates the G nenber’s address. |t MJST
be i ncl uded.

Note: In sone instances, the gl Menber Nane and gl Menber Addr ess
may be the same, but this is not always the case.

-- certificates MJST be included. It contains the follow ng
three fields:

--- certificates.pKC includes the nenber’s encryption
certificate. It will be used, at least initially, to
encrypt the shared KEK for that nmenber. |If the nessage
is generated by a prospective G nenber, the pKC MUST be
included. |f the nessage is generated by a GLO, the pKC
SHOULD be i ncl uded.

--- certificates.aC MAY be included to convey any attribute
certificate (see [ ACPROF]) associated with the nmenber’s
encryption certificate.

--- certificates.certPath MAY al so be included to convey
certificates that might aid the recipient in
constructing valid certification paths for the
certificate provided in certificates. pKC and the
attribute certificates provided in certificates.aC
These certificates are optional because they night
al ready be included el sewhere in the nmessage (e.g., in
the outer CMS | ayer).

3.1.4. Del ete G Menber

GLCs use the gl Del eteMenber to request deletion of G.L nmenbers, and G
menbers use the gl Del eteMenber to request their own renoval fromthe
GL. The gl Del et eMenber nmessage MJUST be signed by either the GLO or
the GL nmenber. The gl Del eteMenber control attribute has the syntax
GLDel et eMenber :

GLDel et eMenber ::= SEQUENCE {

gl Nane Gener al Nane,
gl Menber ToDel ete General Nane }
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The fields in G.Del eteMenbers have the foll owi ng neaning:

- gl Nane indicates the name of the G. from which the menber shoul d
be renoved.

- gl Menber ToDel ete indicates the nane or address of the nenber to
be del et ed.

3.1.5. Rekey GL

GLCs use the gl Rekey to request a GL rekey. The gl Rekey message MJST
be signed by the GLO The gl Rekey control attribute has the syntax
GLRekey:

GLRekey ::= SEQUENCE {
gl Nane Cener al Nane,
gl Admi ni stration GLAdmM ni stration OPTI ONAL,
gl NewkKeyAttri butes G.NewKeyAttributes OPTI ONAL,
gl RekeyAl | GLKeys BOOLEAN OPTI ONAL }

GLNewKeyAttributes ::= SEQUENCE {
rekeyControl | edByGLO [ 0] BOCOLEAN OPTI ONAL,
reci pi ent sNot Mut ual | yAware [ 1] BOOLEAN OPTI ONAL,
duration [2] I NTEGER OPTI ONAL,
gener ati onCount er [ 3] INTEGER OPTI ONAL,
request edAl gorithm [4] Algorithmdentifier OPTIONAL }

The fields in G.Rekey have the foll ow ng neaning:
- gl Nane indicates the nane of the G to be rekeyed.

- glAdministration indicates if there is any change to how the G
shoul d be admninistered. See Section 3.1.1 for the three options.
This field is only included if there is a change fromthe
previously registered gl Adm nistration.

- gl NewKeyAttributes indicates whether the rekey of the GO is
controlled by the GLA or G, what algorithmand paraneters the
GLO wi shes to use, the duration of the key, and how many keys
will be issued. The fieldis only included if there is a change
fromthe previously registered gl KeyAttri butes.

- gl RekeyAl | GLKeys i ndi cates whether the GLO wants all of the
outstanding G.'s shared KEKs rekeyed. If it is set to TRUE then
all outstandi ng KEKs MJUST be issued. |If it is set to FALSE then
al | outstandi ng KEKs need not be reissued.
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3.1.6. Add & Omner

GLCs use the gl AddOmer to request that a new GLO be allowed to
adm nister the G.. The gl AddOwmer nessage MJUST be signed by a
registered GLO The gl AddOmer control attribute has the syntax
GLOwner Admi ni strati on:

GLOaner Admi ni stration ::= SEQUENCE {
gl Nane Gener al Nane,
gl Omerinfo G.Omerlnfo }

The fields in GLAddOmers have the foll owi ng neani ng:

- gl Nane indicates the name of the GL to which the new GO should
be associ at ed.

- gl Omerinfo indicates the nane, address, and certificates of the
new GLO. As this nessage includes nanes of new GLGCs, the
certificates. pKC MUST be included, and it MJST include the
encryption certificate of the new GO

3.1. 7. Renmove GL Omner

GLCs use the gl RenbveOwner to request that a GLO be di sassoci at ed
with the G.. The gl RenbveOmer nessage MUST be signed by a

regi stered GLO The gl RenoveOaner control attribute has the syntax
GLOwner Admi ni strati on:

GLOmner Admi ni stration ::= SEQUENCE {
gl Nane Gener al Nane,
gl Omerinfo G.Omerlnfo }

The fields in GLRenoveOmers have the foll ow ng neaning:

- gl Nane indicates the nane of the GL to which the GLO shoul d be
di sassoci at ed.

- gl Omerlinfo indicates the nane and address of the GLO to be
removed. The certificates field SHOULD be onitted, as it will be
i gnor ed.

3.1.8. GL Key Conproni se

GL nmenbers and G.Cs use gl kConpronise to indicate that the shared KEK
possessed has been conproni sed. The gl KeyConpromi se control
attribute has the syntax General Nanme. This nmessage is al ways
redirected by the GLA to the GLO for further action. The

gl kConprom se MAY be included in an Envel opedData generated with the
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conprom sed shared KEK. The nane of the G. to which the conprom sed
key is associated is placed in General Nane:

GLKConprom se ::= CGeneral Nane
3.1.9. G Key Refresh

GL nmenbers use the gl kRefresh to request that the shared KEK be
redistributed to them The gl kRefresh control attribute has the
synt ax G_KRef r esh.

GLKRefresh ::= SEQUENCE {
gl Nane Cener al Nane,
dat es SEQUENCE SI ZE (1..MAX) OF Date }

Date ::= SEQUENCE {
start GCeneralizedTi e,
end Ceneral i zedTi ne OPTI ONAL }

The fields in GLKRefresh have the foll ow ng neaning

- gl Nane indicates the nane of the G for which the GL nmenber wants
shared KEKs.

- dates indicates a date range for keys the GL nenber wants. The
start field indicates the first date the GL nmenber wants and the
end field indicates the last date. The end date MAY be onmitted
to indicate the GL nenber wants all keys fromthe specified start
date to the current date. Note that a procedural mechanismis
needed to restrict users from accessing nessages that they are
not allowed to access.

3.1.10. G.A Query Request and Response

There are situations where GLGs and GL nenbers may need to deternine
sone information fromthe GLA about the G.. G.Cs and GL nenbers use
t he gl aQueryRequest, defined in Section 3.1.10.1, to request

i nformati on and GLAs use the gl aQueryResponse, defined in Section
3.1.10.2, to return the requested information. Section 3.1.10.3

i ncl udes one request and response type and val ue; others may be
defined in additional documents.

3.1.10.1. G.A Query Request
GLCs and G nenbers use the gl aQueryRequest to ascertain information

about the GLA. The gl aQueryRequest control attribute has the syntax
GLAQuer yRequest :
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GLAQuer yRequest ::= SEQUENCE {
gl aRequest Type  OBJECT | DENTI FI ER,
gl aRequest Val ue ANY DEFI NED BY gl aRequest Type }

3.1.10.2. GLA Qery Response
GLAs return the gl aQueryResponse after receiving a GLAQueryRequest.

The gl aQueryResponse MJUST be signed by a GLA. The gl aQueryResponse
control attribute has the syntax G.AQueryResponse:

GLAQuer yResponse :: = SEQUENCE ({
gl aResponseType OBJECT | DENTI FI ER,
gl aResponseVal ue ANY DEFI NED BY gl aResponseType }

3.1.10.3. Request and Response Types

Requests and responses are registered as a pair under the foll ow ng
obj ect identifier arc:

i d-cnt-gl aRR OBJECT IDENTIFIER ::={ id-cnt 99 }

Thi s docunent defines one request/response pair for GL nenbers and
GLCs to query the GLA for the list of algorithmit supports. The
following Cbject Identifier (OD) is included in the gl aQueryType
field:

i d-cnc- gl a- skdAl gRequest OBJECT IDENTIFIER ::={ id-cnc-glaRR 1 }
SKDAI gRequest ::= NULL

If the GLA supports GLAQueryRequest and GLAQueryResponse nessages,
the GLA may return the following O D in the gl aQueryType field:

i d-cnt- gl a- skdAl gResponse OBJECT IDENTIFIER ::= { id-cntc-glaRR 2 }

The gl aQueryVal ue has the formof the smneCapabilities attributes as
defined in [ M5GF.

3.1.11. Provi de Cert

GLAs and GLGs use the gl ProvideCert to request that a G. nenber

provi de an updated or new encryption certificate. The gl ProvideCert
message MJST be signed by either G LA or GLO If the G nmenber’s PKC
has been revoked, the GLO or GLA MUST NOT use it to generate the
Envel opedDat a that encapsul ates the gl ProvideCert request. The

gl ProvideCert control attribute has the syntax G_.ManageCert:
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GLManageCert ::= SEQUENCE {
gl Nane Gener al Nane,
gl Menber G.Menber }

The fields in G.ManageCert have the foll ow ng neani ng:

- gl Nane indicates the nane of the GL to which the GL nenber’s new
certificate is to be associ at ed.

- gl Menber indicates particulars for the G. nmenber:
-- gl Menber Nane i ndicates the G. nenber’s nane.

-- gl Menber Address indicates the GL nmenber’s address. It MAY be
omitted.

-- certificates SHOULD be omtted.
3.1.12 Update Cert

GL nmenbers and GLCs use the gl UpdateCert to provide a new certificate
for the G.. G. nenbers can generate an unsolicited gl UpdateCert or
generate a response gl UpdateCert as a result of receiving a

gl Provi deCert nessage. GL nenbers MJUST sign the gl UpdateCert. |If
the GL nenber’s encryption certificate has been revoked, the G
menber MUST NOT use it to generate the Envel opedData that

encapsul ates the gl UpdateCert request or response. The gl UpdateCert
control attribute has the syntax G.ManageCert:

GLManageCert ::= SEQUENCE {
gl Nane CGener al Nane,
gl Menber G.Menber }
The fields in G.ManageCert have the foll ow ng neani ng:

- gl Nane indicates the nane of the GL to which the GL nenber’s new
certificate should be associ at ed.

- gl Menber indicates the particulars for the G. nenber:
-- gl Menber Nane i ndicates the G nmenber’ s nane.

-- gl Menber Address indicates the G. nmenber’s address. |t MAY be
omtted.

-- certificates MAY be omitted if the G_.ManageCert nessage is

sent to request the G.L menber’s certificate; otherw se, it
MUST be included. It includes the following three fields:

Tur ner St andards Track [ Page 20]



RFC 5275 CM5 SynKeyDi st June 2008

--- certificates.pKC includes the nenber’s encryption
certificate that will be used to encrypt the shared KEK
for that nenber.

--- certificates.aC MAY be included to convey one or nore
attribute certificates associated with the nenber’s
encryption certificate.

--- certificates.certPath MAY al so be included to convey
certificates that might aid the recipient in
constructing valid certification paths for the
certificate provided in certificates.pKC and the
attribute certificates provided in certificates.aC
These certificates are optional because they night
al ready be included el sewhere in the nmessage (e.g., in
the outer CMs | ayer).

3.1.13. G Key
The GLA uses the glKey to distribute the shared KEK.  The gl Key

message MJST be signed by the GLA. The gl Key control attribute has
the syntax G.Key:

GLKey ::= SEQUENCE {
gl Nane CGener al Nane,
gl ldentifier KEKIdentifier, -- See [ Qvg]
gl KW apped Reci pi ent | nf os, -- See [ QM

gl kAl gorithm Al gorithm dentifier,
gl kNot Before General i zedTi ne,
gl kNot Af t er CGeneral i zedTi ne }

-- KEKlIdentifier is included only for illustrative purposes as
-- it is inmported from]|[CVg].

KEKI dentifier ::= SEQUENCE {
keyldentifier OCTET STRI NG
date CeneralizedTi me OPTI ONAL,
ot her Ot herKeyAttribute OPTI ONAL }
The fields in G.Key have the foll owi ng neaning:

- gl Nane is the nane of the G..

- glldentifier is the key identifier of the shared KEK. See
Section 6.2.3 of [CMB] for a description of the subfields.
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gl kW apped is the wapped shared KEK for the G for a particular
duration. The Recipientlnfos MIST be generated as specified in
Section 6.2 of [CM5]. The ktri Recipientlnfo choice MIST be
supported. The key in the EncryptedKey field (i.e., the

di stributed shared KEK) MJST be generated according to the
section concerni ng random nunber generation in the security
consi derati ons of [CMVS].

gl kAlgorithmidentifies the algorithmw th which the shared KEK
is used. Since no encrypted data content is being conveyed at
this point, the parameters encoded with the al gorithm should be
the structure defined for snineCapabilities rather than encrypted
content.

gl kNot Before indicates the date at which the shared KEK is
considered valid. GCeneralizedTine values MJST be expressed in
UTC (Zul u) and MJST include seconds (i.e., times are
YYYYMVDDHHMVBSZ) , even where the nunber of seconds is zero.
General i zedTi ne val ues MUST NOT include fractional seconds.

gl kNot After indicates the date after which the shared KEK is
considered invalid. CeneralizedTinme values MJST be expressed in
UTC (Zul u) and MJST include seconds (i.e., times are
YYYYMVDDHHMVBSZ) , even where the nunber of seconds is zero.
General i zedTi ne val ues MUST NOT include fractional seconds.

If the gl Key nmessage is in response to a gl UseKEK nessage:

The GLA MIST generate separate gl Key nessages for each recipient
i f gl UseKEK. gl KeyAttri butes.recipi entsNot Muitual | yAware is set to
TRUE. For each recipient, you want to generate a nessage that
contains that recipient’s key (i.e., one nessage with one
attribute).

The GLA MJST generate the requested nunber of gl Key nessages.
The val ue in gl UseKEK. gl KeyAttri butes. generati onCounter indicates
t he nunber of gl Key nessages requested.

If the gl Key nessage is in response to a gl Rekey nessage:

Tur ner

The GLA MIST generate separate gl Key nessages for each recipient
i f gl Rekey. gl NewKeyAttri butes.recipientsNot Mitual |l yAware is set
to TRUE

The GLA MUST generate the requested nunber of gl Key nessages.

The val ue in gl UseKEK. gl KeyAttri butes. generati onCounter indicates
t he nunber of gl Key nmessages requested.
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- The GLA MJST generate one gl Key nessage for each outstanding
shared KEKs for the G. when gl RekeyAl | GLKeys is set to TRUE.

If the gl Key nessage was not in response to a gl Rekey or gl UseKEK
(e.g., where the GLA controls rekey):

- The GLA MJST generate separate gl Key nessages for each recipient
when gl UseKEK. gl NewKeyAt tri but es. reci pi ent sNot Mut ual | yAwar e t hat
set up the GL was set to TRUE

- The GLA MAY generate gl Key nessages prior to the duration on the
| ast outstandi ng shared KEK expiring, where the nunber of gl Key
messages generated is generationCounter minus one (1). Oher
di stribution mechani sms can al so be supported to support this
functionality.

3.2. Use of CMC, CM5, and PKI X

The followi ng sections outline the use of CMC, CV5, and the PKI X
certificate and CRL profile.

3.2.1. Protection Layers

The followi ng sections outline the protection required for the
control attributes defined in this docunent.

Note: There are nultiple ways to encapsul ate SignedData and

Envel opedData. The first is to use a M ME wapper around each
Contentlnfo, as specified in [M5§. The second is not to use a MM
wr apper around each Contentlnfo, as specified in Transporting S/IM M=
bjects in X 400 [ X400TRANS] .

3.2.1.1. Mnimm Protection

At a mininmm a SignedData MJST protect each request and response
encapsul ated in PKlData and PKI Response. The following is a
depi ction of the nini mum wrappi ngs:

M ni nrum Pr ot ecti on

Si gnedDat a
PKI Dat a or PKI Response
control Sequence

Prior to taking any action on any request or response SignedData(s)
MUST be processed according to [ CM5].

Tur ner St andards Track [ Page 23]



RFC 5275 CM5 SynKeyDi st June 2008

3.2.1.2. Additional Protection

An additional Envel opedData MAY al so be used to provide
confidentiality of the request and response. An additiona

Si gnedDat a MAY al so be added to provide authentication and integrity
of the encapsul ated Envel opedData. The following is a depiction of
the optional additional w appings:

Aut hentication and Integrity

Confidentiality Protection of Confidentiality Protection
Envel opedDat a Si gnedDat a
Si gnedDat a Envel opedDat a
PKI Dat a or PKI Response Si gnedDat a
cont r ol Sequence PKI Dat a or PKI Response

control Sequence

If an incom ng nessage is encrypted, the confidentiality of the
message MJST be preserved. All Envel opedData objects MJIST be
processed as specified in [CVM5]. |If a SignedData is added over an
Envel opedData, a ContentHi nts attribute SHOULD be added. See Section
2.9 of Extended Security Services for S/M M [ ESS]

If the GLO or G nenber applies confidentiality to a request, the
Envel opedData MJST include the GLA as a recipient. |If the GLA
forwards the GL nenber request to the GLO then the GLA MJST decrypt
t he Envel opedData content, strip the confidentiality layer, and apply
its own confidentiality |layer as an Envel opedData with the GLO as a
recipi ent.

3.2.2. Conbining Requests and Responses

Mul tiple requests and responses corresponding to a GL MAY be i ncl uded
i n one PKI Dat a. control Sequence or PKI Response. contr ol Sequence.
Requests and responses for multiple G.s MAY be conbined in one

PKI Dat a or PKI Response by usi ng PKI Dat a. cnrsSequence and

PKI Response. cnsSequence. A separate cnsSequence MJST be used for
different G.s. That is, requests corresponding to two different Gs
are included in different cnmsSequences. The following is a diagram
depicting multiple requests and responses conbined in one PKIData and
PKI Response:
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Mul ti pl e Requests and Responses

Request Response
Si gnedDat a Si gnedDat a
PKI Dat a PKI Response
cnsSequence cnsSequence
Si gnedDat a Si gnedDat a
PKI Dat a PKI Response
cont r ol Sequence cont r ol Sequence
One or nore requests One or nore responses
corresponding to one G corresponding to one G
Si gnedDat a Si gnedDat a
PKI Dat a PKI Response
cont r ol Sequence cont r ol Sequence
One or nore requests One or nore responses
correspondi ng to anot her G correspondi ng to anot her G

When applying confidentiality to nultiple requests and responses, all
of the requests/responses MAY be included in one Envel opedData. The
following is a depiction:

Confidentiality of Miultiple Requests and Responses
W apped Toget her
Envel opedDat a
Si gnedDat a
PKI Dat a
cnsSequence
Si gnedDat a
PKI Response
control Sequence
One or nore requests
corresponding to one GL
Si gnedDat a
PKI Dat a
control Sequence
One or nore requests
corresponding to one GL

Tur ner St andards Track [ Page 25]



RFC 5275 CM5 SynKeyDi st June 2008

Certain conbi nations of requests in one PKIData.control Sequence and
one PKI Response. control Sequence are not allowed. The invalid
conbinations listed here MUST NOT be generat ed:

I nval i d Conbi nati ons

gl UseKEK & gl Del et eMenber

gl UseKEK & gl Rekey
gl UseKEK & gl Del ete
gl Del ete & gl AddMenber
gl Del ete & gl Del et eMenber
gl Del ete & gl Rekey
&

gl Del ete gl AddOwner
gl Delete & gl RemoveOaner

To avoid unnecessary errors, certain requests and responses SHOULD be
processed prior to others. The following is the priority of nmessage
processing, if not listed it is an inplenentation decision as to
which to process first: gl UseKEK before gl AddMenber, gl Rekey before
gl AddMenber, and gl Del et eMenber before gl Rekey. Note that there is a
processing priority, but it does not inply an ordering within the
content.

3.2.3. GLA Generated Messages

When the GLA generates a success or fail nessage, it generates one
for each request. SKDFaillnfo val ues of unsupportedDuration,
unsupport edDel i ver yMet hod, unsupportedAl gorithm noG.ONaneMat ch,
naneAl r eadyl nUse, al readyAnOmer, and not AnOaner are not returned to
GL nenbers.

I f GLKeyAttributes.recipientsNotMituall yAware is set to TRUE, a
separ at e PKI Response. cMCSt at usl nf oExt and PKI Dat a. gl Key MJST be
generated for each recipient. However, it is valid to send one
message with nmultiple attributes to the same recipient.

If the GL has multiple GLGs, the GLA MUST send cMCSt at usl nf oExt
messages to the requesting GLO. The nmechanismto deternine which GLO
made the request is beyond the scope of this docunent.

If a G is managed and the GLA receives a gl AddMenber,

gl Del et eMenber, or gl kConprom se nessage, the GLA redirects the
request to the GLO for review. An additional, SignedData MJST be
applied to the redirected request as foll ows:
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GLA Forwarded Requests
Si gnedDat a
PKI Dat a
cnsSequence
Si gnedDat a
PKI Dat a
cont r ol Sequence

3.2.4. CMC Control Attributes and CM5 Signed Attributes

CMC carries control attributes as CM5 signed attributes. These
attributes are defined in [CMC] and [CVB]. Sone of these attributes
are REQUI RED; others are OPTIONAL. The required attributes are as
foll ows: cMCStatusl nfoExt transactionld, senderNonce, recipientNonce,
queryPendi ng, and signingTinme. Qher attributes can also be used;
however, their use is beyond the scope of this docunent. The

foll owi ng sections specify requirenents in addition to those already
specified in [CM]] and [ CVB].

3.2.4.1. Using cMCStat usl nf oExt

cMCSt at usI nfoExt is used by GLAs to indicate to GLGs and GL nenbers
that a request was unsuccessful. Two classes of failure codes are
used within this document. Errors fromthe CMCFaillnfo Iist, found
in Section 5.1.4 of CMC, are encoded as defined in CMC. Error codes
defined in this docunent are encoded using the ExtendedFaillnfo field
of the cntStatuslnfoExt structure. |If the same failure code applies
to nultiple commands, a single cntStatuslnfoExt structure can be used
with nultiple itens in cMCStatuslnfoExt. bodyList. The GLA MAY al so
return other pertinent infornmation in statusString. The SKDFaillnfo
object identifier and val ue are:

i d-cet-skdFaillnfo OBJECT IDENTIFIER ::= { iso(1l)
i dentified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) cet(15) skdFaillnfo(1l) }

SKDFai I I nfo ::= | NTEGER {
unspeci fi ed (0),
cl osedG (1),
unsupport edDurati on (2),
noG.ACertificate (3),
i nval i dCert (4),
unsupportedAl gorithm (5),
noGLONaneMat ch (6),
i nval i dGLNane (7),
naneAl r eadyl nUse (8),
noSpam (9),
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-- obsolete (10),
al r eady AMenber (11),
not AMerrber (12),
al r eadyAnOaner (13),
not AnOaner (14) }
The val ues have the foll ow ng neaning:

Tur ner

unspecified indicates that the GLAis unable or unwilling to
performthe requested action and does not want to indicate the
reason.

cl osedd indicates that nenbers can only be added or del eted by
the GLO

unsupportedbDuration indicates that the GLA does not support
generating keys that are valid for the requested duration

no@.ACertificate indicates that the GLA does not have a valid
certificate.

invalidCert indicates that the nenber’s encryption certificate
was not verifiable (i.e., signature did not validate,
certificate's serial nunber present on a CRL, the certificate
expired, etc.).

unsupport edAl gorithmindi cates the GLA does not support the
requested al gorithm

noG.ONaneMat ch i ndicates that one of the names in the certificate
used to sign a request does not match the nane of a registered
GO

i nval i dG_Nane indicates that the GLA does not support the gl Nane
present in the request.

naneAl readyl nUse i ndicates that the gl Nane is al ready assi gned on
the GLA

noSpam i ndi cates that the prospective G nenber did not sign the
request (i.e., if the nanme in gl Menber. gl Menber Nane does not

mat ch one of the nanes (either the subject distinguished nane or
one of the subject alternative nanes) in the certificate used to
sign the request).

al readyAMenber indicates that the prospective G nenber is
al ready a GL nenber.
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- not AMenber indicates that the prospective G. nenber to be del eted
is not presently a GL nmenber.

- alreadyAnOmer indicates that the prospective GO is already a
GO

- not AnOmer indicates that the prospective GLOto be deleted is
not presently a G.O

cMCSt at usI nfoExt is used by GLAs to indicate to GLGs and G nenbers
that a request was successfully conpleted. |If the request was
successful, the GLA returns a cMCStat usl nfoExt response with

CcMCSt at us. success and optionally other pertinent information in
statusString.

When the G is managed and the GLO has reviewed G. nenber initiated
gl AddMenber, gl Del et eMenber, and gl kConr pomni se requests, the GLO uses
cMCSt at usl nfoExt to indicate the success or failure of the request.
If the request is allowed, cMCStatus.success is returned and
statusString is optionally returned to convey additional information.
If the request is denied, cMCStatus.failed is returned and
statusString is optionally returned to convey additional information.
Additionally, the appropriate SKDFaillnfo can be included in

cMCSt at usl nf oExt . ext endedFai | | nf o.

cMCSt at usl nfoExt is used by GLCs, GLAs, and G. nenbers to indicate
that signature verification failed. |If the signature failed to
verify over any control attribute except a cMCStatuslnfoExt, a
cMCSt at usl nf oExt control attribute MJUST be returned indicating
cMCStatus. failed and otherlnfo.faillnfo.badvessageCheck. |[|f the
signature over the outernost PKlData failed, the bodyList value is
zero (0). If the signature over any other PKlIData failed, the
bodyLi st value is the bodyPartld value fromthe request or response.
GLCs and G nenbers who receive cMCSt at usl nf oExt nmessages whose
signatures are invalid SHOULD generate a new request to avoid
badMessageCheck nessage | oops.

cMCSt at usl nfoExt is al so used by G.Cs and GLAs to indicate that a
request could not be perforned imediately. |f the request could not
be processed i mediately by the GLA or GLO, the cMCSt at usl nf oExt
control attribute MIST be returned indicating cMCStatus. pendi ng and
ot herl nfo. pendlnfo. Wen requests are redirected to the GLO for
approval (for managed lists), the GLA MUST NOT return a

cMCSt at usl nf oExt i ndi cating query pendi ng.
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cMCSt atusi nfoExt is also used by GLAs to indicate that a

gl aQueryRequest is not supported. |If the gl aQueryRequest is not
supported, the cMCStatuslnfoExt control attribute MJST be returned
i ndi cati ng cMCSt at us. noSupport and statusString is optionally
returned to convey additional information

cMCSt at usl nfoExt is al so used by G. nenbers, G.0s, and GLAs to

i ndicate that the signingTine (see Section 3.2.4.3) is not close
enough to the locally specified tine. |If the local tine is not close
enough to the time specified in signingTime, a cMCStatus.failed and
ot herInfo.faillnfo.badTi mre MAY be returned

3.2.4.2. Using transactionld

transactionld MAY be included by G.Cs, GAs, or G. nenbers to
identify a given transaction. All subsequent requests and responses
related to the original request MJST include the sane transactionld
control attribute. |f G. nenbers include a transactionld and the
request is redirected to the GLO the GA MAY include an additiona
transactionld in the outer PKIData. |If the GLA included an
additional transactionld in the outer PKIData, when the G.O generates
a cMCSt at usl nf oExt response it generates one for the GLA with the
GLA s transactionld and one for the GL nmenber with the GL nenber’s
transactionl d.

3.2.4.3. Using Nonces and signi ngTi me

The use of nonces (see Section 5.6 of [CMC]) and an indication of
when the nessage was signed (see Section 11.3 of [CM5]) can be used
to provide application-level replay prevention

To protect the G, all messages MJST include the signingTine
attribute. Message originators and recipients can then use the tine
provided in this attribute to determ ne whether they have previously
recei ved the message

If the originating nmessage includes a senderNonce, the response to
t he message MJST include the received sender Nonce val ue as the
reci pi ent Nonce and a new val ue as the senderNonce value in the
response.

If a GLA aggregates multiple nessages together or forwards a nessage
to a GLO the G.A MAY optionally generate a new nonce val ue and
include that in the wappi ng nessage. Wen the response cones back
fromthe G.O the GLA builds a response to the originator(s) of the
message(s) and deals with each of the nonce values fromthe

ori gi nati ng nessages.
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For these attributes, it is necessary to maintain state information
on exchanges to conpare one result to another. The tine period for
which this information is naintained is a |ocal policy.

3.2.4.4. CMC and CMS Attribute Support Requirenents
The following are the inplenentation requirenents for CMC control
attributes and CM5 signed attributes for an inplementation to be
consi dered conformant to this specification:

| mpl enent ati on Requi r ement |

GO | GLA | GL Menmber | Attribute
O R | O R F | O R |
--------- e B B
MJUST MUST | MUST MUST - | MUST MUST | cMCSt at usl nf oExt
MAY MAY | MUST MUST - | MAY MAY | transactionld
MAY MAY | MJUST MUST - | MAY MAY | sender Nonce
MAY MAY | MJUST MUST - | MAY NMAY | recepient Nonce
MJUST MUST | MUST MUST - | MUST MUST | SKDFaillnfo
MJUST MUST | MJUST MUST - | MJIST MUST | signingTine

3.2.5. Resubnitted G. Menber Messages

When the GL is nmanaged, the GLA forwards the G nenber requests to

the GLO for GO approval by creating a new request nessage contai ning

the GL nmenber request(s) as a cnmsSequence item |f the G.O approves
the request, it can either add a new | ayer of wapping and send it
back to the GLA or create a new nessage and send it to the GA
(Note in this case there are now 3 |ayers of PKlData nmessages wth
appropriate signing |layers.)

3.2.6. PKI X Certificate and CRL Profile

Signatures, certificates, and CRLs are verified according to the PKI X

profile [ PROFILE].
Nanme matching is perforned according to the PKIX profile [PROFILE].

Al'l distinguished name fornms nust follow the UTF8String convention
noted in the PKI X profile [PROFILE].

A certificate per GL would be issued to the GLA

GL policy may nmandate that the GL nenber’s address be included in the

G nenber’s certificate.
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4.

4,

Admi ni strative Messages

There are a nunber of adm nistrative nessages that nust be exchanged
to manage a G.. The follow ng sections describe each request and
response nessage conbination in detail. The procedures defined in
this section are not prescriptive.

1. Assign KEK to G

Prior to generating a group key, a G. needs to be set up and a shared
KEK assigned to the GL. Figure 3 depicts the protocol interactions
to set up and assign a shared KEK. Note that error nessages are not
depicted in Figure 3. Additionally, behavior for the optional
transactionld, senderNonce, and recipientNonce CMC control attributes
is not addressed in these procedures.

Figure 3 - Create G oup List
The process is as foll ows:

1 - The GLOis the entity responsible for requesting the creation of
the GL. The GLO sends a
Si gnedDat a. PKI Dat a. cont r ol Sequence. gl UseKEK request to the GLA (1
in Figure 3). The GLO MJST include gl Nane, gl Address,
gl Oamner Nane, gl Oaner Address, and gl Admi ni stration. The G.O MAY
al so include their preferences for the shared KEK in
gl KeyAttributes by indicating whether the GLO controls the rekey
in rekeyControl | edByA.O, whether separate gl Key nessages shoul d
be sent to each recipient in recipientsNot MMutuallyAware, the
requested algorithmto be used with the shared KEK in
requestedAl gorithm the duration of the shared KEK, and how many
shared KEKs should be initially distributed in generationCounter.
The GLO MUST al so include the signingTine attribute with this
request.

l.a - If the G.O knows of nenbers to be added to the G, the
gl AddMenber request(s) MAY be included in the sane
control Sequence as the gl UseKEK request (see Section 3.2.2).
The GLO indicates the sane gl Nane in the gl AddMenber request
as in gl UseKEK. gl I nfo. gl Nane. Further gl AddMenber procedures
are covered in Section 4.3.
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1.b - The GLO can apply confidentiality to the request by

encapsul ating the SignedData. PKlIData in an Envel opedData (see
Section 3.2.1.2).

1l.c - The GO can al so optionally apply another SignedData over the

Tur ner

.a

Envel opedData (see Section 3.2.1.2).

Upon recei pt of the request, the GLA checks the signingTime and
verifies the signature on the innernost SignedData.PKlData. |f
an additional SignedData and/or Envel opedData encapsul ates the
request (see Sections 3.2.1.2 and 3.2.2), the GLA verifies the
outer signature(s) and/or decrypts the outer layer(s) prior to
verifying the signature on the innernost SignedData.

If the signingTinme attribute value is not within the locally
accepted time wi ndow, the GLA MAY return a response

i ndicating cMCStatus. failed and otherlnfo.faillnfo.badTi e
and a signingTinme attribute.

.b - Else if signature processing continues and if the signatures

do not verify, the GLA returns a cMCStatusl nfoExt response
i ndi cating cMCStatus. failed and

ot herl nfo.faillnfo. badMessageCheck. Additionally, a
signingTine attribute is included with the response.

.C - Else if the signatures do verify but the GLA does not have a

valid certificate, the GLA returns a cMCStat usl nfoExt with
cMCSt atus. fail ed and ot herl nfo. ext endedFai |l | nfo. SKDFai | I nfo
val ue of noVali dG.ACertificate. Additionally, a signingTine
attribute is included with the response. |nstead of

i mediately returning the error code, the GLA attenpts to get
a certificate, possibly using [CM]].

.d - Else the signatures are valid and the GLA does have a valid

certificate, the GLA checks that one of the names in the
certificate used to sign the request matches one of the nanes
i n gl UseKEK. gl Owner | nf o. gl Oamer Nane.

2.d.1 - If the nanes do not match, the GLA returns a response
i ndi cating cMCSt at usl nfoExt with cMCStatus.failed and
ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of
noG.ONaneMat ch. Additionally, a signingTinme attribute is
i ncluded with the response.
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Else if the nanmes all match, the G.LA checks that the

gl Nane and gl Address are not already in use. The GLA
al so checks any gl AddMenber included within the

control Sequence with this gl UseKEK.  Further processing
of the gl AddMenber is covered in Section 4.3.

.a

If the glNane is already in use, the GLA returns a
response indicating cMCStatuslnfoExt with

cMCSt atus. fail ed and

ot her I nf 0. ext endedFai | | nf o. SKDFai | | nfo val ue of
naneAl readyl nUse. Additionally, a signingTine
attribute is included with the response.

Else if the requestedAlgorithmis not supported, the
GLA returns a response indicating cMCStat usl nf oExt
with cMCStatus.failed and

ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of
unsupportedAl gorithm Additionally, a signingTinme
attribute is included with the response.

Else if the duration cannot be supported, deternining
this is beyond the scope of this docunent, the GLA
returns a response indicating cMCStatuslnfoExt wth
cMCStatus.failed and

ot her | nf 0. ext endedFai | | nf o. SKDFai | | nfo val ue of
unsupportedDuration. Additionally, a signingTine
attribute is included with the response.

Else if the GL cannot be supported for other reasons,
whi ch the GLA does not wi sh to disclose, the GLA
returns a response indicating cMCStatuslnfoExt with
cMCSt atus. fail ed and

ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of
unspecified. Additionally, a signingTinme attribute
is included with the response.

Else if the gl Nane is not already in use, the
duration can be supported, and the requestedAl gorithm
is supported, the GLA MIST return a cMCSt at usl nf oExt

i ndi cati ng cMCSt at us. success and a si gni ngTi ne
attribute. (2 in Figure 3). The G.A also takes

adm ni strative actions, which are beyond the scope of
this docunent, to store the gl Nane, gl Address,

gl KeyAttributes, gl OmerNane, and gl Oawner Addr ess.

The GLA al so sends a gl Key nessage as described in
section 5.
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2.d.2.e.1 - The GA can apply confidentiality to the response
by encapsul ati ng the Si gnedDat a. PKI Response in an
Envel opedData if the request was encapsul ated in
an Envel opedData (see Section 3.2.1.2).

2.d.2.e.2 - The GLA can also optionally apply another
Si gnedDat a over the Envel opedData (see Section
3.2.1.2).

Upon recei pt of the cMCStatuslnfoExt responses, the GO checks
the signingTime and verifies the GLA signature(s). [If an
addi ti onal SignedData and/or Envel opedData encapsul ates the
response (see Section 3.2.1.2 or 3.2.2), the GLO verifies the
outer signature and/or decrypts the outer layer prior to
verifying the signature on the innernost SignedDat a.

.a - If the signingTine attribute value is not within the locally

accepted tinme window, the GLO MAY return a response
i ndi cating cMCStatus.failed and otherlnfo.faillnfo. badTi e
and a signingTime attribute.

.b - Else if signature processing continues and if the signatures

do verify, the GLO MIST check that one of the nanes in the
certificate used to sign the response nmatches the name of the
G.

3.b.1 - If the name of the G. does not match the name present in
the certificate used to sign the nessage, the G.O shoul d
not believe the response.

3.b.2 - Else if the nane of the GL does match the nanme present in
the certificate and:

3.b.2.a - If the signatures do verify and the response was
cMCSt at usl nf oExt i ndi cati ng cMCSt at us. success, the
GLO has successfully created the G..

3.b.2.b - Else if the signatures are valid and the response is
cMCSt at usl nf oExt. cMCSt at us. fail ed with any reason
the GLO can reattenpt to create the GL using the
i nformati on provided in the response. The GLO can
al so use the gl aQueryRequest to determ ne the
al gorithns and other characteristics supported by the
GLA (see Section 4.9).
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4.2. Delete G from GLA

Fromtime to time, there are instances when a GL is no | onger needed.
In this case, the GLO deletes the G.. Figure 4 depicts the protoco
interactions to delete a G.. Note that behavior for the optiona
transactionld, senderNonce, and recipientNonce CMC control attributes
is not addressed in these procedures.

Figure 4 - Delete Goup List
The process is as follows:

1 - The GLOis responsible for requesting the deletion of the G.
The GO sends a Si gnedDat a. PKI Dat a. cont r ol Sequence. gl Del ete
request to the GLA (1 in Figure 4). The nane of the GL to be
deleted is included in General Name. The GLO MJUST al so incl ude
the signingTine attribute and can also include a transactionld
and sender Nonce attri butes.

l.a - The GLO can optionally apply confidentiality to the request
by encapsul ating the SignedData.PKlData in an Envel opedDat a
(see Section 3.2.1.2).

1.b - The G.O MAY optionally apply another SignedData over the
Envel opedData (see Section 3.2.1.2).

2 - Upon receipt of the request, the G.A checks the signingTine and
verifies the signature on the innernost SignedData.PKlData. |f
an additional SignedData and/or Envel opedData encapsul ates the
request (see Section 3.2.1.2 or 3.2.2), the GLA verifies the
outer signature and/or decrypts the outer layer prior to
verifying the signature on the innernost SignedData.

2.a - If the signingTine attribute value is not within the locally
accepted time wi ndow, the GLA MAY return a response
i ndi cating cMCStatus. failed and otherlnfo.faillnfo.badTi me
and a signingTinme attribute.

2.b - Else if signature processing continues and if the signatures
cannot be verified, the GLA returns a cMCStat usl nf oExt
response indicating cMCStatus.failed and
ot herl nfo.faillnfo.badMessageCheck. Additionally, a
signingTine attribute is included with the response.
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2.c - Else if the signatures verify, the GLA makes sure the GL is
supported by checking the name of the G. matches a gl Nane
stored on the GLA

2.¢c.1

If the gl Name is not supported by the GLA, the GA
returns a response indicating cMCStatuslnfoExt with
cMCStatus. failed and

ot her | nf 0. ext endedFai | I nf o. SKDFai | | nfo val ue of

i nval i dG.Nanme. Additionally, a signingTine attribute is
i ncluded with the response.

2.c.2 - Else if the gl Nane is supported by the GLA, the GA
ensures that a registered GLO signed the gl Del ete request
by checking if one of the names present in the digita
signature certificate used to sign the gl Del ete request
mat ches a registered GO

2.c.2.a - If the nanes do not natch, the GLA returns a response
i ndi cating cMCSt atusl nfoExt with cMCStatus.failed and
ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of
noGLONaneMat ch. Additionally, a signingTine
attribute is included with the response.

2.c.2.b - Else if the names do match, but the GL cannot be
del eted for other reasons, which the GLA does not
wi sh to disclose, the GLA returns a response
i ndi cating cMCSt atusl nfoExt with cMCStatus. failed and
ot her I nf 0. ext endedFai | | nf o. SKDFai | | nfo val ue of
unspecified. Additionally, a signingTinme attribute
is included with the response. Actions beyond the
scope of this docunent nust then be taken to delete
the G fromthe GA

2.c.2.¢c - Else if the names do match, the GLA returns a
cMCSt at usl nf oExt i ndi cati ng cMCSt at us. success and a
signingTine attribute (2 in Figure 4). The GLA ought
not accept further requests for nenber additions,
menber del etions, or group rekeys for this Q.

2.c.2.¢c.1 - The GLA can apply confidentiality to the response
by encapsul ati ng the Si gnedDat a. PKI Response in an
Envel opedData if the request was encapsulated in
an Envel opedData (see Section 3.2.1.2).

2.c.2.c.2 - The GLA MAY optionally apply another SignedData
over the Envel opedData (see Section 3.2.1.2).
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3 - Upon receipt of the cMCStatuslnfoExt response, the GO checks the
signingTine and verifies the GLA signature(s). |If an additional
Si gnedDat a and/ or Envel opedDat a encapsul ates the response (see
Section 3.2.1.2 or 3.2.2), the GO verifies the outer signature
and/ or decrypts the outer layer prior to verifying the signature
on the innernost SignedData.

3.a - If the signingTine attribute value is not within the locally
accepted time wi ndow, the GLO MAY return a response
i ndi cating cMCStatus. failed and otherlnfo.faillnfo. badTi me
and a signingTime attribute.

3.b - Else if signature processing continues and if the signatures
verify, the GLO checks that one of the nanes in the
certificate used to sign the response natches the name of the
Ga.

3.b.1 - If the nane of the G does not nmatch the nane present in
the certificate used to sign the nessage, the GO should
not believe the response.

3.b.2 - Else if the nane of the GL does match the name present in
the certificate and:

3.b.2.a - If the signatures verify and the response was
cMCSt at usl nf oExt i ndi cati ng cMCSt at us. success, the
GLO has successfully deleted the G..

3.b.2.b - Else if the signatures do verify and the response was
cMCSt at usl nf oExt. cMCSt atus. fail ed with any reason,
the GLO can reattenpt to delete the GL using the
i nformation provided in the response.

4.3. Add Menbers to GL

To add nenbers to G.s, either the GO or prospective nenbers use the
gl AddMenber request. The GLA processes GO and prospective G nenber
requests differently though. G.Os can subnit the request at any tine
to add menbers to the G, and the GLA once it has verified the
request cane froma registered G.O should process it. If a
prospective nenber sends the request, the GLA needs to determ ne how
the GL is administered. Wen the GO initially configured the A, it
set the GL to be unnmanaged, managed, or closed (see Section 3.1.1).
In the unmanaged case, the GLA nerely processes the nenber’s request.
In the managed case, the GLA forwards the requests fromthe
prospective nenbers to the GLO for review \ere there are nmultiple
GLCs for a G, which GLOthe request is forwarded to is beyond the
scope of this docunent. The GO reviews the request and either
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rejects it or submits a reforned request to the GLA. In the closed
case, the GLA will not accept requests from prospective nenbers. The
foll owi ng sections describe the processing for the G.Q(s), GA, and
prospective G nenbers dependi ng on where the gl AddMeber request
originated, either froma GO or from prospective nenbers. Figure 5
depicts the protocol interactions for the three options. Note that
the error nessages are not depicted. Additionally, note that
behavi or for the optional transactionld, senderNonce, and
reci pi ent Nonce CMC control attributes is not addressed in these

pr ocedures.

L + 2,B{A} 3 H---mae---- +
| AO| <-------- + Fo-mm - - > | Menber 1
S e + | | tmmmmmm e +
1 | |
+----- + <-------- + | 3 H+----ea-a-- +
| GLA | A R >
L + <emmmmmm oo oo + Fomm e - +
I 3 H-emmmmaaa- +
SRR > | Menber n
Fom e - +

Figure 5 - Menber Addition

An inportant decision that needs to be made on a group-by-group basis
is whether to rekey the group every tinme a new nenber is added.

Typi cal Iy, unmanaged G.s shoul d not be rekeyed when a new nenber is
added, as the overhead associated with rekeying the group becones
prohi bitive, as the group becones |arge. However, managed and cl osed
GLs can be rekeyed to maintain the confidentiality of the traffic
sent by group nenbers. An option to rekeying nanaged or closed G.s
when a nmenber is added is to generate a new GL with a different group
key. Goup rekeying is discussed in Sections 4.5 and 5.

4.3.1. GO Initiated Additions
The process for GLO initiated gl AddMenber requests is as foll ows:

1 - The GO collects the pertinent information for the nmenber(s) to
be added (this nmay be done through an out-of-bands neans). The
GLO then sends a Si gnedDat a. PKI Dat a. control Sequence with a
separ ate gl AddMenber request for each nenber to the GLA (1 in
Figure 5). The GO includes the G nanme in gl Nane, the nenber’s
nane in gl Menber. gl Menber Nane, the nmenber’s address in
gl Menber . gl Menber Address, and the nmenber’s encryption certificate
in gl Menber.certificates. pKC. The GLO can al so include any
attribute certificates associated with the nenber’s encryption
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certificate in gl Menber.certificates.aC, and the certification
path associated with the nenber’s encryption and attribute
certificates in gl Menber.certificates.certPath. The GLO MJST
al so include the signingTinme attribute with this request.

.a - The GLO can optionally apply confidentiality to the request

by encapsul ati ng the SignedData.PKlData in an Envel opedDat a
(see Section 3.2.1.2).

.b - The GLO can also optionally apply anot her SignedData over the

Envel opedData (see Section 3.2.1.2).

Upon recei pt of the request, the GLA checks the signingTinme and
verifies the signature on the innernost SignedData.PKlData. |f
an additional SignedData and/or Envel opedData encapsul ates the
request (see Section 3.2.1.2 or 3.2.2), the GLA verifies the
outer signature and/or decrypts the outer layer prior to
verifying the signature on the innernost SignedData.

.a - If the signingTine attribute value is not within the locally

accepted time wi ndow, the GLA MAY return a response
i ndi cating cMCStatus. failed and otherlnfo.faillnfo.badTi me
and a signingTinme attribute.

.b - Else if signature processing continues and if the signatures

cannot be verified, the GLA returns a cMCStat usl nf oExt
response indicating cMCStatus.failed and

ot herl nfo.faillnfo.badMessageCheck. Additionally, a
signingTine attribute is included with the response.

.c - Else if the signatures verify, the gl AddMenber request is

included in a control Sequence with the gl UseKEK request, and
the processing in Section 4.1 item2.d is successfully

conmpl eted, the GLA returns a cMCSt atusl nf oExt i ndicating
cMCSt at us. success and a signingTinme attribute (2 in Figure
5).

2.c.1 - The GLA can apply confidentiality to the response by
encapsul ati ng the SignedData. PKlData in an Envel opedDat a
if the request was encapsul ated in an Envel opedData (see
Section 3.2.1.2).

2.c.2 - The G.A can also optionally apply another SignedData over
t he Envel opedData (see Section 3.2.1.2).
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Else if the signatures verify and the GLAddMenber request is

not
t he

included in a control Sequence with the G.Create request,
GLA nakes sure the GL is supported by checking that the

gl Nane mat ches a gl Nane stored on the G.A

.1 -

If the gl Name is not supported by the GLA, the GA
returns a response indicating cMCStatuslnfoExt with
cMCSt atus. fail ed and

ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of

i nval i dG&.Nanme. Additionally, a signingTine attribute is
included with the response.

Else if the gl Nane is supported by the GLA, the GLA
checks to see if the gl MemberNane is present on the G..

.a - If the gl MenberName is present on the G, the GLA

returns a response indicating cMCStatuslnfoExt wth
cMCSt atus. failed and

ot her | nf o. ext endedFai | | nf o. SKDFai | | nfo val ue of

al readyAMenber. Additionally, a signingTine
attribute is included with the response.

.b - Else if the gl MenberName is not present on the G,

t he GA checks how the GL is adm ni stered.

.2.b.1 - If the GL is closed, the GLA checks that a

regi stered GLO signed the request by checking
that one of the names in the digital signature
certificate used to sign the request matches a
regi stered GLO

.d.2.b.1.a - If the nanes do not match, the GLA returns a

response indicating cMCStatusl nfoExt with
cMCSt atus. fail ed and

ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue
of noG.ONaneMatch. Additionally, a
signingTine attribute is included with the
response.

.d.2.b.1.b - Else if the nanes match, the G.A verifies the

menber’ s encryption certificate.

2.d.2.b.1.b.1 - If the menber’s encryption certificate
cannot be verified, the GLA can return a
response indicating cMCStatusl nfoExt with
cMCSt atus. fail ed and
ot her | nfo. ext endedFai | | nfo. SKDFai | | nf o
value of invalidCert to the GO
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Additionally, a signingTinme attribute is
included with the response. |f the GA
does not return a

cMCSt at usl nf oExt . cMCSt at us. fai |l ed
response, the GLA issues a gl Provi deCert
request (see Section 4.10).

2.d.2.b.1.b.2 - Else if the nenber’'s certificate
verifies, the GLAreturns a
cMCSt at usl nf oExt i ndi cati ng
cMCSt at us. success and a si gni ngTi me
attribute (2 in Figure 5. The GA also
takes admini strative actions, which are
beyond the scope of this docunent, to add
the menber to the G. stored on the GLA
The GLA al so distributes the shared KEK
to the nenber via the nechani sm descri bed
in Section 5.

2.d.2.b.1.b.2.a - The GLA applies confidentiality to
the response by encapsul ating the
Si gnedDat a. PKI Data in an
Envel opedData if the request was
encapsul ated in an Envel opedData (see
Section 3.2.1.2).

2.d.2.b.1.b.2.b - The GA can also optionally apply
anot her Si gnedData over the
Envel opedData (see Section 3.2.1.2).

2.d.2.b.2 Else if the GL is nanaged, the G.A checks that
either a registered GLO or the prospective nenber
signed the request. For GLGCs, one of the names
inthe certificate used to sign the request needs
to match a registered G.O  For the prospective
menber, the nanme in gl Menber. gl Menber Nane needs
to match one of the nanes in the certificate used

to sign the request.

2.d.2.b.2.a - If the signer is neither a registered GLO nor
the prospective GL nenber, the GLA returns a
response indicating cMCStatuslnfoExt with
cMCSt atus. fail ed and
ot her | nf 0. ext endedFai | | nf 0. SKDFai | I nfo val ue
of noSpam Additionally, a signingTinme
attribute is included with the response.
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2.d.2.b.2.b - Else if the signer is a registered GLO the
GLA verifies the nenber’s encryption
certificate.

2.d.2.b.2.b.1 - If the menber’s certificate cannot be
verified, the GLA can return a response
i ndi cating cMCSt at usl nfoExt with
cMCSt atus. fail ed and
ot her | nf 0. ext endedFai | I nf 0. SKDFai I | nf o
val ue of invalidCert. Additionally, a
signingTine attribute is included with
the response. |If the GLA does not return
a cMCStatus.fail ed response, the GLA MJST
i ssue a gl ProvideCert request (see
Section 4.10).

2.d.2.b.2.b.2 - Else if the nenber’s certificate
verifies, the GLA MIUST return a
cMCSt at usl nf oExt i ndi cati ng
cMCSt at us. success and a signi ngTi ne
attribute to the GLO (2 in Figure 5).
The GLA al so takes administrative
actions, which are beyond the scope of
this docunent, to add the nenber to the
G stored on the GLA. The G.A al so
di stributes the shared KEK to the nenber
via the nechani sm described in Section 5.
The G policy may mandate that the G
menber’s address be included in the G
nmenber’s certificate.

2.d.2.b.2.b.2.a - The GLA applies confidentiality to
the response by encapsul ating the
Si gnedDat a. PKI Data in an
Envel opedData if the request was
encapsul ated in an Envel opedData (see
Section 3.2.1.2).

2.d.2.b.2.b.2.b - The GLA can also optionally apply
anot her Si gnedData over the
Envel opedData (see Section 3.2.1.2).

2.d.2.b.2.c - Else if the signer is the prospective nenber,
the GLA forwards the gl AddMenber request (see
Section 3.2.3) to a registered GLO (B{A} in
Figure 5). |If there is nore than one
registered GLO the GLO to which the request
is forwarded is beyond the scope of this
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docunent. Further processing of the
forwarded request by GLOs is addressed in 3
of Section 4.3.2.

2.d.2.b.2.c.1 - The G.A applies confidentiality to the
forwarded request by encapsul ating the
Si gnedDat a. PKI Data i n an Envel opedData if
the original request was encapsul ated in
an Envel opedData (see Section 3.2.1.2).

2.d.2.b.2.c.2 - The GLA can al so optionally apply another
Si gnedDat a over the Envel opedData (see
Section 3.2.1.2).

2.d.2.b.3 - Else if the GL is unmanaged, the GLA checks that
either a registered G.O or the prospective nenber
signed the request. For G.Os, one of the nanes
in the certificate used to sign the request needs
to match the nane of a registered GLO For the
prospective nenber, the nane in
gl Menber . gl Menmber Name needs to match one of the
nanes in the certificate used to sign the
request.

2.d.2.b.3.a - If the signer is neither a registered GLO nor
t he prospective nmenber, the GLA returns a
response indicating cMCStatusl nfoExt with
cMCStatus. fail ed and
ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue
of noSpam Additionally, a signingTinme
attribute is included with the response.

2.d.2.b.3.b - Else if the signer is either a registered GLO
or the prospective nenber, the GLA verifies
the menber’s encryption certificate.

2.d.2.b.3.b.1 - If the nmenber’s certificate cannot be
verified, the GLA can return a response
i ndi cati ng cMCSt atusl nfoExt with
cMCSt atus. fail ed and
ot her | nf 0. ext endedFai | I nf 0. SKDFai I | nf o
val ue of invalidCert and a signingTinme
attribute to either the GLO or the
prospective nenber dependi ng on where the
request originated. |f the GLA does not
return a cMCStatus.failed response, the
GLA issues a gl ProvideCert request (see
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2.d.2.b.3.b.2 -

Section 4.10) to either the G.O or
prospective nenber dependi ng on where the
request originated.

Else if the menber’s certificate
verifies, the GLAreturns a
cMCSt at usl nf oExt i ndi cati ng
cMCSt at us. success and a signi ngTi ne
attribute to the GLO (2 in Figure 5) if
the GLO signed the request and to the G
menber (3 in Figure 5) if the GL nenber
signed the request. The G.A al so takes
adm ni strative actions, which are beyond
the scope of this docunent, to add the
menber to the GL stored on the GLA. The
GLA also distributes the shared KEK to
the menber via the nechani smdescribed in
Section 5.

2.d.2.b.3.b.2.a - The GLA applies confidentiality to

the response by encapsul ating the

Si gnedDat a. PKI Data in an

Envel opedData if the request was
encapsul ated in an Envel opedData (see
Section 3.2.1.2).

2.d.2.b.3.b.2.b - The GLA can also optionally apply

anot her Si gnedData over the
Envel opedData (see Section 3.2.1.2).

3 - Upon receipt of the cMCStatuslnfoExt response, the GO checks the
signingTine and verifies the GLA signature(s). |If an additiona

Si gnedDat a and/ or

Envel opedDat a encapsul ates the response (see

Section 3.2.1.2 or 3.2.2), the GO verifies the outer signature
and/ or decrypts the outer layer prior to verifying the signature
on the innernost SignedData.

3.a -

3.b -

Tur ner

verify,

If the signingTine attribute value is not within the locally
accepted time wi ndow, the GLO MAY return a response

i ndi cating cMCStatus. failed and otherlnfo.faillnfo.badTi me
and a signingTinme attribute.

Else if signature processing continues and if the signatures
the G.O checks that one of the names in the
certificate used to sign the response natches the name of the
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4.

4.

3.b. 1 If the nane of the G. does not match the nanme present in
the certificate used to sign the nessage, the GLO should

not believe the response.

3.b.2 - Else if the nane of the GL matches the name present in
the certificate and:

3.b.2.a - If the signatures verify and the response is
cMCSt at usl nf oExt i ndi cati ng cMCSt at us. success, the
GLA has added the nenber to the G.. |[|f the nenber
was added to a managed list and the original request
was signed by the nenber, the GLO sends a
cMCSt at usl nf oExt . cMCSt at us. success and a signi ngTi e
attribute to the GL menber.

3.b.2.b - Else if the GLO received a
cMCSt at usl nf oExt . cMCSt atus. failed with any reason
the GLO can reattenpt to add the nmenber to the G
using the infornmation provided in the response.

Upon recei pt of the cMCStatuslnfoExt response, the prospective
menber checks the signingTinme and verifies the GLA signhatures or
GLO signatures. |If an additional SignedData and/or Envel opedDat a
encapsul ates the response (see Section 3.2.1.2 or 3.2.2), the GO
verifies the outer signature and/or decrypts the outer |ayer

prior to verifying the signature on the innernost SignedData.

a - If the signingTinme attribute value is not within the locally
accepted time wi ndow, the prospective nenber NMAY return a
response indicating cMCStatus.failed and
otherlnfo.faillnfo.badTinme and a signingTinme attribute.

b - Else if signature processing continues and if the signatures
verify, the GL nmenber checks that one of the nanes in the
certificate used to sign the response matches the name of the
G.

4.b.1 - If the nane of the GL does not match the name present in
the certificate used to sign the nessage, the G. nenber
shoul d not believe the response.

4.b.2 - Else if the nanme of the G matches the nane present in the

Tur ner

certificate and:

4.b.2.a - |If the signatures verify, the prospective nmenber has
been added to the G..
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4.3. 2.

4.b.2.b - Else if the prospective nenber received a
cMCSt at usl nf oExt . cMCSt at us. fail ed, for any reason
the prospective menber MAY reattenpt to add itself to
the GL using the information provided in the
response.

Prospective Menber Initiated Additions

The process for prospective nmenber initiated gl AddMenber requests is
as foll ows:

1 -

Tur ner

The prospective G nenber sends a

Si gnedDat a. PKI Dat a. cont r ol Sequence. gl AddMenber request to the GLA
(Ain Figure 5). The prospective GL menber includes: the GL nane
in gl Nane, their nanme in gl Menber. gl Menber Nane, their address in
gl Menber . gl Menber Address, and their encryption certificate in

gl Menber. certificates. pKC. The prospective GL nenber can al so
include any attribute certificates associated with their
encryption certificate in gl Menber.certificates.aC, and the
certification path associated with their encryption and attribute
certificates in gl Menber.certificates.certPath. The prospective
menber MUST al so include the signingTine attribute with this
request.

.a - The prospective G. nenber can optionally apply

confidentiality to the request by encapsul ati ng the
Si gnedDat a. PKI Data i n an Envel opedData (see Section 3.2.1.2).

.b - The prospective G nenber MAY optionally apply another

Si gnedDat a over the Envel opedData (see Section 3.2.1.2).

Upon recei pt of the request, the GLA verifies the request as per
2 in Section 4.3.1.

Upon recei pt of the forwarded request, the GLO checks the
signingTine and verifies the prospective G. nenber signature on
the i nnernost SignedData. PKI Data and the GLA signature on the
outer layer. |If an Envel opedData encapsul ates the innernost

| ayer (see Section 3.2.1.2 or 3.2.2), the GLO decrypts the outer
| ayer prior to verifying the signature on the innernost

Si gnedDat a.

Not e: For cases where the GL is closed and either a) a
prospective nmenber sends directly to the GLO or b) the GA has

ni stakenly forwarded the request to the GLO, the GLO should first
det erm ne whether to honor the request.
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If the signingTine attribute value is not within the locally
accepted time wi ndow, the GLO MAY return a response
i ndi cating cMCStatus.failed and otherlnfo.faillnfo.badTi ne.

Else if signature processing continues and if the signatures
verify, the GLO checks to nmake sure one of the nanes in the
certificate used to sign the request matches the nane in

gl Menber . gl Menber Nane.

1 -

If the names do not match, the GO sends a

Si gnedDat a. PKI Response. cont r ol Sequence nmessage back to

t he prospective nenber with

cMCSt at usl nf oExt . cMCSt atus. fail ed i ndicating why the
prospective nenber was denied in

CcMCSt ausl nfo. statusString. This stops people from addi ng
people to G.s without their pernmission. Additionally, a
signingTine attribute is included with the response.

El se if the names match, the GLO determ nes whether the
prospective nenber is allowed to be added. The nmechani sm
i s beyond the scope of this docunent; however, the GLO
shoul d check to see that the gl Menber. gl Menber Nane i s not
al ready on the G..

.a - If the GLO determ nes the prospective nenber is not

allowed to join the G., the GLO can return a

Si gnedDat a. PKI Response. cont r ol Sequence nessage back
to the prospective nenber with

cMCSt at usl nf oExt . cMt atus. fail ed indicating why the
prospective nmenber was denied in

cMCStatus. statusString. Additionally, a signingTinme
attribute is included with the response.

.b - Else if the GLO determ nes the prospective nmenber is

allowed to join the G, the GLO verifies the nenber’s
encryption certificate.

.2.b.1 - |If the nenber’s certificate cannot be verified,

the GLOreturns a

Si gnedDat a. PKI Response. cont r ol Sequence back to
the prospective nenber wth

cMCSt at usl nf oExt . cMCt atus. fail ed i ndicating that
the menber’s encryption certificate did not
verify in cMCStatus.statusString. Additionally,
a signingTinme attribute is included with the
response. |f the G.O does not return a

cMCSt at usl nf oExt response, the GO sends a

St andards Track [ Page 48]



RFC 5275 CM5 SynKeyDi st June 2008

Si gnedDat a. PKI Dat a. cont r ol Sequence. gl Provi deCert
message to the prospective nmenber requesting a
new encryption certificate (see Section 4.10).

3.b.2.b.2 - Else if the nenber’s certificate verifies, the
GLO resubnmits the gl AddMenber request (see
Section 3.2.5) to the G LA (1 in Figure 5).

3.b.2.b.2.a - The GLO applies confidentiality to the new
GLAddMenber request by encapsul ating the
Si gnedDat a. PKI Data i n an Envel opedData if the
initial request was encapsulated in an
Envel opedDat a (see Section 3.2.1.2).

3.b.2.b.2.b - The GLO can al so optionally apply another
Si gnedDat a over the Envel opedData (see
Section 3.2.1.2).

4 - Processing continues as in 2 of Section 4.3.1.
4.4. Delete Menbers from G

To delete nenbers from GLs, either the GLO or menbers to be renoved
use the gl Del eteMenber request. The G.A processes the GLO and
menbers requesting their own renoval nake requests differently. The
GLO can submit the request at any time to delete nmenbers fromthe G,
and the GLA, once it has verified the request cane froma registered
GLO should delete the menber. |[|f a nmenber sends the request, the
GLA needs to determne howthe GL is adnministered. Wen the GO
initially configured the G, it set the GL to be unmanaged, nanaged,
or closed (see Section 3.1.1). In the unmanaged case, the G.A nerely
processes the nenber’s request. In the nmanaged case, the GLA
forwards the requests fromthe nmenber to the GLO for review \Were
there are multiple GGs for a G, which GO the request is forwarded
to is beyond the scope of this docunent. The GLO reviews the request
and either rejects it or submts a reforned request to the GLA. In
the closed case, the GLA will not accept requests from nenbers. The
foll owi ng sections describe the processing for the G.Q(s), G.A, and
GL nmenbers dependi ng on where the request originated, either froma
GLO or from nenbers wanting to be removed. Figure 6 depicts the
protocol interactions for the three options. Note that the error
messages are not depicted. Additionally, behavior for the optional
transactionld, senderNonce, and recipientNonce CMC control attributes
is not addressed in these procedures.
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Figure 6 - Menber Del etion

If the menber is not removed fromthe G, it will continue to receive
and be able to decrypt data protected with the shared KEK and wil |
continue to receive rekeys. For unnanaged lists, there is no point
to a group rekey because there is no guarantee that the nenber
requesting to be renoved has not already added itself back on the G
under a different nane. For managed and cl osed G.s, the G.O needs to
take steps to ensure that the nmenber being deleted is not on the G
twice. After ensuring this, managed and cl osed G.s can be rekeyed to
mai ntain the confidentiality of the traffic sent by group nenbers.

If the GLOis sure the nenber has been deleted, the group rekey
mechani sm can be used to distribute the new key (see Sections 4.5 and
5).

4.4.1. GO Initiated Del etions
The process for GLO initiated gl Del eteMenber requests is as foll ows:

1 - The GLO collects the pertinent information for the nmenber(s) to
be deleted (this can be done through an out-of-band neans). The
GLO then sends a Si gnedDat a. PKI Dat a. cont r ol Sequence with a
separate gl Del et eMenber request for each nmenber to the GLA (1 in
Figure 6). The G.O MJST include the GL nane in gl Nane and the
menber’s nane in gl Menber ToDel ete. |If the GL fromwhich the
menber is being deleted is a closed or nanaged G., the GLO MJST
al so generate a gl Rekey request and include it with the
gl Del et emrenber request (see Section 4.5). The GLO MJST al so
i nclude the signingTime attribute with this request.

l.a - The GLO can optionally apply confidentiality to the request
by encapsul ati ng the SignedData.PKlData in an Envel opedDat a
(see Section 3.2.1.2).

1.b - The GLO can al so optionally apply another SignedData over the
Envel opedData (see Section 3.2.1.2).
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Upon recei pt of the request, the GLA checks the signingTine
attribute and verifies the signature on the innernost

Si gnedDat a. PKI Data. |f an additional SignedData and/or

Envel opedDat a encapsul ates the request (see Section 3.2.1.2 or
3.2.2), the GLA verifies the outer signature and/or decrypts the
outer layer prior to verifying the signature on the innernost

Si gnedDat a.

.a - If the signingTine attribute value is not within the locally

accepted time wi ndow, the GLA MAY return a response
i ndi cating cMCStatus. failed and otherlnfo.faillnfo. badTi ne
and a signingTinme attribute.

.b - Else if signature processing continues and if the signatures

cannot be verified, the GLA returns a cMCStat usl nf oExt
response indicating cMCStatus.failed and

ot herl nfo.faillnfo. badMessageCheck. Additionally, a
signingTine attribute is included with the response.

.Cc - Else if the signatures verify, the GLA nakes sure the GL is

supported by the GLA by checking that the gl Nane nmatches a
gl Nane stored on the GLA

2.c.1 - If the gl Nane is not supported by the GLA, the GA
returns a response indicating cMCStatuslnfoExt with
cMCSt atus. fail ed and
ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of
i nval i dG.Nanme. Additionally, a signingTine attribute is
included with the response.

2.c.2 - Else if the gl Nane is supported by the GLA, the GA
checks to see if the gl MemberNane is present on the G..

2.c.2.a - If the gl MenberNane is not present on the G, the GLA
returns a response indicating cMCStatuslnfoExt with
cMCStatus.failed and
ot her | nf 0. ext endedFai | | nf o. SKDFai | | nfo val ue of
not AMenber. Additionally, a signingTine attribute is
i ncluded with the response.

2.c.2.b - Else if the gl MenberNane is already on the G, the
GLA checks how the GL is adni ni stered.

2.c.2.b.1 - If the G is closed, the GLA checks that the
regi stered GLO signed the request by checking
that one of the names in the digital signature
certificate used to sign the request matches the
regi stered GO
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.a - If the nanes do not match, the GLA returns a

response indicating cMCStatuslnfoExt with
cMCSt atus. fail ed and

ot her I nf 0. ext endedFai | | nf o. SKDFai | I nfo val ue
of closedd@. Additionally, a signingTime
attribute is included with the response.

.b - Else if the nanes do match, the GLA returns a

cMCSt at usl nf oExt . cMCSt at us. success and a
signingTine attribute (2 in Figure 5). The
GLA al so takes adm nistrative actions, which
are beyond the scope of this docunent, to
del ete the nenber with the GL stored on the
G.,A. Note that the G al so needs to be
rekeyed as described in Section 5.

.1.b.1 - The GA applies confidentiality to the

response by encapsul ating the

Si gnedDat a. PKI Data i n an Envel opedData if
the request was encapsulated in an

Envel opedDat a (see Section 3.2.1.2).

.1.b.2 - The GA can also optionally apply another

Si gnedDat a over the Envel opedData (see
Section 3.2.1.2).

Else if the GL is nanaged, the GLA checks that
either a registered G.O or the prospective nenber
signed the request. For G.0Cs, one of the nanes
in the certificate used to sign the request needs
to match a registered G.O. For the prospective
menber, the name in gl Menber. gl Menber Nane needs
to match one of the nanmes in the certificate used
to sign the request.

a - If the signer is neither a registered GLO nor
the prospective G nenber, the GLA returns a
response indicating cMCStatuslnfoExt with
cMCSt atus. fail ed and
ot her I nf 0. ext endedFai | | nf o. SKDFai | I nfo val ue
of noSpam Additionally, a signingTine
attribute is included with the response.

b - Else if the signer is a registered GLO, the
G.A returns a
cMCSt at usl nf oExt . cMCSt at us. success and a
signingTine attribute(2 in Figure 6). The
G.A al so takes administrative actions, which
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are beyond the scope of this docunent, to
del ete the nmenber with the G stored on the
GLA. Note that the G. will also be rekeyed
as described in Section 5.

2.c.2.b.2.b.1 - The GLA applies confidentiality to the
response by encapsul ating the
Si gnedDat a. PKI Data i n an Envel opedData i f
the request was encapsulated in an
Envel opedData (see Section 3.2.1.2).

2.c.2.b.2.b.2 - The GLA can al so optionally apply another
Si gnedDat a over the Envel opedData (see
Section 3.2.1.2).

2.c.2.b.2.c - Else if the signer is the prospective menber,
the GLA forwards the gl Del et eMenber request
(see Section 3.2.3) to the GLO (B{A} in
Figure 6). |If there is nore than one
registered GLO the GLO to which the request
is forwarded to is beyond the scope of this
docunent. Further processing of the
forwarded request by GLOs is addressed in 3
of Section 4.4.2.

2.c.2.b.2.c.1 - The GLA applies confidentiality to the
forwarded request by encapsul ating the
Si gnedDat a. PKI Data i n an Envel opedData if
the request was encapsulated in an
Envel opedData (see Section 3.2.1.2).

2.c.2.b.2.c.2 - The GLA can al so optionally apply another
Si gnedDat a over the Envel opedData (see
Section 3.2.1.2).

2.c.2.b.3 - Else if the GL is unmanaged, the G.A checks that
either a registered GLO or the prospective nenber
signed the request. For GLGCs, one of the names
in the certificate used to sign the request needs
to match the nanme of a registered GO For the
prospective nenber, the nane in
gl Menber . gl Menber Nane needs to match one of the
nanes in the certificate used to sign the
request.
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If the signer is neither the G.LO nor the
prospective nmenber, the GLA returns a
response indicating cMCStatusl nfoExt with
cMCSt atus. fail ed and

ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue
of noSpam Additionally, a signingTinme
attribute is included with the response.

Else if the signer is either a registered GLO
or the nmenber, the GLA returns a

cMCSt at usl nf oExt . cMCSt at us. success and a
signingTine attribute to the GLO (2 in Figure
6) if the GLO signed the request and to the
GL nmenber (3 in Figure 6) if the G nenber
signed the request. The CGLA al so takes

adm ni strative actions, which are beyond the
scope of this docunment, to delete the nenber
with the GL stored on the GLA

2.¢c.2.b.3.b.1 - The GLA applies confidentiality to the

response by encapsul ating the

Si gnedDat a. PKI Data i n an Envel opedData if
the request was encapsulated in an

Envel opedDat a (see Section 3.2.1.2).

2.c.2.b.3.b.2 - The GLA can al so optionally apply another

Si gnedDat a over the Envel opedData (see
Section 3.2.1.2).

3 - Upon receipt of the cMCStatusl nfoExt response, the GO checks the
signingTine and verifies the GLA signatures. |If an additional

Si gnedDat a and/ or

Envel opedDat a encapsul ates the response (see

Section 3.2.1.2 or 3.2.2), the GLO verifies the outer signature
and/ or decrypts the outer layer prior to verifying the signature
on the innernost SignedDat a.

3.a -

3.b -

Tur ner

do verify,

If the signingTine attribute value is not within the locally
accepted time wi ndow, the GLO MAY return a response

i ndi cating cMCStatus.failed and otherlnfo.faillnfo.badTi nme
and a signingTime attribute.

Else if signature processing continues and if the signatures
the GLO checks that one of the nanes in the
certificate used to sign the response natches the name of the
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4 -

Tur ner

3.b. 1 If the nane of the G. does not match the nanme present in
the certificate used to sign the nessage, the GLO should

not believe the response.

3.b.2 - Else if the nane of the GL matches the name present in
the certificate and:

3.b.2.a - If the signatures verify and the response is
cMCSt at usl nf oExt . cMCSt at us. success, the GO has
del eted the nenber fromthe G.. |If nenber was
del eted froma managed |ist and the original request
was signed by the nenber, the GLO sends a
cMCSt at usl nf oExt . cMCSt at us. success and a signi ngTi e
attribute to the G. nenber.

3.b.2.b - Else if the GLO received a
cMCSt at usl nf oExt . cMCSt atus. failed with any reason
the GLO may reattenpt to delete the nmenber fromthe
GL using the information provided in the response.

Upon recei pt of the cMCStatuslnfoExt response, the nmenber checks
the signingTime and verifies the GLA signature(s) or GO
signature(s). |If an additional SignedData and/or Envel opedDat a
encapsul ates the response (see Section 3.2.1.2 or 3.2.2), the GO
verifies the outer signature and/or decrypts the outer |ayer

prior to verifying the signature on the innernost SignedData.

.a - If the signingTine attribute value is not within the locally

accepted time wi ndow, the prospective nenber NMAY return a
response indicating cMCStatus.failed and
otherlnfo.faillnfo.badTinme and a signingTinme attribute.

.b - Else if signature processing continues and if the signatures

verify, the GL nmenber checks that one of the nanes in the
certificate used to sign the response matches the name of the
G.

4.b.1 - If the nane of the GL does not match the name present in
the certificate used to sign the nessage, the G. nenber
shoul d not believe the response.

4.b.2 - Else if the nanme of the GL matches the nanme present in
the certificate and:

4.b.2.a - If the signature(s) verify, the nmenber has been
deleted fromthe G
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4.4. 2.

The
t he

Tur ner

4.b.2.b - Else if the menber received a
cMCSt at usl nfoExt . cMCSt at us. fail ed with any reason
the menber can reattenpt to delete itself fromthe G
using the information provided in the response.

Menber Initiated Del etions

process for menber initiated deletion of its own nmenbership using
gl Del et eMenber requests is as foll ows:

The menber sends a

Si gnedDat a. PKI Dat a. cont r ol Sequence. gl Del et eMenber request to the
GLA (Ain Figure 6). The nenber includes the nane of the GL in
gl Name and the nenber’s own nane in gl Menber ToDel ete. The G
menber MUST al so include the signingTine attribute with this
request.

.a - The nenber can optionally apply confidentiality to the

request by encapsul ating the SignedData.PKlData in an
Envel opedDat a (see Section 3.2.1.2).

.b - The menber can also optionally apply another SignedData over

t he Envel opedData (see Section 3.2.1.2).

Upon recei pt of the request, the GLA verifies the request as per
2 in Section 4.4.1.

Upon recei pt of the forwarded request, the GO checks the

si gni ngTine and verifies the nmenber signature on the innernost
Si gnedDat a. PKI Data and the GLA signature on the outer layer. |If
an Envel opedDat a encapsul ates the innernost |ayer (see Section
3.2.1.2 or 3.2.2), the GLO decrypts the outer layer prior to
verifying the signature on the innernost SignedDat a.

Not e: For cases where the GL is closed and either (a) a
prospective nenber sends directly to the GO or (b) the GLA has
m stakenly forwarded the request to the GLO the G.O should first
det ermi ne whet her to honor the request.

.a - If the signingTine attribute value is not within the locally

accepted time wi ndow, the GLO MAY return a response
i ndi cating cMCStatus.failed and otherlnfo.faillnfo. badTi e
and a signingTinme attribute.
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Else if signature processing continues if the signatures

cannot be verified, the GLO returns a cMCStat usl nf oExt
response indicating cMCStatus.failed and

ot herl nfo.faillnfo. badMessageCheck and a signi ngTi e
attribute.

3.c - Else if the signatures verify, the G.O checks to nmake sure
one of the nanmes in the certificates used to sign the request
mat ches the nane in gl Menber ToDel et e.

4 -

4.5.

3.¢c.1 -

3.¢c.2 -

3.c. 2.

3.c. 2.

Furt her

If the names do not match, the GO sends a

Si gnedDat a. PKI Response. cont r ol Sequence nessage back to
the prospective nenber with

cMCSt at usl nfoExt . cMCt atus. fail ed indicating why the
prospective nenber was denied in

cMCSt at usl nf oExt . statusString. This stops people from
addi ng people to Gs w thout their perm ssion.
Additionally, a signingTinme attribute is included with
t he response.

Else if the names match, the GLO resubnmits the

gl Del et eMenber request (see Section 3.2.5) to the GLA (1
in Figure 6). The GLO nakes sure the gl Menber Nane is
already on the G.. The GLO al so generates a gl Rekey
request and include it with the G.Del et eMenber request
(see Section 4.5).

a - The GLO applies confidentiality to the new
GLDel et eMenber request by encapsul ating the
Si gnedDat a. PKI Data in an Envel opedData if the initial
request was encapsul ated in an Envel opedData (see
Section 3.2.1.2).

b - The GLO can al so optionally apply another SignedData
over the Envel opedData (see Section 3.2.1.2).

processing is as in 2 of Section 4.4.1.

Request Rekey of GL

Fromtime to time, the GL will need to be rekeyed. Sone situations
fol | ow

- VWen a nmenber is renmoved froma closed or managed GL. In this
case, the PKIData.control Sequence containing the gl Del et eMenber
ought to contain a gl Rekey request.

Tur ner
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- Depending on policy, when a nenber is renoved from an unmanaged
G.. |If the policy is to rekey the G, the
PKI Dat a. cont r ol Sequence cont ai ni ng the gl Del et eMenber coul d al so
contain a gl Rekey request or an out-of-bands means coul d be used
to tell the GLAto rekey the G.. Rekeying of unmanaged G.s when
nmenbers are deleted is not advised.

- VWen the current shared KEK has been conpromi sed.

- When the current shared KEK is about to expire. Consider two
cases:

-- If the GLO controls the G rekey, the G.A should not assune
that a new shared KEK should be distributed, but instead wait
for the gl Rekey nessage.

-- If the GLA controls the GL rekey, the GLA should initiate a
gl Key nessage as specified in Section 5.

If the generationCounter (see Section 3.1.1) is set to a value
greater than one (1) and the GLO controls the G rekey, the GLO may
generate a gl Rekey any tine before the last shared KEK has expired.
To be on the safe side, the GLO ought to request a rekey one (1)
duration before the | ast shared KEK expires.

The GLA and GLO are the only entities allowed to initiate a GL rekey.
The GO indicated whether they are going to control rekeys or whether
the GLAis going to control rekeys when they assigned the shared KEK
to G (see Section 3.1.1). The GO initiates a G. rekey at any tine.
The GL.A can be configured to automatically rekey the G prior to the
expiration of the shared KEK (the length of tine before the
expiration is an inplenentati on decision). The GLA can also
automatically rekey G.s that have been conpromi sed, but this is
covered in Section 5. Figure 7 depicts the protocol interactions to
request a G. rekey. Note that error messages are not depicted.

Addi tionally, behavior for the optional transactionld, senderNonce,
and reci pi ent Nonce CMC control attributes is not addressed in these
procedur es.

Figure 7 - G. Rekey Request
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4.5. 1.

The

Tur ner

GLO Initiated Rekey Requests
process for GLO initiated gl Rekey requests is as foll ows:

The GO sends a Si gnedDat a. PKI Dat a. cont r ol Sequence. gl Rekey
request to the GLA (1 in Figure 7). The GO includes the gl Nane.
If gl Admi nistration and gl KeyNewAttri butes are omtted then there
is no change fromthe previously registered G. values for these
fields. If the GO wants to force a rekey for all outstanding
shared KEKs, it includes the gl RekeyAl |l GLKeys set to TRUE. The
GLO MUST al so include a signingTine attribute with this request.

.a - The GLO can optionally apply confidentiality to the request

by encapsul ati ng the SignedData.PKlData in an Envel opedDat a
(see Section 3.2.1.2).

.b - The GLO can al so optionally apply another SignedData over the

Envel opedData (see Section 3.2.1.2).

Upon recei pt of the request, the GLA checks the signingTime and
verifies the signature on the innernost SignedData.PKlData. |f
an additional SignedData and/or Envel opedData encapsul ates the
request (see Section 3.2.1.2 or 3.2.2), the GLA verifies the
outer signature and/or decrypts the outer layer prior to
verifying the signature on the innernost SignedData.

.a - If the signingTine attribute value is not within the locally

accepted time wi ndow, the GLA MAY return a response
i ndi cating cMCStatus. failed and otherlnfo.faillnfo.badTi nme
and a signingTinme attribute.

.b - Else if signature processing continues and if the signatures

do not verify, the GLA returns a cMCStatuslnfoExt response
i ndi cating cMCStatus. fail ed and

ot herl nfo.faillnfo. badMessageCheck. Additionally, a
signingTine attribute is included with the response.

.Cc - Else if the signatures do verify, the GLA makes sure the G

is supported by the GLA by checking that the gl Name matches a
gl Nane stored on the GLA

2.c.1 - If the gl Nane present does not match a GL stored on the
GLA, the GLA returns a response indicating
cMCSt at usl nfoExt with cMCStatus.failed and
ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of
i nval i dG&.Nanme. Additionally, a signingTine attribute is
i ncluded with the response.
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Else if the gl Nane present nmatches a G. stored on the
GLA, the GLA checks that a registered GO signed the
request by checking that one of the nanes in the
certificate used to sign the request is a registered GO

.a - If the names do not nmatch, the GLA returns a response

i ndi cating cMCSt atusl nfoExt with cMCStatus.failed and
ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of
noGLONaneMat ch. Additionally, a signingTine
attribute is included with the response.

.b - Else if the names match, the QA checks the

gl NewkKeyAttri bute val ues

.2.b.1 - If the new value for requestedAl gorithmis not

supported, the GLA returns a response indicating
cMCSt at usl nf oExt with cMCStatus.failed and

ot her | nfo. ext endedFai | | nf o. SKDFai | | nfo val ue of
unsupportedAl gorithm Additionally, a
signingTime attribute is included with the
response.

.2.b.2 - Else if the new value duration is not supportable

(determining this is beyond the scope of this
docunent), the G.A returns a response indicating
cMCSt at usl nfoExt with cMCStatus.failed and

ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of
unsupportedbDuration. Additionally, a signingTine
attribute is included with the response.

.2.b.3 - Else if the G is not supportable for other

reasons that the GLA does not wish to disclose,
the GLA returns a response indicating
cMCSt at usl nfoExt with cMCStatus. failed and

ot her I nf 0. ext endedFai | | nf o. SKDFai | I nfo val ue of
unspecified. Additionally, a signingTinme
attribute is included with the response.

.2.b.4 - Else if the new requestedAl gorithm and duration

are supportable or the gl NewKeyAttributes was
omtted, the GLAreturns a

cMCSt at usl| nf oExt . cMCSt at us. success and a
sigingTine attribute (2 in Figure 7). The GA
al so uses the gl Key nessage to distribute the
rekey shared KEK (see Section 5).
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2.c.2.b.4.a - The GLA applies confidentiality to response
by encapsul ati ng the SignedData.PKlData in an
Envel opedData if the request was encapsul at ed
in an Envel opedData (see Section 3.2.1.2).

2.c.2.b.4.b - The GLA can also optionally apply another
Si gnedDat a over the Envel opedData (see
Section 3.2.1.2).

Upon recei pt of the cMCStatuslnfoExt response, the GO checks the
signingTine and verifies the GLA signature(s). |If an additiona
Si gnedDat a and/ or Envel opedDat a encapsul ates the forwarded
response (see Section 3.2.1.2 or 3.2.2), the GLO verifies the
outer signature and/or decrypts the forwarded response prior to
verifying the signature on the innernost SignedDat a.

.a - If the signingTine attribute value is not within the locally

accepted tinme window, the GLA MAY return a response
i ndi cating cMCStatus.failed and otherlnfo.faillnfo. badTi e
and a signingTime attribute.

.b - Else if signature processing continues and if the signatures

verify, the GO checks that one of the nanmes in the
certificate used to sign the response nmatches the name of the
G.

3.b.1 - If the name of the G. does not match the name present in
the certificate used to sign the nessage, the G.O shoul d
not believe the response.

3.b.2 - Else if the nane of the GL natches the name present in
the certificate and:

3.b.2.a - If the signatures verify and the response is
cMCSt at usl nf oExt . cMCSt at us. success, the GO has
successfully rekeyed the G..

3.b.2.b - Else if the GLO received a
cMCSt at usl nf oExt. cMCSt at us. fail ed with any reason
the GLO can reattenpt to rekey the G. using the
i nformati on provided in the response.
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4.5.2. G.A Initiated Rekey Requests

If the GLAis in charge of rekeying the G. the GLA will automatically
i ssue a gl Key nmessage (see Section 5). |In addition the GLA will
generate a cMCStatuslnfoExt to indicate to the GL that a successfu
rekey has occurred. The process for GLAinitiated rekey is as
fol | ows:

1 - The GLA generates for all GG a
Si gnedDat a. PKI Dat a. cont r ol Sequence. cMCSt at usl nf oExt . cMCSt at us
success and includes a signingTine attribute (Ain Figure 7).

l.a - The GLA can optionally apply confidentiality to the request
by encapsul ati ng the SignedData.PKlData in an Envel opedDat a
(see Section 3.2.1.2).

1.b - The GLA can al so optionally apply another SignedData over the
Envel opedData (see Section 3.2.1.2).

2 - Upon receipt of the cMCStatuslnfoExt.cMCStatus. success response,
the GLO checks the signingTinme and verifies the GLA signature(s).
If an additional SignedData and/or Envel opedData encapsul ates the
forwarded response (see Section 3.2.1.2 or 3.2.2), the GLO MIJST
verify the outer signature and/or decrypt the outer layer prior
to verifying the signature on the innernost SignedData.

2.a - If the signingTine attribute value is not within the locally
accepted time wi ndow, the GLO MAY return a response
i ndi cating cMCStatus. failed and otherlnfo.faillnfo.badTi nme
and a signingTinme attribute.

2.b - Else if signature processing continues and if the signatures
verify, the GLO checks that one of the nanes in the
certificate used to sign the response nmatches the name of the
G.

2.b.1 - If the nane of the G does not nmatch the nane present in
the certificate used to sign the nessage, the GLO ought
not believe the response.

2.b.2 - Else if the nane of the GL does match the name present in
the certificate and the response is
cMCSt at usl nf oExt . cMCSt at us. success, the GLO knows the GLA
has successfully rekeyed the G..
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4.6. Change G.O

Managenment of managed and cl osed G.s can becone difficult for one GLO
if the GL nenbership grows large. To support distributing the
wor kl oad, GLAs support having GLs be managed by multiple GLGs. The
gl AddOwner and gl RenoveOaner nessages are designed to support adding
and renoving registered GLOs. Figure 8 depicts the protoco
interactions to send gl AddOmer and gl RenoveOmer nessages and the
resulting response nessages. Note that error nmessages are not shown.
Addi tionally, behavior for the optional transactionld, senderNonce,
and reci pi ent Nonce CMC control attributes is not addressed in these
procedures.

Figure 8 - GLO Add and Del ete Owners
The process for gl AddOmer and gl Del eteOwer is as follows:

1 - The GO sends a Si gnedDat a. PKI Dat a. cont r ol Sequence. gl AddOaner or
gl RenoveOmner request to the GLA (1 in Figure 8). The GO
i ncludes the GL nane in gl Nane, and the nanme and address of the
GLO in gl Omer Name and gl Omer Address, respectively. The GO
MUST al so include the signingTine attribute with this request.

l.a - The GLO can optionally apply confidentiality to the request
by encapsul ati ng the SignedData.PKlData in an Envel opedDat a
(see Section 3.2.1.2).

1.b - The GLO can al so optionally apply another SignedData over the
Envel opedData (see Section 3.2.1.2).

2 - Upon receipt of the gl AddOwer or gl RenoveOmer request, the GLA
checks the signingTinme and verifies the GO signature(s). |If an
addi ti onal SignedData and/or Envel opedData encapsul ates the
request (see Section 3.2.1.2 or 3.2.2), the GLA verifies the
outer signature and/or decrypts the outer layer prior to
verifying the signature on the innernost SignedData.

2.a - If the signingTine attribute value is not within the locally
accepted tinme window, the GLA MAY return a response
i ndicating cMCStatus.failed and otherlnfo.faillnfo.badTi ne
and a signingTinme attribute.
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Else if signature processing continues and if the signatures
cannot be verified, the GLA returns a cMCStat usl nf oExt
response indicating cMCStatus.failed and

ot herl nfo.faillnfo.badMessageCheck. Additionally, a
signingTine attribute is included with the response.

Else if the signatures verify, the GLA nakes sure the G is
supported by checking that the gl Nane nmatches a gl Nane stored
on the G.A

.1 - If the glName is not supported by the GLA, the GA

returns a response indicating cMCStatuslnfoExt with
cMCStatus. failed and

ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of

i nval i dG.Nanme. Additionally, a signingTine attribute is
i ncluded with the response.

.2 - Else if the gl Nane is supported by the GLA the GLA

ensures that a registered GLO signed the gl AddOmer or

gl RemoveOmnner request by checking that one of the nanmes
present in the digital signature certificate used to sign
t he gl AddOmer or gl Del et eOwmer request natches the name
of a registered GO

.c.2.a - |If the nanes do not natch, the GLA returns a response

i ndi cating cMCSt atusl nfoExt with cMCStatus. failed and
ot her | nf 0. ext endedFai | | nf o. SKDFai | | nfo val ue of
noG.ONaneMat ch. Additionally, a signingTinme
attribute is included with the response.

.c.2.b - Else if the nanes natch, the GLA returns a

cMCSt at usl nf oExt . cMCSt at us. success and a signi ngTi ne
attribute (2 in Figure 4). The G.A al so takes

adm nistrative actions to associ ate the new

gl OmerNane with the GL in the case of gl AddOaner or
to disassociate the old gl OmerNane with the GL in
the cased of gl RenbveOaner.

2.c.2.b.1 - The GLA applies confidentiality to the response
by encapsul ati ng the SignedDat a. PKI Response in an
Envel opedData if the request was encapsul ated in
an Envel opedData (see Section 3.2.1.2).

2.c.2.b.2 - The GLA can also optionally apply another

Si gnedDat a over the Envel opedData (see Section
3.2.1.2).
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3 - Upon receipt of the cMCStatuslnfoExt response, the GO checks the
signingTine and verifies the GLA's signature(s). |[If an
addi ti onal SignedData and/or Envel opedData encapsul ates the
response (see Section 3.2.1.2 or 3.2.2), the GLO verifies the
outer signature and/or decrypts the outer layer prior to
verifying the signature on the innernost SignedData.

3.a - If the signingTine attribute value is not within the locally
accepted time wi ndow, the GLO MAY return a response
i ndi cating cMCStatus. failed and otherlnfo.faillnfo. badTi me
and a signingTime attribute.

3.b - Else if signature processing continues and if the signatures
verify, the GLO checks that one of the nanes in the
certificate used to sign the response natches the name of the
Ga.

3.b.1 - If the nane of the G does not nmatch the nane present in
the certificate used to sign the nessage, the GO should
not believe the response.

3.b.2 - Else if the nane of the GL does match the name present in
the certificate and:

3.b.2.a - If the signatures verify and the response was
cMCSt at usl nf oExt . cMCSt at us. success, the GO has
successfully added or renoved the GO

3.b.2.b - Else if the signatures verify and the response was
cMCSt at usl nf oExt. cMCSt atus. fail ed with any reason,
the GLO can reattenpt to add or delete the G.O using
the information provided in the response.

4.7. Indicate KEK Conpronise

There will be tines when the shared KEK is conpromi sed. GL nenbers
and G.Os use gl kConpronise to tell the GLA that the shared KEK has
been conproni sed. Figure 9 depicts the protocol interactions for G
Key Conpromi se. Note that error nessages are not shown.
Additionally, behavior for the optional transactionld, senderNonce,
and reci pi ent Nonce CMC control attributes is not addressed in these
procedures.
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Figure 9 - G Key Conproni se

4.7.1. G Menber Initiated KEK Conproni se Message
The process for GL nenber initiated gl kConpron se nessages is as
fol |l ows:
1 - The G nenber sends a

Tur ner

Si gnedDat a. PKI Dat a. cont r ol Sequence. gl kConproni se request to the
GLA (1 in Figure 9). The G nenber includes the name of the G
in General Nane. The G nmenber MJST al so include the signingTine
attribute with this request.

.a - The G nenber can optionally apply confidentiality to the

request by encapsul ating the SignedData.PKlData in an

Envel opedDat a (see Section 3.2.1.2). The gl kConpronise can
be included in an Envel opedData generated with the

conprom sed shared KEK.

.b - The G nenber can al so optionally apply another SignedData

over the Envel opedData (see Section 3.2.1.2).

Upon recei pt of the gl kConproni se request, the GA checks the
signingTine and verifies the GL menber signature(s). If an
addi ti onal SignedData and/or Envel opedData encapsul ates the
request (see Section 3.2.1.2 or 3.2.2), the QLA verifies the
outer signature and/or decrypts the outer layer prior to
verifying the signature on the innernost SignedDat a.

.a - If the signingTine attribute value is not within the locally

accepted time wi ndow, the GLA MAY return a response
i ndi cating cMCStatus.failed and otherlnfo.faillnfo. badTi e
and a signingTinme attribute.
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Else if signature processing continues and if the signatures
cannot be verified, the GLA returns a cMCStat usl nf oExt
response indicating cMCStatus.failed and

ot herl nfo.faillnfo.badMessageCheck. Additionally, a
signingTine attribute is included with the response.

Else if the signatures verify, the GLA nakes sure the G is
supported by checking that the indicated G. nane natches a
gl Nane stored on the GLA

- If the gl Nane is not supported by the GLA, the GLA
returns a response indicating cMCStatuslnfoExt with
cMCStatus. failed and
ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of
i nval i dG.Nanme. Additionally, a signingTine attribute is
i ncluded with the response.

.2 - Else if the gl Nane is supported by the GLA the GLA

checks who signed the request. For G.Cs, one of the
nanes in the certificate used to sign the request needs
to match a registered G.O  For the nmenber, the nane in
gl Menber . gl Menber Nane needs to match one of the names in
the certificate used to sign the request.

.c.2.a - If the GLO signed the request, the GLA generates a

gl Key nessage as described in Section 5 to rekey the
GL (4 in Figure 9).

.c.2.b - Else if someone other than the G.O signed the

request, the G.A forwards the gl kConproni se nessage
(see Section 3.2.3) to the GLO (2{1} in Figure 9).

If there is nore than one GLO, to which GO the
request is forwarded is beyond the scope of this
docunent. Further processing by the GLO is discussed
in Section 4.7.2.

GLO Initiated KEK Conproni se Message

The process for GLO initiated gl kConprom se nessages is as follows:

1 -

1.

Tur ner

The GLO either:

a

Cenerates the gl kConprom se nessage itself by sending a

Si gnedDat a. PKI Dat a. cont r ol Sequence. gl kConproni se request to
the GLA (5 in Figure 9). The GO includes the nane of the GL
in General Nane. The GO MIUST al so include a signingTine
attribute with this request.
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.a.1 - The G.O can optionally apply confidentiality to the

request by encapsul ating the SignedData.PKlData in an
Envel opedData (see Section 3.2.1.2). The gl kConproni se
can be included in an Envel opedData generated with the
conprom sed shared KEK

The G.O can al so optionally apply another SignedData over
t he Envel opedData (see Section 3.2.1.2).

O herwi se, checks the signingTinme and verifies the GLA and G
menber signatures on the forwarded gl kConproni se nessage. |If
an additional SignedData and/or Envel opedData encapsul ates

t he
t he

request (see Section 3.2.1.2 or 3.2.2), the GO verifies
outer signature and/or decrypts the outer layer prior to

verifying the signature on the innernost SignedDat a.

.1 -

If the signingTinme attribute value is not within the

| ocally accepted tinme wi ndow, the GLO MAY return a
response indicating cMCStatus.failed and
otherlnfo.faillnfo.badTinme and a signingTinme attribute.

Else if signature processing continues and if the

si gnatures cannot be verified, the GLO returns a
cMCSt at usl nf oExt response indicating cMCStatus.failed and
otherlnfo.faillnfo.badMessageCheck. Additionally, a
signingTime attribute is included with the response.

.a - If the signatures verify, the GO checks that the
nanes in the certificate match the name of the signer
(i.e., the name in the certificate used to sign the
GL nmenber’s request is the G. nenber).

.2.a.1 - If either nane does not match, the G.O ought not
trust the signer and it ought not forward the
message to the GLA

.2.a.2 - Else if the nanes nmatch and the signatures
verify, the GLO determi nes whether to forward the
gl kConprom se nessage back to the GLA (3{1} in
Figure 9). Further processing by the GLAis in 2
of Section 4.7.1. The GO can also return a
response to the prospective nenber with
cMCSt at usl nf oExt . cMCt at us. success i ndi cating that
t he gl kConpromi se nessage was successfully
recei ved.
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4.8. Request KEK Refresh

There will be times when GL nmenbers have irrecoverably lost their
shared KEK. The shared KEK i s not conproni sed and a rekey of the
entire GL is not necessary. GL nenbers use the gl kRefresh nessage to
request that the shared KEK(s) be redistributed to them Figure 10
depicts the protocol interactions for G Key Refresh. Note that
error nessages are not shown. Additionally, behavior for the
optional transactionld, senderNonce, and recipi ent Nonce CMC contro
attributes is not addressed in these procedures.

Figure 10 - GL KEK Refresh
The process for gl kRefresh is as follows:

1 - The G nenber sends a
Si gnedDat a. PKI Dat a. contr ol Sequence. gl kRefresh request to the GA
(1 in Figure 10). The G. nmenber includes nanme of the G in
Ceneral Nane. The G nenber MJST al so include a signingTinme
attribute with this request.

1l.a - The G. nmenber can optionally apply confidentiality to the
request by encapsul ating the SignedData.PKlData in an
Envel opedData (see Section 3.2.1.2).

1.b - The G. nenber can also optionally apply anot her SignedData
over the Envel opedData (see Section 3.2.1.2).

2 - Upon receipt of the gl kRefresh request, the GLA checks the
signingTine and verifies the GL menber signature(s). If an
addi ti onal SignedData and/or Envel opedData encapsul ates the
request (see Section 3.2.1.2 or 3.2.2), the QLA verifies the
out er signature and/or decrypt the outer layer prior to verifying
the signature on the innernost SignedData.

2.a - If the signingTine attribute value is not within the locally
accepted time wi ndow, the GLA MAY return a response
i ndi cating cMCStatus.failed and otherlnfo.faillnfo. badTi e
and a signingTinme attribute.
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2.b - Else if signature processing continues and if the signatures
cannot be verified, the GLA returns a cMCStat usl nf oExt
response indicating cMCStatus.failed and
ot herl nfo.faillnfo.badMessageCheck. Additionally, a
signingTine attribute is included with the response.

2.c - Else if the signatures verify, the GLA makes sure the GL is
supported by checking that the G.General Nanme mat ches a gl Nane
stored on the GLA

2.¢c.1

If the name of the GL is not supported by the GLA, the
GLA returns a response indicating cMCStatuslnfoExt with
cMCStatus. failed and

ot her | nf 0. ext endedFai | I nf 0. SKDFai | | nfo val ue of

i nval i dG.Nanme. Additionally, a signingTine attribute is
i ncluded with the response.

2.c.2 - Else if the gl Nane is supported by the GLA, the GA
ensures that the G nenber is on the G..

2.c.2.a - If the gl MemberNanme is not present on the G., the GLA
returns a response indicating cMCStatuslnfoExt wth
cMCSt atus. fail ed and
ot her | nfo. ext endedFai | | nfo. SKDFai | | nfo val ue of
noSpam Additionally, a signingTinme attribute is
i ncluded with the response.

2.c.2.b - Else if the gl MenberNanme is present on the G, the
GLA returns a cMCSt at usl nf oExt . cMCSt at us. success, a
signingTine attribute, and a gl Key nessage (2 in
Fi gure 10) as described in Section 5.

4.9. G.A Query Request and Response

There will be certain tines when a G_LOis having trouble setting up a
GL because it does not know the algorithn(s) or sone other
characteristic that the GLA supports. There can also be tines when
prospective G. nenbers or GL nmenbers need to know sonet hi ng about the
GLA (these requests are not defined in the docunent). The

gl aQuer yRequest and gl aQuer yResponse nessages have been defined to
support determining this information. Figure 11 depicts the protoco
interactions for glaQueryRequest and gl aQueryResponse. Note that
error nessages are not shown. Additionally, behavior for the
optional transactionld, senderNonce, and recipi entNonce CMC contro
attributes is not addressed in these procedures.
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Figure 11 - GLA Query Request and Response

The process for gl aQueryRequest and gl aQueryResponse is as foll ows:

1 -

Tur ner

The GLO, G. nmenber, or prospective G. nenber sends a

Si gnedDat a. PKI Dat a. cont r ol Sequence. gl aQuer yRequest request to the
GLA (1 in Figure 11). The GO G. nenber, or prospective G
menber indicates the information it is interested in receiving
fromthe GLA. Additionally, a signingTine attribute is included
with this request.

.a - The GLO G nenber, or prospective G nenber can optionally

apply confidentiality to the request by encapsul ating the
Si gnedDat a. PKI Data i n an Envel opedData (see Section 3.2.1.2).

.b - The GLO G nenber, or prospective G. nenber can al so

optionally apply anot her SignedData over the Envel opedData
(see Section 3.2.1.2).

Upon recei pt of the gl aQueryRequest, the GLA deternines if it
accepts gl aQueryRequest nessages

.a - If the GLA does not accept gl aQueryRequest nessages, the GLA

returns a cMCStat usl nfoExt response indicating
cMCSt at us. noSupport and any other information in
statusString.

.b - Else if the GLA does accept GLAQueryRequests, the G.A checks

the signingTinme and verifies the GLO G. nenber, or
prospective GL nenber signature(s). |If an additiona

Si gnedDat a and/ or Envel opedDat a encapsul ates the request (see
Section 3.2.1.2 or 3.2.2), the GLA verifies the outer
signature and/ or decrypts the outer layer prior to verifying
the signature on the innernost SignedData.

2.b.1 - If the signingTime attribute value is not within the
| ocally accepted tinme wi ndow, the GLA MAY return a
response indicating cMCStatus.failed and
otherlnfo.faillnfo.badTinme and a signingTinme attribute.
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3.

3.

Tur ner

2.b.2 - Else if the signature processing continues and if the
signatures cannot be verified, the GLA returns a
cMCSt at usl nf oExt response indicating cMCStatus. failed and
ot herl nfo.faillnfo.badMessageCheck. Additionally, a
signingTine attribute is included with the response.

2.b.3 - Else if the signatures verify, the GLA returns a
gl aQueryResponse (2 in Figure 11) with the correct
response if the gl aRequest Type is supported or returns a
cMCSt at usl nf oExt response indi cati ng cMCSt at us. noSupport
if the gl aRequest Type is not supported. Additionally, a
signingTine attribute is included with the response.

2.b.3.a - The GLA applies confidentiality to the response by
encapsul ati ng the Si gnedbDat a. PKI Response in an
Envel opedData if the request was encapsulated in an
Envel opedData (see Section 3.2.1.2).

2.b.3.b - The GLA can al so optionally apply another SignedData
over the Envel opedData (see Section 3.2.1.2).

Upon recei pt of the gl aQueryResponse, the G.O, G. nenber, or
prospective GL nenber checks the signingTime and verifies the GLA
signature(s). |If an additional SignedData and/or Envel opedData
encapsul ates the response (see Section 3.2.1.2 or 3.2.2), the
GLO G nenber, or prospective G. nenber verifies the outer
signature and/or decrypts the outer layer prior to verifying the
signature on the innernost SignedData.

a - If the signingTinme attribute value is not within the locally
accepted tinme wi ndow, the GLO G. nenber, or prospective G
menber MAY return a response indicating cMCStatus.failed and
otherlnfo.faillnfo.badTime and a signingTime attribute.

b - Else if signature processing continues and if the signatures
do not verify, the GLO, G. nenber, or prospective G nenber
returns a cMCStatusl nfoExt response indicating
cMCStatus. failed and otherlnfo.faillnfo.badMessageCheck
Additionally, a signingTine attribute is included with the
response.

.C - Else if the signatures verify, then the GO G. nenber, or

prospective G nenber checks that one of the names in the
certificate used to sign the response natches the name of the
G.
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3.c.1 - If the nane of the G does not nmatch the nane present in
the certificate used to sign the nessage, the GLO ought
not believe the response.

3.c.2 - Else if the nane of the GL matches the name present in
the certificate and the response was gl aQueryResponse,
then the GO, G. nenber, or prospective G. nenber nay use
the informati on contained therein.

4.10. Update Menber Certificate

When the GLO generates a gl AddMenber request, when the G.A generates
a gl Key nessage, or when the GLA processes a gl AddMenber, there can
be instances when the GL nmenber’s certificate has expired or is
invalid. 1In these instances, the GLO or GLA may request that the G
menber provide a new certificate to avoid the GLA from bei ng unabl e
to generate a gl Key nmessage for the GL nmenber. There mght also be
times when the GL nenber knows that its certificate is about to
expire or has been revoked, and G nenber will not be able to receive
GL rekeys. Behavior for the optional transactionld, senderNonce, and
reci pi ent Nonce CMC control attributes is not addressed in these

pr ocedures.

4.10.1. GO and GLA Initiated Update Menber Certificate
The process for GLO initiated gl UpdateCert is as follows:

1 - The GLO or G.A sends a
Si gnedDat a. PKI Dat a. cont r ol Sequence. gl Provi deCert request to the
GL nmenber. The GLO or GLA indicates the G. nane in gl Nane and
the GL nenber nane in gl Menber Nane. Additionally, a signingTine
attribute is included with this request.

l.a - The GO or GLA can optionally apply confidentiality to the
request by encapsul ating the SignedData.PKlData in an
Envel opedData (see Section 3.2.1.2). |If the G. nenber’s PKC
has been revoked, the GLO or GL.A ought not use it to generate
t he Envel opedData that encapsul ates the gl Provi deCert
request.

1.b - The GLO or GLA can also optionally apply another SignedData
over the Envel opedData (see Section 3.2.1.2).
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Tur ner

Upon recei pt of the gl ProvideCert nessage, the G. nenber checks
the signingTine and verifies the GLO or GLA signature(s). If an
addi ti onal SignedData and/or Envel opedData encapsul ates the
response (see Section 3.2.1.2 or 3.2.2), the G nmenber verifies
the outer signature and/or decrypts the outer |layer prior to
verifying the signature on the innernost SignedData.

.a - If the signingTine attribute value is not within the locally

accepted tinme wi ndow, the GL menber MAY return a response
i ndi cating cMCStatus. failed and otherlnfo.faillnfo. badTi me
and a signingTime attribute.

.b - Else if signature processing continues and if the signatures

cannot be verified, the GL nmenber returns a cMCSt at usl nf oExt
response indicating cMCStatus.failed and

ot herl nfo.faillnfo.badMessageCheck. Additionally, a
signingTine attribute is included with the response.

.c - Else if the signatures verify, the G. nenber generates a

Si gned. PKI Response. contr ol Sequence. gl Updat eCert that includes
the GL nane in gl Nane, the nenber’s name in

gl Menber. gl Menber Nane, the nenber’s encryption certificate in
gl Menber. certificates. pKC. The GL nenber can al so include
any attribute certificates associated with the nenber’s
encryption certificate in gl Menber.certificates.aC, and the
certification path associated with the nenmber’s encryption
and attribute certificates in gl Menber.certificates.certPath.
Additionally, a signingTime attribute is included with the
response.

2.c.1 - The G. nenber can optionally apply confidentiality to the
request by encapsul ating the SignedData. PKI Response in an
Envel opedData (see Section 3.2.1.2). |If the G nenber’s
PKC has been revoked, the G nenber ought not use it to
generate the Envel opedData that encapsul ates the
gl Provi deCert request.

2.c.2 - The G nenber can al so optionally apply another
Si gnedDat a over the Envel opedData (see Section 3.2.1.2).

Upon recei pt of the gl UpdateCert nmessage, the GLO or GLA checks
the signingTine and verifies the GL nenber signature(s). |If an
addi ti onal SignedData and/or Envel opedData encapsul ates the
response (see Section 3.2.1.2 or 3.2.2), the GL nenber verifies
the outer signature and/or decrypts the outer layer prior to
verifying the signature on the innernost SignedData.
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3.

3.

4.10. 2.

The

Tur ner

a

If the signingTine attribute value is not within the locally
accepted tinme wi ndow, the GLO or GLA MAY return a response

i ndi cating cMCStatus.failed and otherlnfo.faillnfo.badTi nme
and a signingTime attribute.

b - Else if signature processing continues and if the signatures
cannot be verified, the GLO or GLA returns a cMCSt at usl nf oExt
response indicating cMCStatus.failed and
otherl nfo.faillnfo.badMessageCheck. Additionally, a
signingTine attribute is included with the response.

.C - Else if the signatures verify, the GLO or GQA verifies the

menber’s encryption certificate.

3.c.1 - If the menber’s encryption certificate cannot be
verified, the GLO returns either another gl ProvideCert
request or a cMCStatuslnfoExt with cMCStatus.failed and
the reason why in cMCStatus.statusString. gl ProvideCert
shoul d be returned only a certain nunber of tinmes is
because if the GL nmenber does not have a valid
certificate it will never be able to return one.
Additionally, a signingTinme attribute is included with
ei t her response.

3.c.2 - Else if the nenber’s encryption certificate cannot be
verified, the G.A returns another gl ProvideCert request
to the GL nenber or a cMCStatuslnfoExt with
cMCStatus. failed and the reason why in
cMCSt at us. statusString to the GO gl Provi deCert shoul d
be returned only a certain nunber of tinmes because if the
GL nenber does not have a valid certificate it will never
be able to return one. Additionally, a signingTine
attribute is included with the response.

3.¢.3 - Else if the nmenber’s encryption certificate verifies, the
GO or GLAwill use it in subsequent gl AddMenber requests
and gl Key nessages associated with the GL nmenber.

GL Menber Initiated Update Menber Certificate
process for an unsolicited GL nmenber gl UpdateCert is as follows:

The G. nenber sends a Signed. PKI Dat a. cont r ol Sequence. gl Updat eCert
that includes the GL nane in gl Nanme, the nmenber’s nane in

gl Menber . gl Menber Nane, the nenber’s encryption certificate in

gl Menber.certificates. pKC. The G. nenber can al so include any
attribute certificates associated with the nenber’s encryption
certificate in gl Menber.certificates.aC, and the certification
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Tur ner

path associated with the nenber’s encryption and attribute
certificates in gl Menber.certificates.certPath. The G. nenber
MUST al so include a signingTine attribute with this request.

.a - The GL nenber can optionally apply confidentiality to the

request by encapsul ating the SignedData.PKlData in an

Envel opedData (see Section 3.2.1.2). |If the G. nenber’s PKC
has been revoked, the GLO or GLA ought not use it to generate
t he Envel opedData that encapsul ates the gl Provi deCert

request.

.b - The G nenber can al so optionally apply another SignedData

over the Envel opedData (see Section 3.2.1.2).

Upon recei pt of the gl UpdateCert nmessage, the GLA checks the
signingTine and verifies the GL menber signature(s). |If an
addi ti onal SignedData and/or Envel opedData encapsul ates the
response (see Section 3.2.1.2 or 3.2.2), the GLA verifies the
outer signature and/or decrypts the outer layer prior to
verifying the signature on the innernost SignedDat a.

.a - If the signingTine attribute value is not within the locally

accepted time wi ndow, the GLA MAY return a response
i ndicating cMCStatus.failed and otherlnfo.faillnfo. badTi e
and a signingTinme attribute.

.b - Else if signature processing continues and if the signatures

cannot be verified, the GLA returns a cMCSt at usl nf oExt
response indicating cMCStatus.failed and
ot herl nfo.faillnfo. badMessageCheck

.C - Else if the signatures verify, the GLA verifies the nenber’s

encryption certificate.

2.c.1 - If the menber’s encryption certificate cannot be
verified, the GLA returns another gl ProvideCert request
to the GL nmenber or a cMCStatuslnfoExt with
cMCStatus. failed and the reason why in
CcMCSt atus. statusString to the GLO gl Provi deCert ought
not be returned indefinitely; if the GL nenmber does not
have a valid certificate it will never be able to return
one. Additionally, a signingTine attribute is included
with the response

2.c.2 - Else if the nenber’s encryption certificate verifies, the
GLA will use it in subsequent gl AddMenber requests and
gl Key nessages associated with the GL nenber. The GLA
al so forwards the gl UpdateCert nessage to the GO

St andards Track [ Page 76]



RFC 5275 CM5 SynKeyDi st June 2008

5. Distribution Message

The GLA uses the gl Key nessage to distribute new, shared KEK(s) after
recei ving gl AddMenber, gl Del eteMenber (for closed and nanaged G.s),

gl Rekey, gl kConprom se, or gl kRefresh requests and returning a
cMCsSt at usl nf oExt response for the respective request. Figure 12
depicts the protocol interactions to send out gl Key nessages. Unlike
the procedures defined for the administrative nessages, the
procedures defined in this section MJST be inplenented by GLAs for
origination and by G. nenbers on reception. Note that error nessages
are not shown. Additionally, behavior for the optiona

transactionld, senderNonce, and recipientNonce CMC control attributes
is not addressed in these procedures.

1 Fommem - +

+o---- - > | Menber 1
| [ S +
tomm o + 1 Fom e +
| GLA | --moeeee > | |
S e + | tmmmmmm e +
| 1 R - +

+o---- - > | Menber n
Fom e mea o +

Figure 12 - GL Key Distribution
If the GL was set up with GLKeyAttributes.recipientsNot Mutual |l yAwar e
set to TRUE, a separate gl Key nessage MJUST be sent to each G nenber
so as not to divulge information about the other GL nenbers.
When the gl Key nessage is generated as a result of a:

- gl AddMenber request,

- gl kConr pomi se indication,

- gl kRefresh request,

- gl Del eteMenber request with the G.s gl Adninistration set to
managed or cl osed, and

- gl Rekey request with generationCounter set to zero (0).

The GLA MJST use either the kari (see Section 12.3.2 of [CMS]) or
ktri (see Section 12.3.1 of [CMS]) choice in

gl Key. gl kW apped. Reci pientlnfo to ensure that only the intended
reci pients receive the shared KEK. The GLA MJST support the ktri
choi ce.
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When the gl Key nessage is generated as a result of a gl Rekey request

with generationCounter greater than zero (0) or when the GLA controls
rekeys, the GLA MAY use the kari, ktri, or kekri (see Section 12.3.3
of [CM5]) in gl Key. gl kWapped. Reci pientinfo to ensure that only the

i ntended recipients receive the shared KEK. The GLA MJST support the
Reci pi entI nfo. ktri choi ce.

5.1. Distribution Process
When a gl Key nmessage is generated, the process is as follows:

1 - The GLA MUST send a Si gnedDat a. PKI Dat a. cont r ol Sequence. gl Key to
each nmenber by including gl Nane, glldentifier, gl kWapped,
gl KAl gorithm gl kNot Bef ore, and gl kNot After. If the GLA cannot
generate a gl Key nessage for the G. nmenber because the G
menber’s PKC has expired or is otherwi se invalid, the GLA MAY
send a gl UpdateCert to the GL nenber requesting a new certificate
be provided (see Section 4.10). The nunber of gl Key nessages
generated for the GL is described in Section 3.1.13.
Additionally, a signingTine attribute is included with the
di stribution nmessage(s).

l.a - The GLA MAY optionally apply another confidentiality layer to
the message by encapsul ating the SignedData.PKlData in
anot her Envel opedData (see Section 3.2.1.2).

1.b - The GLA MAY al so optionally apply another SignedData over the
Envel opedDat a. Si gnedDat a. PKl Dat a (see Section 3.2.1.2).

2 - Upon receipt of the gl Key nessage, the G nenbers MJST check the
si gningTine and verify the signature over the innernost
Si gnedDat a. PKIData. |f an additional SignedData and/or
Envel opedDat a encapsul ates the nessage (see Section 3.2.1.2 or
3.2.2), the G. nmenber MUST verify the outer signature and/or
decrypt the outer layer prior to verifying the signature on the
Si gnedDat a. PKI Dat a. cont r ol Sequence. gl Key.

2.a - If the signingTine attribute value is not within the locally
accepted time wi ndow, the GLA MAY return a response
i ndi cating cMCStatus. failed and otherlnfo.faillnfo.badTi me
and a signingTinme attribute.

2.b - Else if signature processing continues and if the signatures
cannot be verified, the GL nmenmber MJST return a
cMCSt at usl nf oExt response indicating cMCStatus. failed and
ot herl nfo.faillnfo.badMessageCheck. Additionally, a
signingTine attribute is included with the response.

Tur ner St andards Track [ Page 78]



RFC 5275 CM5 SynKeyDi st June 2008

2.c - Else if the signatures verify, the G. nenber processes the
Reci pi ent I nfos according to [CM5]. Once unw apped, the G
nmenber should store the shared KEK in a safe place. Wen
stored, the gl Name, glldentifier, and shared KEK shoul d be
associated. Additionally, the GL nmenmber MJST return a
cMCSt at usl nf oExt i ndicating cMCStatus. success to tell the GLA
t he KEK was received.

6. Al gorithmns

This section lists the algorithnms that MJST be inpl emented.
Addi tional algorithns that SHOULD be i npl enented are al so i ncl uded.
Furt her al gorithns MAY al so be inpl enent ed

6.1. KEK Ceneration Al gorithm

| mpl enent ati ons MUST random y generate content-encryption keys,
message- aut hentication keys, initialization vectors (lIVs), and

paddi ng. Also, the generation of public/private key pairs relies on
a random nunbers. The use of inadequate pseudo-random nunber
generators (PRNGs) to generate cryptographic keys can result in
little or no security. An attacker may find it rmuch easier to
reproduce the PRNG environment that produced the keys, searching the
resulting snmall set of possibilities, rather than brute force
searching the whol e key space. The generation of quality random
numbers is difficult. RFC 4086 [ RANDOM offers inportant gui dance in
this area, and Appendix 3 of FIPS Pub 186 [FIPS] provides one quality
PRNG t echni que.

6.2. Shared KEK Wap Al gorithm
In the mechani sms described in Section 5, the shared KEK being
distributed in gl kWapped MJST be protected by a key of equal or
greater length (e.g., if an AES 128-bit key is being distributed, a
key of 128 bits or greater nust be used to protect the key).

The al gorithm object identifiers included in gl kWapped are as
specified in [CVMSALG and [ CMSAES] .

6.3. Shared KEK Al gorithm
The shared KEK distributed and indicated in gl kAl gorithm MJST support

the synmmetric key-encryption algorithns as specified in [ CMBALG and
[ CMBAES] .
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7. Message Transport

SMIP [ SMIP] MUST be supported. O her transport nechanisns MAY al so
be supported.

8. Security Considerations

As GLGs control setting up and tearing down the G. and rekeying the
GL, and can control nenber additions and del etions, GLCs play an
important role in the managenent of the G., and only "trusted" G.GCs
shoul d be used.

If a nenber is deleted or renoved froma closed or a managed G, the
GL needs to be rekeyed. |If the GL is not rekeyed after a nenber is
removed or deleted, the nmenmber still possesses the group key and will
be able to continue to decrypt any nessages that can be obt ai ned.

Menbers who store KEKs MUST associate the nane of the GLA that
distributed the key so that the nenbers can nmake sure subsequent
rekeys are originated fromthe sane entity.

When generating keys, care should be taken to ensure that the key
size is not too small and duration too |ong because attackers wl|l
have nore tine to attack the key. Key size should be selected to
adequately protect sensitive business comunications.

GLCs and GLAs need to nake sure that the generationCounter and
duration are not too large. For exanmple, if the GLO indicates that
the generationCounter is 14 and the duration is one year, then 14
keys are generated each with a validity period of a year. An
attacker will have at |east 13 years to attack the final key.

Assume that two or nore parties have a shared KEK, and the shared KEK
is used to encrypt a second KEK for confidential distribution to
those parties. The second KEK mi ght be used to encrypt a third KEK
the third KEK night be used to encrypt a fourth KEK, and so on. If
any of the KEKs in such a chain is conpronmi sed, all of the subsequent
KEKs in the chain MJIST al so be consi dered conproni sed

An attacker can attack the group’s shared KEK by attacki ng one
menber’ s copy of the shared KEK or attacking nmultiple nenbers’ copies
of the shared KEK. For the attacker, it nmay be easier to either
attack the group nenber with the weakest security protecting its copy
of the shared KEK or attack nultiple group nenbers.
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10.

10.

An aggregation of the infornation gathered during the attack(s) nmay
lead to the conpronise of the group’s shared KEK. Mechanisns to
protect the shared KEK should be conmensurate with value of the data
bei ng protected.

The nonce and signingTine attributes are used to protect against
replay attacks. However, these provisions are only hel pful if
entities maintain state informati on about the nessages they have sent
or received for conparison. |If sufficient information is not

mai nt ai ned on each exchange, nonces and signi ngTi ne are not hel pful
Local policy determ nes the anount and duration of state information
that is maintained. Additionally, without a unified tine source,
there is the possibility of clocks drifting. Local policy determ nes
the acceptabl e difference between the | ocal tinme and signingTine,

whi ch must conpensate for unsynchroni zed clocks. |nplenentations
MUST handl e nessages with siginingTime attributes that indicate they
were created in the future.
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Appendi x A ASN. 1 Modul e

SM MESynmret ri cKeyDi stri bution
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) smi nme(16) nodul es(0) synkeydist(12) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS Al --

-- The types and values defined in this nodul e are exported for use
-- in the other ASN. 1 nodules. Oher applications nay use them for
-- their own purposes.

| MPORTS

-- PKIX Part 1 - Inplicit [PROFILE]
Gener al Nane
FROM PKI X1l nplicit88 { iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
id-pkixl-inmplicit(19) }

-- PKIX Part 1 - Explicit [PROFILE]
Algorithmdentifier, Certificate
FROM PKI X1Explicit88 { iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d-pki x1-explicit(18) }

-- Cryptographi c Message Syntax [ CM]
Reci pi entlI nfos, KEKldentifier, CertificateSet
FROM Cr ypt ogr aphi cMessageSynt ax2004 {i so(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) nodul es(0)
cns-2004(24) }

-- Advanced Encryption Standard (AES) with CM5 [ CMSAES]
i d-aes128-wrap
FROM CMSAesRsaesCaep { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) nodul es(0)
i d- mod- cns-aes(19) }

-- Attribute Certificate Profil e [ ACPROF]
AttributeCertificate FROM
PKI XAttributeCertificate { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) pkix(7)
i d-nod(0) id-nod-attribute-cert(12) };
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-- This defines the G.L synmetric key distribution object identifier
-- arc.

i d-skd OBJECT IDENTIFIER ::= { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16) skd(8) }

-- This defines the G Use KEK control attribute.
i d-skd- gl UseKEK OBJECT IDENTIFIER ::={ id-skd 1}

GLUseKEK :: = SEQUENCE ({
gl Info GLI nfo,
gl Oaner I nfo SEQUENCE SI ZE (1..MAX) OF G.Ownerl nf o,
gl Adnmi ni stration G Admi ni stration DEFAULT 1,
gl KeyAttri butes GLKeyAttri butes OPTI ONAL }

G.Info ::= SEQUENCE {
gl Nane Gener al Nane,
gl Address GCeneral Nane }

GLOmer I nfo ::= SEQUENCE {
gl Oaner Nane Cener al Nane,
gl Oamner Address  CGener al Nane,
certificates Certificates OPTI ONAL }

GLAdm ni stration ::= | NTEGER {
unnmanaged (0),
managed (1),

cl osed (2) }

GLKeyAttributes ::= SEQUENCE {
rekeyControl | edByGLO [0] BOOLEAN DEFAULT FALSE,
reci pi ent sNot Mut ual | yAwar e [ 1] BOOLEAN DEFAULT TRUE,
duration [2] | NTEGER DEFAULT O,
gener ati onCount er [ 3] INTEGER DEFAULT 2,
request edAl gorithm [4] Algorithmdentifier

DEFAULT { id-aesl1l28-wap } }

-- This defines the Delete G control attribute.
-- It has the sinple type General Nane.

i d-skd-gl Del ete OBJECT IDENTIFIER ::={ id-skd 2}
Del et e@ ::= General Nane
-- This defines the Add GL Menber control attri bute.

i d- skd- gl AddMenber OBJECT IDENTIFIER ::= { id-skd 3 }
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GLAddMenber ::= SEQUENCE ({
gl Nane Gener al Nane,
gl Menber G.Menber }

GLMenber ::= SEQUENCE {
gl Menber Name CGener al Nane,
gl Menber Address Gener al Nanme OPTI ONAL,
certificates Certificates OPTI ONAL }
Certificates ::= SEQUENCE {
pKC [0] Certificate OPTI ONAL,
-- See [ PROFILE]
aC [1] SEQUENCE SIZE (1.. MAX) OF
AttributeCertificate OPTI ONAL,
-- See [ ACPROF]
certPath [2] CertificateSet OPTIONAL }
-- From [ CVB]

-- This defines the Delete G. Menber control attribute.

i d-skd- gl Del et eMenber OBJECT IDENTIFIER ::= { id-skd 4 }
GLDel et eMenber ::= SEQUENCE {
gl Nane CGener al Nane,

gl Menber ToDel ete General Name }

-- This defines the Delete G. Menber control attri bute.

i d- skd- gl Rekey OBJECT IDENTIFIER ::= { id-skd 5}
GLRekey ::= SEQUENCE {
gl Nane Gener al Nane,

gl Admi ni stration GLAdM ni stration OPTI ONAL,
gl NewKeyAttributes G.NewKeyAttributes OPTI ONAL,
gl RekeyAl | GLKeys BOOLEAN OPTI ONAL }

GLNewKeyAttributes ::= SEQUENCE {
rekeyControl | edByG.O [ 0] BOCLEAN OPTI ONAL,
reci pi ent sNot Mut ual | yAware [1] BOOLEAN OPTI ONAL,
duration [2] I NTEGER OPTI ONAL,
gener ati onCount er [ 3] INTEGER OPTI ONAL,
request edAl gorithm [4] Algorithmdentifier OPTIONAL }

-- This defines the Add and Del ete GL Ower control attributes.

i d-skd- gl AddOmer OBJECT IDENTIFIER ::= { id-skd 6 }
i d-skd- gl RenoveOmer OBJECT IDENTIFIER ::={ id-skd 7 }
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GLOaner Admi ni stration ::= SEQUENCE {
gl Nane Gener al Nane,
gl Omerinfo G.Omerlnfo }

-- This defines the GL Key Conpronise control attribute.
-- It has the sinple type General Nane.

i d- skd- gl KeyConproni se OBJECT IDENTIFIER ::= { id-skd 8 }
GLKConpr om se ::= CGeneral Nane
-- This defines the G.L Key Refresh control attribute.
i d-skd-gl kRefresh OBJECT IDENTIFIER ::= { id-skd 9 }
GLKRefresh ::= SEQUENCE {
gl Nane Gener al Nane,
dat es SEQUENCE SI ZE (1..MAX) OF Date }

Date ::= SEQUENCE {

start CeneralizedTi ne,

end Ceneral i zedTi me OPTI ONAL }
-- This defines the GLA Query Request control attribute.
i d-skd- gl aQueryRequest OBJECT IDENTIFIER ::= { id-skd 11 }
GLAQuer yRequest ::= SEQUENCE {

gl aRequest Type OBJECT | DENTI FI ER,

gl aRequest Val ue ANY DEFI NED BY gl aRequest Type }
-- This defines the GLA Query Response control attribute.
i d-skd- gl aQuer yResponse OBJECT IDENTIFIER ::= { id-skd 12 }
GLAQuer yResponse :: = SEQUENCE ({

gl aResponseType  OBJECT | DENTI FI ER,

gl aResponseVal ue ANY DEFI NED BY gl aResponseType }

-- This defines the GLA Request/ Response (glaRR) arc for
-- gl aRequest Type/ gl aResponseType.

id-cnc-glaRR OBJECT IDENTIFIER ::= { iso(1)

i dentified-organi zation(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) cnc(7) gl aRR(99) }
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-- This defines the Al gorithm Request.
i d-cnc- gl a- skdAl gRequest OBJECT IDENTIFIER ::= { id-cnc-glaRR 1 }
SKDAI gRequest ::= NULL
-- This defines the Al gorithm Response.
i d-cnc- gl a- skdAl gResponse OBJECT IDENTIFIER ::= { id-cnc-glaRrR 2 }
-- Note that the response for algorithnSupported request is the
-- smneCapabilities attribute as defined in MsgSpec [ MBG.
-- This defines the control attribute to request an updated
-- certificate to the GLA
i d-skd-gl Provi deCert OBJECT IDENTIFIER ::= { id-skd 13 }
GLManageCert ::= SEQUENCE {

gl Nane CGener al Nane,

gl Menber G.Menber }

-- This defines the control attribute to return an updated
-- certificate to the GLA. It has the type G.ManageCert.

i d-skd-gl ManageCert OBJECT IDENTIFIER ::= { id-skd 14 }
-- This defines the control attribute to distribute the GL shared
-- KEK
i d-skd-gl Key OBJECT IDENTIFIER ::= { id-skd 15 }
GLKey ::= SEQUENCE ({
gl Nane Gener al Nane,
glldentifier KEKIdentifier, -- See [CMy
gl kW apped Reci pi ent | nf os, -- See [ Cwvy]

gl kAl gorithm Al gorithnmdentifier,
gl kNot Before General i zedTi ne,
gl kNot Af t er General i zedTi me }

-- This defines the CMC error types.
id-cet-skdFaillnfo OBJECT IDENTIFIER ::= { iso(1)

i dentified-organi zation(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) cet(15) skdFaillnfo(1) }
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SKDFai | I nfo ::= | NTEGER {
unspecifi ed (0),
cl osedGL (1),
unsupport edDur ati on (2),
noG.ACertificate (3),
i nval i dCert (4),
unsupportedAl gorithm (5),
noG.ONaneMat ch (6),
i nval i dGLNane (7),
naneAl r eadyl nUse (8),
noSpam (9),

-- obsolete (10),
al r eadyAMenber (11),
not AMerrber (12),
al r eadyAnOaner (13),
not AnOaner (14) }

END -- SM MESynmetri cKeyDi stribution
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