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Status of This Meno

This neno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Abst r act

Thi s docunent describes the use of Elliptic Curve certificates,
Elliptic Curve signature schenes and Elliptic Curve Diffie-Hellmn
(ECDH) key agreement within the framework of PKINIT -- the Kerberos
Version 5 extension that provides for the use of public key

crypt ogr aphy.
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1.

I ntroduction

Elliptic Curve Cryptography (ECC) is emerging as an attractive
public-key cryptosystemthat provides security equivalent to
currently popul ar public-key nmechani sms such as RSA and DSA with
smal | er key sizes [LENSTRA] [N STSP80057] .

Currently, [RFC4556] permits the use of ECC algorithns but it does
not specify how ECC paraneters are chosen or how to derive the shared
key for key delivery using Elliptic Curve Diffie-Hellman (ECDH)

[ 1 EEE1363] [ X9.63].

Thi s docunent describes how to use Elliptic Curve certificates,
Elliptic Curve signature schenes, and ECDH with [ RFC4556]. However,
it should be noted that there is no syntactic or senmantic change to
the existing [ RFC4A556] nessages. Both the client and the Key
Distribution Center (KDC) contribute one ECDH key pair using the key
agreenent protocol described in this docunent.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Using Elliptic Curve Certificates and Elliptic Curve Signature
Schemnes

ECC certificates and signature schemes can be used in the
Crypt ographi ¢ Message Syntax (CMS) [ RFC3852] [ RFC3278] content type
' Si gnedDat a’ .

X. 509 certificates [ RFC5280] that contain ECC public keys or are
si gned using ECC signature schemes MJST conply with [ RFC3279].

The signatureAlgorithmfield of the CMs data type 'Signerlnfo’ can
contain one of the followi ng ECC signature algorithmidentifiers:

ecdsa-wi t h- Shal [ RFC3279]
ecdsa- wi t h- Sha256 [ X9. 62]
ecdsa-wi t h- Sha384 [ X9. 62]
ecdsa-wi t h- Sha512 [ X9. 62]

The correspondi ng digestAlgorithmfield contains one of the follow ng
hash al gorithmidentifiers respectively:
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i d-shal [ RFC3279]
i d-sha256 [ X9. 62]
i d-sha384 [ X9. 62]
i d-sha512 [ X9. 62]

Nanel y, id-shal MJST be used in conjunction with ecdsa-w th-Shal
i d-sha256 MUST be used in conjunction with ecdsa-w th-Sha256,
i d-sha384 MUST be used in conjunction with ecdsa-wi th-Sha384, and
i d-shab512 MUST be used in conjunction with ecdsa-w th-Sha512.

| mpl enentati ons of this specification MIST support ecdsa-w th-Sha256
and SHOULD support ecdsa-wi th-Shal.

4. Using the ECDH Key Exchange

Thi s section describes how ECDH can be used as the Authentication
Service (AS) reply key delivery nethod [ RFC4556]. Note that the
protocol description here is sinlar to that of Mdul ar Exponenti al
Diffie-Hell man (MODP DH), as described in [ RFC4556].

If the client wishes to use the ECDH key agreenment method, it encodes
its ECDH public key value and the key's dommin paraneters [| EEE1363]
[ X9.63] in clientPublicValue of the PA-PK-AS-REQ nessage [ RFC4556].

As described in [ RFC4556], the ECDH domain paraneters for the
client’s public key are specified in the algorithmfield of the type
Subj ect Publ i cKeyl nfo [ RFC3279] and the client’s ECDH public key val ue
is mapped to a subjectPublicKey (a BIT STRING according to

[ RFC3279] .

The following algorithmidentifier is used to identify the client’s
choi ce of the ECDH key agreenent nethod for key delivery.

i d-ecPublicKey (Elliptic Curve Diffie-Hellman [RFC3279])

If the donmmin paraneters are not accepted by the KDC, the KDC sends
back an error nessage [ RFC4120] with the code

KDC_ERR_DH KEY_PARAMETERS_NOT_ACCEPTED [ RFC4556] . This error message
contains the list of domain paraneters acceptable to the KDC. This
list is encoded as TD DH PARAMETERS [ RFC4556], and it is in the KDC s
decreasing preference order. The client can then pick a set of
domai n paraneters fromthe list and retry the authentication

Both the client and the KDC MJUST have | ocal policy that specifies
whi ch set of domain paraneters are acceptable if they do not have a
priori know edge of the chosen domain parameters. The need for such
| ocal policy is explained in Section 7.
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If the ECDH domai n paraneters are accepted by the KDC, the KDC sends
back its ECDH public key value in the subjectPublicKey field of the
PA- PK- AS- REP nessage [ RFC4556].

As described in [ RFC4556], the KDC s ECDH public key value is encoded
as a BIT STRING according to [ RFC3279].

Note that in the steps above, the client can indicate to the KDC t hat
it wishes to reuse ECDH keys or it can allow the KDC to do so, by
including the clientDHNonce field in the request [ RFC4556]; the KDC
can then reuse the ECDH keys and include the serverDHNonce field in
the reply [RFC4556]. This logic is the sane as that of the Mdul ar
Exponential Diffie-Hellnmn key agreenent nethod [ RFC4556].

If ECDH is negotiated as the key delivery nethod, then the

PA- PK- AS- REP and AS reply key are generated as in Section 3.2.3.1 of
[ RFCA556] with the follow ng difference: The ECDH shared secret val ue
(an elliptic curve point) is calcul ated using operation ECSVDP-DH as
described in Section 7.2.1 of [IEEE1363]. The x-coordinate of this
point is converted to an octet string using operation FE2CSP as
described in Section 5.5.4 of [|IEEE1363]. This octet string is the
DHShar edSecr et .

Both the client and KDC t hen proceed as described in [ RFC4556] and
[ RFC4120] .

Lastly, it should be noted that ECDH can be used with any
certificates and signature schenmes. However, a significant advantage
of using ECDH together with ECC certificates and signature schenes is
that the ECC donmin paraneters in the client certificates or the KDC
certificates can be used. This obviates the need of locally
preconfigured domai n paraneters as described in Section 7.

5. Choosing the Domain Paraneters and the Key Size

The donai n paraneters and the key size should be chosen so as to
provi de sufficient cryptographic security [RFC3766]. The foll ow ng
tabl e, based on table 2 on page 63 of N ST SP800-57 part 1

[ Nl STSP80057], gives approxi mate conparabl e key sizes for symetric-
and asymmetric-key cryptosystens based on the best-known al gorithns
for attacking them
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Symmetric | ECC | RSA
_____________ e,
80 | 160 - 223 | 1024
112 | 224 - 255 | 2048
128 | 256 - 383 | 3072
192 | 384 - 511 | 7680
256 | 512+ | 15360

Tabl e 1: Conparabl e key sizes (in bits)

Thus, for exanple, when securing a 128-bit synmetric key, it is
prudent to use 256-bit Elliptic Curve Cryptography (ECC), e.g., group
P- 256 (secp256rl) as described bel ow.

A set of ECDH domain parameters is also known as a "curve". A curve
is a "named curve" if the domain paraneters are well known and can be
identified by an Cbject ldentifier; otherwise, it is called a "custom
curve". [RFC4556] supports both naned curves and custom curves, see
Section 7 on the tradeoffs of choosing between named curves and
cust om curves

The naned curves recomended in this docunent are al so recommended by
the National Institute of Standards and Technol ogy (N ST)[ Fl PS186- 2] .
These fifteen ECC curves are given in the follow ng table [Fl PS186- 2]
[ SEC?] .

Description SEC 2 AD
ECPRGF192Random group P-192 secplozri
EC2NGF163Random group B-163 sect 163r 2
EC2NGF163Kobl itz group K-163 sect 163k1
ECPRGF224Random group P-224 secp224r1l
EC2NGF233Random group B-233 sect 233r1
EC2NGF233Kobl itz group K-233 sect 233k1
ECPRGF256Random group P-256 secp256r1
EC2NGF283Random group B-283 sect 283r1
EC2NGF283Kobl itz group K-283 sect 283k1
ECPRGF384Random group P-384 secp384r1l
EC2NGF409Random group B-409 sect 409r1
EC2NGF409Kobl itz group K-409 sect 409k1
ECPRGF521Random group P-521 secp521r1
EC2NGF571Random group B-571 sect571r1
EC2NGF571Kobl itz group K-571 sect 571k1
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6.

I nteroperability Requirements

| mpl enent ati ons confornming to this specification MIST support curve
P-256 and P-384.

Security Considerations

When using ECDH key agreenent, the recipient of an elliptic curve
public key should performthe checks described in | EEE P1363, Section
A16. 10 [I EEE1363]. It is especially inmportant, if the recipient is
using a long-term ECDH private key, to check that the sender’s public
key is a valid point on the correct elliptic curve; otherw se,

i nformati on may be | eaked about the recipient’s private key, and
iterating the attack will eventually conpletely expose the
recipient’s private key.

Kerberos error nessages are not integrity protected; as a result, the
domai n paraneters sent by the KDC as TD DH PARAMETERS can be tanpered
with by an attacker so that the set of donmmin paraneters sel ected
coul d be either weaker or not nutually preferred. Local policy can
configure sets of domain paraneters that are acceptable locally or
can disall ow the negotiation of ECDH domai n paraneters

Beyond el liptic curve size, the main issue is elliptic curve
structure. As a general principle, it is nore conservative to use
elliptic curves with as little algebraic structure as possible.

Thus, random curves are nore conservative than special curves (such
as Koblitz curves), and curves over F p with p random are nore
conservative than curves over F p with p of a special form (Al so,
curves over F p with p random m ght be consi dered nore conservative
than curves over F 2"m as there is no choice between nmultiple fields
of simlar size for characteristic 2.) Note, however, that al gebraic
structure can also lead to inplenmentation efficiencies, and

i npl ementors and users nmay, therefore, need to bal ance conservati sm
agai nst a need for efficiency. Concrete attacks are known agai nst
only very few special classes of curves, such as supersingul ar
curves, and these classes are excluded fromthe ECC standards such as
[ 1 EEE1363] and [ X9.62].

Anot her issue is the potential for catastrophic failures when a
single elliptic curve is widely used. 1In this case, an attack on the
elliptic curve mght result in the conpronise of a | arge nunber of
keys. Again, this concern may need to be bal anced agai nst efficiency
and interoperability inprovenents associated with wi dely used curves.
Substantial additional information on elliptic curve choice can be
found in [I EEE1363], [X9.62], and [FIPS186-2].
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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