Net wor k Wor ki ng Group J. Damas

Request for Comments: 5358 I SC
BCP: 140 F. Neves
Category: Best Current Practice Regi stro. br

Cct ober 2008

Preventing Use of Recursive Nanmeservers in Reflector Attacks
Status of This Meno

Thi s docunent specifies an Internet Best Current Practices for the
Internet Conmunity, and requests discussion and suggestions for
i nprovenents. Distribution of this neno is unlimted.

Abst r act

Thi s docunent describes ways to prevent the use of default configured
recursive naneservers as reflectors in Denial of Service (DoS)
attacks. It provides recommended configuration as neasures to
mtigate the attack.
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1. Introduction

Recently, DNS [ RFC1034] has been nanmed as a major factor in the
generation of massive amounts of network traffic used in Denial of
Service (DoS) attacks. These attacks, called reflector attacks, are
not due to any particular flawin the design of the DNS or its

i mpl enent ati ons, except that DNS relies heavily on UDP, the easy
abuse of which is at the source of the problem The attacks have
preferentially used DNS due to comon default configurations that

all ow for easy use of open recursive nameservers that nake use of
such a default configuration

In addition, due to the small query-large response potential of the
DNS system it is easy to yield great anplification of the source
traffic as reflected traffic towards the victins.

DNS aut horitative servers that do not provide recursion to clients
can al so be used as anplifiers; however, the anplification potentia
is greatly reduced when authoritative servers are used. It is also
impractical to restrict access to authoritative servers to a subset
of the Internet, since their normal operation relies on them being
able to serve a wi de audi ence; hence, the opportunities to nitigate
the scale of an attack by nodi fying authoritative server
configurations are limted. This docunent’s reconmmendations are
concerned with recursive naneservers only.

In this docunent we describe the characteristics of the attack and
recommend DNS server configurations that specifically alleviate the
probl em descri bed, while pointing to the only real solution: the

wi de-scal e depl oynent of ingress filtering to prevent use of spoofed
| P addr esses [ BCP38].

2. Docunent Ter m nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Problem Description

Because nost DNS traffic is statel ess by design, an attacker could
start a DoS attack in the follow ng way:

1. The attacker starts by configuring a record on any zone he has
access to, nornally with | arge RDATA and Tinme to Live (TTL).
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2. Taking advantage of clients on non-BCP38 networks, the attacker
then crafts a query using the source address of their target
victimand sends it to an open recursive nameserver

3. Each open recursive naneserver proceeds with the resolution
caches the record, and finally sends it to the target. After
this first | ookup, access to the authoritative nameservers is
normally no | onger necessary. The record will remain cached at
the open recursive naneserver for the duration of the TTL, even
if it’s deleted fromthe zone.

4. Ceanup of the zone m ght, depending on the inplenentation used
in the open recursive naneserver, afford a way to clean the
cached record fromthe open recursive naneserver. This would
possi bly involve queries luring the open recursive nanmeserver to
| ookup information for the same name that is being used in the
anplification.

Because the characteristics of the attack nornally involve a | ow

vol ume of packets anongst all the kinds of actors besides the victim
it’s unlikely any one of themwould notice their involvenment based on
traffic pattern changes.

Taki ng advantage of an open recursive naneserver that supports EDNSO
[ RFC2671], the anplification factor (response packet size / query
packet size) could be around 80. Wth this anplification factor, a
relatively small arny of clients and open recursive naneservers could
generate gigabits of traffic towards the victim

Wth the increasing length of authoritative DNS responses derived
from depl oynent of DNSSEC [ RFC4033] and NAPTR resource records as
used in ENUM services, authoritative servers will eventually be nore
useful as actors in this sort of anplification attack

Even if this anmplification attack is only possible due to non-

depl oynent of BCP38, it is easier to | everage because of historica
reasons. Wen the Internet was a nuch closer-knit comunity, somne
nameserver inplenentati ons were nade avail able with default
configurations that, when used for recursive nanmeservers, nade the
server accessible to all hosts on the Internet.

For years this was a conveni ent and hel pful configuration, enabling
wi der availability of services. As this docunent ains to nake
apparent, it is now nuch better to be conscious of one’'s own
naneserver services and focus the delivery of services on the

i nt ended audi ence of those services -- be they a university canpus,
an enterprise, or an | SP's custoners. The target audi ence al so

i ncl udes operators of snall networks and private server nmanagers who
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decide to operate naneservers with the aimof optimising their DNS
service, as these are nore likely to use default configurations as
shi pped by inpl emrent ors.

4. Reconmmended Configuration

In this section we describe the Best Current Practice for operating
recursive naneservers. Follow ng these reconmendati ons woul d reduce
t he chances of any given recursive naneserver being used for the
generation of an anplification attack

The generic recomendation to naneserver operators is to use the
means provided by the inplenmentation of choice to provide recursive
nane | ookup service to only the intended clients. dient

aut hori zation can usually be done in several ways:

o | P address based authorization. Use the IP source address of the
DNS queries and filter themthrough an Access Control List (ACL)
to service only the intended clients. This is easily applied if
the recursive nameserver’s service area is a reasonably fixed IP
address range that is protected agai nst external address spoofing,
usual ly the |l ocal network

0 Inconing interface based selection. Use the inconing interface
for the query as a discrimnator to select which clients are to be
served. This is of particular applicability for SOHO (Smal |
Ofice, Home Ofice) devices, such as broadband routers that
i ncl ude enbedded recursive naneservers

0 TSIG[RFC2845] or SIG0) [RFC2931] signed queries to authenticate
the clients. This is a |less error prone nethod that allows server
operators to provide service to clients who change | P address
frequently (e.g., roanming clients). The current drawback of this
method is that very few stub resol ver inplenentations support TSI G
or SIE0) signing of outgoing queries. The effective use of this
met hod inplies, in nost cases, running a |ocal instance of a
cachi ng nameserver or forwarder that will be able to TSIG sign the
queries and send themon to the recursive naneserver of choice

o For nobile users, use a |local caching naneserver running on the
nobi |l e device or use a Virtual Private Network to a trusted
server.

In naneservers that do not need to be providing recursive service,
for instance servers that are nmeant to be authoritative only, turn
recursion off conmpletely. |In general, it is a good idea to keep
recursive and authoritative services separate as nuch as practical
This, of course, depends on |ocal circunstances.
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7.

7.

1.

Even with all these recommendati ons, network operators should

consi der depl oynent of ingress filtering [BCP38] in routers to
prevent use of address spoofing as a viable course of action. In
situations where nore conplex network setups are in place, "lngress
Filtering for Multi honed Network" [BCP84] naybe a useful additional
ref erence.

By default, nanmeservers SHOULD NOT of fer recursive service to
external networks.

Security Considerations

Thi s docunent does not create any new security issues for the DNS
protocol, it deals with a weakness in inplenentations.

Depl oyment of SIG0) transaction security [RFC2931] shoul d consi der
the caveats with Sl G 0) conputational expense as it uses public key
cryptography rather than the symmetric keys used by TSI G [ RFC2845].
In addition, the identification of the appropriate keys needs sinilar
mechani sms as those for deploying TSIG or, alternatively, the use of
DNSSEC [ RFC4033] signatures (RRSIGs) over the KEY RRs if published in
DNS. This will in turn require the appropriate managenent of DNSSEC
trust anchors.
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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