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| Pv6 over Social Networks
Status of This Meno

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this neno is unlimted.

Copyright Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunent (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Abstract

There is a lack of IPv6 utilization in early 2009; this is partly
linked to the fact that the number of IPv6 nodes is rather low. This
docunent proposes to vastly increase the nunber of |IPv6 hosts by
transformng all Social Networking platforns into | Pv6 networks.

This will inmrediately add millions of IPv6 hosts to the existing | Pv6
Internet. This docunment includes sections on addressing and
transport of IPv6 over a Social Network. A working prototype has
been devel oped.
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1. Introduction

While the | Pv6 protocols are well-known for years, not every host
uses IPv6 (at least in March 2009), and nost network users are not
aware of what IPv6 is or are even afraid by I Pv6 because it is
unknown.

On the other hand, Social Networks (like Facebook, Linkedln, etc.)
are wel | -known by users and the usage of those networks is huge.

Thi s docunment describes how to | everage Social Networks in order to
make nore people aware of I Pv6 and to add several thousands of |Pv6
routers to the Internet.

2. Architecture
Wth | Pv6 over Social Network (1 PoSN)
o Every user is a router with at |east one | oopback interface;

o Every friend or connection between users will be used as a point-
to- poi nt |ink.

On social networks, users want to have nultiple friends, partners, or
relations with other users. Therefore, it can be expected that there
is a heavily nmeshed network anong these users. This will provide for
good | Pv6 connectivity because each user (I1PoSN router) will be IPv6

connected to all his/her friends (1PoSN nei ghbor routers).

Several Social Network Applications (SNAs) allow for plug-ins or for
other applications to be nashed with the social network. Those
applications can then generate | Pv6 packets on the behal f of the
users. Those packets can then be transferred hop by hop, or rather
user by user, over the mashed SNA/ I Pv6, until they reach their
destinati on.

The usual policy of an SNAis to only allow the account owner to

nmodi fy an account. Therefore, the | Pv6 processing of a packet

recei ved by an SNA account rnust be explicitly executed by the account
owner using a web action; this action will give the router CPU a
nudge to process all received | Pv6 packets. This behavior has two

i mpacts on the | Pv6 network:

1. the account owner nust explicitly 'run the CPU in order to

forward or to receive |IPv6 packets; this is an opportunity for
I POSN to detail all its operation (one goal is education)
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2. the latency between two nodes over such a network can be very
high, and tiners (especially the routing tiners; see Section 3)
wi Il have to be nodified.

A latency of several hours has an inpact on the transport protocols.
UDP SHOULD be used, and TCP SHOULD NOT be used.

2.1. Addressing

In SNA, all users have a unique nunerical identification. Assuning
that there are less than 2**64 users on the SNA, the | Pv6 gl oba
address of the router |oopback will be a /64 prefix (such as 2001:
db8: face: b00c::/64) followed by the SNA identification. As this
address is a | oopback address, the prefix length will always be /128.
As the sane /64 prefix is used for all SNA users, they will all
appear as being part of the sane /64 network

On each interface, the link-local address will be generated by
appending the SNA identification to the fe80::/64 prefix.

For exanple, here are two | POSN addresses generated for the user
620147832 (this is 0x24f6b478 i n hexadeci nal):

0o dobal: 2001: db8:face: b0Oc: : 24f 6: b478/ 128
0o Link-local: fe80::24f6: b478/ 64
2.2. Address Transl ation

Wth the choice of the exanple prefix for all global addresses, an

| Pv6-to-1Pv6 Non-Carrier Grade NAT (NCGN) nust be inplenented and
linked to at | east one 'edge’ SNA user whose account will be used to
pass (and translate) |IPv6 packets between | PoSN and the real |Pv6
Internet. The gateway and NAT functions are out of scope of the
present docunent.

3. Choice of IGP

As seen in the architecture section (Section 2, the propagati on of

| Pv6 packets only happens when a user activates the | PoSN application
linked to his/her SNA account. Therefore, propagation delays are
measured in hours or days conpared to microseconds over the Internet
fishbone. Mreover, the jitter is also very high as different users
have different habits regarding the use of SNA

| POSN SHOULD i nmpl enent Rl Png [ RFC2080], which is relatively immune to

jitter and does not rely on fl oodi ng messages to all nei ghboring
routers. OSPFv3 [ RFC5340] SHOULD NOT be used over | PoSN.
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4.

| POSN 2009

Apri

Routing protocols for Delay Tol erant Networks MAY be use for |PoSN

Wor ki ng Prototype
A wor ki ng prototype has been devel oped by the author and is freely

avai l abl e;: I Pv6 over Facebook Social Network [1Pv6over Facebook].
uses the LAMP architecture.

It
Some statistics as of March 26, 2009 (pre-standard inplenentation of
course):

o Packet rate: 160 packets per mnute

0o Nunber of nodes: 3800

0 Largest FIB: 1352

o NAT66 packet counters:
* to the Internet: 8,500

* fromthe Internet: 53,000

The extrenme val ue of the | atency nakes network operation and troubl e-

shooting quite interesting.

A high latency | CVMP echo request/reply:

2009- 02-24 10:23:01: Ping to 2001: db8: face: b00c: : 2a42: 4346
2009-02-26 21:52:24: CGot a PING reply from 2001: db8: f ace: b0Oc: : 2a42: 4346

A high latency UDP-based traceroute:

2009-02-25 13:38:05: Traceroute to 2001: db8: face: b00c: : 21ca: 5abl
2009-02-25 13:40:41: 2001: db8: face: b00c: : 28ef: 7c60, internedi ate node
2009-02-25 18:04:21: 2001: db8:face: b00c: : 312a: c8cb, internedi ate node
2009-02-26 00:55:32: 2001: db8:face: b00c: :2707: a4a0, internedi ate node
2009-02-26 00:55:33: 2001: db8:face: b00c: : 1e21: 338b, internedi ate node
2009-02-26 00:56:25: 2001: db8:face: b00c: :4c13: 9577, internedi ate node
2009-02-26 07:44:17: 2001: db8: face: b00c: :5422: 2f 57, internedi ate node
2009- 02-27 10: 16:45: 2001: db8: face: b00c: : 5422: 2f 57, internedi ate node
2009-02-27 10:16:45: 2001: db8:face: b00c: :2726: 8ed8, internedi ate node
2009-03-01 15:41:50: 2001:db8:face: b00c::21ca: 5abl, destination reached
2009-03-01 16:22:54: 2001: db8:face: b00c: : 3e22: 92b9, internedi ate node
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5. Security Considerations

As the users cannot really control what they are sending (they send
| Pv6 packets through a well-controlled web interface), there is no
threat to send spoofed packets. The only exception is at the NAT66
gat eway where packets fromthe real Internet can be received

t heref ore, NAT66 gateway MJST inpl enent anti-spoofing.

Deni al of service (packet flooding) can happen if a malicious user
uses a web tool to request a ping diagnostic every second.
Therefore, inplenentation SHOULD i nplement a rate limt on each web
page that can generate an |Pv6 packet.

Deni al of service (packet flooding) can al so happen at the NAT66
gateway fromthe real Internet. A rate limter SHOULD al so be
i npl emented at the NAT66 gat eway
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