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Abstract

Thi s docunent presents the necessary information to use the Canellia
symretric bl ock cipher in the OpenPGP protocol .
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1. Introduction

The QpenPGP protocol [RFC4880] can support many different symetric
ci phers. This docunent presents the necessary information to use the
Camel lia [ RFC3713] symmetric cipher in the OpenPGP prot ocol

2. Requirenments Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Canellia

Canellia is specified in [RFC3713]. It is a 128-bit symretric bl ock
ci pher (as are AES and Twofish in QpenPGP) that supports 128-bit,
192-bit, and 256-bit keys. This docunment defines the use of Canellia

in QpenPGP

oo o e e e e e ieaoiaao +
| Canellia Key Length | OpenPGP Synmetric-Key Al gorithm Nunber

o e e e e e e e ea oo o m e e e e m e e e e am o +
| 128 | 11

| 192 | 12 |
| 256 | 13 |
e oo o e e e e iaaoiaao- +

QpenPGP applications MAY inplenent Canellia. |f inplenented,

Canel lia may be used in any place in OpenPGP where a symmetric ci pher
is usable, and it is subject to the sane usage requirenents (such as
its presence in the Preferred Symmetric Al gorithns signature
subpacket) as the other symmetric ciphers in QuenPGP.

VWil e the OpenPGP al gorithm preferences system prevents
interoperability problens with public key encrypted nessages, if
Canellia (or any other optional cipher) is used for encrypting
private keys, there could be interoperability problens when nigrating
a private key fromone systemto another. A sinilar issue can arise
when using an optional cipher for symetrically encrypted nessages,
as this OpenPGP nessage type does not use the al gorithm preferences
system Those using optional ciphers in this manner should take care
they are using a cipher that their intended recipient can decrypt.

4. Security Considerations
At publication time, there are no known weak keys for Canellia, and

the Canellia algorithmis believed to be strong. However, as with
any technol ogy invol ving cryptography, inplenmenters should check the
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current literature, as well as the Canellia hone page at
http://info.isl.ntt.co.jp/canellia/ to determine if Canellia has been
found to be vulnerable to attack.

5. |1 ANA Consi derations

| ANA assigned three algorithmnunbers fromthe registry of OpenPGP
Symretric-Key Al gorithns that was created by [ RFC4880].
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