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Thi s docunent describes a transport independent protocol for the
managenent of trust anchors (TAs) and community identifiers stored in
a trust anchor store. The protocol nmmkes use of the Cryptographic
Message Syntax (CMS), and a digital signature is used to provide
integrity protection and data origin authentication. The protoco

can be used to manage trust anchor stores containing trust anchors
represented as Certificate, TBSCertificate, or TrustAnchorlnfo

obj ect s.
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I nt roducti on

Thi s docunent describes the Trust Anchor Managenment Protocol (TAWP).
TAMP may be used to manage the trust anchors and community
identifiers in any device that uses digital signatures; however, this
specification was witten with the requirenments of cryptographic
nmodul es in mind. For exanple, TAMP can support signed firmare
packages [ RFC4108], where the trust anchor public key can be used to
validate digital signatures on firmvare packages or validate the

X. 509 certification path [ RFC5280][ X. 509] of the firmware package

si gner.

Most TAMP nessages are digitally signed to provide integrity
protection and data origin authentication. Both signed and unsigned
TAMP nessages enpl oy the Cryptographi c Message Syntax (CWVS)

[ RFC5652]. The CMB is a data protection encapsul ation syntax that
makes use of ASN. 1 [ X 680].
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This specification does not provide for confidentiality of TAWP
messages. |f confidentiality is required, then the conmunications
environnent that is used to transfer TAMP nmessages nust provide it.
This specification is intended to satisfy the protocol -rel ated
requi renents expressed in "Trust Anchor Managenent Requirements”

[ TA- MGMT- REQS] and uses vocabul ary from that docunent.

TAMP nmessages nay be exchanged in real tinme over a network, such as
via HTTP as described in Appendix A or may be stored and transferred
usi ng other neans. TAMP exchanges consist of a request message that

i ncludes instructions for a trust anchor store and, optionally, a
correspondi ng response nessage that reports the result of carrying
out the instructions in the request. Response nessages need not be
propagated in all cases. For exanple, a GPS receiver may be unable
to transnmit a response and nay instead use an attached display to
indicate the results of processing a TAWP request.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Trust Anchors

TAWP manages trust anchors. A trust anchor contains a public key
that is used to validate digital signatures. TAMP recognizes three
formats for representing trust anchor information: Certificate

[ RFC5280], TBSCertificate [RFC5280], and TrustAnchorlnfo [ RFC5914].

Al'l trust anchors are distinguished by the public key, and all trust
anchors consist of the foll owi ng conponents:

0 A public key signature algorithmidentifier and associated public
key, which MAY include paraneters

0 A public key identifier

O her information may appear in a trust anchor, including
certification path processing controls and a human readabl e nane.

TAMP recogni zes three types of trust anchors based on functionality:
apex trust anchors, nanagenent trust anchors, and identity trust
anchors.

In addition to the information descri bed above, apex trust anchors

and nmanagenent trust anchors that sign TAVP nessages have an
associ at ed sequence nunber that is used for replay detection
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The public key is used to nane a trust anchor, and the public key
identifier is used to identify the trust anchor as a signer of a
particul ar object, such as a SignedData object or a public key
certificate. This public key identifier can be stored with the trust
anchor, or in nost public key identifier assignment nmethods, it can
be conputed fromthe public key whenever needed.

A trust anchor public key can be used in two different ways to

support digital signature validation. |In the first approach, the
trust anchor public key is used directly to validate the digita
signature. 1In the second approach, the trust anchor public key is

used to validate an X. 509 certification path, and then the subject
public key in the final certificate in the certification path is used
to validate the digital signature. When the second approach is

enpl oyed, the certified public key nay be used for things other than
digital signature validation; the other possible actions are
constrained by the key usage certificate extension

TAMP i npl enent ati ons MJUST support validation of TAMP nessages that
are directly validated using a trust anchor. Support for TAW
nmessages validated using an X 509 certificate validated using a trust
anchor, or using longer certification paths, is OPTIONAL. The CM5
provides a location to carry X. 509 certificates, and this facility
can be used to transfer certificates to aid in the construction of
the certification path.

1.2.1. Apex Trust Anchors

Wthin the context of a single trust anchor store, one trust anchor
is superior to all others. This trust anchor is referred to as the
apex trust anchor. This trust anchor represents the ultinmte
authority over the trust anchor store. Mich of this authority can be
del egated to other trust anchors.

The apex trust anchor private key is expected to be controlled by an
entity with information assurance responsibility for the trust anchor
store. The apex trust anchor is by definition unconstrained and

t heref ore does not have explicit authorization information associated
with it.

Due to the special nature of the apex trust anchor, TAMP incl udes
separate facilities to change it. |In particular, TAMP includes a
facility to securely replace the apex trust anchor. This action
nm ght be taken for one or nore of the follow ng reasons:

0 The crypto period for the apex trust anchor public/private key
pair has conme to an end
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0 The apex trust anchor private key is no |onger avail able
0 The apex trust anchor public/private key pair needs to be revoked

o0 The authority has decided to use a different digital signature
algorithmor the sane digital signature algorithmwth different
paraneters, such as a different elliptic curve

0 The authority has decided to use a different key size
o0 The authority has decided to transfer control to another authority

To accommpdat e these requirenents, the apex trust anchor MAY i ncl ude
two public keys. \Whenever the apex trust anchor is updated, both
public keys will be replaced. The first public key, called the
operational public key, is used in the sane manner as other trust
anchors. Any type of TAMP nessage, including an Apex Trust Anchor
Updat e nmessage, can be validated with the operational public key.

The second public key, called the contingency public key, can only be
used to update the apex trust anchor. The contingency private key
SHOULD be used at only one point in tine; it is used only to sign an
Apex Trust Anchor Update message that results in its own repl acenment
(as well as the replacenent of the operational public key). The
contingency public key is distributed in encrypted form \Wen the
contingency public key is used to validate an Apex Trust Anchor
Updat e nmessage, the symmetric key needed to decrypt the contingency
public key is provided as part of the signed Apex Trust Anchor Update
message that is to be verified with the contingency public key.

1.2.2. Managenent Trust Anchors

Management trust anchors are used in the nanagenent of cryptographic
nmodul es. For exanple, the TAMP nessages specified in this docunent
are validated to a managenent trust anchor. Likew se, a signed
firmvare package as specified in [RFC4108] is validated to a
managenent trust anchor.

1.2.3. ldentity Trust Anchors
Identity trust anchors are used to validate certification paths, and
they represent the trust anchor for a public key infrastructure.

They are nost often used in the validation of certificates associ ated
wi t h non- nanagenent applications.
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1.3. Architectural Elenents

TAMP does not assume any particular architecture. However, TAM
REQUI RES the followi ng architectural elenments: a cryptographic
nmodul e, a trust anchor store, TAMP protocol processing, and ot her
application-specific protocol processing.

A globally unique algorithmidentifier MJUST be assigned for each one-
way hash function, digital signature generation/validation algorithm
and symetric key unwrapping algorithmthat is inplemented. To
support CM5, an object identifier (OD) is assigned to name a one-way
hash function, and another O D is assigned to name each conbi nation
of a one-way hash function when used with a digital signature
algorithm Simlarly, certificates associate O Ds assigned to public
key algorithns with subject public keys, and certificates nmake use of
an O D that nanes both the one-way hash function and the digital
signature algorithmfor the certificate issuer digital signature.

[ RFC3279], [RFC3370], [RFC5753], and [RFC5754] provide O Ds for a
nunber of commonly used al gorithns; however, O Ds nay be defined in
later or different specifications.

1.3.1. Cryptographic Mdul e
The cryptographi c nodul e MJUST include the followi ng capabilities:

0 The cryptographi c nodul e SHOULD support the secure storage of a
digital signature private key to sign TAMP responses and either a
certificate containing the associated public key or a certificate
designator. |In the latter case, the certificate is stored
el sewhere but is available to parties that need to validate
cryptographic nodul e digital signatures. The designator is a
public key identifier

0 The cryptographi c nodul e MUST support at | east one one-way hash
function, one digital signature validation algorithm one digita
signature generation algorithm and, if contingency keys are
supported, one synmetric key unwapping algorithm |f only one
one-way hash function is present, it MJST be consistent with the
digital signature validation and digital signature generation

algorithms. |If only one digital signature validation algorithmis
present, it MJST be consistent with the apex trust anchor
operational public key. |If only one digital signature generation

algorithmis present, it MJST be consistent with the cryptographic
modul e digital signature private key. These algorithnms MJST be
avai |l abl e for processing TAMP nessages, including the content
types defined in [ RFC5652], and for validation of X 509
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1.3.2.

certification paths. As with simlar specifications, such as
RFC 5280, this specification does not nmandate support for any
cryptographic algorithns. However, algorithmrequirenments may be
i nposed by specifications that use trust anchors nanaged via TAWP

Trust Anchor Store

The trust anchor store MJST include the follow ng capabilities:

(0]

1.3.3.

Each trust anchor store MJST have a uni que nanme. For exanple, a
crypt ographi ¢ nodul e containing a single trust anchor store may be
identified by a unique serial nunber with respect to other nodul es
within the sane famly where the fanmly is represented as an ASN. 1
object identifier (OD) and the unique serial nunber is
represented as a string of octets. Oher nmeans of establishing a
uni que name are al so possible.

Each trust anchor store SHOULD have the capability to securely
store one or nore conmunity identifiers. The community identifier
is an OD, and it identifies a collection of cryptographic nodul es
that can be the target of a single TAWMP nessage or the intended
reci pients for a particul ar nanagenent nessage.

The trust anchor store SHOULD support the use of an apex trust
anchor. |If apex support is provided, the trust anchor store MJST
support the secure storage of exactly one apex trust anchor. The
trust anchor store SHOULD support the secure storage of at |east
one additional trust anchor. Each trust anchor MJST contain a

uni que public key. A public key MJUST NOT appear nore than once in
a trust anchor store.

The trust anchor store MJST have the capability to securely store
a sequence nunber for each trust anchor authorized to generate
TAMP nmessages and be able to report the sequence nunber along wth
the key identifier of the trust anchor

TAMP Processi ng Dependenci es

TAWMP processing MJST include the following capabilities:

(0]

TAMP processi ng MIST have a nmeans of |ocating an appropriate trust
anchor. Two nmechanisns are available. The first nechanismis
based on the public key identifier for digital signature
verification, and the second nechanismis based on the trust
anchor X 500 distingui shed name and other X 509 certification path
controls for certificate path discovery and validation. The first
mechani sm MUST be supported, but the second nechani sm MAY be
support ed.
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o TAMP processing MIST be able to invoke the digital signature
validation algorithmusing the public key held in secure storage
for trust anchors.

o TAMP processing MIST have read and wite access to secure storage
for sequence nunbers associated with each TAMP nessage signer as
described in Section 6.

0o TAMP processing MIST have read and wite access to secure storage
for trust anchors in order to update them Update operations
i ncl ude addi ng trust anchors, renoving trust anchors, and
nodi fying trust anchors. Application-specific constraints MJST be
securely stored with each nmanagenent trust anchor as described in
Section 1.3.4.

o TAMP processing MIST have read access to secure storage for the
community menbership list, if any, to determ ne whether a targeted
message ought to be accepted.

0 To inplenment the OPTIONAL community identifier update feature,
TAWP processi ng MUST have read and wite access to secure storage
for the community nmenbership list.

0 To generate signed confirmati on nessages, TAMP processi ng MJST be
able to invoke the digital signature generation al gorithmusing
the cryptographic nodul e digital signature private key, and it
MUST have read access to the cryptographic nodule certificate or
its designator. TAMP uses X. 509 certificates [RFC5280].

o The TAMP processi ng MJST have read access to the trust anchor
store uni que nane.

1.3.4. Application-Specific Protocol Processing

The apex trust anchor and managenent trust anchors managed with TAWP
can be used by the TAMP application. Oher nanagenent applications
MAY nmeke use of all three types of trust anchors, but non- nanagenent
applications SHOULD only nake use of identity trust anchors.
Applications MIST ensure that usage of a trust anchor is consistent
with any constraints associated with the trust anchor. For exanpl e,
if name constraints are associated with a trust anchor, certification
paths that start with the trust anchor and contain certificates with
nanes that violate the nane constraints MJST be rejected

The application-specific protocol processing MIST be provided with
the follow ng services:
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1

o The application-specific protocol processing MIUST have a neans of

| ocating an appropriate trust anchor. Two nechanisns are

avail able to applications. The first nechanismis based on the
public key identifier for digital signature verification, and the
second nechanismis based on the trust anchor X 500 distingui shed
nane and ot her X 509 certification path controls for certificate
pat h di scovery and validation

0o The application-specific protocol processing MIST be able to
i nvoke the digital signature validation algorithmusing the public
key held in secure storage for trust anchors.

o The application-specific protocol processing MIST have read access
to data associated with trust anchors to ensure that constraints
can be enforced appropriately. For exanple, an application MJST
have read access to any nanme constraints associated with a TAto
ensure that certification paths term nated by that TA do not
include certificates issued to entities outside the TA nanager-
desi gnat ed nanespace.

0 The application-specific protocol processing MIJST have read access
to secure storage for the community nmenbership list, if any, to
determ ne whether a targeted nessage ought to be accepted.

o |If the application-specific protocol requires digital signatures
on confirmation nessages or receipts, then the application-
specific protocol processing MIST be able to invoke the digita
signature generation algorithmw th the cryptographic nodul e
digital signature private key and its associated certificate or
certificate designator. Digital signature generation MJUST be
controlled in a manner that ensures that the content type of
signed confirmati on nmessages or receipts is appropriate for the
application-specific protocol processing.

o The application-specific protocol processing MIST have read access
to the trust anchor store uni que nane.

ASN. 1 Encodi ng

The CM5 uses Abstract Syntax Notation One (ASN.1) [X.680]. ASN. 1 is
a formal notation used for describing data protocols, regardl ess of

t he programm ng | anguage used by the inplenentation. Encoding rules
descri be how the values defined in ASN.1 will be represented for
transm ssion. The Basic Encoding Rules (BER) [ X 690] are the nost

wi dely enpl oyed rule set, but they offer nore than one way to
represent data structures. For exanple, definite-length encoding and
i ndefinite-length encoding are supported. This flexibility is not
desirabl e when digital signatures are used. As a result, the

Housl ey, et al. St andards Track [ Page 11]



RFC 5934 TAWP August 2010

Di sti ngui shed Encodi ng Rules (DER) [X. 690] were invented. DER is a
subset of BER that ensures a single way to represent a given val ue.
For exanpl e, DER al ways enpl oys definite-Ilength encodi ng.

Digitally signed structures MIST be encoded with DER. In other
specifications, structures that are not digitally signed do not
require DER, but in this specification, DER is REQU RED for al
structures. By always using DER, the TAMP processor will have fewer
options to inplenent.

ASN. 1 is used throughout the text of this document for illustrative
purposes. The authoritative source of ASN. 1 for the structures
defined in this docunent is Appendix A

2. Cryptographic Message Syntax Profile

TAMP makes use of signed and unsi gned nessages. The Cryptographic
Message Syntax (CMS) is used in both cases. A digital signature is
used to protect the nessage from undetected nodification and provide
data origin authentication. TAWP nakes no general provision for
encryption of content.

CM5 is used to construct a signed TAMP nmessage. The CVS Contentlnfo
content type MJST al ways be present. For signed nessages,
Content | nfo MUST encapsul ate the CM5 SignedData content type; for

unsi gned nmessages, Contentlnfo MJST encapsul ate the TAMP nessage
directly. The CM5 SignedData content type MJST encapsul ate the TAW
message. A unique content type identifier identifies the particular
type of TAMP nessage. The CMS encapsul ati on of a signed TAMP nmessage
is sunmarized by:

Contentlnfo {

content Type id-signedData, -- (1.2.840.113549.1.7.2)
cont ent Si gnedDat a

}

Si gnedDat a {
version CMsVersion, -- Always set to 3
digestAlgorithns DigestAlgorithmdentifiers, -- Only one
encapContent |l nfo Encapsul at edCont ent | nf o,
certificates CertificateSet, -- OPTIONAL signer certificates
crls CertificateRevocationLists, -- OPTI ONAL
si gner |l nfos SET OF Signerlinfo -- Only one

}
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Signerinfo {
version CMsBVersion, -- Always set to 3
sid Si gnerldentifier,
di gest Al gorithm Di gest Al gorithm dentifier,
signedAttrs Si gnedAttri but es,

-- REQUIRED i n TAVP nessages
signatureAl gorithm SignatureAl gorithmdentifier
signature Si gnat ur eVal ue,
unsi gnedAttrs Unsi gnedAttributes -- OPTIONAL; may only be
} -- present in Apex Trust
-- Anchor Update nessages

Encapsul at edContent I nfo {
eContent Type OBJECT | DENTI FIER, -- Nanmes TAMP nessage type
eCont ent OCTET STRI NG -- Contai ns TAMP nessage

}

When a TAMP nessage is used to update the apex trust anchor, this
same structure is used; however, the digital signature will be
validated with either the apex trust anchor operational public key or
the contingency public key. \When the contingency public key is used,
the synmetric key needed to decrypt the previously stored contingency
public key is provided as a contingency-public-key-decrypt-key
unsigned attribute. Section 4.5 of this docunent describes the Apex
Trust Anchor Update nessage.

CM5 is also used to construct an unsi gned TAMP nessage. The CMS
Contentlnfo structure MIUST al ways be present, and it MJST be the

out ernost | ayer of encapsulation. A unique content type identifier
identifies the particular TAMP nessage. The CM5 encapsul ation of an
unsi gned TAMP nessage i s sumari zed by:

Contentlnfo {
content Type OBJECT | DENTI FI ER, -- Nanes TAMP nessage type
cont ent OCTET STRI NG -- Contai ns TAMP nessage

}

2.1. Contentlnfo

CM5 requires the outernopst encapsul ation to be Contentlnfo [ RFC5652].
The fields of ContentInfo are used as foll ows:

0 contentType indicates the type of the associated content, and for
TAMP, the encapsul ated type is either SignedbData or the content
type identifier associated with an unsi gned TAMP nessage. Wen
the id-signedData (1.2.840.113549.1.7.2) object identifier is
present in this field, then a signed TAWP nmessage is in the
content. Oherw se, an unsigned TAMP nessage is in the content.
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(o]

2. 2.

content holds the content, and for TAMP, the content is either a
Si gnedDat a content or an unsi gned TAMP nessage.

Si gnedData Info

The SignedData content type [RFC5652] contains the signed TAW
message and a digital signature value; the SignedData content type
MAY al so contain the certificates needed to validate the digita
signature. The fields of SignedData are used as follows:

(o]

version is the syntax version nunber, and for TAMP, the version
number MJST be set to 3.

digestAlgorithns is a collection of one-way hash function
identifiers, and for TAWP, it contains a single one-way hash
function identifier. The one-way hash function enployed by the
TAMP nmessage originator in generating the digital signature MJST
be present.

encapContentinfo is the signed content, consisting of a content
type identifier and the content itself. The use of the
Encapsul at edContentInfo type is discussed further in

Section 2.2.2.

certificates is an OPTIONAL collection of certificates. It MAY be
omitted, or it MAY include the X 509 certificates needed to
construct the certification path of the TAWMP nessage ori gi nator
For TAMP nessages sent to a trust anchor store where an apex trust
anchor or managenent trust anchor is used directly to validate the
TAMP nessage digital signature, this field SHOULD be onmitted

When an apex trust anchor or nmanagenent trust anchor is used to
validate an X. 509 certification path [ RFC5280], and the subject
public key fromthe final certificate in the certification path is
used to validate the TAWP nessage digital signature, the
certificate of the TAMP nmessage origi nator SHOULD be incl uded, and
additional certificates to support certification path construction
MAY be included. For TAMP nessages sent by a trust anchor store,
this field SHOULD i nclude only the signer’'s certificate or should
be omitted. A TAMP nessage recipient MIST NOT reject a valid TAW
nmessage that contains certificates that are not needed to validate
the digital signature. PKCS#6 extended certificates [ PKCS#6] and
attribute certificates (either version 1 or version 2) [RFC5755]
MJUST NOT be included in the set of certificates; these certificate
formats are not used in TAMP. Certification authority (CA)
certificates and end entity certificates MUST conformto the
profiles defined in [ RFC5280] .
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2.
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crls is an OPTIONAL coll ection of certificate revocation lists
(CRLS).

signerinfos is a collection of per-signer information, and for
TAMP, the collection MIST contain exactly one Signerlinfo. The use
of the Signerinfo type is discussed further in Section 2.2.1.

Signerinfo

The TAMP nessage originator is represented in the Signerlnfo type.
The fields of Signerlnfo are used as foll ows:

(o]

version is the syntax version nunber. Wth TAMP, the version MJST
be set to 3.

sid identifies the TAMP nmessage originator’s public key. The
subj ectKeyldentifier alternative is always used with TAMP, which
identifies the public key directly. Wen the public key is
included in a Trust Anchorlinfo object, this identifier is included
in the keyld field. Wen the public key is included in a
Certificate or TBSCertificate, this identifier is included in the
subj ect Keyldentifier certificate extension

digestAlgorithmidentifies the one-way hash function, and any
associ ated paraneters, used by the TAMP nessage originator. It
MJUST contain the one-way hash functions enpl oyed by the
originator. This nessage digest algorithmidentifier MJIST match
the one carried in the digestAlgorithns field in SignedData. The
message digest algorithmidentifier is carried in two places to
facilitate stream processing by the receiver

signedAttrs is an OPTIONAL set of attributes that are signed al ong
with the content. The signedAttrs are OPTIONAL in the CM5, but
signedAttrs is REQU RED for all signed TAMP nessages. The SET OF
Attribute MIST be encoded with the Distingui shed Encodi ng Rul es
(DER) [X.690]. Section 2.2.3 of this docunment lists the signed
attributes that MUST be included in the collection. O her signed
attributes MAY be included, but any unrecogni zed signed attributes
MUST be i gnor ed.

signatureAlgorithmidentifies the digital signature algorithm and
any associ ated paraneters, used by the TAWP nessage originator to
generate the digital signature.

signature is the digital signature value generated by the TAW
nmessage ori gi nator.
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2

0 unsignedAttrs is an OPTIONAL set of attributes that are not
signed. For TAMP, this field is usually onmitted. It is present
only in Apex Trust Anchor Update nmessages that are to be validated
usi ng the apex trust anchor contingency public key. |In this case,
the SET OF Attribute MJIST include the synmetric key needed to
decrypt the contingency public key in the contingency-public-key-
decrypt-key unsigned attribute. Section 2.2.4 of this docunent
describes this unsigned attribute.

. 2. Encapsul at edCont ent | nf o

The Encapsul atedContentlnfo structure contains the TAMP nessage. The
fields of Encapsul atedContentlnfo are used as foll ows:

0 eContentType is an object identifier that uniquely specifies the
content type, and for TAMP, the value identifies the TAMP nessage.
The list of TAWMP message content types is provided in Section 4.

o0 eContent is the TAMP nessage, encoded as an octet string. In
general, the CM5 does not require the eContent to be DER-encoded
before constructing the octet string. However, TAMP nessages MJST
be DER- encoded.

.3. Signed Attributes

The TAWMP nessage originator MJST digitally sign a collection of
attributes along with the TAMP nessage. Each attribute in the
col l ection MIST be DER-encoded. The syntax for attributes is defined
in [ RFC5912].

Each of the attributes used with this CMs profile has a single
attribute value. Even though the syntax is defined as a SET OF
AttributeVal ue, there MUST be exactly one instance of AttributeVal ue
present.

The SignedAttributes syntax within Signerinfo is defined as a SET OF
Attribute. The SignedAttributes MJST include only one instance of
any particular attribute. TAMP nessages that violate this rule MJST
be rejected as nal f or med.

The TAWMP nessage origi nator MJST include the content-type and
message-di gest attributes. The TAMP nessage origi nator NMAY al so
i ncl ude the binary-signing-tinme attribute.
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The TAWMP nessage origi nator MAY include any other attribute that it
deens appropriate. The intent is to allow additional signed
attributes to be included if a future need is identified. This does
not cause an interoperability concern because unrecogni zed si gned
attributes MJIST be ignored.

The following summari zes the signed attribute requirenents for TAW
nessages:

0 content-type MJIST be supported.
0 nessage-di gest MJST be supported.

0 binary-signing-tinme MAY be supported. Wen present, it is
generally ignored by the recipient.

0 other attributes MAY be supported. Unrecognized attributes MJST
be ignored by the recipient.

2.2.3.1. Content-Type Attribute

The TAMP nessage originator MIJST include a content-type attribute; it
is an object identifier that uniquely specifies the content type.
Section 11.1 of [RFC5652] defines the content-type attribute. For
TAMP, the value identifies the TAMP nessage. The list of TAW
message content types and their identifiers is provided in Section 4.

A content-type attribute MJST contain the same object identifier as
the content type contained in the Encapsul at edCont ent | nf o.

2.2.3.2. Message-Digest Attribute

The TAMP nessage originator MJST include a nessage-di gest attribute,
having as its value the output of a one-way hash function conputed on
the TAWMP nessage that is being signed. Section 11.2 of [RFC5652]
defines the nessage-digest attribute.

2.2.3.3. Binary-Signing-Time Attribute

The TAMP nessage origi nator MAY include a binary-signing-tine
attribute, specifying the time at which the digital signature was
applied to the TAWP nessage. The binary-signing-tine attribute is
defined in [ RFC4049].

No processing of the binary-signing-tinme attribute is REQJ RED of a
TAMP message recipient; however, the binary-signing-tinme attribute
MAY be included by the TAMP nessage originator as a form of nessage
identifier.

Housl ey, et al. St andards Track [ Page 17]



RFC 5934 TAWP August 2010

2.2.4. Unsigned Attributes

For TAMP, unsigned attributes are usually onmtted. An unsigned
attribute is present only in Apex Trust Anchor Update nmessages that
are to be validated by the apex trust anchor contingency public key.
In this case, the symmetric key to decrypt the previous contingency
public key is provided in the contingency-public-key-decrypt-key
unsigned attribute. This attribute MJUST be supported, and it is
described in Section 2.2.4.1.

The TAWMP nessage origi nator SHOULD NOT i ncl ude ot her unsigned
attributes, and any unrecogni zed unsigned attributes MJST be ignored.

The UnsignedAttributes syntax within Signerinfo is defined as a SET
OF Attribute. The UnsignedAttributes MJST include only one instance
of any particular attribute. TAMP nessages that violate this rule
MUST be rejected as nal f or ned.

2.2.4.1. Contingency-Public-Key-Decrypt-Key Attribute

The conti ngency-public-key-decrypt-key attribute provides the

pl ai ntext symretric key needed to decrypt the previously distributed
apex trust anchor contingency public key. The symmetric key MJIST be
useable with the symmetric algorithmused to previously encrypt the
contingency public key.

The conti ngency-public-key-decrypt-key attribute has the foll ow ng
synt ax:

conti ngency- public-key-decrypt-key ATTRIBUTE :: = {
W TH SYNTAX Pl ai nt ext Symrmetri cKey
SI NGLE VALUE TRUE
I D id-aa- TAMP-conti ngencyPubl i cKeyDecrypt Key }

i d- aa- TAMP-cont i ngencyPubl i cKeyDecr ypt Key
OBJECT IDENTIFIER ::= { id-attributes 63 }

Pl ai nt ext Syrmetri cKey :: = OCTET STRI NG
3. Trust Anchor Formats
TAMP recogni zes three formats for representing trust anchor
information within the protocol itself: Certificate [ RFC5280],
TBSCertificate [ RFC5280], and TrustAnchorlnfo [RFC5914]. The

Trust Anchor Choi ce structure, defined in [RFC5914], is used to sel ect
one of these options.
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Tr ust Anchor Choice ::= CHO CE {

certificate Certificate,

t bsCert [1] EXPLICIT TBSCertificate
tal nfo [2] EXPLICIT TrustAnchorlnfo }

The Certificate structure is commonly used to represent trust

anchors. Certificates include a signature, which renoves the ability
for relying parties to customize the information within the structure
itself. TBSCertificate contains all of the information of the
Certificate structure except for the signature, enabling tailoring of
the information. TrustAnchorinfo is intended to serve as a

m ni mal i st representation of trust anchor information for scenarios
where storage or bandwi dth is highly constrai ned.

| mpl enentati ons are not required to support all three options. The
unsupport edTrust Anchor Format error code shoul d be indi cated when
generating a TAMPError due to receipt of an unsupported trust anchor
fornat .

4. Trust Anchor Managenent Protocol Messages

TAMP makes use of signed and unsi gned nmessages. The CM5 is used in
both cases. An object identifier is assigned to each TAMP nessage
type, and this object identifier is used as a content type in the
CcvVs

TAMP specifies el even nessage types. The follow ng provides the
content type identifier for each TAMP nessage type, and it indicates
whet her a digital signature is required. |If the follow ng indicates
that the TAMP nessage MJST be signed, then inplenentati ons MJST
reject a nmessage of that type that is not signed.

o The TAWP Status Query nessage MJST be signed. It uses the
followi ng object identifier: { id-tanp 1 }.

0 The TAMP Status Response nessage SHOULD be signed. |t uses the
followi ng object identifier: { id-tanmp 2 }.

0 The Trust Anchor Update nessage MJST be signed. It uses the
followi ng object identifier: { id-tanp 3 }.

0 The Trust Anchor Update Confirm nessage SHOULD be signed. It uses
the following object identifier: { id-tanp 4 }.

0 The Apex Trust Anchor Update nmessage MJUST be signed. It uses the
followi ng object identifier: { id-tanp 5 }.
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0 The Apex Trust Anchor Update Confirm nessage SHOULD be signed. It
uses the followi ng object identifier: { id-tamp 6 }.

0 The Community Update message MJUST be signed. It uses the
followi ng object identifier: { id-tanp 7 }.

0 The Community Update Confirm nessage SHOULD be signed. It uses
the following object identifier: { id-tanp 8 }.

0 The Sequence Number Adjust MJST be signed. It uses the follow ng
object identifier: { id-tanp 10 }.

0 The Sequence Nunber Adjust Confirm nessage SHOULD be signed. It
uses the following object identifier: { id-tanp 11 }.

o0 The TAWMP Error message SHOULD be signed. It uses the follow ng
object identifier: { id-tamp 9 }.

Trust anchor managers generate TAMP Status Query, Trust Anchor
Updat e, Apex Trust Anchor Update, Comunity Update, and Sequence
Number Adjust nessages. Trust anchor stores generate TAMP Status
Response, Trust Anchor Update Confirm Apex Trust Anchor Update
Confirm Comunity Update Confirm Sequence Nunber Adjust Confirm
and TAMP Error nessages.

Support for Trust Anchor Update nessages is REQUI RED. Support for
all other nessage formats is RECOMMENDED. | npl enmentations that
support the HITP bi ndi ng described in Appendi x C MJUST additionally
support Trust Anchor Update Confirm and TAMP Error nessages and MAY
support 0 or nore of the followi ng pairs of nessages: TAMP Status
Query and TAWP Status Query Response; Apex Trust Anchor Update and
Apex Trust Anchor Update Confirm Comunity Update and Comunity
Update Confirny Sequence Number Adjust and Sequence Number Adj ust

Confirm Inplenmentations that operate in a di sconnected manner MJST
NOT assune a response will be received fromeach consumer of a TAWP
nessage.

A typical interaction between a trust anchor nanager and a trust
anchor store will follow the nmessage flow shown in Figure 1. Figure
1 does not illustrate a fl ow where an error occurs.
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Figure 1. Typical TAWP Message Fl ow

Each TAWP query and update nessage i ncludes an indication of the type
of response that is desired. The response can either be terse or
verbose. Al trust anchor stores MJST support both the terse and

ver bose responses and SHOULD generate a response of the type
indicated in the correspondi ng request. TAMP response processors
MUST support processing of both terse and verbose responses.

Trust anchor stores SHOULD be able to process and properly act upon
the valid payload of the TAWP Status Query nessage, the Trust Anchor
Updat e nmessage, the Apex Trust Anchor Update nessage, and the
Sequence Number Adjust message. TAMP inpl enentations MAY al so
process and act upon the valid payl oad of the Comunity Update
nessage.

TAMP i npl enent ati ons SHOULD support generation of the TAWP Status
Response nessage, the Trust Anchor Update Confirm nessage, the Apex
Trust Anchor Update Confirm nessage, the Sequence Number Adj ust
Confirm nessage, and the TAMP Error message. |If a TAW

i npl enent ati on supports the Comunity Update nessage, then generation
of Community Update Confirm nmessages SHOULD al so be supported.

4.1. TAW Status Query

The TAWP Status Query nessage is used to request information about
the trust anchors that are currently installed in a trust anchor
store, and for the list of comunities to which the store bel ongs.
The TAWP Status Query nessage MJST be signed. For the query nessage
to be valid, the trust anchor store MJST be an intended recipient of
the query; the sequence number checking described in Section 6 MJST
be successful when the TAMP nessage signer is a trust anchor; and the
digital signature MJST be validated by the apex trust anchor

Housl ey, et al. St andards Track [ Page 21]



RFC 5934 TAWP August 2010

operational public key, an authorized nanagenent trust anchor, or via
an aut horized X 509 certification path originating with such a trust
anchor.

If the digital signature on the TAWMP Status Query nessage is valid,
sequence nunber checking is successful, the signer is authorized, and
the trust anchor store is an intended recipient of the TAMP nessage,
then a TAMP Status Response nessage SHOULD be returned. |f a TAW

St at us Response nessage is not returned, then a TAMP Error nessage
SHOULD be returned.

The TAWP Status Query content type has the foll owi ng syntax:
CONTENT- TYPE ::= TYPE-IDENTI FI ER

tanp-status-query CONTENT-TYPE ::=
{ TAMPSt at usQuery | DENTI FI ED BY i d-ct- TAMP- st at usQuery }

i d-ct-TAMP-statusQuery OBJECT IDENTIFIER ::= { id-tanp 1}

TAMPSt at usQuery :: = SEQUENCE {
Version [0] TAMPVersion DEFAULT v2,
terse [1] TerseOrVerbose DEFAULT verbose,
query TAMPMsgRef }

TAMPVersion ::= I NTECER { v1(1), v2(2) }
TerseOr Verbose ::= ENUMERATED { terse(l), verbose(2) }
TAVMPMsgRef ::= SEQUENCE {

target Targetldentifier,
seqNum SeqNunber }

SeqNumber ::= I NTEGER (0..9223372036854775807)

Targetldentifier ::= CHO CE {
hwivbdul es [1] Hardwar eMbdul el denti fi erlLi st,
communities [2] CommunityldentifierlList,
al | Modul es [3] NULL,
uri [4] I A5String,
ot her Name [5] Another Name }

Har dwar eMbdul el dentifierList ::= SEQUENCE S| ZE (1..MAX) OF
Har dwar eMbdul es
Har dwar eMbdul es :: = SEQUENCE ({
hwType OBJECT | DENTI Fl ER,

hwSeri al Entries SEQUENCE S| ZE (1..MAX) OF HardwareSerial Entry }
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Har dwar eSeri al Entry ::= CHO CE {
al | NULL,
single OCTET STRI NG
bl ock  SEQUENCE {
| ow OCTET STRI NG
hi gh OCTET STRING } }

Communi tyldentifierList ::= SEQUENCE SI ZE (0.. MAX) OF Conmunity
Community ::= OBJECT | DENTI FI ER
The fields of TAMPStatusQuery are used as foll ows:

o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

0 terse indicates the type of response that is desired. A terse
response is indicated by a value of 1, and a verbose response is
i ndi cated by a value of 2, which is onmtted during encoding since
it is the default val ue.

0 query contains two itens: the target and the seqNum target
identifies the target(s) of the query nessage. segNumis a
singl e-use value that will be used to natch the TAMP Status Query
message with the TAMP Status Response nessage. The sequence
nunber is also used to detect TAMP nessage replay. The sequence
nunber processing described in Section 6 MJIST successfully
conpl ete before a response is returned.

The fields of TAMPMsgRef are used as foll ows:

o target identifies the target(s) of the query. Severa
alternatives for nanming a target are provided. To identify a
cryptographi ¢ nodul e, a conbination of a cryptographic type and
serial nunber are used. The cryptographic type is represented as
an ASN. 1 object identifier, and the unique serial nunber is
represented as a string of octets. To facilitate conpact
representation of serial nunbers, a contiguous block can be
specified by the | owest included serial nunmber and the highest
i ncluded serial nunber. \When present, the high and | ow octet
strings MJUST have the sanme |ength. The
Har dwar eMbdul el denti fi erLi st sequence MJUST NOT contain duplicate
hwType val ues, so that each nenber of the sequence nanes all of
the cryptographic nodules of this type. Cbject identifiers are
al so used to identify comunities of trust anchor stores. A
sequence of these object identifiers is used if nore than one
community is the target of the message. A trust anchor store is
considered a target if it is a nmenber of any of the listed
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communities. An explicit NULL value is used to identify al
nodul es that consider the signer of the TAMP nessage to be an

aut hori zed source for that nessage type. The uri field can be
used to identify a target, i.e., a trust anchor store, using a
Uni form Resource ldentifier [RFC3986]. Additional nanme types are
supported via the otherNane field, which is of type AnotherNane.
Anot herNane is defined in [RFC5280]. The fornmat and senantics of
the nane are indicated through the OBJECT IDENTIFIER in the type-
id field. The name itself is conveyed as a value field in

ot her Nane. | npl enentati ons MJUST support the all Mddul es option and
SHOULD support all Targetldentifier options.

0 segNum contains a single-use value that will be used to natch the
TAMP Status Query nmessage with the successful TAMP Status Response
message. The sequence nunber processing described in Section 6
MUST successfully conplete before a response is returned.

To determ ne whether a particular cryptographic nodul e serial nunber
is considered part of a specified block, all of the foll ow ng

condi tions MUST be net. First, the cryptographic nodul e seri al
nunber MUST be the same length as both the high and | ow octet
strings. Second, the cryptographic nmodul e serial nunber MJST be
greater than or equal to the low octet string. Third, the
cryptographi ¢ nodul e serial nunber MJST be | ess than or equal to the
hi gh octet string.

One octet string is equal to another if they are of the sane |length
and are the sane at each octet position. An octet string, S1, is
greater than another, S2, where S1 and S2 have the sanme length, if
and only if S1 and S2 have different octets in one or nore positions,
and in the first such position, the octet in Sl is greater than that
in S2, considering the octets as unsigned binary nunbers. Note that
these octet string conparison definitions are consistent with those
in clause 6 of [X 690].

4.2. TAMP Status Query Response

The TAWMP Status Response nmessage is a reply by a trust anchor store
to a valid TAMP Status Query nessage. The TAMP Status Response
nmessage provides information about the trust anchors that are
currently installed in the trust anchor store and the Iist of
conmunities to which the trust anchor store belongs, if any. The
TAMP St atus Response nessage MAY be signed or unsigned. A TAW

St at us Response nessage MJST be signed if the inplenentation is
capabl e of signing it.
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The TAWMP Status Response content type has the follow ng syntax:

tanp- st at us-response CONTENT-TYPE ::=
{ TAMPSt at usResponse | DENTI FI ED BY i d- ct - TAMP- st at usResponse }

i d-ct-TAMP-st at usResponse OBJECT IDENTIFIER ::= { id-tanp 2 }

TAMPSt at usResponse :: = SEQUENCE {
versi on [0] TAMPVersion DEFAULT v2,
query TAMPMsgRef
response StatusResponse,
usesApex BOOLEAN DEFAULT TRUE }

St at usResponse ::= CHO CE {

t er seResponse [0] TerseStatusResponse,

ver boseResponse [1] VerboseStat usResponse }
Ter seSt at usResponse :: = SEQUENCE {

t aKeyl ds Keyl dentifiers,

communities Communi tyl dentifierList OPTIONAL }
Keyldentifiers ::= SEQUENCE SI ZE (1.. MAX) OF Keyldentifier
Ver boseSt at usResponse :: = SEQUENCE ({

talnfo Trust Anchor Choi celi st ,

conti nPubKeyDecrypt Alg [0] Al gorithm dentifier OPTI ONAL,

conmmunities [1] ComunityldentifierList OPTI ONAL,

t anpSegNunber s [ 2] TAMPSequenceNunbers OPTI ONAL }
Trust Anchor Choi ceLi st ::= SEQUENCE SI ZE (1..MAX) OF

Trust Anchor Choi ce

TAMPSequenceNunbers ::= SEQUENCE S| ZE (1..MAX) OF TAMPSequenceNunber
TAMPSequenceNunber ::= SEQUENCE ({

keyld Keyl dentifier,

segNunber SegNunber }
The fields of TAMPSt at usResponse are used as foll ows:

o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

0 query identifies the TAMPStatusQuery to which the trust anchor
store is responding. The query structure repeats the TAMPMsgRef
fromthe TAWP Status Query nessage (see Section 4.1). The
sequence nunber processing described in Section 6 MJST
successfully conpl ete before any response is returned.
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0 response contains either a terse response or a verbose response.
The terse response is represented by TerseStatusResponse, and the
verbose response is represented by VerboseSt at usResponse.

0 usesApex is a Boolean value that indicates whether the first item
in the TerseStatusResponse. taKeylds or
Ver boseSt at usResponse.talnfo field identifies the apex TA

The fields of TerseStatusResponse are used as follows:

0 taKeylds contains a sequence of key identifiers. Each trust
anchor contained in the trust anchor store is represented by one
key identifier. When TAMPSt at usResponse. usesApex is TRUE, the
apex trust anchor is represented by the first key identifier in
t he sequence, which contains the key identifier of the operationa
public key.

0 comunities is OPTIONAL. Wen present, it contains a sequence of
object identifiers. Each object identifier nanes one community to
whi ch this trust anchor store belongs. Wen the trust anchor
store belongs to no conmmunities, this field is omtted.

The fields of VerboseStatusResponse are used as foll ows:

o talnfo contains a sequence of TrustAnchorChoice structures. One
entry in the sequence is provided for each trust anchor contained
in the trust anchor store. Wen TAMPSt at usResponse. usesApex i s
TRUE, the apex trust anchor is the first trust anchor in the
sequence.

0 continPubKeyDecryptAlg is OPTIONAL. Wen present, it indicates
the decryption algorithmneeded to decrypt the currently installed
apex trust anchor contingency public key, if a contingency key is
associ ated with the apex trust anchor. \When present,

TAMPSt at usResponse. usesApex MJST be TRUE

0 comunities is OPTIONAL. Wien present, it contains a sequence of
object identifiers. Each object identifier nanes one community to
whi ch this trust anchor store belongs. Wen the trust anchor
store belongs to no conmunities, this field is omtted.

o tanpSeqNunbers is OPTIONAL. When present, it is used to indicate
the currently held sequence nunber for each trust anchor
aut horized to sign TAMP nessages. The keyld field identifies the
trust anchor, and the seqNunber field provides the current
sequence number associated with the trust anchor.
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4.3. Trust Anchor Update

The Trust Anchor Update nessage is used to add, renove, and change
managenent and identity trust anchors. The Trust Anchor Update
message cannot be used to update the apex trust anchor. The Trust
Anchor Update nessage MJST be signed. For a Trust Anchor Update
message to be valid, the trust anchor store MJUST be an intended
reci pi ent of the update; the sequence number checking described in
Section 6 MJST be successful when the TAMP nessage signer is a trust
anchor; and the digital signature MJST be validated using the apex
trust anchor operational public key, an authorized managenent trust
anchor, or via an authorized X 509 certification path originating
with such a trust anchor.

If the digital signature on the Trust Anchor Update nessage is valid,
sequence nunmber checking is successful, the signer is authorized, and
the trust anchor store is an intended recipient of the TAMP nessage,
then the trust anchor store MJUST performthe specified updates and
return a Trust Anchor Update Confirm nessage. |f a Trust Anchor
Update Confirm nmessage is not returned, then a TAMP Error nessage
SHOULD be returned.

The Trust Anchor Update content type has the foll owi ng syntax:

t anp- updat e CONTENT-TYPE ::=
{ TAMPUpdat e | DENTI FI ED BY i d-ct- TAMP-update }

i d-ct-TAMP-update OBJECT IDENTIFIER ::= { id-tanp 3}

TAMPUpdat e :: = SEQUENCE {
version [0] TAMPVersion DEFAULT v2,
terse [1] TerseO Verbose DEFAULT verbose,
nms gRef TAVPMsgRef ,
updates SEQUENCE Sl ZE (1..MAX) OF Trust Anchor Updat e,
tanpSeqNunber s [ 2] TAMPSequenceNunbers OPTI ONAL }

Trust Anchor Update ::= CHO CE {
add [1] Trust Anchor Choi ce,
renove [2] SubjectPublicKeyl nfo,
change [3] EXPLIC T Trust Anchor Changel nf oChoi ce }

Tr ust Anchor Changel nf oChoi ce ::= CHO CE {
tbsCert Change [0] TBSCertifi cat eChangel nfo,
t aChange [1] Trust Anchor Changel nfo }
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TBSCertificateChangelnfo ::= SEQUENCE {

seri al Nurber CertificateSerial Number OPTI ONAL

signature [0] Algorithm dentifier OPTI ONAL,

i ssuer [1] Name OPTI ONAL,

validity [2] Validity OPTI ONAL,

subj ect [ 3] Nane OPTI ONAL,

subj ect Publ i cKeyl nfo [4] Subject Publ i cKeyl nf o,

exts [5] EXPLICIT Extensions OPTI ONAL }
Trust Anchor Changel nfo ::= SEQUENCE ({

pubKey Subj ect Publ i cKeyl nf o,

keyld Keyl denti fier OPTI ONAL,

taTitle Trust Anchor Ti t1 e OPTI ONAL,

certPath Cert Pat hControl s OPTI ONAL,

exts [1] Extensions OPTI ONAL }

The fields of TAMPUpdate are used as fol |l ows:

o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

0 terse indicates the type of response that is desired. A terse
response is indicated by a value of 1, and a verbose response is
i ndi cated by a value of 2, which is omtted during encoding since
it is the default val ue.

o msgRef contains two itens: the target and the seqNum target
identifies the target(s) of the update nessage. The
Targetldentifier syntax is described in Section 4.1. segNumis a
singl e-use value that will be used to natch the Trust Anchor
Updat e nmessage with the Trust Anchor Update Confirm nessage. The
sequence nunber is also used to detect TAMP nessage replay. The
sequence nunmber processing described in Section 6 MJST
successfully conpl ete before any of the updates are processed.

0 updates contains a sequence of updates, which are used to add,
renove, and change nmanagenent or identity trust anchors. Each
entry in the sequence represents one of these actions, and is
i ndi cated by an instance of TrustAnchorUpdate. The actions are a
batch of updates that MJST be processed in the order that they
appear, but each of the updates is processed i ndependently. Each
of the updates MJST satisfy the subordination checks described in
Section 7. Even if one or nore of the updates fail, then the
remai ni ng updates MJST be processed. These updates MJST NOT neke
any changes to the apex trust anchor.
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t anpSeqNunbers MAY be included to provide the initial or new
sequence nunbers for trust anchors added or changed by the updates
field. E enents included in the tanpSeqNunbers field that do not
correspond to an elenent in the updates field are ignored.

El ements included in the tanmpSeqNunbers field that do correspond
to an elenent in the updates field and contain a sequence nunber

| ess than or equal to the nobst recently stored sequence nunber for
the trust anchor are ignored. El enents included in the
tanmpSeqNunbers field that do correspond to an elenment in the
updates field and contain a sequence number greater than the nost
recently stored sequence nunber for the indicated trust anchor are
processed by setting the stored sequence nunber for the trust
anchor equal to the new val ue.

The Trust Anchor Update is a choice of three structures, and each
alternative represents one of the three possible actions: add,

renove, and change. A description of the syntax associated with each
of these actions foll ows:

(o]

add is used to insert a new nmanagenent or identity trust anchor
into the trust anchor store. The Trust Anchor Choi ce structure is
used to provide the trusted public key and all of the information
associated with it. However, the action MIST fail with the error
code not Aut horized if the subordinati on checks described in
Section 7 are not satisfied. See Section 3 for a discussion of

t he Trust Anchor Choi ce structure. The apex trust anchor cannot be
i ntroduced into a trust anchor store using this action; therefore,
t he i d- pe-w appedApexConti nKey MJST NOT be present in the
extensions field. The constraints of the existing trust anchors
are unchanged by this action. An attenpt to add a nanagenent or
identity trust anchor that is already in place with the same

val ues for every field in the Trust Anchor Choi ce structure MJST be
treated as a successful addition. An attenpt to add a nmanagenent
or identity trust anchor that is already present with the sane
pubKey val ues, but with different values for any of the fields in
t he Trust Anchor Choi ce structure, MJST fail with the error code

i mproper TAAddi tion. This neans a trust anchor nmay not be added
twi ce using different TrustAnchorChoice options. |If a different
format is desired, the existing trust anchor nust be renoved and
the new format added

renove is used to delete an existing nanagenent or identity trust
anchor fromthe trust anchor store, including the deletion of the
managenment trust anchor associated with the TAMP nmessage signer.
However, the action MJST fail with the error code notAuthorized if
t he subordi nati on checks described in Section 7 are not satisfied.
The public key contained in SubjectPublicKeylnfo names the
managenent or identity trust anchor to be deleted. An attenpt to
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del ete a trust anchor that is not present MJST be treated as a
successful deletion. The constraints of the deleted trust anchor
are not distributed to other trust anchors in any nmanner. The
apex trust anchor cannot be renoved using this action, which
ensures that this action cannot place the trust anchor store in an
unrecover abl e configuration

change is used to update the infornmation associated with an

exi sting managenent or identity trust anchor in the trust anchor
store. Attenpts to change a trust anchor added as a Certificate
MUST fail with the error code inproper TAChange. The public key
contai ned in the SubjectPublicKeylnfo field of

Trust Anchor Changel nfo or in the subjectPublicKeylnfo field of a
TBSCertifi cat eChangel nfo nanes the to-be-updated trust anchor
However, the action MJST fail with the error code notAuthorized if
t he subordi nati on checks described in Section 7 are not satisfied.
An attenpt to change a trust anchor that is not present MJST
result in a failure with the trustAnchor Not Found status code. The
Trust Anchor Changel nfo structure or the TBSCerti fi cat eChangel nfo
structure is used to provide the revised configuration of the
managenment or identity trust anchor. |[If the update fails for any
reason, then the original trust anchor configuration MJST be
preserved. The apex trust anchor information cannot be changed
using this action. Attenpts to change a trust anchor added as a
TBSCertificate using a Trust Anchor Changelnfo MUST fail with an

i mproper TAChange error. Attenpts to change a trust anchor added
as a Trust Anchorlnfo using a TBSCertificateChangel nfo MJST f ai

wi th an i nproper TAChange error.

The fields of TrustAnchorChangelnfo are used as foll ows:

(o]

pubKey contains the algorithmidentifier and the public key of the
managenment or identity trust anchor. It is used to locate the
t o- be-updated trust anchor in the trust anchor store.

keyld is OPTIONAL, and when present, it contains the public key

identifier of the trust anchor public key, which is contained in
the pubKey field. |If this field is not present, then the public
key identifier remains unchanged. |If this field is present, the
provi ded public key identifier replaces the previous one.

taTitle is OPTIONAL, and when present, it provides a human
readabl e nane for the managenent or identity trust anchor. Wen
absent in a change trust anchor update, any title that was
previously associated with the trust anchor is renoved.

Simlarly, when present in a change trust anchor update, the title
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in the nessage is associated with the trust anchor. |f a previous
title was associated with the trust anchor, then the title is
replaced. |If a title was not previously associated with the trust

anchor, then the title fromthe update nessage i s added.

0 certPath is OPTIONAL, and when present, it provides the controls
needed to construct and validate an X 509 certification path.
When absent in a change trust anchor update, any controls that
were previously associated with the nanagenment or identity trust
anchor are renoved, which neans that del egation is no |onger
permtted. Simlarly, when present in a change trust anchor
update, the controls in the nessage are associated with the
managenent or identity trust anchor. |If previous controls,
i ncludi ng the trust anchor distinguished nane, were associated
with the trust anchor, then the controls are replaced, which nmeans
that del egation continues to be supported, but that different
certification paths will be valid. |If controls were not
previously associated with the nmanagenent or identity trust
anchor, then the controls fromthe update nessage are added, which
enabl es del egation. The syntax and senantics of CertPathControls
are discussed in [ RFC5914].

0 exts is OPTIONAL, and when present, it provides the extensions
val ues that are associated with the trust anchor. Wen absent in
a change trust anchor update, any extensions that were previously
associated with the trust anchor are renoved. Similarly, when
present in a change trust anchor update, the extensions in the
nmessage are associated with the trust anchor. Any extensions
previously associated with the trust anchor are replaced or
removed.

The fields of TBSCertificateChangelnfo are used to alter the fields
within a TBSCertificate structure. TBSCertificate is described in

[ RFC5280]. For all fields except exts, if the field is absent in a
change trust anchor update, then any previous value associated with a
trust anchor is unchanged. For the exts field, if the field is
absent in a change trust anchor update, then any previous val ue
associated with a trust anchor is renoved. For all fields, if the
field is present in a change trust anchor update, then any previous
val ue associated with a trust anchor is replaced with the value from
t he updat e nessage.

4.3.1. Trust Anchor List
[ RFC5914] defines the TrustAnchorlist structure to convey a list of
trust anchors. TAMP inpl enmentations MAY process Trust Anchor Li st

objects (with eContent Type (or contentType) using the id-ct-
trust AnchorList O D defined in [RFC5914]) as equival ent to TAWVPUpdat e
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objects with terse set to terse, nsgRef set to allMdules (with a

sui tabl e sequence nunber), and all elenents within the list contained
within the add field. This alternative to Trust AnchorUpdate is
provided for inplenentations that performintegrity and authorization
checks out-of-band as a sinple nmeans of transferring trust anchors
fromone trust anchor store to another. |t does not provide a neans
of renoving or changing trust anchors and has no HTTP bi ndi ng.

4. 4. Trust Anchor Update Confirm

The Trust Anchor Update Confirm nessage is a reply by a trust anchor
store to a valid Trust Anchor Update nessage. The Trust Anchor
Updat e Confirm nessage provi des success and failure information for
each of the requested updates. The Trust Anchor Update Confirm
nmessage MAY be signed or unsigned. A Trust Anchor Update Confirm
message MJST be signed if the inplenmentation is capable of

signing it.

The Trust Anchor Update Confirm content type has the foll ow ng
synt ax:

t anp- updat e- confi rm CONTENT-TYPE ::=
{ TAMPUpdat eConfirm | DENTI FI ED BY i d-ct - TAMP- updat eConfirm }

i d-ct-TAMP-updat eConfirm OBJECT IDENTIFIER ::= { id-tanp 4 }

TAMPUpdat eConfirm :: = SEQUENCE {
version [0] TAMPVersion DEFAULT v2,
updat e TAMPMsgRef
confirm UpdateConfirm}

Updat eConfirm ::= CHO CE {
terseConfirm [0] TerseUpdat eConfirm
verboseConfirm [1] VerboseUpdateConfirm}

Ter seUpdat eConfirm :: = StatusCodeli st
St at usCodeli st ::= SEQUENCE S| ZE (1..MAX) OF StatusCode
Ver boseUpdat eConfirm :: = SEQUENCE {
st at us St at usCodeli st ,
talnfo Trust Anchor Choi celi st ,
tanpSegNunbers TAMPSequenceNunbers OPTI ONAL,
usesApex BOOLEAN DEFAULT TRUE }
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The fields of TAMPUpdat eConfirm are used as foll ows:

0o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

0 update identifies the TAMPUpdate nessage to which the trust anchor
store is responding. The update structure repeats the TAMPMsgRef
fromthe Trust Anchor Update nessage (see Section 4.3). The
sequence nunmber processing described in Section 6 MJST
successfully conpl ete before any of the updates are processed.

o confirmcontains either a terse update confirmation or a verbose
update confirmation. The terse update confirmation is represented
by TerseUpdateConfirm and the verbose response is represented by
Ver boseUpdat eConf i rm

The TerseUpdateConfirm contains a sequence of status codes, one for
each Trust AnchorUpdate structure in the Trust Anchor Update nessage.
The status codes MJST appear in the same order as the

Trust Anchor Update structures to which they apply, and the nunber of
elements in the status code |list MJST be the sane as the nunber of
elements in the trust anchor update list. Each of the status codes
is discussed in Section 5.

The fields of VerboseUpdateConfirmare used as foll ows:

0 status contains a sequence of status codes, one for each
Trust Anchor Update structure in the Trust Anchor Update nessage.
The status codes appear in the same order as the Trust Anchor Updat e
structures to which they apply, and the nunber of elenents in the
status code list MJUST be the same as the nunber of elenents in the
trust anchor update list. Each of the status codes is discussed
in Section 5.

o talnfo contains a sequence of TrustAnchorChoice structures. One
entry in the sequence is provided for each trust anchor contained
in the trust anchor store. These represent the state of the trust
anchors after the updates have been processed. When usesApex is
true, the apex trust anchor is the first trust anchor in the
sequence.

o tanpSeqNunbers is used to indicate the currently held sequence
nunber for each trust anchor authorized to sign TAMP nessages.
The keyld field identifies the trust anchor, and the segNumber
field provides the current sequence nunber associated with the
trust anchor.
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0 usesApex is a Boolean value that indicates whether the first item
in the talnfo field identifies the apex TA

4.5. Apex Trust Anchor Update

The Apex Trust Anchor Update nessage replaces the operational public
key and, optionally, the contingency public key associated with the
apex trust anchor. Each trust anchor store has exactly one apex
trust anchor. No constraints are associated with the apex trust
anchor. The public key identifier of the operational public key is
used to identify the apex trust anchor in subsequent TAMP nessages.
The digital signature on the Apex Trust Anchor Update nessage is
validated with either the current operational public key or the
current contingency public key. For the Apex Trust Anchor Update
nmessage that is validated with the operational public key to be
valid, the trust anchor store MJST be a target of the update, the
sequence nunmber MJIST be |arger than the nost recently stored sequence
nunber for the operational public key, and the digital signature MJST
be validated directly with the operational public key. That is, no
del egation via a certification path is permitted. For the Apex Trust
Anchor Update nessage that is validated with the contingency public
key to be valid, the trust anchor store MJST be a target of the
update, the provided decryption key MJST properly decrypt the
contingency public key, and the digital signature MJST be vali dated
directly with the decrypted contingency public key. Again, no

del egation via a certification path is permtted.

If the Apex Trust Anchor Update nmessage is validated using the
operational public key, then sequence nunber processing is handl ed
normal Iy, as described in Section 6. |If the Apex Trust Anchor Update
message i s validated using the contingency public key, then the
TAVPMsgRef sequence nunber MJST contain a zero value. A sequence
nunber for subsequent messages that will be validated with the new
operational public key can optionally be provided. |If no value is
provi ded, then the trust anchor store MIJST be prepared to accept any
sequence nunber in the next TAMP nessage validated with the newy
installed apex trust anchor operational public key. |f the Apex
Trust Anchor Update nessage is valid and the cl earTrust Anchors fl ag
is set to TRUE, then all of the managenment and identity trust anchors
stored in the trust anchor store MJST be deleted. That is, the new
apex trust anchor MJST be the only trust anchor remaining in the
trust anchor store. |If the Apex Trust Anchor Update nessage is valid
and the clearCommunities flag is set to TRUE, then all community
identifiers stored in the trust anchor store MJST be del et ed.

The SignedData structure includes a Signerinfo.sid value, and it

identifies the apex trust anchor public key that will be used to
validate the digital signature on this TAMP nessage. The public key
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identifier for the operational public key is known in advance, and it
is stored as part of the apex trust anchor. The public key
identifier for the contingency public key is not known in advance;
however, the presence of the unsigned attribute containing the
symretric key needed to decrypt the contingency public key

unanbi guously indicates that the TAMP nessage signer used the
contingency private key to sign the Apex Trust Anchor Update nessage.

If the digital signature on the Apex Trust Anchor Update nessage is
valid using either the apex trust anchor operational public key or
the apex trust anchor contingency public key, sequence nunber
checking is successful, and the trust anchor store is an intended
reci pient of the TAMP nessage, then the trust anchor store MJST
update the apex trust anchor and return an Apex Trust Anchor Update
Confirm message. |If an Apex Trust Anchor Update Confirm nmessage is
not returned, then a TAWP Error nmessage SHOULD be returned. Note
that the sequence nunmber MJST be zero if the Apex Trust Anchor Update
message is validated with the apex trust anchor contingency public
key.

The Apex Trust Anchor Update content type has the follow ng syntax:

t anp- apex- updat e CONTENT-TYPE ::=
{ TAMPApexUpdat e | DENTI FI ED BY i d-ct- TAMP- apexUpdat e }

i d-ct-TAMP- apexUpdate OBJECT IDENTIFIER ::= { id-tanp 5 }
TAMPApexUpdat e :: = SEQUENCE {
version [0] TAMPVersi on DEFAULT v2,
terse [1] TerseOrVerbose DEFAULT ver bose,
nsgRef TAMPMsgRef

cl ear Trust Anchors BOOLEAN
cl ear Communi ti es BOOLEAN
segNumnber SegNumber OPTI ONAL,
apexTA Tr ust Anchor Choi ce }

The fields of TAMPApexUpdate are used as foll ows:

0o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJIST be used.

0 terse indicates the type of response that is desired. A terse
response is indicated by a value of 1, and a verbose response is
i ndi cated by a value of 2, which is onmtted during encoding since
it is the default val ue.

o nmsgRef contains two itens: the target and the seqNum target
identifies the target(s) of the Apex Trust Anchor Update nessage.
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The Targetldentifier syntax as described in Section 4.1 is used.
segNumis a single-use value that will be used to match the Apex
Trust Anchor Update nmessage with the Apex Trust Anchor Update
Confirm nmessage. The sequence nunber is also used to detect TAWP
message replay if the message is validated with the apex trust
anchor operational public key. The sequence nunber processing
described in Section 6 MJST successfully conplete before any
action is taken. However, seqNum MJST contain a zero value if the
nessage is validated with the apex trust anchor contingency

public key.

0o clearTrustAnchors is a Boolean. |If the value is set to TRUE, then
all of the managenent and identity trust anchors stored in the
trust anchor store MJUST be deleted, |leaving the newy installed
apex trust anchor as the only trust anchor in the trust anchor
store. |If the value is set to FALSE, the other trust anchors MJST
NOT be changed.

0 clearComunities is a Boolean. |If the value is set to TRUE, then
all of the comunity identifiers stored in the trust anchor store
MUST be del eted, |eaving none. |If the value is set to FALSE, the
list of conmunity identifiers MJST NOT be changed.

0 segNunber is OPTIONAL, and when present, it provides the initia
sequence nunber for the apex trust anchor. |f segNunber is
absent, the trust anchor store is prepared to accept any sequence
nunmber value for the apex trust anchor operational public key.

0 apexTA provides the information for the replacenent apex trust
anchor. The Trust Anchor Choi ce structure is used to provide the
trusted public key and all of the information associated with it.
The pubKey, keyld, taTitle, certPath, and exts fields apply to the
operational public key of the apex trust anchor. The
ApexTrust Anchorlnfo certificate extensi on MAY appear as an
extension. Section 9 describes the WappedApexConti ngencyKey
certificate extension.

Apex Trust Anchor Update Confirm

The Apex Trust Anchor Update Confirm nessage is a reply by a trust
anchor store to a valid Apex Trust Anchor Update message. The Apex
Trust Anchor Update Confirm nessage provides success or failure
informati on for the apex trust anchor update. The Apex Trust Anchor
Updat e Confirm nessage MAY be signed or unsigned. An Apex Trust
Anchor Update Confirm nessage MJUST be signed if the trust anchor
store is capable of signing it.
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The Apex Trust Anchor Update Confirm content type has the follow ng

S

ynt ax:

t anp- apex- updat e- confi rm CONTENT-TYPE ::=
{ TAMPApexUpdat eConfirm | DENTI FI ED BY
i d-ct- TAMP- apexUpdat eConfirm }

i d-ct-TAMP- apexUpdat eConfirm OBJECT IDENTIFIER ::={ id-tanp 6 }

TAMPApexUpdat eConfirm :: = SEQUENCE {
version [0] TAMPVersi on DEFAULT v2,
apexRepl ace TAMPMsgRef,
apexConfirm ApexUpdateConfirm}

ApexUpdat eConfirm ::= CHO CE {
t er seApexConfirm [0] TerseApexUpdateConfirm
ver boseApexConfirm [1] VerboseApexUpdateConfirm}

Ter seApexUpdat eConfirm::= StatusCode
Ver boseApexUpdat eConfirm :: = SEQUENCE {
stat us St at usCode,
tal nfo Tr ust Anchor Choi celi st ,
conmunities [0] CommunityldentifierList OPTI ONAL,
t anpSeqgNunber s [1] TAMPSequenceNunbers OPTI ONAL }

The fields of TAMPApexUpdat eConfirm are used as foll ows:

(0]

Hous

version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

apexRepl ace identifies the Apex Trust Anchor Update nessage to
whi ch the trust anchor store is responding. The apexRepl ace
structure repeats the TAMPMsgRef fromthe begi nning of the Apex
Trust Anchor Update nessage (see Section 4.5). Wen the Apex
Trust Anchor Update nessage is validated with the operati onal
public key, the sequence nunber processing described in Section 6
MUST successfully conplete before an Apex Trust Anchor Update
Confirm nmessage is generated. Wen the Apex Trust Anchor Update
message is validated with the contingency public key, nornal
sequence number processing is ignored, but the segNum MJUST be
zero.

apexConfirm contains either a terse update confirmation or a
verbose update confirmation. The terse update confirmation is
represented by TerseApexUpdateConfirm and the verbose response is
represented by VerboseApexUpdateConfirm
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The Ter seApexUpdat eConfirm contains a single status code, indicating
the success or failure of the apex trust anchor update. If the apex
trust anchor update failed, then the status code provides the reason
for the failure. Each of the status codes is discussed in Section 5.

The fields of VerboseApexUpdateConfirmare used as foll ows:

0 status contains a single status code, indicating the success or
failure of the apex trust anchor update. |If the apex trust anchor
update failed, then the status code provides the reason for the
failure. Each of the status codes is discussed in Section 5.

o talnfo contains a sequence of TrustAnchorChoice structures. One
entry in the sequence is provided for each trust anchor contained
in the trust anchor store. These represent the state of the trust
anchors after the apex trust anchor update has been processed.

See [ RFC5914] for a description of the TrustAnchorlnfo structure.
The apex trust anchor is the first trust anchor in the sequence.

o0 comunities is OPTIONAL. \When present, it contains a sequence of
object identifiers. Each object identifier nanes one community to
whi ch this trust anchor store belongs. Wen the trust anchor
store belongs to no conmunities, this field is omtted.

o tanpSeqNunbers is used to indicate the currently held sequence
nunber for each trust anchor authorized to sign TAMP nessages.
The keyld field identifies the trust anchor, and the segNunber
field provides the current sequence nunber associated with the
trust anchor.

Communi ty Update

The trust anchor store maintains a list of identifiers for the
communities of which it is a nmenber. The Community Update nessage
can be used to renopve or add community identifiers fromthis list.
The Conmunity Update nessage MUST be signed. For the Conmunity
Updat e nessage to be valid, the trust anchor store MJST be a target
of the update; the sequence nunber checking described in Section 6
MUST be successful when the TAMP nessage signer is a trust anchor
and the digital signature MJST be validated by the apex trust anchor
operational public key, an authorized nanagenment trust anchor, or via
an authorized X. 509 certification path originating with such a trust
anchor.

If the trust anchor store supports the Comunity Update nessage, the
digital signature on the Comunity Update nessage is valid, sequence
nunber checking is successful, the signer is authorized, and the

trust anchor store is an intended recipient of the TAMP nessage, then
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the trust anchor store MJUST neke the specified updates and return a
Community Update Confirm nessage. |If a Community Update Confirm
nmessage is not returned, then a TAMP Error nessage SHOULD be
returned.

The Conmunity Update nessage contains a batch of updates, and all of
t he updates MJST be accepted for the trust anchor store to return a
successful Community Update Confirm nmessage. The renove updates, if
present, MJST be processed before the add updates. Were renove is
present with an enpty list, all community identifiers MJIST be
renoved. This approach prevents comunity identifiers that are

i ntended to be nutually exclusive frombeing installed by a
successful addition and a failed renpval. Were add is present, at
| east one conmunity identifier MJST appear in the list.

The Conmunity Update content type has the follow ng syntax:

t anp- conmuni ty- updat e CONTENT-TYPE ::=
{ TAMPCommuni t yUpdat e | DENTI FI ED BY i d-ct - TAMP- conmuni t yUpdate }

i d-ct-TAMP-communi tyUpdate OBJECT IDENTIFIER ::= { id-tanp 7 }

TAMPConmruni t yUpdat e :: = SEQUENCE {
version [0] TAMPVersion DEFAULT v2,
terse [1] TerseOrVerbose DEFAULT verbose
nms gRef TAVPMsgRef ,
updates CommunityUpdates }

Conmmuni t yUpdat es :: = SEQUENCE ({
renove [1] CommunityldentifierList OPTI ONAL,
add [2] CommunityldentifierList OPTIONAL }

-- At |east one MJST be present
The fields of TAMPCommunityUpdate are used as foll ows:

o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

0 terse indicates the type of response that is desired. A terse
response is indicated by a value of 1, and a verbose response is
i ndi cated by a value of 2, which is omtted during encodi ng since
it is the default val ue.

o msgRef contains two itens: the target and the seqNum target
identifies the target(s) of the update nessage. The
Targetldentifier syntax as described in Section 4.1 is used.
segNumis a single-use value that will be used to match the
Community Update nessage with the Conmunity Update Confirm
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message. The sequence nunber is also used to detect TAMP nessage
replay. The sequence nunber processing described in Section 6
MUST successfully conplete before any of the updates are

pr ocessed.

0 updates contains a sequence of conmmunity identifiers to be renoved
and a sequence of conmmunity identifiers to be added. These are
represented by the ConmmunityUpdates structure.

The ConmunityUpdates is a sequence of two OPTI ONAL sequences, but at
| east one of these sequences MJST be present. The first sequence
contains comunity identifiers to be renoved, and if there are none,
it is absent. \Were renove is present with an enpty list, al
comunity identifiers MIST be renoved. The second sequence contains
community identifiers to be added, and if there are none, it is
absent. The renpve updates, if present, MJST be processed before the
add updates. An error is generated if any of the requested renpval s
or additions cannot be acconplished. However, requests to renove
community identifiers that are not present are treated as successfu
renoval s. Likewi se, requests to add community identifiers that are
al ready present are treated as successful additions. |If an error is
generated, the trust anchor store community |ist MJST NOT be changed.

A description of the syntax associated with each of these actions
fol | ows:

0 renove is used to renove one, nultiple, or all community
identifiers fromthe trust anchor store

0 add is used to insert one or nore new community identifiers into
the trust anchor store.

Communi ty Update Confirm

The Conmunity Update Confirm nessage is a reply by a trust anchor
store to a valid Comunity Update nessage. The Comunity Update
Confirm nessage provi des success or failure information for the
requested updates. Success is returned only if the whole batch of
updates is successfully processed. |If any of the requested updates
cannot be perfornmed, then a failure is indicated, and the set of
community identifiers stored in the trust anchor store is unchanged.
The Conmunity Update Confirm nessage MAY be signed or unsigned. A
Communi ty Update Confirm nessage MJUST be signed if the trust anchor
store is capable of signing it.
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The Conmunity Update Confirm content type has the follow ng syntax:

t anp- communi t y- updat e- confi rm CONTENT-TYPE ::=
{ TAMPConmuni t yUpdat eConfi rm | DENTI FI ED BY
i d-ct- TAMP- communi t yUpdat eConfirm }

i d-ct-TAMP-conmuni t yUpdat eConfirm OBJECT | DENTI FIER :: =
{ id-tanmp 8 }

TAMPContruni t yUpdat eConfirm :: = SEQUENCE {
version [0] TAMPVersi on DEFAULT v2,
updat e TAMPMsgRef

comrConfirm CommunityConfirm}

Conmuni tyConfirm::= CHO CE {
terseCommConfirm [0] TerseComunityConfirm
ver boseCommConfirm [1] VerboseComunityConfirm}

Ter seCommuni tyConfirm :: = StatusCode

Ver boseConmuni t yConfirm :: = SEQUENCE {
st at us St at usCode,
communities CommunityldentifierList OPTIONAL }

The fields of TAMPConmuni t yUpdat eConfirm are used as foll ows:

o0 version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

0 update identifies the Community Update nessage to which the trust
anchor store is responding. The update structure repeats the
TAMPMsgRef fromthe Conmunity Update nessage (see Section 4.7).
The sequence nunber processing described in Section 6 MJST
successfully conpl ete before any of the updates are processed.

0o comConfirmcontains either a terse community update confirmation
or a verbose community update confirmation. The terse response is
represented by TerseComunityConfirm and the verbose response is
represented by VerboseConmmunityConfirm

The TerseConmunityConfirm contains a single status code, indicating
the success or failure of the Conmmunity Update nessage processing.
If the community update failed, then the status code indicates the
reason for the failure. Each of the status codes is discussed in
Section 5.
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The fields of VerboseComunityConfirmare used as foll ows:

0 status contains a single status code, indicating the success or
failure of the Community Update nessage processing. |If the
community update failed, then the status code indicates the reason
for the failure. Each of the status codes is discussed in
Section 5.

0 comunities is OPTIONAL. \When present, it contains the sequence
of comunity identifiers present in the trust anchor store after
the update is processed. When the trust anchor store belongs to
no comunities, this field is omtted.

Sequence Nunmber Adj ust

The trust anchor store maintains the current sequence nunber for the
apex trust anchor and each managenent trust anchor authorized for
TAMP nessages. Sequence nunber processing is discussed in Section 6.
The Sequence Nunber Adjust nessage can be used to provide the nost
recently used sequence nunber to one or nore targets, thereby
reduci ng the possibility of replay. The Sequence Nunber Adj ust
message MJST be signed. For the Sequence Nunmber Adjust nessage to be
valid, the trust anchor store MJST be an intended recipient of the
Sequence Number Adjust nessage, the sequence nunber MJST be equal to
or larger than the nost recently stored sequence nunber for the
originating trust anchor, and the digital signature MJST be validated
by the apex trust anchor operational public key or an authorized
management trust anchor.

If the digital signature on the Sequence Nunber Adjust nessage is
valid, the sequence nunber is equal to or |arger than the nost
recently stored sequence nunber for the originating trust anchor, the
signer is authorized, and the trust anchor store is an intended

reci pient of the TAMP nmessage, then the trust anchor store MJST
updat e the sequence nunber associated with the originating trust
anchor and return a Sequence Nunber Adjust Confirm nessage. |If a
Sequence Number Adjust Confirm nmessage is not returned, then a TAWP
Error message SHOULD be returned.

The Sequence Nunber Adjust nessage contains an adjustnent for the
sequence nunber of the TAMP nessage signer

sley, et al. St andards Track [ Page 42]



RFC 5934 TAWP August 2010

4,

The Sequence Nunber Adjust content type has the foll owi ng syntax:

t anp- sequence- nunber - adj ust CONTENT- TYPE :: =
{ SequenceNumnber Adj ust | DENTI FI ED BY i d- ct - TAMP- seqNunAdj ust }

i d- ct - TAMP- seqNumAdj ust OBJECT IDENTIFIER ::= { id-tanp 10 }

SequenceNunber Adj ust :: = SEQUENCE {
Version [0] TAMPVersion DEFAULT v2,
msgRef TAMPMsgRef }

The fields of SequenceNunber Adjust are used as foll ows:

o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

o nmsgRef contains two itens: the target and the seqNum target
identifies the target(s) of the sequence nunmber adjust nessage.
The Targetldentifier syntax as described in Section 4.1 is used.
The al | Modul es target is expected to be used for Sequence Numnber
Adj ust nmessages. segNum MJST be equal to or larger than the nost
recently stored sequence nunber for this TAMP nessage signer, and
the value will be used to match the Sequence Nunber Adjust message
with the Sequence Number Adjust Confirm nmessage. The sequence
nunber processing described in Section 6 applies, except that the
sequence nunmber in a Sequence Nunber Adjust nessage is acceptable
if it matches the nost recently stored sequence nunber for this
TAMP nmessage signer. |f sequence nunber checking conpl etes
successfully, then the sequence nunber is adjusted; otherw se, it
remai ns unchanged.

10. Sequence Nunber Adjust Confirm

The Sequence Nunber Adjust Confirm nmessage is a reply by a trust
anchor store to a valid Sequence Nunber Adjust nessage. The Sequence
Number Adjust Confirm nessage provides success or failure
information. Success is returned only if the sequence nunber for the
trust anchor that signed the Sequence Nunber Adjust nessage
originator is adjusted. |If the sequence nunber cannot be adjusted,
then a failure is indicated, and the sequence nunber stored in the
trust anchor store is unchanged. The Sequence Nunmber Adjust Confirm
message MAY be signed or unsigned. A Sequence Nunber Adjust Confirm
message MJST be signed if the trust anchor store is capabl e of
signing it.
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4.

The Sequence Nunber Adjust Confirmcontent type has the foll ow ng
synt ax:

t anp- sequence- nunber - adj ust -confi rm CONTENT- TYPE :: =
{ SequenceNunber Adj ust Confirm | DENTI FI ED BY
i d-ct- TAMP- segNunmAdj ust Confirm}

i d-ct- TAMP- segNumAdj ust Confirm OBJECT | DENTI FIER :: =
{ id-tanp 11 }

SequenceNunber Adj ust Confirm :: = SEQUENCE ({
version [0] TAMPVersion DEFAULT v2,
adj ust TAMPMsgRef
st at us St at usCode }

The fields of SequenceNunber Adj ust Confirm are used as foll ows:

o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

o adjust identifies the Sequence Nunber Adjust nessage to which the
trust anchor store is responding. The adjust structure repeats
the TAWMPMsgRef fromthe Sequence Nunmber Adjust nessage (see
Section 4.9). The sequence nunber processing described in
Section 6 MJST successfully conplete to adjust the sequence nunber
associ ated with the Sequence Nunber Adjust nessage origi nator.

0 status contains a single status code, indicating the success or
failure of the Sequence Nunber Adjust message processing. |f the
adjustnent failed, then the status code indicates the reason for
the failure. Each of the status codes is discussed in Section 5.

11. TAMP Error

The TAWP Error nessage is a reply by a trust anchor store to any
invalid TAWP nessage. The TAMP Error nessage provides an indication
of the reason for the error. The TAMP Error nmessage MAY be signed or
unsi gned. A TAMP Error nessage MJST be signed if the trust anchor
store is capable of signing it. For the request types defined in
this specification, TAMP Error nmessages MJST NOT be used to indicate
a request message was successfully processed. Each TAWP Error
nmessage identifies the type of TAMP nessage that caused the error

In cases where the TAWP nessage type cannot be determ ned, errors MAY
be returned via other means, such as at the protocol level, via an
attached di splay, etc.
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The TAWP Error nessage content type has the follow ng syntax:

tanp-error CONTENT-TYPE ::=
{ TAMPError |DENTIFIED BY id-ct-TAMP-error }

id-ct-TAMP-error OBJECT IDENTIFIER ::= { id-tanp 9 }

TAMPError ::= SEQUENCE {
version [0] TAMPVersion DEFAULT v2,
nmsgType OBJECT | DENTI FI ER,
st at us St at usCode,
nsgRef TAMPMsgRef OPTI ONAL }

The fields of TAMPError are used as foll ows:

o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

o megType indicates the content type of the TAMP nessage that caused
the error.

0 status contains a status code that indicates the reason for the
error. Each of the status codes is discussed in Section 5.

o msegRef is OPTIONAL, but whenever possible it SHOULD be present.
It identifies the TAMP nessage that caused the error. It repeats
the target and seqgNum fromthe TAMP nessage that caused the error
(see Sections 4.1, 4.3, 4.5, 4.7, and 4.9).

5. Status Codes

The Trust Anchor Update Confirm the Apex Trust Anchor Update
Confirm the Community Update Confirm the Sequence Nunber Adj ust
Confirm and the TAMP Error nessages include status codes. The
syntax for the status codes is:

St at usCode :: = ENUMERATED {
success (0),
decodeFail ure (1),
badCont ent | nf o (2),
badSi gnedDat a (3),
badEncapCont ent (4),
badCertificate (5),
badSi gner | nfo (6),
badSi gnedAttrs (7),
badUnsi gnedAttrs (8),
m ssi ngCont ent (9),
noTr ust Anchor (10),
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The various val ues of StatusCode are used as foll ows:

(o]

Housl ey, et al.

not Aut hori zed

badDi gest Al gorit hm
badSi gnat ur eAl gori t hm
unsupport edkeySi ze
unsupport edParaneters
si gnatureFailure

i nsuf ficient©Mnory
unsupport edTAMPMsgTYype
apexTAMPAnchor

i mpr oper TAAddi ti on
segNunfai |l ure

cont i ngencyPubl i ckeyDecr ypt
i ncorrect Tar get
communi t yUpdat eFai | ed
t rust Anchor Not Found
unsupport edTAAl gorit hm
unsupport edTAKeySi ze

unsupport edCont i nPubKeyDecr ypt Al g

m ssi ngSi gnat ure

resour cesBusy

ver si onNunber M smat ch

m ssi ngPol i cySet
revokedCertificate
unsupport edTr ust Anchor For mat
i mpr oper TAChange

mal f or med

cnsError
unsupportedTargetldentifier
ot her

success is used to indicate that an update,

(11)’
(12),
(13),
(14),
(15),
(16)!
(17)’
(18),
(19),
(20),
(21),
(22)!
(23),
(24),
(25),
(26),
(27),
(28)!
(29),
(30),
(31),
(32),
(33),
(34)!
(35),
(36),
(37),
(38),

(127) }

or adjust was processed successfully.

August 2010

portion of an update,

decodeFai lure is used to indicate that the trust anchor store was

unabl e to successfully decode the provi ded nessage.
content type and the provided content do not match.

The specified

badContentinfo is used to indicate that the Contentinfo syntax is
invalid or that the content Type carried within the Contentlnfo is

unknown or unsupport ed.

badSi gnedData is used to indicate that the SignedData syntax is

invalid, the version is unknown or unsupported,

entry is present in digestAl gorithns.

St andards Track
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0 badEncapContent is used to indicate that the
Encapsul atedContentInfo syntax is invalid. This error can be
generated due to problens |ocated in SignedData.

0 badCertificate is used to indicate that the syntax for one or nore
certificates in CertificateSet is invalid.

0 badSignerinfo is used to indicate that the Signerinfo syntax is
invalid, or the version is unknown or unsupported.

0 badSignedAttrs is used to indicate that the signedAttrs syntax
within Signerinfo is invalid.

0 badUnsignedAttrs is used to indicate that the unsignedAttrs syntax
within Signerinfo is invalid.

0 mssingContent is used to indicate that the OPTIONAL eContent is
m ssing in Encapsul atedContentlinfo, which is REQURED in this
specification. This error can be generated due to problens
| ocated in SignedDat a.

0 noTrustAnchor is used to indicate one of two possible error

situations. |In one case, the subjectKeyldentifier does not
identify the public key of a trust anchor or a certification path
that terminates with an installed trust anchor. In the other

case, the issuerAndSerial Nunber is used to identify the TAW
nmessage signer, which is prohibited by this specification

0 notAuthorized is used to indicate one of two possible error
situations. |In one case, the sid within Signerinfo |leads to an
installed trust anchor, but that trust anchor is not an authorized
signer for the received TAMP nessage content type. ldentity trust
anchors are not authorized signers for any of the TAMP nessage
content types. |In the other case, the signer of a Trust Anchor
Updat e nmessage is not authorized to manage the to-be-updated trust
anchor as determned by a failure of the subordi nation processing
in Section 7.

0 badDigestAlgorithmis used to indicate that the digestAlgorithmin
either Signerlnfo or SignedData is unknown or unsupported.

0 badSignatureAlgorithmis used to indicate that the
signatureAl gorithmin Signerlnfo is unknown or unsupport ed.

0 unsupportedKeySize is used to indicate that the signatureAl gorithm
in Signerinfo is known and supported, but the TAMP nessage digita
signature could not be validated because an unsupported key size
was enpl oyed by the signer
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0 unsupportedParaneters is used to indicate that the
signatureAl gorithmin Signerlinfo is known, but the TAMP nessage
digital signature could not be validated because unsupported
paraneters were enpl oyed by the signer.

0 signatureFailure is used to indicate that the signatureAl gorithm
in Signerinfo is known and supported, but the digital signature in
the signature field within Signerinfo could not be validated.

o insufficientMenory indicates that the update could not be
processed because the trust anchor store did not have sufficient
menory to store the resulting trust anchor configuration or
community identifier.

0 unsupportedTAMPMsgType indicates that the TAMP nessage coul d not
be processed because the trust anchor store does not support the
provi ded TAMP nessage type. This code will be used if the
i d-ct-TAMP-conmmuni t yUpdate content type is provided and the trust
anchor store does not support the Conmunity Update nessage. This
status code will also be used if the content Type value within
eContent Type is not one that is defined in this specification

0 apexTAMPAnchor indicates that the update could not be processed
because the Trust Anchor Update nessage tried to renove the apex
trust anchor.

0 inproperTAAddition indicates that a trust anchor update is trying
to add a new trust anchor that may already exist, but some
attributes of the to-be-added trust anchor are being nodified in
an inproper nanner. The desired trust anchor configuration nmay be
attainable with a change operation instead of an add operation.

0 segNunfailure indicates that the TAWP nessage coul d not be
processed because the processing of the sequence nunber, which is
described in Section 6, resulted in an error.

0 contingencyPublicKeyDecrypt indicates that the update could not be
processed because an error occurred while decrypting the
conti ngency public key.

0 incorrectTarget indicates that the query, update, or adjust
message coul d not be processed because the trust anchor store is
not the intended recipient.

0 communityUpdateFail ed indicates that the conmunity update

requested the addition of a community identifier or the renoval of
a conmunity identifier, but the request could not be honored.
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0 trustAnchorNot Found indicates that a change to a trust anchor was
requested, but the referenced trust anchor is not represented in
the trust anchor store.

0 unsupportedTAAl gorithmindicates that an update nessage woul d
result in the trust anchor with a public key associated with a
digital signature validation algorithmthat is not inplenented.
In addition, this status code is used if the algorithmis
supported, but the paranmeters associated with the algorithmare
not supported.

0 unsupportedTAKeySi ze indicates that the trust anchor woul d include
a public key of a size that is not supported.

0 unsupportedConti nPubKeyDecrypt Al g i ndicates that the decryption
al gorithm for the apex trust anchor contingency public key is not
support ed.

0 mssingSignature indicates that an unsi gned TAMP nessage was
recei ved, but the received TAMP nessage type MJST be signed.

0 resourcesBusy indicates that the resources necessary to process
the TAWMP nessage are not available at the present tinme, but the
resources night be available at sone point in the future.

o versionNunberM smatch i ndicates that the version nunber in a
recei ved TAMP nessage i s not acceptable.

o mssingPolicySet indicates that the policyFl ags associated with a
trust anchor are set in a fashion that requires the policySet to
be present, but the policySet is m ssing.

o revokedCertificate indicates that one or nore of the certificates
needed to properly process the TAMP nessage have been revoked.

0 unsupportedTrust Anchor Format i ndicates that an unsupported trust
anchor format was presented or the version is unknown or
unsupport ed.

o inproper TAChange indicates that a trust anchor update is trying to
change a new trust anchor using a format different than the fornat
of the existing trust anchor.

o malforned indicates an error in the conposition of the CMV5
structure encapsul ati ng a TAWP nessage.
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6.

o cnsError indicates an error processing a CVMB structure that
encapsul ated a TAMP nessage, such as an error processing
Cont ent Type or MessageDi gest attri butes.

0 unsupportedTargetldentifier indicates that a nsgRef with an
unsupported Targetldentifier option was encountered.

o other indicates that the update could not be processed, but the
reason i s not covered by any of the assigned status codes. Use of
this status code SHOULD be avoi ded

Sequence Number Processing

The sequence nunber processing facilities in TAMP represent a bal ance
bet ween replay protection, operational considerations, and trust
anchor store nmenory managenent. The goal is to provide replay
protection w thout making TAWP difficult to use, creating an

envi ronnent where surprising error conditions occur on a regul ar
basi s, or inposing onerous nmenory nmanagement requirenments on

i mpl enentations. This balance is achieved by perforning sequence
nunber checki ng on TAMP nessages that are validated directly using a
trust anchor, and allow ng these checks to be ski pped whenever the
TAMP nmessage originator is not represented by a trust anchor

| mpl enent ati ons MUST perform sequence nunber checki ng on TAW
messages that are validated directly using a trust anchor and MAY
perform sequence nunber checking for TAWP nessages validated using a
certification path.

The TAWP Status Query, Trust Anchor Update, Apex Trust Anchor Update,
Communi ty Update, and Sequence Nunber Adjust nessages include a
sequence nunber. This single-use identifier is used to match a TAW
message with the response to that TAWP nessage. Wen the TAWP
nmessage is validated directly using a trust anchor, the sequence
nunber is also used to detect TAMP nessage repl ay.

To provide replay protection, each TAMP nessage origi nator MJST treat
t he sequence nunber as a nonotonically increasing non-negative

i nteger. The sequence nunber counter is associated with the signing
operation performed by the private key. The trust anchor store MJST
ensure that a newy received TAMP nessage that is validated directly
by a trust anchor public key contains a sequence nunmber that is
greater than the nobst recent successfully processed TAMP nessage from
that originator. Note that the Sequence Nunber Adjust nessage is
considered valid if the sequence nunber is greater than or equal to
the nost recent successfully processed TAMP nessage fromt hat
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originator. |f the sequence nunber in a received TAMP nessage does
not neet these conditions, then the trust anchor store MJST reject
the TAWP nessage, returning a sequence nunber failure (segqNuntail ure)
error.

Whenever a trust anchor is authorized for TAMP nessages, either as a
newly installed trust anchor or as a nodification to an existing
trust anchor, if a sequence nunber value is not provided in the Trust
Anchor Update nessage, nmenory MJST be allocated for the sequence
nunber and set to zero. The first TAMP nmessage received that is
val i dated using that trust anchor is not rejected based on sequence
nunber checks, and the sequence nunber fromthat first TAMP nessage
is stored. The TAMP nessage recipi ent MIST naintain a database of
the nost recent sequence nunber froma successfully processed TAWP
nmessage froma trust anchor. The index for this database is the
trust anchor public key. This could be the apex trust anchor

operational public key or a managenent trust anchor public key. In
the first case, the apex trust anchor operational public key is used
directly to validate the TAMP nessage digital signature. |In the

second case, a managenent trust anchor public key is used directly to
validate the TAMP nmessage digital signature.

Sequence nunber val ues MJST be 64-bit non-negative integers. Since
ASN. 1 encodi ng of an I NTEGER al ways includes a sign bit, a TAW
nmessage signer can generate 9,223,372, 036, 854, 775, 807 TAMP nessages
bef ore exhausting the 64-bit sequence nunber space, before which the
TAMP nmessage signer MJST transition to a different public/private key
pair. The ability to reset a sequence nunber provided by the Trust
Anchor Update and Sequence Nunber Adjust messages is not intended to
avoid the transition to a different key pair; rather, it is intended
to aid recovery fromoperational errors. A relatively snall non-
volatile storage requirenent is inposed on the trust anchor store for
t he apex trust anchor and each managenent trust anchor authorized for
TAVP nessages.

When the apex trust anchor or a nanagenent trust anchor is replaced
or renoved fromthe trust anchor store, the associ ated sequence
nunber storage SHOULD be recl ai ned.

7. Subordi nation Processing

When a TAMP update nessage is processed, several checks are
per f or ned:

0 TAMP message authentication is checked including, if necessary,
buil ding and validating a certification path to the signer.
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0 The signer’s authorization is checked, including authorization to
manage trust anchors included in the update nessage.

0o Calculation of the trust anchor information to be stored.

This section describes howto performthe second and third steps.
Section 1.2 discusses authentication of TAMP nessages. Were a trust
anchor is represented as a certificate and the cal cul ation of the
trust anchor information to be stored is different than the
information in the certificate, the TAMP update fails. The TAW
message signer may then wap the certificate inside a TrustAnchorlnfo
structure to assert the intended information

The apex trust anchor is unconstrained, which nmeans that

subordi nati on checki ng need not be perfornmed on Trust Anchor Update
nmessages signed with the apex trust anchor operational public key and
that trust anchor information can be stored as it appears in the
updat e nessage. Subordination checking is perforned as part of the
val idation process of all other Trust Anchor Update nessages.

For a Trust Anchor Update nessage that is not signed with the apex
trust anchor operational public key to be valid, the digita

si gnature MJST be validated using an authorized trust anchor, either
directly or via an X. 509 certification path originating with the apex
trust anchor operational public key or an authorized nanagenent trust
anchor. The foll ow ng subordination checks MJST al so be performed as
part of validation of the update nessage

Each Trust Anchor Update nessage contains one or nore individua
updat es, each of which is used to add, nodify, or renbve a trust
anchor. For each individual update, the constraints of the TAW
message signer MJUST be greater than or equal to the constraints of
the trust anchor in the update. Specifically, constraints included
in the CertPathControls field of a TrustAnchorlnfo object (or

equi val ent extensions in Certificate or TBSCertificate objects) nust
be checked as described bel ow. [RFC5280] describes how the

i ntersection and uni on operations referenced bel ow are perforned.

0 The values of the policy flags stored with a trust anchor as the
result of a TAMPUpdate are either true or equal to the value of
the policy flags associated with the TAMP nessage signer, i.e., an
update may set a flag to false only if the value associated with
the TAWP nessage signer is false. The policy flags associated
with the TAWMP nessage signer are read fromthe policyFlags field
or policyConstraints and inhibitAnyPolicy extensions if the signer
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is represented as a trust anchor or fromthe explicit_policy,
policy mapping, and inhibit_anyPolicy state variables follow ng
path validation if the signer is not represented as a trust
anchor.

o0 The certificate policies stored with a trust anchor as the result
of a TAMPUpdate are equal to the intersection of the value of the
certificate policies associated with the TAMP nessage signer and
the value of the policySet field or certificatePolicies extension
fromthe update. The certificate policies associated with the
TAMP nessage signer are read fromthe policySet field in a
Trust AnchorlInfo or certificatePolicies extension in a Certificate
or TBSCertificate if the signer is represented as a trust anchor
or fromthe valid_policy_tree returned follow ng path validation
if the signer is not represented by a trust anchor. Were the
TAMP nmessage signer is represented as a trust anchor, no policy

mapping is performed. |If the intersection is NULL and the
to-be-stored requirekExplicitPolicy value is true, the TAMP update
fails.

0 The excluded nanes stored with a trust anchor as the result of a
TAMPUpdat e are equal to the union of the excluded names associ at ed
with the TAMP nmessage signer and the value fromthe nameConstr
field or naneConstrai nts extension fromthe update. The name
constraints associated with the TAMP nessage signer are read from
t he nameConstr field in a TrustAnchorinfo or nameConstraints
extension in a Certificate or TBSCertificate if the signer is a
trust anchor or fromthe excludedSubtrees state variable follow ng
path validation if the signer is not a trust anchor. The name of
the trust anchor included in the update MJUST NOT fall within the
excl uded nane space of the TAMP signer. |If the nane of the trust
anchor falls within the excluded nane space of the TAMP signer,
the TAWP update fails.

0o The permtted nanes stored with a trust anchor as the result of a
TAMPUpdate are equal to the intersection of the permtted nanes
associated with the TAWMP nessage signer and the value fromthe
naneConstr field or nameConstraints extension fromthe update.
The name constraints associated with the TAMP nessage signer are
read fromthe nameConstr field in a TrustAnchorlnfo or
naneConstraints extension in a Certificate or TBSCertificate if
the signer is a trust anchor or fromthe permttedSubtrees state
variable following path validation if the signer is not a trust
anchor. The nanme of the trust anchor included in the update MJUST
fall within the pernitted nane space of the TAMP signer. |If the
nane of the trust anchor does not fall within the pernmitted nane
space of the TAMP signer, the TAMP update fails. [If the
intersection is NULL for all nane forns, the TAWMP update fails.
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No ot her extensions defined in [ RFC5280] nust be processed as part of
subordi nati on processing. her extensions nmay define subordination
rul es.

8. I nplenentation Considerations

A public key identifier is used to identify a TAVP nessage signer.
Since there is no guarantee that the sane public key identifier is
not associated with nore than one public key, inplenentations MIST be
prepared for one or nore trust anchors to have the same public key
identifier. |In practical terms, this nmeans that when a digita
signature validation fails, the inplenentation MJST see if there is
anot her trust anchor with the same public key identifier that can be
used to validate the digital signature. Wile duplicate public key
identifiers are expected to be rare, inplenmentations MJST NOT fail to
find the correct trust anchor when they do occur.

An X. 500 distinguished nane is used to identify certificate issuers
and certificate subjects. The sane X 500 distingui shed name can be
associated with nore than one trust anchor. However, the trust

anchor public key will be different. The probability that two trust

anchors will have the same X 500 distingui shed name and the same
public key identifier but a different public key is dimnishingly
small. Therefore, the authority key identifier certificate extension

can be used to resolve X 500 distinguished name colli sions.
TAMP assunes a reliable underlying transport protocol
9. Wapped Apex Contingency Key Certificate Extension

An apex trust anchor MAY contain contingency key information using
t he W appedApexConti ngencyKey extension. The extension uses the
ApexConti ngencyKey structure as defined bel ow.

ApexCont i ngencyKey ::= SEQUENCE ({
wr apAl gorithm Al gorithm dentifier OPTI ONAL,
wr appedCont i nPubKey OCTET STRING OPTI ONAL }

The fields of ApexContingencyKey are used as descri bed bel ow. \When
one field is present, both MIST be present. When one field is
absent, both MJST be absent. The fields are allowed to be absent to
enabl e usage of this extension as a neans of indicating that the
correspondi ng public key is recognized as an apex trust anchor by
sone relying parties.

0 wapAlgorithmidentifies the symmetric algorithmused to encrypt

the apex trust anchor contingency public key. [If this public key
is ever needed, the symmetric key needed to decrypt it will be
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10.

provided in the nessage that is to be validated using it. The
algorithmidentifier is an Algorithm dentifier, which contains an
object identifier and OPTI ONAL paraneters. The object identifier
i ndi cates the syntax of the paranmeters, if present.

0 w appedConti nPubKey is the encrypted apex trust anchor contingency
public key. Once decrypted, it yields the PublicKeylnfo
structure, which consists of the algorithmidentifier foll owed by
the public key itself. The algorithmidentifier is an
Algorithmdentifier that contains an object identifier and
OPTI ONAL paraneters. The object identifier indicates the format
of the public key and the syntax of the paraneters, if present.
The public key is encoded as a BI T STRI NG

The W appedApexConti ngencyKey certificate extension MAY be critical
and it MJST appear at nobst one tinme in a set of extensions. The apex
trust anchor info extension is identified by the

i d- pe-w appedApexConti nKey object identifier

i d- pe-w appedApexConti nKey OBJECT | DENTIFIER :: =
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) pe(l) 20 }

Security Considerations

The majority of this specification is devoted to the syntax and
semantics of TAWMP nessages. It relies on other specifications,
especi al ly [ RFC5914], [RFC3852], and [RFC5280], for the syntax and
semantics of trust anchors, internediate CM5 content types, and X 509
certificates, respectively. Since TAMP nessages that change the
trust anchor state of a trust anchor store are always signed by a
Trust Anchor Manager, no further data integrity or data origin

aut henti cati on nmechani sns are needed; however, no confidentiality for
these nessages is provided. Similarly, certificates are digitally
signed, and no additional data integrity or data origin

aut henti cati on nmechani sns are needed. Trust anchor configurations,
Trust Anchor Manager certificates, and trust anchor store
certificates are not intended to be sensitive. As a result, this
specification does not provide for confidentiality of TAMP nmessages.

Security factors outside the scope of this specification greatly

af fect the assurance provided. The procedures used by certification
authorities (CAs) to validate the binding of the subject identity to
their public key greatly affect the assurance associated with the
resulting certificate. This is particularly inmportant when issuing
certificates to other CAs. 1In the context of TAWMP, the issuance of
an end entity certificate under a managenent trust anchor is an act
of del egation. However, such end entities cannot further del egate.
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On the other hand, issuance of a CA certificate under a nmanagenent
trust anchor is an act of del egation where the CA can performfurther
del egation. The scope of the del egation can be constrai ned by

i ncluding appropriate certificate extensions in a CA certificate.

X. 509 certification path construction involves conparison of X 500
di stingui shed nanes. Inconsistent application of name conparison
rules can result in acceptance of invalid X 509 certification paths
or rejection of valid ones. Name conpari son can be extrenely
complex. To avoid inposing this conplexity on trust anchor stores,
any certificate profile used with TAMP SHOULD enpl oy sinpl e name
structures and inpose rigorous restrictions on acceptable

di stingui shed nanes, including the way that they are encoded. The
goal of that certificate profile should be to enable sinple binary
comparison. That is, case conversion, character set conversion
white space conpression, and | eading and trailing white space
trimm ng SHOULD be avoi ded.

Some digital signature algorithnms (DSAs) require the generation of
random one-time val ues. For exanple, when generating a DSA digita
signature, the signer MJST generate a randomk value [DSS]. Also,
the generation of public/private key pairs relies on random nunbers.

The use of an inadequate random nunber generator (RNG or an

i nadequat e pseudo-random nunber generator (PRNG to generate such
cryptographic values can result in little or no security. An
attacker may find it nmuch easier to reproduce the random nunber
generation environment, searching the resulting small set of
possibilities, rather than brute-force searching the whol e space.

Conpromi se of an identity trust anchor private key pernits

unaut hori zed parties to issue certificates that will be acceptable to
all trust anchor stores configured with the corresponding identity
trust anchor. The unauthorized private key holder will be limted by
the certification path controls associated with the identity trust
anchor. For exanple, clearance constraints in the identity trust
anchor will deternine the clearances that will be accepted in
certificates that are issued by the unauthorized private key hol der

Conprom se of a managenent trust anchor private key permts

unaut hori zed parties to generate signed nessages that will be
acceptable to all trust anchor stores configured with the
correspondi ng managenent trust anchor. Al devices that include the
conprom sed nanagenent trust anchor can be configured as desired by

t he unauthori zed private key holder within the linmts of the

subordi nati on checks described in Section 7. |f the managenent trust
anchor is associated with content types other than TAMP, then the
unaut hori zed private key hol der can generate signed nessages of that
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type. For exanple, if the nanagenent trust anchor is associated with
firmmvare packages, then the unauthorized private key hol der can
install different firmare.

Comprom se of the apex trust anchor operational private key permts
unaut hori zed parties to generate signed nessages that will be
acceptable to all trust anchor stores configured with the
correspondi ng apex trust anchor. Al devices that include that apex
trust anchor can be configured as desired by the unauthorized private
key hol der, and the unauthorized private key hol der can generate

si gned nmessages of any content type. The optional contingency
private key offers a potential way to recover from such a conprom se

The conpromise of a CA's private key |eads to the sane type of

probl ens as the conpromise of an identity or a nmanagenent trust
anchor private key. The unauthorized private key holder will be
limted by the certification path controls and extensions associ at ed
with the trust anchor.

The conpromise of an end entity private key leads to the sane type of
probl ens as the conpromise of an identity or a nmanagenent trust
anchor private key, except that the end entity is unable to i ssue any
certificates. The unauthorized private key holder will be Iimted by
the certification path controls and extensions associated with the
trust anchor.

Conproni se of a trust anchor store's digital signature private key
permts unauthorized parties to generate signed TAMP response
messages, masqueradi ng as the trust anchor store.

Premat ure di scl osure of the key-encryption key used to encrypt the
apex trust anchor contingency public key may result in early exposure
of the apex trust anchor contingency public key.

TAMP i npl enent ati ons need to be able to parse nmessages and
certificates. Care nust be taken to ensure that there are no

i mpl enentati on defects in the TAMP nessage parser or the processing
that acts on the nessage content. A validation suite is one way to
i ncrease confidence in the parsing of TAMP nessages, CMS content
types, attributes, certificates, and extensions.

Trust Anchor Li st nessages do not provide a replay detection nmechani sm
Where Trust AnchorLi st nmessages are accepted as an alternative nmeans
of adding trust anchors to a trust anchor store, applications nmay
requi re additional nechanisns to address the risks associated with
replay of old TrustAnchorlList nessages.
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11.

12.

12.

As sequence nunber values are used to detect replay attenpts, trust
anchor store nmanagers nust take care to maintain their own sequence
number state, i.e., know edge of which sequence nunber to include in
the next TAMP nessage generated by the trust anchor store nanager.
Loss of sequence nunmber state can result in generation of TAWP
messages that cannot be processed due to seqNunfailure. In the event
of loss, sequence nunber state can be restored by inspecting the nost
recently generated TAMP nessage, provided the nessages are | ogged, or
in collaboration with a trust anchor store manager who can
successfully issue a TAMPSt at usQuery nessage.

| ANA Consi der ati ons

The details of TAMP requests and responses are comuni cated using
object identifiers (ODs). The objects are defined in an arc

del egated by I ANA to the PKI X working group. This docunent al so

i ncludes el even nmedia type registrations in Appendix B. No further
action by IANA is necessary for this docunent or any antici pated
updat es.
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Appendi x A. ASN. 1 Mbdul es

Appendi x A 1 provides the normative ASN. 1 definitions for the
structures described in this specification using ASN.1 as defined in
[ X.680]. Appendix A 2 provides a nodule using ASN. 1 as defined in

[ X.208]. The nodule in Appendi x A 2 renoves usage of newer ASN. 1
features that provide support for limting the types of elenents that
may appear in certain SEQUENCE and SET constructions. Oherw se, the
nodul es are conpatible in ternms of encoded representation, i.e., the
nmodul es are bits-on-the-wire conpatible aside fromthe linitations on
SEQUENCE and SET constituents. Extension markers are not used due to
| ack of support in [X 208]. Appendix A 2 is included as a courtesy
to devel opers using ASN. 1 conpilers that do not support current

ASN. 1. Appendix A 1 includes definitions inported from [ RFC5280],

[ RFC5912], and [ RFC5914].

A.1. ASN 1 Mdul e Using 1993 Synt ax

TAMP- Pr ot ocol -v2
{ joint-iso-ccitt(2) country(16) us(840) organization(1)
gov(101) dod(2) infosec(1l) nodul es(0) 30 }

DEFINITIONS | MPLICI T TAGS :: =
BEG N

| MPORTS
Trust Anchor Choi ce, TrustAnchorTitle, CertPathControls
FROM Tr ust Anchor | nf oMbdul e
{ joint-iso-ccitt(2) country(16) us(840)
organi zation(1) gov(101) dod(2) infosec(1)
nodul es(0) 33 }
Al gorithmdentifier{}, SIGNATURE-ALGORI THM KEY-WRAP
FROM Al gori t hm nf or mat i on- 2009
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- nod-al gorithm nformation-02(58)}
Certificate, Nane, TBSCertificate,
CertificateSerial Nunber, Validity, SubjectPublicKeylnfo
FROM PKI X1Explicit-2009 -- from [ RFC5912]
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51)}
Keyl dentifier, OTHER- NAMVE
FROM PKI X1l mpl i cit-2009 -- from [ RFC5912]
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki x1-inplicit-02(59)}
EXTENSI ON, Extensions {}, ATTRIBUTE, SingleAttribute{}
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FROM PKI X- CormonTypes- 2009 -- from [ RFC5912]
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki xConmon- 02(57) } ;

-- (Cbject ldentifier Arc for TAMP Message Content Types
id-tanp OBJECT IDENTIFIER ::= {

joint-iso-ccitt(2) country(16) us(840) organization(1l)
gov(101) dod(2) infosec(l1l) formats(2) 77 }

Support edSi gAl gorithns S| GNATURE- ALGORI THM : : = {
-- add any locally defined al gorithns here

}
Support edW apAl gorithnms KEY-WRAP :: = {
-- add any locally defined al gorithns here
}
-- CMV5 Content Types
CONTENT- TYPE ::= TYPE-| DENTI FI ER
TAMPCont ent Types CONTENT-TYPE ::= {

t anp- st at us- query |

t anp- st at us-response |

t anp- updat e |

t anp- updat e- confirm |

t anp- apex- updat e |

t anp- apex- updat e-confirm |

t anp- communi ty- updat e |

t anp- comuni ty- updat e- confirm |

t anp- sequence- nunber - adj ust |

t anp- sequence- nunber - adj ust - confirm |
tanp-error,

... -- Expect additional content types --
}

-- TAWMP Status Query Message
t anp- st at us-query CONTENT-TYPE ::=
{ TAMPSt at usQuery | DENTI FI ED BY id-ct- TAWMP-statusQuery }

i d-ct-TAWMP-statusQuery OBJECT IDENTIFIER ::= { id-tanp 1 }
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TAMPSt at usQuery :: = SEQUENCE {
versi on [0] TAMPVersi on DEFAULT v2,
terse [1] TerseO Verbose DEFAULT verbose,
query TAMPMsgRef }
TAMPVersion ::= I NTEGER { v1(1), v2(2) }
TerseOr Verbose ::= ENUMERATED { terse(l), verbose(2) }
SegNunber ::= I NTEGER (0..9223372036854775807)
TAVMPMsgRef ::= SEQUENCE {
t ar get Targetldentifier,
seqNum SeqNunber }
Targetldentifier ::= CHO CE {

hwivbdul es [1] Hardwar eMbdul el denti fi erlList,
communities [2] ComunityldentifierlList,

al | Modul es [ 3] NULL,

uri [4] 1A5String,

ot her Nane [5] I NSTANCE OF OTHER- NAME }

Har dwar eMbdul el denti fierList ::= SEQUENCE SI ZE (1..MAX) OF
Har dwar eMbdul es
Har dwar eMbdul es :: = SEQUENCE ({
hwType OBJECT | DENTI FI ER,
hwSeri al Entri es SEQUENCE SI ZE (1..MAX) OF HardwareSerial Entry }
Har dwar eSeri al Entry ::= CHO CE {
al | NULL,
single COCTET STRI NG
bl ock SEQUENCE {
| ow OCTET STRI NG
hi gh OCTET STRING } }
Communi tyldentifierList ::= SEQUENCE SI ZE (0.. MAX) OF Conmunity
Commmuni ty ::= OBJECT | DENTI FI ER

-- TAMP St atus Response Message

t anp- st at us-response CONTENT-TYPE ::=
{ TAMPSt at usResponse | DENTI FI ED BY i d-ct - TAMP- st at usResponse }

i d-ct-TAMP-st at usResponse OBJECT IDENTIFIER ::= { id-tanp 2 }
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TAMPSt at usResponse :: = SEQUENCE {
version [0] TAMPVersi on DEFAULT v2,
query TAVPMsgRef ,

response StatusResponse,
usesApex BOOLEAN DEFAULT TRUE }

St at usResponse ::= CHO CE {

t er seResponse [0] TersesStatusResponse,

ver boseResponse [1] VerboseStat usResponse }
Ter seSt at usResponse :: = SEQUENCE {

t aKeyl ds Keyl dentifiers,

conmunities Communi tyl dentifierList OPTIONAL }
Keyldentifiers ::= SEQUENCE SIZE (1..MAX) OF Keyldentifier
Ver boseSt at usResponse :: = SEQUENCE ({

talnfo Trust Anchor Choi celi st ,

conti nPubKeyDecrypt Alg [0] Al gorithm dentifier
{ KEY- WRAP, {SupportedW apAl gorithmnms}} OPTI ONAL,

conmmunities [1] ComunityldentifierList OPTI ONAL,
t anpSegNunber s [ 2] TAMPSequenceNunbers OPTI ONAL }
Trust Anchor Choi ceLi st ::= SEQUENCE SI ZE (1..MAX) OF
Trust Anchor Choi ce
TAMPSequenceNunber ::= SEQUENCE {
keyl d Keyl dentifier,

segNunber SegNunber }
TAMPSequenceNunbers ::= SEQUENCE S| ZE (1..MAX) OF TAMPSequenceNunber
-- Trust Anchor Update Message

t anp- updat e CONTENT-TYPE ::=
{ TAMPUpdate | DENTI FI ED BY i d-ct-TAMP-update }

i d-ct-TAMP-update OBJECT IDENTIFIER ::={ id-tanp 3 }

TAMPUpdat e :: = SEQUENCE ({
version [0] TAMPVersion DEFAULT v2,
terse [1] TerseOrVerbose DEFAULT ver bose,
nsgRef TAMPMsgRef
updates SEQUENCE SI ZE (1..MAX) OF Trust Anchor Updat e,
t anmpSeqNunber s [ 2] TAMPSequenceNunbers OPTI ONAL }
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Trust Anchor Update ::= CHO CE {

add [1] Trust Anchor Choi ce,

renove [ 2] Subj ect Publi cKeyl nf o,

change [3] EXPLICIT Trust Anchor Changel nf oChoi ce }
Tr ust Anchor Changel nf oChoi ce ::= CHO CE {

tbsCert Change [0] TBSCerti fi cat eChangel nfo,

t aChange [1] Trust Anchor Changel nfo }
TBSCertificateChangelnfo ::= SEQUENCE {

seri al Nunber CertificateSerial Number OPTI ONAL,

signature [0] Algorithmdentifier

{ SI GNATURE- ALGORI THM { Support edSi gAl gorithns}} OPTI ONAL,

i ssuer [1] Nanme OPTI ONAL,

validity [2] Validity OPTI ONAL,

subj ect [ 3] Nanme OPTI ONAL,

subj ect Publ i cKeyl nfo [4] Subject Publ i cKeyl nf o,

exts [5] EXPLICIT Extensions{{...}} OPTIONAL }
Trust Anchor Changel nfo :: = SEQUENCE {

pubKey Subj ect Publ i cKeyl nf o,

keyl d Keyl dentifier OPTI ONAL,

taTitle Trust Anchor Ti t1 e OPTI ONAL,

certPath Cert Pat hCont rol s OPTI ONAL,

exts [1] Extensions{{...}} OPTIONAL }

-- Trust Anchor Update Confirm Message

t anp- updat e- confi rm CONTENT-TYPE ::=
{ TAMPUpdat eConfirm | DENTI FI ED BY i d-ct - TAMP- updat eConfirm }

i d-ct-TAMP-updat eConfirm OBJECT IDENTIFIER ::= { id-tanp 4 }
TAMPUpdat eConfirm :: = SEQUENCE {
version [0] TAMPVersi on DEFAULT v2,
updat e TAMPMsgRef
confirm Updat eConfirm}
Updat eConfirm ::= CHO CE {
terseConfirm [0] TerseUpdat eConfirm
ver boseConfirm [1] VerboseUpdateConfirm}
Ter seUpdat eConfirm :: = StatusCodeli st
St at usCodeli st ::= SEQUENCE S| ZE (1..MAX) OF StatusCode
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Ver boseUpdat eConfirm :: = SEQUENCE {

status St at usCodeli st ,

tal nfo Tr ust Anchor Choi celi st ,
tampSeqNunbers TAMPSequenceNunbers OPTI ONAL,
usesApex BOOLEAN DEFAULT TRUE }

-- Apex Trust Anchor Update Message

t anp- apex- updat e CONTENT-TYPE ::=
{ TAMPApexUpdat e | DENTI FI ED BY i d-ct - TAMP- apexUpdat e }

i d-ct-TAMP- apexUpdate OBJECT IDENTIFIER ::= { id-tanp 5 }
TAMPApexUpdat e :: = SEQUENCE {
ver sion [0] TAMPVersion DEFAULT v2,
terse [1] TerseOrVerbose DEFAULT verbose,
nmsgRef TAMPMsgRef

cl ear Trust Anchors BOOLEAN,
cl earConmuni ti es BOOLEAN,
segNunber SegNunber OPTI ONAL,
apexTA Tr ust Anchor Choi ce }

-- Apex Trust Anchor Update Confirm Message
t anp- apex- updat e-confirm CONTENT-TYPE ::=

{ TAMPApexUpdat eConfirm | DENTI FI ED BY
i d-ct- TAMP- apexUpdat eConfirm }

i d-ct- TAMP- apexUpdat eConfirm OBJECT IDENTIFIER ::= { id-tanp 6 }
TAMPApexUpdat eConfirm :: = SEQUENCE {

version [0] TAMPVersion DEFAULT v2,

apexRepl ace TAMPMsgRef

apexConfirm ApexUpdat eConfirm}

ApexUpdat eConfirm::= CHO CE {
t er seApexConfirm [0] TerseApexUpdat eConfirm
ver boseApexConfirm [1] VerboseApexUpdat eConfirm}

Ter seApexUpdat eConfirm :: = StatusCode
Ver boseApexUpdat eConfirm ::= SEQUENCE {
stat us St at usCode,
talnfo Trust Anchor Choi celi st ,
conmmunities [0] ComunityldentifierList OPTI ONAL,
t anpSegNunber s [1] TAMPSequenceNunbers OPTI ONAL }
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-- Community Update Message

t anp- comuni ty- updat e CONTENT-TYPE ::=
{ TAMPCommuni t yUpdat e | DENTI FI ED BY i d-ct - TAMP- communi t yUpdate }

i d-ct-TAMP-conmmuni tyUpdate OBJECT IDENTIFIER ::= { id-tanp 7 }
TAMPConmruni t yUpdat e :: = SEQUENCE {

ver sion [0] TAMPVersion DEFAULT v2,

terse [1] TerseOrVerbose DEFAULT ver bose,

nmsgRef TAMPMsgRef

updat es Conmmmuni t yUpdat es }
Communi t yUpdat es :: = SEQUENCE {

renove [1] ComunityldentifierList OPTI ONAL,

add [2] ComunityldentifierList OPTIONAL }

-- At | east one nust be present
-- Community Update Confirm Message
t anp- communi t y- updat e- confi rm CONTENT-TYPE ::=
{ TAMPConmuni t yUpdat eConfi rm | DENTI FI ED BY
i d-ct- TAMP-communi t yUpdat eConfirm }

i d-ct-TAMP-conmuni t yUpdat eConfirm OBJECT | DENTI FIER :: =
{ id-tanmp 8 }

TAMPContruni t yUpdat eConfirm :: = SEQUENCE {
version [0] TAMPVersi on DEFAULT v2,
updat e TAMPMsgRef

comrConfirm Communi t yConfirm}
Conmuni tyConfirm::= CHO CE {
terseCommConfirm [0] TerseComunityConfirm
ver boseConmConfirm [1] VerboseConmmunityConfirm}
Ter seCommuni tyConfirm :: = StatusCode
Ver boseConmuni t yConfirm :: = SEQUENCE {
st at us St at usCode,
conmunities Commmuni tyl denti fierList OPTI ONAL }
-- Sequence Nunber Adjust Message

t anp- sequence- nunber - adj ust CONTENT- TYPE :: =
{ SequenceNumnber Adj ust | DENTI FI ED BY i d- ct - TAMP- seqNunAdj ust }

i d- ct - TAMP- seqNumAdj ust OBJECT IDENTIFIER ::= { id-tanp 10 }
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SequenceNunber Adj ust :: = SEQUENCE {
versi on [0] TAMPVersi on DEFAULT v2,
msgRef TAMPMsgRef }

-- Sequence Nunber Adjust Confirm Message

t anp- sequence- nunber - adj ust -confi rm CONTENT- TYPE :: =
{ SequenceNumnber Adj ust Confirm | DENTI FI ED BY
i d-ct- TAMP- segNumAdj ust Confirm}

i d-ct-TAMP-segNunmAdj ust Confirm OBJECT IDENTIFIER ::= { id-tanp 11 }
SequenceNunber Adj ust Confirm :: = SEQUENCE ({

ver sion [0] TAMPVersion DEFAULT v2,

adj ust TAMPMsgRef

st at us St at usCode }
-- TAWP Error Message

tanp-error CONTENT-TYPE ::=
{ TAMPError |DENTIFIED BY id-ct-TAMP-error }

id-ct-TAMP-error OBJECT IDENTIFIER ::= { id-tanp 9 }
TAMPError ::= SEQUENCE {
ver sion [0] TAMPVersion DEFAULT v2,
nmsgType OBJECT | DENTI FI ER,
st at us St at usCode,
nsgRef TAMPMsgRef OPTI ONAL }

-- Status Codes

St at usCode :: = ENUMERATED {
success (0),
decodeFai |l ure (1),
badCont ent I nf o (2),
badSi gnedDat a (3),
badEncapCont ent (4),
badCertificate (5),
badSi gnerl nfo (6),
badSi gnedAttrs (7),
badUnsi gnedAttrs (8),
m ssi ngCont ent (9),
noTr ust Anchor (10),
not Aut hori zed (11),
badDi gest Al gorithm (12),
badSi gnat ureAl gorithm (13),
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unsupport edKeySi ze (14),
unsupport edPar anet er s (15),
si gnatureFailure (16),
i nsuf ficientMenory (17),
unsupport edTAMPMEgTYype (18),
apexTAMPANnchor (19),
i mpr oper TAAddi ti on (20),
seqNunfai | ure (21),
cont i ngencyPubl i cKeyDecr ypt (22),
i ncorrect Tar get (23),
communi t yUpdat eFai | ed (24),
t rust Anchor Not Found (25),
unsupport edTAAl gorithm (26),
unsupport edTAKeySi ze (27),
unsupport edCont i nPubKeyDecrypt Al g (28),
m ssi ngSi gnat ure (29),
resour cesBusy (30),
ver si onNunber M snat ch (31),
m ssi ngPol i cySet (32),
revokedCertificate (33),
unsupport edTr ust Anchor For mat (34),
i mpr oper TAChange (35),
mal f or med (36),
cnsError (37),
unsupportedTarget|dentifier (38),
ot her (127) }

-- (bject ldentifier Arc for Attributes

id-attributes OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) country(16)
us(840) organi zation(1l) gov(101l) dod(2) infosec(1l) 5}

-- TAMP Unsigned Attributes
-- These attributes are unsigned attributes and go into the
-- Unsi gnedAttributes set in [ RFC5652]

TAMPUNnsi gnedAttri butes ATTRIBUTE ::= {

conti ngency- publ i c-key-decrypt - key,

... -- Expect additional attributes --

}
-- contingency-public-key-decrypt-key unsigned attribute
conti ngency- public-key-decrypt-key ATTRIBUTE :: = {

TYPE Pl ai nt ext Syrmet ri cKey | DENTI FI ED BY
i d- aa- TAMP-cont i ngencyPubl i cKeyDecr ypt Key }
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i d- aa- TAMP-cont i ngencyPubl i cKeyDecrypt Key OBJECT | DENTI FIER :: = {
id-attributes 63 }

Pl ai nt ext Symmret ri cKey ::= OCTET STRI NG
-- id-pe-w appedApexConti nKey extension

wr appedApexCont i nKey EXTENSI ON :: = {
SYNTAX ApexCont i ngencyKey
| DENTI FI ED BY i d- pe-w appedApexConti nKey }

i d- pe-w appedApexConti nKey OBJECT | DENTIFIER :: =
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) pe(l) 20 }

ApexCont i ngencyKey ::= SEQUENCE ({
wr apAl gorithm
Al gorithm dentifier{ KEY-WRAP, {SupportedW apAl gorithns}},
wr appedCont i nPubKey OCTET STRI NG }

END
A.2. ASN 1 Mdul e Using 1988 Synt ax

TAMP- Pr ot ocol -v2- 88
{ joint-iso-ccitt(2) country(16) us(840) organization(1)
gov(101) dod(2) infosec(1l) nodul es(0) 31 }

DEFINITIONS | MPLICI T TAGS :: =
BEG N

| MPORTS
Trust Anchor Choi ce, TrustAnchorTitle, CertPathControls
FROM Tr ust Anchor | nf oMbdul e-88 -- from [ RFC5914]
{ joint-iso-ccitt(2) country(16) us(840) organization(1)
gov(101) dod(2) infosec(1l) nodul es(0) 37 }
Algorithmdentifier, Certificate, Nane, Attribute, TBSCertificate,
Subj ect Publ i cKeyl nfo, CertificateSerial Nunber, Validity, Extensions
FROM PKI X1Explicit88 -- from [ RFC5280]
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- pkix1l-explicit(18) }
Keyl dentifier, AnotherName
FROM PKI X1l nplicit88 -- from [ RFC5280]
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
id-pkixl-inmplicit(19) } ;
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-- (Cbject ldentifier Arc for TAMP Message Content Types

id-tanp OBJECT IDENTIFIER ::={ joint-iso-ccitt(2) country(16)
us(840) organi zation(1l) gov(101) dod(2) infosec(1l) formats(2) 77 }

-- CM5 Content Types

-- TAWP Status Query Message

i d-ct-TAMP-statusQuery OBJECT IDENTIFIER ::= { id-tanp 1}
TAMPSt at usQuery :: = SEQUENCE {
versi on [ 0] TAMPVersi on DEFAULT v2,
terse [1] TerseO Verbose DEFAULT verbose,
query TAVPMsgRef }
TAMPVersion ::= INTEGER { v1(1), v2(2) }
TerseOr Verbose ::= ENUMERATED { terse(l), verbose(2) }
SeqNunber ::= I NTEGER (0..9223372036854775807)
TAVPMsgRef :: = SEQUENCE {
t ar get Targetldentifier,
segNum SegNunber }
Targetldentifier ::= CHO CE {

hwivbdul es [1] Hardwar eMbdul el denti fi erlList,
communities [2] ConmunityldentifierlList,

al | Modul es [ 3] NULL,

uri [4] I ASString,

ot her Name [5] Another Nanme }

Har dwar eMbdul el denti fierList ::= SEQUENCE S| ZE (1..MAX) OF
Har dwar eMbdul es
Har dwar eMbdul es :: = SEQUENCE ({
hwType OBJECT | DENTI FI ER,
hwSeri al Entri es SEQUENCE SI ZE (1.. MAX) OF HardwareSerial Entry }
Har dwar eSeri al Entry ::= CHO CE {
al | NULL,
single COCTET STRI NG
bl ock SEQUENCE {
| ow OCTET STRI NG
hi gh OCTET STRING } }
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Communi tyldentifierList ::= SEQUENCE SI ZE (0.. MAX) OF Conmunity
Communi ty ::= OBJECT | DENTI FI ER
-- TAMP Status Response Message
i d-ct-TAMP-st at usResponse OBJECT IDENTIFIER ::={ id-tanp 2 }
TAMPSt at usResponse :: = SEQUENCE ({

versi on [0] TAMPVersi on DEFAULT v2,

query TAMPMsgRef

response StatusResponse,
usesApex BOOLEAN DEFAULT TRUE }

St at usResponse ::= CHO CE {
t er seResponse [0] TerseStatusResponse,
ver boseResponse [1] VerboseSt at usResponse }
Ter seSt at usResponse :: = SEQUENCE {
t aKeyl ds Keyl dentifiers,
conmunities Conmuni tyl dentifierList OPTIONAL }
Keyldentifiers ::= SEQUENCE SI ZE (1.. MAX) OF Keyldentifier
Ver boseSt at usResponse :: = SEQUENCE {
talnfo Trust Anchor Choi celi st ,
conti nPubKeyDecrypt Alg [0] Al gorithm dentifier OPTI ONAL,
communities [1] ComunityldentifierList OPTI ONAL,
t anpSeqgNunber s [ 2] TAMPSequenceNunbers OPTI ONAL }
Trust Anchor Choi celLi st ::= SEQUENCE SI ZE (1..MAX) OF
Trust Anchor Choi ce
TAMPSequenceNunber ::= SEQUENCE ({
keyl d Keyl dentifier,
segNunber SegNunber }
TAMPSequenceNunbers ::= SEQUENCE SIZE (1..MAX) OF
TAMPSequenceNunber

-- Trust Anchor Update Message

i d-ct-TAMP-update OBJECT IDENTIFIER ::={ id-tanp 3 }
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TAMPUpdat e :: = SEQUENCE ({
version [0] TAMPVersion DEFAULT v2,
terse [1] TerseO Verbose DEFAULT verbose,
msgRef TAMPMsgRef
updates SEQUENCE Sl ZE (1..MAX) OF Trust Anchor Updat e,
t anpSeqNunber s [ 2] TAMPSequenceNunbers OPTI ONAL }

Trust Anchor Update ::= CHO CE {

add [1] Trust Anchor Choi ce,

renove [ 2] Subj ect Publ i cKeyl nf o,

change [3] EXPLICIT Trust Anchor Changel nf oChoi ce }
Tr ust Anchor Changel nf oChoi ce ::= CHO CE {

t bsCert Change [0] TBSCerti fi cat eChangel nfo,

t aChange [1] Trust Anchor Changel nfo }
TBSCertificateChangelnfo ::= SEQUENCE {

seri al Nunmber CertificateSerial Number OPTI ONAL,

signature [0] Algorithm dentifier OPTIONAL,

i ssuer [1] Nanme OPTI ONAL,

validity [2] Validity OPTI ONAL,

subj ect [ 3] Nanme OPTI ONAL,

subj ect Publ i cKeyl nfo [4] Subject Publ i cKeyl nf o,

exts [5] EXPLICIT Extensions OPTI ONAL }
Trust Anchor Changel nfo :: = SEQUENCE {

pubKey Subj ect Publ i cKeyl nf o,

keyl d Keyl dentifier OPTI ONAL,

taTitle Trust Anchor Ti t1 e OPTI ONAL,

certPath Cert Pat hCont rol s OPTI ONAL,

exts [1] Extensions OPTI ONAL }

-- Trust Anchor Update Confirm Message

i d-ct-TAMP-updat eConfirm OBJECT IDENTIFIER ::= { id-tanp 4 }
TAMPUpdat eConfirm :: = SEQUENCE {
version [0] TAMPVersion DEFAULT v2,
updat e TAMPMsgRef
confirm Updat eConfirm}
Updat eConfirm::= CHO CE {
terseConfirm [0] TerseUpdat eConfirm
ver boseConfirm [1] VerboseUpdat eConfirm}
Ter seUpdat eConfirm :: = StatusCodeli st
St at usCodelLi st ::= SEQUENCE SI ZE (1..MAX) OF StatusCode
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Ver boseUpdat eConfirm :: = SEQUENCE {

status St at usCodeli st ,

tal nfo Tr ust Anchor Choi celi st ,
tampSeqNunbers TAMPSequenceNunbers OPTI ONAL,
usesApex BOOLEAN DEFAULT TRUE }

-- Apex Trust Anchor Update Message

i d-ct-TAMP- apexUpdate OBJECT IDENTIFIER ::= { id-tanp 5 }
TAMPApexUpdat e :: = SEQUENCE {
version [ 0] TAMPVersi on DEFAULT v2,
terse [1] TerseOrVerbose DEFAULT verbose,
nms gRef TAMPMsgRef

cl ear Trust Anchors BOOLEAN,
cl earCommuni ti es BOOLEAN,
segNunber SegNumber OPTI ONAL,
apexTA Tr ust Anchor Choi ce }

-- Apex Trust Anchor Update Confirm Message

i d-ct- TAMP- apexUpdat eConfirm OBJECT IDENTIFIER ::= { id-tanp 6 }
TAMPApexUpdat eConfirm :: = SEQUENCE {

versi on [ 0] TAMPVersi on DEFAULT v2,

apexRepl ace TAMPMsgRef

apexConfirm ApexUpdat eConfirm}

ApexUpdat eConfirm::= CHO CE {
terseApexConfirm [0] TerseApexUpdateConfirm
ver boseApexConfirm [1] VerboseApexUpdat eConfirm}
Ter seApexUpdat eConfirm ::= StatusCode

Ver boseApexUpdat eConfirm :: = SEQUENCE {

st at us St at usCode,

talnfo Tr ust Anchor Choi celi st,

communities [0] ComunityldentifierList OPTI ONAL,
t ampSegNunber s [1] TAMPSequenceNunbers OPTI ONAL }

-- Community Update Message

i d-ct-TAMP-communi tyUpdate OBJECT IDENTIFIER ::= { id-tanp 7 }
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TAMPConmruni t yUpdat e :: = SEQUENCE {
versi on [0] TAMPVersi on DEFAULT v2,
terse [1] TerseO Verbose DEFAULT verbose,
msgRef TAMPMsgRef
updat es Commmuni t yUpdat es }

Communi t yUpdat es :: = SEQUENCE ({
renove [1] ComunityldentifierList OPTI ONAL,
add [2] CommunityldentifierList OPTI ONAL }

-- At |east one nust be present
-- Community Update Confirm Message
i d-ct-TAMP-communi t yUpdat eConfirm OBJECT IDENTIFIER ::={ id-tanp 8 }
TAMPContruni t yUpdat eConfirm :: = SEQUENCE {
version [0] TAMPVersi on DEFAULT v2,
updat e TAMPMsgRef
comrConfirm Communi t yConfirm}
Conmuni tyConfirm::= CHO CE {
terseCommConfirm [0] TerseComunityConfirm
ver boseConmConfirm [1] VerboseConmmunityConfirm}
Ter seCommuni tyConfirm :: = StatusCode
Ver boseConmuni t yConfirm :: = SEQUENCE {
st at us St at usCode,
conmunities Commmuni tyl denti fierList OPTI ONAL }
-- Sequence Nunber Adjust Message
i d-ct-TAMP-segNumAdj ust OBJECT IDENTIFIER ::= { id-tanp 10 }
SequenceNunber Adj ust :: = SEQUENCE {
version [ 0] TAMPVersi on DEFAULT v2,
nsgRef TAMPMsgRef }
-- Sequence Nunber Adjust Confirm Message
i d-ct- TAMP- segNumAdj ust Confirm OBJECT IDENTIFIER ::= { id-tanp 11 }
SequenceNunber Adj ust Confirm :: = SEQUENCE ({
versi on [ 0] TAMPVersi on DEFAULT v2,

adj ust TAMPMsgRef
st at us St at usCode }
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-- TAWP Error Message

id-ct-TAMP-error OBJECT IDENTIFIER ::= { id-tanp 9 }
TAMPError ::= SEQUENCE {
version [0] TAMPVersi on DEFAULT v2
nsgType OBJECT | DENTI FI ER,
stat us St at usCode,
nms gRef TAVPMsgRef OPTI ONAL }

-- Status Codes

St at usCode :: = ENUMERATED {
success (0),
decodeFail ure (1),
badCont ent | nf o (2),
badSi gnedDat a (3),
badEncapCont ent (4),
badCertificate (5),
badSi gner | nfo (6),
badSi gnedAttrs (7),
badUnsi gnedAttrs (8),
m ssi ngCont ent (9),
noTr ust Anchor (10),
not Aut hori zed (11),
badDi gest Al gorithm (12),
badSi gnat ureAl gorithm (13)
unsupport edkeySi ze (14),
unsupport edPar anet er s (15),
signatureFailure (16),
i nsuf ficientMnory (17),
unsupport edTAMPMsgType (18),
apex TAMPAnchor (19),
i mpr oper TAAddi ti on (20),
segNunfai |l ure (21),
cont i ngencyPubl i cKeyDecr ypt (22),
i ncorrect Tar get (23),
communi t yUpdat eFai | ed (24),
t rust Anchor Not Found (25),
unsupport edTAAl gorithm (26),
unsupport edTAKeySi ze (27),
unsupport edCont i nPubKeyDecrypt Al g (28),
m ssi ngSi gnat ure (29),
resour cesBusy (30),
ver si onNunber M smat ch (31),
m ssi ngPol i cySet (32),
revokedCertificate (33),
unsupport edTr ust Anchor For mat (34),
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i mpr oper TAChange (35),
mal f or med (36),
cnsError (37),
unsupportedTargetldentifier (38),
ot her (127) }

-- Cbject ldentifier Arc for Attributes

id-attributes OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) country(16)
us(840) organi zation(1l) gov(101) dod(2) infosec(1l) 5}

-- i1d-aa- TAMP-conti ngencyPubl i cKeyDecr ypt Key uses
-- Plaintext SymmetricKey syntax
i d- aa- TAMP- cont i ngencyPubl i cKeyDecr ypt Key OBJECT | DENTI FI ER :: = {
id-attributes 63 }
Pl ai nt ext Symmetri cKey ::= OCTET STRI NG
-- id-pe-w appedApexConti nKey extension
i d- pe-w appedApexConti nKey OBJECT | DENTIFIER :: =
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) pe(l) 20 }
ApexConti ngencyKey ::= SEQUENCE ({
wr apAl gorithm Al gorithm dentifier,
wr appedCont i nPubKey OCTET STRI NG }
END
Appendi x B. Media Type Registrations
El even nmedia type registrations are provided in this appendi x, one
for each content type defined in this specification. As noted in
Section 2, in all cases TAMP nessages are encapsul ated within
Contentlnfo structures. Signed nessages are additionally
encapsul ated within a SignedData structure.
B.1. application/tanp-status-query
Medi a type nane: application
Subt ype nane: tanp-status-query
Requi red paraneters: None

Optional paraneters: None
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Encodi ng consi derati ons: binary

Security considerations: Carries a signed request for status
information. Integrity protection is discussed in Section 4.1.
Replay detection is discussed in Section 6.

Interoperability considerations: None

Publ i shed specification: RFC 5934

Applications that use this nedia type: TAMP clients responding to
requests for status information

Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .tsq
Maci ntosh File Type Code(s):
Person & emmil address to contact for further information:
Sam Ashnore - srashmo@ adi um ncsc. ni |
I nt ended usage: LIM TED USE
Restrictions on usage: None
Aut hor: Sam Ashnore - srashno@ adi um ncsc. i |
Change controller: |ESG
B. 2. application/tanp-status-response
Medi a type nane: application
Subtype nane: tanp-status-response
Requi red paraneters: None
Optional paraneters: None
Encodi ng consi derations: binary

Security considerations: Carries optionally signed status
information. Integrity protection is discussed in Section 4. 2.
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Interoperability considerations: None
Publ i shed specification: RFC 5934

Applications that use this nedia type: TAMP clients responding to
requests for status information

Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .tsr
Maci ntosh File Type Code(s):
Person & emmil address to contact for further information:
Sam Ashnore - srashmo@ adi um ncsc. ni |
I nt ended usage: LIM TED USE
Restrictions on usage: None
Aut hor: Sam Ashnore - srashno@ adi um ncsc. i |
Change controller: |ESG
B.3. application/tanp-update
Medi a type nane: application
Subt ype name: tanp-update
Requi red paraneters: None
Optional paraneters: None
Encodi ng consi derations: binary
Security considerations: Carries a signed trust anchor update
message. Integrity protection is discussed in Section 4.3. Replay
detection is discussed in Section 6.
Interoperability considerations: None

Publ i shed specification: RFC 5934
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Applications that use this nedia type: TAMP clients responding to
requests to update trust anchor information.

Addi tional information
Magi ¢ nunber(s): None
File extension(s): .tur
Maci ntosh File Type Code(s):
Person & emnil address to contact for further information:
Sam Ashnore - srashmo@ adi um ncsc. mi |
I nt ended usage: LIM TED USE
Restrictions on usage: None
Aut hor: Sam Ashnore - srashno@ adi um ncsc. mi |
Change controller: |ESG

B.4. application/tanp-update-confirm
Medi a type nane: application
Subt ype name: tanp-update-confirm
Requi red paraneters: None
Optional paraneters: None
Encodi ng consi derations: binary

Security considerations: Carries an optionally signed TAMP update
response. Integrity protection is discussed in Section 4.4.

I nteroperability considerations: None
Publ i shed specification: RFC 5934

Applications that use this nedia type: TAMP clients responding to
requests to update trust anchor information.
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Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .tuc
Maci ntosh File Type Code(s):
Person & emmil address to contact for further information:
Sam Ashnore - srashno@ adi um ncsc. m |
I nt ended usage: LIM TED USE
Restrictions on usage: None
Aut hor: Sam Ashnore - srashno@ adi um ncsc. m |
Change controller: |ESG
B.5. application/tanp-apex-update
Medi a type nane: application
Subt ype nane: tanp-apex-update
Requi red paraneters: None
Optional paraneters: None
Encodi ng consi derati ons: binary
Security considerations: Carries a signed request to update an apex
trust anchor information. Integrity protection is discussed in
Section 4.5. Replay detection is discussed in Section 6.
Interoperability considerations: None
Publ i shed specification: RFC 5934

Applications that use this nedia type: TAMP clients responding to
requests to update an apex trust anchor.
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Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .tau
Maci ntosh File Type Code(s):
Person & emmil address to contact for further information:
Sam Ashnore - srashno@ adi um ncsc. m |
I nt ended usage: LIM TED USE
Restrictions on usage: None
Aut hor: Sam Ashnore - srashno@ adi um ncsc. m |
Change controller: |ESG
B. 6. application/tanp-apex-update-confirm
Medi a type nane: application
Subt ype name: tanp-apex-update-confirm
Requi red paraneters: None
Optional paraneters: None
Encodi ng consi derati ons: binary
Security considerations: Carries an optionally signed response to an
apex update request. Integrity protection is discussed in
Section 4.6.
Interoperability considerations: None
Publ i shed specification: RFC 5934

Applications that use this nedia type: TAMP clients responding to
requests to update an apex trust anchor.
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Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .auc
Maci ntosh File Type Code(s):
Person & emmil address to contact for further information:
Sam Ashnore - srashno@ adi um ncsc. m |
I nt ended usage: LIM TED USE
Restrictions on usage: None
Aut hor: Sam Ashnore - srashno@ adi um ncsc. m |
Change controller: |ESG
appl i cation/tanp- comunity-update
Medi a type nane: application
Subt ype nane: tanp-comunity-update
Requi red paraneters: None
Optional paraneters: None
Encodi ng consi derati ons: binary
Security considerations: Carries a signed request to update community
menbership information. Integrity protection is discussed in
Section 4.7. Replay detection is discussed in Section 6.
Interoperability considerations: None
Publ i shed specification: RFC 5934

Applications that use this nedia type: TAMP clients responding to
requests to update conmunity nenbership.
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Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .tcu
Maci ntosh File Type Code(s):
Person & emmil address to contact for further information:
Sam Ashnore - srashno@ adi um ncsc. m |
I nt ended usage: LIM TED USE
Restrictions on usage: None
Aut hor: Sam Ashnore - srashno@ adi um ncsc. m |
Change controller: |ESG
B. 8. application/tanmp-comunity-update-confirm
Medi a type nane: application
Subt ype name: tanp-comunity-update-confirm
Requi red paraneters: None
Optional paraneters: None
Encodi ng consi derati ons: binary
Security considerations: Carries an optionally signed response to a
community update request. Integrity protection is discussed in
Section 4.8.
Interoperability considerations: None
Publ i shed specification: RFC 5934

Applications that use this nedia type: TAMP clients responding to
requests to update conmunity nenbership.
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Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .cuc
Maci ntosh File Type Code(s):
Person & emmil address to contact for further information:
Sam Ashnore - srashno@ adi um ncsc. m |
I nt ended usage: LIM TED USE
Restrictions on usage: None
Aut hor: Sam Ashnore - srashno@ adi um ncsc. m |
Change controller: |ESG
appl i cation/tanp-sequence- adj ust
Medi a type nane: application
Subt ype nane: tanp-sequence- adj ust
Requi red paraneters: None
Optional paraneters: None
Encodi ng consi derati ons: binary
Security considerations: Carries a signed request to update sequence
nunber information. Integrity protection is discussed in
Section 4.9. Replay detection is discussed in Section 6.
Interoperability considerations: None
Publ i shed specification: RFC 5934

Applications that use this nedia type: TAMP clients responding to
requests to update sequence nunber information
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Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .tsa
Maci ntosh File Type Code(s):
Person & emmil address to contact for further information:
Sam Ashnore - srashno@ adi um ncsc. m |
I nt ended usage: LIM TED USE
Restrictions on usage: None
Aut hor: Sam Ashnore - srashno@ adi um ncsc. m |

Change controller: |ESG

B.10. application/tanp-sequence-adjust-confirm

Medi a type nane: application

Subt ype nane: tanp-sequence-adj ust-confirm

Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derati ons: binary

Security considerations: Carries an optionally signed sequence number
adjust confirmation nessage. Integrity protection is discussed in
Section 4. 10.

Interoperability considerations: None

Publ i shed specification: RFC 5934

Applications that use this nedia type: TAMP clients responding to
requests to update sequence nunber information
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Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .sac
Maci ntosh File Type Code(s):
Person & emmil address to contact for further information:
Sam Ashnore - srashno@ adi um ncsc. m |
I nt ended usage: LIM TED USE
Restrictions on usage: None
Aut hor: Sam Ashnore - srashno@ adi um ncsc. m |
Change controller: |ESG
B.11. application/tanp-error
Medi a type nane: application
Subtype nane: tanp-error
Requi red paraneters: None
Optional paraneters: None
Encodi ng consi derati ons: binary
Security considerations: Carries optionally signed error information
col l ecting during TAMP processing. Integrity protection is discussed
in Section 4.11.
Interoperability considerations: None
Publ i shed specification: RFC 5934

Applications that use this nedia type: TAMP clients processi ng TAW
nessages.
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Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .ter
Maci ntosh File Type Code(s):

Person & emmil address to contact for further information:

Sam Ashnore - srashno@ adi um ncsc. m |

I nt ended usage: LIM TED USE

Restrictions on usage: None

Aut hor: Sam Ashnore - srashno@ adi um ncsc. m |

Change controller: |ESG

Appendi x C. TAMP over HTTP

Thi s appendi x describes the formatting and transportati on conventions

for the TAMP nessages when carried by HITP [ RFC2616]. Each TAWP

message type is covered by a subsection below. Each TAMP request
message sent via HTTP is responded to either with an HTTP response
contai ning a TAWP response or error or, if failure occurs prior to

i nvoki ng TAMP, an HITP error. TAMP response, confirmation, and error

messages are not suitable for caching. |In order for TAMP clients and

servers using HTTP to interoperate, the follow ng rules apply.

o Cients MJST use the POST nmethod to submit their requests.

0 Servers MJIST use the 200 response code for successful responses.

o Cients MAY attenpt to send HTTPS requests using Transport Layer
Security (TLS) 1.0 or later, although servers are not required to
support TLS.

0 Servers MJIST NOT assune client support for any type of HITP
aut henti cation such as cooki es, Basic authentication, or D gest
aut henti cati on.

o Cients and servers are expected to follow the other rules and
restrictions in [RFC2616]. Note that sone of those rules are for

HTTP net hods ot her than POST; clearly, only the rules that apply
to POST are relevant for this specification
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C.1. TAMW Status Query Message

A TAMP Status Query Message using the POST nmethod is constructed as
foll ows: The Content-Type header MJST have the val ue "application/
tanp- st at us-query".

The body of the nessage is the binary val ue of the DER encodi ng of
the TAWPSt at usQuery, wapped in a CVMS body as described in Section 2.

C.2. TAM Status Response Message

An HTTP-based TAMP St atus Response nessage i s conposed of the
appropriate HTTP headers, followed by the binary value of the DER
encodi ng of the TAMPSt at usResponse, wapped in a CV5 body as
described in Section 2.

The Content-Type header MJST have the val ue "application/
t anp- st at us-response. "

C. 3. Trust Anchor Update Message

A Trust Anchor Update Message using the POST nethod is constructed as
foll ows: The Content-Type header MJST have the val ue "application/
t anp- updat e".

The body of the nessage is the binary value of the DER encodi ng of
the TAWMPUpdate, wapped in a CM5 body as described in Section 2.

C. 4. Trust Anchor Update Confirm Message
An HTTP-based Trust Anchor Update Confirm nessage is conposed of the
appropriate HTTP headers, followed by the binary value of the DER
encodi ng of the TAMPUpdateConfirm wapped in a CM5 body as descri bed
in Section 2.

The Content-Type header MUST have the val ue "application/
t anp- updat e- confi rni'.

C.5. Apex Trust Anchor Update Message
An Apex Trust Anchor Update Message using the POST nethod is
constructed as follows: The Content-Type header MJST have the val ue
"appl i cation/tanp-apex-update".

The body of the nessage is the binary value of the DER encodi ng of
t he TAMPApexUpdate, wapped in a CM5 body as described in Section 2.
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C. 6. Apex Trust Anchor Update Confirm Message

An HTTP- based Apex Trust Anchor Update Confirm nessage i s conposed of
the appropriate HTTP headers, followed by the binary value of the DER
encodi ng of the TAMPApexUpdat eConfirm wapped in a CVMS body as
described in Section 2.

The Content-Type header MJST have the value "application/
t anp- apex- updat e- confirni'.

C.7. Comunity Update Message

A Community Update Message using the POST nethod is constructed as
foll ows: The Content-Type header MJST have the val ue "application/
t anp- communi t y- updat e" .

The body of the nessage is the binary value of the DER encodi ng of
t he TAVPCommuni t yUpdate, wapped in a CVMB body as described in
Section 2.

C.8. Comunity Update Confirm Message

An HTTP- based Conmunity Update Confirm nessage i s conposed of the
appropriate HITP headers, followed by the binary value of the DER
encodi ng of the TAMPCommunit yUpdat eConfirm wapped in a CVB body as
described in Section 2.

The Content-Type header MJUST have the val ue "application/
t anp- comuni t y- updat e- confirni.

C. 9. Sequence Nunber Adjust Message

A Sequence Nunber Adjust Message using the POST nethod is constructed
as follows: The Content-Type header MJST have the val ue "application/
t anp- sequence- adj ust".

The body of the nessage is the binary value of the DER encodi ng of
t he SequenceNunber Adj ust, wapped in a CV5 body as described in
Section 2.

C.10. Sequence Number Adjust Confirm Message
An HTTP- based Sequence Nunber Adjust Confirm nessage is conposed of
the appropriate HTTP headers, followed by the binary value of the DER

encodi ng of the SequenceNunber Adj ust Confirm wapped in a CVS body as
described in Section 2.
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The Content-Type header MUST have the val ue "application/
t anp- sequence- adj ust - confirni.

C.11. TAWMP Error Message

An HTTP-based TAMP Error nessage is conposed of the appropriate HITP
headers, followed by the binary value of the DER encodi ng of the
TAMPError, wapped in a CM5S body as described in Section 2.

The Content-Type header MJST have the val ue "application/tanp-error".
Aut hors’ Addresses

Russ Housl ey

Vigil Security, LLC
918 Spring Knoll Drive
Her ndon, VA 20170
USA

EMai | : housl ey@i gi | sec. com

Sam Ashnor e

Nati onal Security Agency
Suite 6751

9800 Savage Road

Fort Meade, MD 20755
USA

EMBi | : srashnmo@ adi um ncsc. ni |

Carl Wall ace

Cygnacom Sol uti ons

Sui te 5400

7925 Jones Branch Drive
McLean, VA 22102

USA

EMai | : cwal | ace@ygnacom com

Housl ey, et al. St andards Track [ Page 91]



