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Abstr act

| Pv6 specifies a nodel of a subnet that is different than the |Pv4
subnet nodel. The subtlety of the differences has resulted in
incorrect inplenentations that do not interoperate. This docunent
spells out the nost inportant difference: that an | Pv6 address isn't
autonatically associated with an IPv6 on-link prefix. This docunent
al so updates (partially due to security concerns caused by incorrect
i mpl erentations) a part of the definition of "on-1ink" from RFC 4861
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1. Introduction

| Pv4 inpl enentations typically associate a netrmask with an address
when an | Pv4 address is assigned to an interface. That netnmask
together with the | Pv4 address designates an on-link prefix. Nodes
consi der addresses covered by an on-link prefix to be directly
attached to the same link as the sending node, i.e., they send
traffic for such addresses directly rather than to a router. See
Section 3.3.1 of [RFC1122]. Prior to the devel opnent of subnetting
[ RFC0950] and O assless Inter-Donmain Routing (CIDR) [ RFC4632], an
address’s netmask could be derived directly fromthe address sinply
by determ ning whether it was a Cass A B, or C address. Today,
assigning an address to an interface also requires specifying a
netmask to use. In the absence of specifying a specific netnmask when
assigning an address, somne inplenmentations would fall back to
deriving the netmask fromthe class of the address.

The behavior of IPv6 as specified in Neighbor Discovery (ND)

[ RFC4861] is quite different. The on-link determination is separate
fromthe address assignment. A host can have | Pv6 addresses w t hout
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any related on-link prefixes or can have on-link prefixes that are
not related to any | Pv6 addresses that are assigned to the host. Any
assigned address on an interface should initially be considered as
having no internal structure as shown in [ RFC4291].

In IPv6, by default, a host treats only the link-local prefix as
on-1ink.

The reception of a Prefix Information Option (PIO with the L-bit set
[ RFC4861] and a non-zero valid lifetime creates (or updates) an entry
inthe Prefix List. Al prefixes on a host’s Prefix List (i.e.

those prefixes that have not yet timed out) are considered to be
on-link by that host.

The on-link definition in the Term nol ogy section of [RFC4861], as
nmodi fied by this docunent, defines the conplete list of cases in

whi ch a host considers an address to be on-link. Individual address
entries can be expired by the Nei ghbor Unreachability Detection
nmechani sm

| Pv6 packets sent using the Conceptual Sending Al gorithmas described
in [RFC4861] only trigger address resolution for |Pv6 addresses that
the sender considers to be on-link. Packets to any other address are

sent to a default router. |f there is no default router, then the
node shoul d send an | CMPv6 Desti nati on Unreachabl e i ndication as
specified in [RFC4861] -- nore details are provided in the "Host

Behavi or" and "Host Rul es" sections of this docunment. (Note that
[ RFC4861] changed t he behavi or when the Default Router List is enpty.

In the old version of Neighbor Discovery [RFC2461], if the Default
Router List is enpty, rather than sending the | CMPv6 Destination
Unreachabl e indication, the [ RFC2461] node assuned that the
destination was on-link.) Note that ND is scoped to a single |ink
Al'l Neighbor Solicitation (NS) responses are assuned to be sent out
the sane interface on which the correspondi ng query was received

wi t hout using the Conceptual Sending Al gorithm

Failure of host inplenentations to correctly inplenent the | Pv6
subnet nodel can result in lack of I Pv6 connectivity. See the
"Cbserved Incorrect Inplenentation Behavior" section for details.

Thi s docunent deprecates the last two bullets fromthe definition of
"on-link" in [RFC4861] to address security concerns arising from
particular ND inpl enentations.

Host behavior is clarified in the "Host Behavior" and "Host Rul es"
secti ons.
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2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Host Behavi or

1
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The original Neighbor Discovery (ND) specification [ RFC4861] was
unclear in its usage of the term"on-link" in a few places. In

| Pv6, an address is on-link (with respect to a specific link), if
t he address has been assigned to an interface attached to that
link. Any node attached to the link can send a datagramdirectly
to an on-link address wi thout forwarding the datagramthrough a
router. However, in order for a node to know that a destination
is on-link, it nust obtain configuration information to that
effect. In IPv6, there are two main ways of maintaining

i nformation about on-link destinations. First, a host naintains
a Prefix List that identifies ranges of addresses that are to be
consi dered on-link. Second, Redirects can identify individua
destinations that are on-1ink; such Redirects update the

Desti nati on Cache.

The Prefix List is populated via the followi ng neans:

* Receipt of a valid Router Advertisement (RA) that specifies a
prefix with the L-bit set. Such a prefix is considered
on-link for a period specified in the Valid Lifetine and is
added to the Prefix List. (The link-local prefix is
effectively considered a permanent entry on the Prefix List.)

* |ndication of an on-link prefix (which may be a /128) via
manual configuration, or sonme other yet-to-be-specified
configuration nechani sm

A Redirect can al so signal whether an address is on-link. If a
host originates a packet, but the first-hop router routes the
recei ved packet back out onto the same link, the router also
sends the host a Redirect. |If the Target and Destination Address
of the Redirect are the same, the Target Address is to be treated
as on-link as specified in Section 8 of [RFC4861]. That is, the
host updates its Destination Cache (but not its Prefix List --
though the inpact is simlar).

It should be noted that ND does not have a way to indicate a
destination is "off-link". Rather, a destination is assunmed to
be of f-l1ink, unless there is explicit information indicating that
it is on-link. Such information may | ater expire or be changed,
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Si ngh,

in which case a destination nmay revert back to being considered
off-link, but that is different than there being an explicit
mechani smfor signaling that a destination is off-link. Redirect
nmessages do not contain sufficient information to signal that an
address is off-link. Instead, Redirect nessages indicate a
preferred next hop that is a nore appropriate choice to use than
the originator of the Redirect.

| Pv6 al so defines the term "neighbor" to refer to nodes attached
to the same link and that can send packets directly to each
other. Received ND packets that pass the required validation
tests can only conme froma nei ghbor attached to the link on which
the ND packet was received. Unfortunately, [RFC4861] is
inmprecise inits definition of "on-link" and states that a node
considers an address to be on-link if:

* a Neighbor Advertisenent (NA) message is received for the
(target) address, or

* any Nei ghbor Di scovery nessage is received fromthe address.

Neit her of these tests are acceptable definitions for an address
to be considered as on-link as defined above, and this docunent
deprecates and renoves both of themfromthe formal definition of
"on-link". Neither of these tests should be used as
justification for nodifying the Prefix List or Destination Cache
for an address.

The conceptual sending al gorithm of [RFC4861] defines a Prefix
List, Destination Cache, and Default Router List. The

conbi nation of Prefix List, Destination Cache, and Default Router
Li st formwhat many inplenentati ons consider to be the IP data
forwarding table for a host. Note that the Nei ghbor Cache is a
separate data structure referenced by the Destination Cache, but
entries in the Neighbor Cache are not necessarily in the
Destination Cache. It is quite possible (and intentional) that
entries be added to the Nei ghbor Cache for addresses that would
not be considered on-1ink as defined above. For exanple, upon
receipt of a valid NS, Section 7.2.3 of [RFC4861] states:

If an entry does not already exist, the node SHOULD create a
new one and set its reachability state to STALE as specified
in Section 7.3.3. If an entry already exists, and the cached
link-1ayer address differs fromthe one in the received Source
Li nk- Layer option, the cached address shoul d be repl aced by
the received address, and the entry’'s reachability state MJST
be set to STALE
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Si ngh,

The intention of the above feature is to add an address to the
Nei ghbor Cache, even though it might not be considered on-Ilink
per the Prefix List. The benefit of such a step is to have the
recei ver popul ate the Nei ghbor Cache with an address it will

al nrost certainly be sending packets to shortly, thus avoiding the
need for an additional round of ND to perform address resol ution
But because there is no validation of the address being added to
t he Nei ghbor Cache, an intruder could spoof the address and cause
a receiver to add an address for a renpte site to its Nei ghbor
Cache. This vulnerability is a specific instance of the broad
set of attacks that are possible by an on-1ink nei ghbor

[ RFC3756]. This causes no problens in practice, so long as the
entry only exists in the Neighbor Cache and the address is not
considered to be on-link by the IP forwarding code (i.e., the
address is not added to the Prefix List and is not marked as
on-link in the Destination Cache).

After the update to the on-link definition in [RFC4861], certain
text from Section 7.2.3 of [RFC4861] nmy appear, upon a cursory
exanmi nation, to be inconsistent with the updated definition of
"on-1ink" because the text does not ensure that the source
address is already deened on-1link through other nethods:

If the Source Address is not the unspecified address and, on
link layers that have addresses, the solicitation includes a
Source Link-Layer Address option, then the recipient SHOULD

create or update the Nei ghbor Cache entry for the | P Source

Address of the solicitation

Simlarly, the following text from Section 6.2.6 of [RFC4861] nmay
al so seeminconsistent:

If there is no existing Neighbor Cache entry for the
solicitation’s sender, the router creates one, installs the
link-layer address and sets its reachability state to STALE as
specified in Section 7.3.3.

However, the text in the aforenmenti oned sections of [RFC4861],
upon cl oser inspection, is actually consistent with the
deprecation of the last two bullets of the on-link definition
because there are two different ways in which on-Ilink

determ nation can affect the state of ND. through updating the
Prefix List or updating the Destination Cache. Through
deprecating the last two bullets of the on-link definition, the
Prefix List is explicitly not to be changed when a node receives
an NS, NA, or Router Solicitation (RS). The Nei ghbor Cache can
still be updated through receipt of an NS, NA or RS
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[ RFC4861] is witten fromthe perspective of a host with a single
i nterface on which Neighbor Discovery is run. Al ND traffic
(whet her sent or received) traverses the single interface. On
hosts with multiple interfaces, care nust be taken to ensure that
the scope of ND processing fromone |link stays local to that
link. That is, when responding to an NS, the NA woul d be sent
out on the sane link on which it was received. Likew se, a host
woul d not respond to a received NS for an address only assi gned
to an interface on a different link. Although inplenmentations
may choose to inplenment Nei ghbor Di scovery using a single data
structure that merges the Nei ghbor Caches of all interfaces, an

i mpl enentation’s behavi or nust be consistent with the above
nodel .

4. Host Rul es

A correctly inplemented | Pv6 host MJST adhere to the foll owi ng rules:

1

Si ngh,

The assignment of an | Pv6 address -- whether through |IPv6

statel ess address autoconfiguration [ RFC4862], DHCPv6 [ RFC3315],
or manual configuration -- MJUST NOT inplicitly cause a prefix
derived fromthat address to be treated as on-link and added to
the Prefix List. A host considers a prefix to be on-link only
through explicit means, such as those specified in the on-Ilink
definition in the Term nol ogy section of [RFC4861] (as nodified
by this docunent) or via manual configuration. Note that the
requi renent for manually configured addresses is not explicitly
mentioned in [ RFC4861].

In the absence of other sources of on-link infornmation, including
Redirects, if the RA advertises a prefix with the on-link (L) bit
set and later the Valid Lifetine expires, the host MJIST then
consi der addresses of the prefix to be off-link, as specified by
the PI O paragraph of Section 6.3.4 of [RFC4861].

In the absence of other sources of on-link infornmation, including
Redirects, if the RA advertises a prefix with the on-link (L) bit
set and later the Valid Lifetine expires, the host MJIST then
update its Prefix List with respect to the entry. |n nost cases,
this will result in the addresses covered by the prefix

defaul ting back to being considered off-link, as specified by the
Pl O par agraph of Section 6.3.4 of [RFC4861]. However, there are
cases where an address could be covered by nultiple entries in
the Prefix List, where expiration of one prefix would result in
destinations then being covered by a different entry.
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4. Inplenentations conpliant with [ RFC4861] MJUST adhere to the

following rules. |If the Default Router List is enpty and there
is no other source of on-link information about any address or
prefix:

a. The host MJUST NOT assune that all destinations are on-link

b. The host MJST NOT perform address resolution for non-Iink-
| ocal addresses.

c. Since the host cannot assune the destination is on-link, and
off-link traffic cannot be sent to a default router (since
the Default Router List is enpty), address resol ution cannot
be performed. This case is specified in the |last paragraph
of Section 4 of [RFC4943]: when there is no route to the
destination, the host should send an | CVMPv6 Destination
Unreachabl e indication (for exanple, a locally delivered
error nessage) as specified in the Term nol ogy section of
[ RFC4861] .

On-link informati on concerning particul ar addresses and prefixes
can nake those specific addresses and prefixes on-1ink, but does
not change the default behavi or nmenti oned above for addresses and
prefixes not specified. [RFC4943] provides justification for
these rules.

5. Qbserved Incorrect |nplenentation Behavior

One incorrect inplenmentation behavior illustrates the severe
consequences when the | Pv6 subnet nodel is not understood by the
i mpl enent ers of several popul ar host operating systens. In an access

concentrator network ([ RFC4388]), a host receives a Router
Advertisenent message with no on-link prefix advertised. An address
could be acquired through the DHCPv6 identity association for non-
tenporary addresses (I A NA) option from [ RFC3315] (which does not
include a prefix length), or through manual configuration (if no
prefix length is specified). The host incorrectly assunes an
invented prefix is on-link. This invented prefix typically is a /64
that was witten by the devel oper of the operating system network
modul e APl to any I Pv6 application as a "default" prefix [ ength when
a length isn't specified. This may cause the APl to seemto work in
the case of a network interface initiating statel ess address

aut oconfiguration (SLAAC); however, it can cause connectivity

probl ems in Non-Broadcast Milti-Access (NBMA) networks. Having
incorrectly assumed an invented prefix, the host perforns address
resol uti on when the host should send all non-link-1ocal traffic to a
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10.

default router. Neither the router nor any other host will respond
to the address resolution, preventing this host from sending |IPv6
traffic.

Updates to RFC 4861

Thi s docunent deprecates the following two bullets fromthe on-1ink
definition in Section 2.1 of [RFC4861]:

0 a Neighbor Advertisement nessage is received for the (target)
address, or

o any Nei ghbor Discovery nessage is received fromthe address.
Concl usi on

This docunment clarifies and summari zes the rel ati onshi p between |inks
and subnet prefixes described in [ RFC4861]. Configuration of an | Pv6
address does not inply the existence of correspondi ng on-1ink
prefixes. One should also | ook at APl considerations for prefix

I ength as described in the |ast paragraph of Section 4.2 of

[ RFC4903]. This docunment al so updates the definition of "on-1link"
from[RFC4861] by deprecating the last two bullets.

Security Considerations

Thi s docunent addresses a security concern present in [RFC4861]. As

aresult, the last two bullets of the on-link definition in [ RFC4861]
have been deprecated. US-CERT Vulnerability Note VU#472363 lists the
i mpl enent ati ons af f ect ed.
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