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Abst r act

This docunent states requirenents for a standardi zed SIP registration
mechani sm for rmultiple addresses of record (AORs), the nmechani sm
bei ng suitable for deploynent by SIP service providers on a large
scale in support of small to nmedium sized Private Branch Exchanges
(PBXs). The requirenents are for a solution that can, as a m ni num
support AORs based on E. 164 nunbers.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc5947
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1

I ntroduction

The Session Initiation Protocol (SIP) [RFC3261], together with its
ext ensi ons, supports multiple neans of obtaining the connection

i nformati on necessary to deliver out-of-dialog SIP requests to their
i ntended targets. Wien a SIP proxy needs to send a request to a
target address of record (AOR) within its domain, it can use a

| ocation service to obtain the regi stered Contact Universal Resource
Identifiers (URIS), together with any associated path information

[ RFC3327], and build a route set to reach each target user agent
(UA). The SIP REAQ STER net hod can be used to register Contact URI's
and path information. SIP-outbound [ RFC5626] enhances this nechani sm
to cater to UAs behind Network Address Translators (NATs) and
firewalls. Wen an entity needs to send a request to a target for
which it is not authoritative, the entity can foll ow [ RFC3263]
procedures for using the Dormain Name System (DNS) to obtain the next-
hop connection information

In practice, nmany small- and nedi um si zed busi nesses use a SIP
Private Branch Exchange (SIP-PBX) that is authoritative for tens or
hundreds of SIP AORs. This SIP-PBX acts as a registrar/proxy for
these AORs for users hosted by the SIP-PBX. A SIP Service Provider
(SSP) provides SIP peering/trunking capability to the SIP-PBX. The
SI P- PBX needs to be reachable fromthe SSP so that the SSP can handl e
i nbound out-of-dialog SIP requests targeted at these AORs, routing
these requests to the SIP-PBX for onward delivery to registered UAs.

Experi ence has shown that existing mechani snms are not al ways

sufficient to support SIP-PBXs for small/medi um businesses. In
particul ar, RFC 3263 procedures are generally inappropriate, except
for sone larger SIP-PBXs. In current deploynents, nechanisns for the

dynami c provision of reachability information based on the SIP

REG STER net hod are commonly used. However, these mechanisms vary in
detail, leading to interoperability issues between S| P-PBXs and SSPs,
and the need for equipnent to support different variants. A nore
detailed statenent of the problemis given in Section 3.

This docunent states requirenents for a standardi zed SIP registration
mechani smfor multiple AORs, the mechani sm being suitable for

depl oynent by SSPs on a |large scale in support of small- to nmedium
sized SIP-PBXs. The requirenments are for a solution that can, as a
m ni num support AORs based on E. 164 nunbers.

Ter m nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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The terns address of record (AOR), proxy, REGQ STER, registrar
request, response, and user agent (UA) are to be interpreted as
described in [ RFC3261].

Pr obl em St at enent

A nunber of other standards organi zati ons have addressed the issue of
a SIP-PBX registering with its SSP, notably ETSI [ETSI_TS 182025] and
3rd Generation Partnership Project (3GPP) [3GPP.24.229]. Also,

vari ous SSPs have produced proprietary specifications for use with
their owm offerings. The reader is encouraged to review the
docunents produced by those organi zations.

A short summary of the general concept is as follows. The figure

below illustrates the scope of the problem
+--- -+
| VA |----+
+--- -+ | T
| SCOPE OF PROBLEM
+----+
| UA|--+| [ S + [ S +
bk | | | | |
NESEREEE | | |
T | SIP-PBX |-----------u---m-- | SSP |
| UA|-eeeeee | | | |
oo | | | |
f S + f S +
---------------- > : e :
UAs register with : SIP-PBX registers with :
SI P- PBX on behal f of : SSP once on behal f of
i ndi vi dual AORs : mul tiple AORs
: O
L : SSP del i vers inbound
SI P- PBX f orwar ds : requests to Sl P-PBX

i nbound requests
to appropriate UAs

In virtually all nodels, the SIP-PBX generates a SI P REQ STER request
using a nmutually agreed-upon SIP AOR -- typically based on the SIP-
PBX s main attendant-/reception-desk nunber. The AOR is often in the
domain of the SSP, and both the To and From URI's used for the

REAQ STER request identify that AOR In all respects, it appears on
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the wire as a "normal" SIP REQ STER request, as if froma typica
user’s UA. However, it generally inplicitly registers other ACRs
associ ated with the SIP-PBX

For both 3GPP and ETSI nechani sns, the 200 OK response to the

REAQ STER request, sent after a successful authentication chall enge,
contains a P-Associ ated-URl (PAU) [RFC3455] header field listing the
other SIP URIs or TEL URIs (i.e., phone nunbers) of the SIP-PBX
which are inplicitly registered AORs. The registered reachability

informati on fromthe REG STER request will be used to reach not only
the single explicitly registered AOR but al so each of the inplicitly
regi stered AORs. In order to reduce the nunber of PAU entries, a

"wi | dcard" syntax nodel is defined [3GPP.23.003], which uses a
regul ar expression syntax in the user field of the URl to express
mul ti ple ACRs in a conpressed nanner

For routing requests for any of the explicitly or inplicitly

regi stered AORs fromthe SSP to the SIP-PBX, the Request-URl is
typically replaced with the registered Contact URI. In the case of
3GPP and ETSI, the SSP has the option of using |oose routing instead,
and inserting the registered Contact URI as a | oose route Route
header field value, while | eaving the Request-URl alone. This
decision is nmade based upon manual |y provisioned information in the
registrar’s database (i.e., the Home Subscriber Server (HSS)).

3.1. Issues with the REG STER Transacti on
3.1.1. Mshandling by SIP-Aware M ddl eboxes

None of the currently avail abl e mechani sns indicate that the REG STER
request or response is any different froma "normal" REG STER request
or response. This has caused issues when Sl P-aware mni ddl eboxes

bet ween the SIP-PBX and the registrar serve both SIP-PBXs and norna
UAs yet need to apply different policies to the two cases.

Furt hernore, sone m ddl eboxes expect the registrar to foll ow nornal

[ RFC3261] procedures of Request-URlI replacenent with the registered
Contact URI for routing subsequent requests to the SIP-PBX. If the
registrar adopts a different practice for requests to SIP-PBXs, this
can cause the mddl ebox to fail to route such requests correctly,
because there is no indication that the registration was any
different.

Lastly, lack of an indication of inplicit registration nakes

troubl eshooting nore difficult because the on-the-wire nmessages are
i ndi stinguishable from"normal" registrations. Note that even the
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exi stence of a PAU header field in the response does not indicate
that inplicit registration for a SIP-PBX has occurred, since the PAU
header field is also used for nornmal UAs with nultiple identities.

3.1.2. REG STER Response Growh

If a SIP-PBX represents nany AORs, the PAU list in the response can
grow the SIP nessage size beyond the linits for UDP

3.1.3. Illegal "WIldcard" Syntax

The current syntax for "wildcarded" PAUs is illegal for TEL URlSs,
based on the ABNF rules for TEL URIs in [ RFC3966].

3.2. Issues with Routing | nbound Requests to the SIP-PBX
3.2.1. Loss of Target Information

If the proxy-registrar follows [RFC3261] for registration resolution
of requests targeted at one of the SIP-PBX s AORs, and thus replaces
the Request-URI with the registered Contact URI, it is not clear
which ACR is the intended target of the request. The To URI, for
exanpl e, may not contain the intended target AOR if the request was
forwarded/retargeted prior to reaching the proxy-registrar. Sone

m ddl eboxes between the registrar and SIP-PBX will overwite the
Request - URI specifically to try to fix this issue. In sone cases, a
P-Cal |l ed-Party-1D header field [ RFC3455] will contain the intended
target AOR and in sone cases, the History-Info header field

[ RFC4A244] will contain it. The SIP-PBX needs to know where to | ook
to find the required information and, in the case of History-Info,
needs to identify the particular el enent containing the required

i nformation.

3.2.2. Inconsistent Placenent of Target URI Information in | nbound
Request s
Even when all information needed by the SIP-PBX is provided, in sonme

depl oynents, inbound SIP requests fromthe SSP have the registered

SI P-PBX Contact URI in the Request-URI, whereas in other deploynments
i nbound SI P requests have the intended target SIP-PBX user (AOR) in
the Request-URI and the Contact URI in the Route header field. There
are other variants, too. Interoperability problens arise when a SIP-
PBX desi gned or configured for one variant attenpts to interwork with
an SSP desi gned or configured for another variant.
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3.2.3. Request-URI M srouting

Al t hough many SI P-PBXs support registration with an SSP, they do not
consi der thenselves authoritative for the explicitly or inplicitly
registered AORs if the domain portion still identifies the SSP s
domai n. They expect the domain portion to be their own |IP Address,
Fully Qualified Domain Name (FQDN), or domain. Currently,

n ddl eboxes have to fix that issue.

3.3. Policy-Rel ated | ssues

The following are largely policy matters for the SSP, but it should
be noted the policies described below will not work in sone
situations. A nmechanismfor solving the SIP-PBX registration problem
will not solve these policy issues directly, although when specifying
the mechani sm the opportunity can be taken to highlight the inpact

of such policies.

3.3.1. Authorization Policy Msnatches

Many SSPs performa first-order |evel of authorization for requests
fromthe SIP-PBX by checking the URI in the From P-Asserted-
Identity (PAl), or P-Preferred-ldentity (PPl) [RFC3325] header field
for one matching either an explicitly or inplicitly registered AOR
for the same Contact URI and/or Layer-3 |IP Address. However, sone
SI P- PBXs change the Contact URI they use for non- REG STER requests to
be different fromthe one they explicitly registered. For exanple,
they change the user portion of the Contact URI, or even the host
portion. This is particularly true for a SIP-PBX operating as a
proxy and forwardi ng the Contact URI fromthe UA behind the SIP-PBX
(the SIP-PBX typically being identified in a Record-Route header
field), rather than acting as a Back-to-Back User Agent (B2BUA) and
substituting its owmn Contact URI. This can cause an SSP to fail to
find an AOR corresponding to the Contact URI for non- REA STER
requests, resulting in the SSP rejecting such requests or asserting
its own PAl value, rather than asserting a value based on received
header fi el ds.

3.3.2. PAl or PPI URI M snmmtches

Some SSPs expect the PAl or PPl URI in SIP requests received fromthe
SIP-PBX to match one of the explicitly or inplicitly registered AORs,
wher eas sonme S| P-PBXs generate the URIs using their |local |IP Address,
host name, or donmain name. Some SSPs expect the PAl or PPl URl in SIP
requests received fromthe SIP-PBX to be the explicitly registered
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AOR only, as it is the main billing nunber, instead of the inplicitly
regi stered AOR of the calling party. |In either case, this can result
in the SSP rejecting requests with values that do not natch, or
asserting its own PAl val ue.

Again, these are policy matters for the SSP, but drawbacks should be
noted. For exanple, rejection of requests can rule out requests from
sources beyond the SIP-PBX (e.g., calls forwarded by the S| P-PBX)

unl ess the SIP-PBX changes the PAl or PPI URl to a value acceptable
to the SSP (in which case it will no longer identify the calling
user). If the SSP changes the PAl or PPl URI, again the request wll
fail to identify the calling user

4. Requirenents
The followi ng are requirenments of the nmechani sm

REQL: The mechani sm MUST allow a SIP-PBX to enter into a trunking
arrangenent with an SSP whereby the two parties have agreed
on a set of tel ephone nunbers assigned to the S| P-PBX

REQ2: The mechani sm MUST al |l ow a set of assigned tel ephone nunbers
to conprise E 164 nunbers, which can be in contiguous ranges,
di screte, or in any conbination of the two.

RES: The mechani sm MUST allow a SIP-PBX to register reachability
information with its SSP, in order to enable the SSP to route
to the SIP-PBX i nbound requests targeted at assigned
t el ephone nunbers.

REQ4: The nmechani sm MJUST all ow UAs attached to a SIP-PBX to
register with the SIP-PBX for AORs based on assigned
t el ephone nunbers, in order to receive requests targeted at
t hose tel ephone nunmbers, wi thout needing to involve the SSP
in the registration process.

REQG: The mechani sm MUST all ow a SI P-PBX to handl e requests
originating at its owm UAs and targeted at its assigned
t el ephone numbers, wi thout routing those requests to the SSP

RECG: The mechani sm MUST allow a SIP-PBX to receive requests to its
assi gned tel ephone nunbers originating outside the SIP-PBX
and arriving via the SSP, so that the SIP-PBX can route those
requests onwards to its UAs, as it would for interna
requests to those tel ephone nunbers.
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REQT7:

REGS:

REQO:

REQLO:

REQL1:

REQL2:

REQL3:

REQL4:
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The mechani sm MUST provi de a neans whereby a Sl P-PBX knows at
whi ch of its assigned tel ephone nunbers an i nbound request
fromits SSP is targeted

The mechani sm MUST provi de a neans of avoiding probl ens due
to one side using the nmechani smand the other side not.

In other words, the mechanismis required to avoid the
situation where one side believes it is using the
mechani sm and the other side believes it is not, e.g., the
SIP-PBX believes it is performng the registration of
nmul ti ple tel ephone nunbers, but the SSP believes a single
AOR i s being registered.

The mechani sm MUST observe SI P backwards conpatibility
princi pl es.

In other words, the nmechanismis required to provide a
graceful neans of recovery or fall-back if either side
does not support the mechanism For exanple, this night
i nvol ve the use of an option tag.

The mechani sm MUST work in the presence of a sequence of
intermediate SIP entities on the SIP-PBX-to-SSP interface
(i.e., between the SIP-PBX and the SSP's donain proxy), where
those intermediate SIP entities indicated during registration
a need to be on the path of inbound requests to the SIP-PBX

These internediate SIP entities can be edge proxies,
sessi on border controllers, etc.

The mechani sm MUST work when a SI P-PBX obtains its | P address
dynani cal | y.

The mechani sm MUST work wi thout requiring the SIP-PBX to have
a donmain nanme or the ability to publish its donmain nane in
t he DNS.

For a given SIP-PBX and its SSP, there MJUST be no inpact on
ot her domai ns, which are expected to be able to use nornal
RFC 3263 procedures to route requests, including requests
needing to be routed via the SSP in order to reach the SIP-
PBX.

The mechani sm MUST be able to operate over a transport that
provides end-to-end integrity protection and confidentiality
between the SIP-PBX and the SSP, e.g., using Transport Layer
Security (TLS) as specified in [ RFC3261].
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REQL5: The nechani sm MJUST support authentication of the SIP-PBX by
the SSP and vice versa, e.g., using SIP digest authentication
plus TLS server authentication as specified in [ RFC3261].

REQL6: The nechani sm MJUST allow the SIP-PBX to provide its UAs with
public or tenporary dobally Routable UA URI's ( GRUUs)
[ RFC5627] .

REQL7: The mechani sm MJUST work over any existing transport specified
for SIP, including UDP

REQL8: Docunentation MJST gi ve guidance or warni ngs about how
aut horization policies may be affected by the nechanism to
address the problens described in Section 3. 3.

REQL9: The mechani sm MJUST be extensible to allow a set of assigned
t el ephone nunbers to conprise | ocal nunbers as specified in
[ RFC3966], which can be in contiguous ranges, discrete, or in
any conbi nation of the two.

REQ20: The mechani sm MJUST be extensible to allow a set of
arbitrarily assigned SIP URI's as specified in [ RFC3261], as
opposed to just tel ephone nunmbers, wi thout requiring a
conpl ete change of nechani smas conpared to that used for
t el ephone nunbers.

5. Desirables
The follow ng are desirable properties of the nmechani sm

In addition to the desirables below, the general aimis to require
only relatively nodest changes to a substantial population of

exi sting SSP and SI P-PBX inpl enentations, in order to encourage a
fast market adoption of the standardi zed mechanism Ease of narket
adoption is paramount here. Many SIP-PBXs and SSPs have inpl ement ed
nmechani sns based on the REGQ STER nethod, and the need for substantial
changes to those inplenentations will discourage convergence on a
single standard in the foreseeable future.

DES1: The nmechani sm SHOULD all ow an SSP to exploit its mechani sns

for providing SIP service to normal UAs in order to provide a
SIP trunking service to S| P-PBXs.
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DES2: The nechani sm SHOULD scal e to S| P-PBXs of several thousand
assi gned tel ephone nunbers.

This will probably preclude any nechani sminvolving a
separate REQ STER transacti on per assigned tel ephone
nunber .

In practice, the mechanismis nore likely to be used on
SIP-PBXs with up to a few hundred tel ephone nunbers, but it
is inpossible to give a precise linmt, and hence the desire
to be able to support several thousand.

DES3: The nmechani sm SHOULD scal e to support several thousand Sl P-
PBXs on a single SSP

6. Non-Requirenents

The nmeans by which a third domain can route a request to the SSP for
onward delivery to the SIP-PBX is outside the scope of this work.
This is related to REQL3, which requires normal routing based on RFC
3263 be used.

Provisioning is outside the scope of this work. In particular, an
SSP will need to assign a set of tel ephone nunbers to a SIP-PBX, and
a SIP-PBX will need to be aware of the set of assigned nunbers and
al l ocate those nunbers to its users. Autonmated nmeans for a Sl P-PBX
to obtain, fromits SSP, the set of assigned tel ephone nunbers is
considered to be a provisioning topic.

7. Security considerations

The security of signaling between the SIP-PBX and the SSP is
i mportant. Sone of the requirenents above al ready address this.

In particular, it is inmportant that an entity acting as a Sl P-PBX
cannot register with an SSP and receive i nbound requests to which it
is not entitled. The SSP is assuned to have procedures for ensuring
that a SIP-PBX is entitled to use a set of E. 164 tel ephone nunbers
prior to entering into agreenent with that SIP-PBX for using those

t el ephone nunbers with this mechanism Furthernore, by

aut henticating the SIP-PBX when it provides reachability information
the SSP can be sure that it delivers inbound requests only to the
correct destination.
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