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1. Introduction

SIP [3] is a protocol to establish and manage nulti nedi a sessions.
After the exchange of signaling nessages, SIP endpoints generally
exchange session or nedia traffic, which is not transported using SIP
but a different protocol. For exanple, audio streans are typically
carried using the Real -Tinme Transport Protocol (RTP) [13].

Consequently, a conplete solution for IPv6 transition needs to handl e
both the signaling layer and the nedia | ayer. Wile unextended SIP
can handl e heterogeneous |Pv6/IPv4 networks at the signaling |ayer as
long as proxy servers and their Domain Nanme System (DNS) entries are
properly configured, user agents using different networks and address
spaces nust inplenent extensions in order to exchange nmedi a between

t hem
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Thi s docunent addresses the systemlevel issues in order to make SIP
wor k successfully between IPv4 and | Pv6. Sections 3 and 4 provide
di scussions on the topics that are pertinent to the signaling |ayer
and nedia | ayer, respectively, to establish a successful session

bet ween het er ogeneous | Pv4/ 1 Pv6 networks.

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", " REQUI RED"
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWENDED', "NOT
RECOMVENDED", "NMAY", and "OPTIONAL" are to be interpreted as
described in BCP 14, RFC 2119 [1] and indicate requirenent |evels for
conpliant inplenentations.

| Pv4-only user agent: An |Pv4-only user agent supports SIP signaling
and nedia only on the IPv4 network. It does not understand |Pv6
addr esses.

| Pv4-only node: A host that inplenents only IPv4. An |IPv4-only node
does not understand |IPv6. The installed base of |Pv4 hosts
exi sting before the transition begins are | Pv4-only nodes.

| Pv6-only user agent: An IPv6-only user agent supports SIP signaling
and nedia only on the IPv6 network. It does not understand |Pv4
addr esses.

| Pv6-only node: A host that inplenents |Pv6 and does not i npl enent
| Pv4.

| Pv4/ 1 Pv6 node: A host that inplenents both IPv4 and | Pv6; such
hosts are al so known as "dual -stack" hosts [17].

| Pv4/ |1 Pv6 user agent: A user agent that supports SIP signaling and
nmedi a on both | Pv4 and | Pv6 networks.

| Pv4/ 1 Pv6 proxy: A proxy that supports SIP signaling on both I|Pv4
and | Pv6 networks.

3. The Signaling Layer

An aut ononmpbus donmai n sends and receives SIP traffic to and fromits
user agents as well as to and from ot her autononous donmains. This
section describes the issues related to such traffic exchanges at the
signaling layer, i.e., the flow of SIP nmessages between participants
in order to establish the session. W assune that the network

adm ni strators appropriately configure their networks such that the
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SI P servers w thin an autononous domai n can conmuni cate between
thensel ves. This section contains system|evel issues; a companion
docunent [15] addresses |Pv6 parser torture tests in SIP

3.1. Proxy Behavior

User agents typically send SIP traffic to an outbound proxy, which
takes care of routing it forward. |In order to support both |Pv4-only
and | Pv6-only user agents, it is RECOMMENDED that domains depl oy
dual - stack out bound proxy servers or, alternatively, deploy both

| Pv4d-only and | Pv6-only outbound proxies. Furthernore, there SHOULD
exi st both IPv6 and I Pv4 DNS entries for outbound proxy servers.

This allows the user agent to query DNS and obtain an | P address nost
appropriate for its use (i.e., an IPv4-only user agent will query DNS
for A resource records (RRs), an |IPv6-only user agent will query DNS
for AAAA RRs, and a dual -stack user agent will query DNS for all RRs
and choose a specific network.)

Some donmi ns provide autonatic neans for user agents to discover
their proxy servers. It is RECOMMENDED that domains inplenent
appropriate di scovery nechani sns to provide user agents with the | Pv4
and | Pv6 addresses of their outbound proxy servers. For exanple, a
domai n may support both the DHCPv4 [11] and the DHCPv6 [ 10] options
for SIP servers

On the receiving side, user agents inside an autononous donain
receive SIP traffic fromsources external to their domain through an
i nbound proxy, which is sonetinmes co-located with the registrar of
the domain. As was the case previously, it is RECOMVENDED t hat
domai ns depl oy dual -stack i nbound proxies or, alternatively, deploy
both I Pv4-only and | Pv6-only inbound proxy servers. This allows a
user agent external to the autononous domain to query DNS and receive
an | P address of the inbound proxy nost appropriate for its use
(i.e., an IPv4-only user agent will query DNS for A RRs, an |IPv6-only
user agent will query DNS for AAAA RRs, and a dual -stack user agent
will query DNS for all RRs and choose a specific network). This
strategy, i.e., deploying dual -stack proxies, also allows for an

| Pv6-only user agent in the autononmous domain to comunicate with an
| Pv4-only user agent in the sanme autononous domain. Wthout such a
proxy, user agents using different networks identifiers will not be
abl e to successfully signal each other.

Proxi es MJST follow the recommendations in Section 5 to determ ne the

order in which to contact the downstream servers when routing a
request.
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3.1.1. Relaying Requests across Different Networks

A SIP proxy server that receives a request using |IPv6 and relays it
to a user agent (or another downstream proxy) using |IPv4, and vice
versa, needs to remain in the path traversed by subsequent requests.
Therefore, such a SIP proxy server MJIST be configured to Record-Route
in that situation.

Note that while this is the reconmended practice, sone probl ens
may still arise if an RFC 2543 [14] endpoint is involved in
signaling. Since the ABNF in RFC 2543 did not include production
rules to parse IPv6 network identifiers, there is a good chance
that an RFC 2543-only conpliant endpoint is not able to parse or
regenerate | Pv6 network identifiers in headers. Thus, despite a
dual -stack proxy inserting itself into the session establishment,
the endpoint itself may not succeed in the signaling establishment
phase.

This is generally not a problemw th RFC 3261 endpoints; even if
such an endpoint runs on an |IPv4-only node, it still is able to
parse and regenerate | Pv6 network identifiers.

Rel ayi ng a request across different networks in this manner has other
ram fications. For one, the proxy doing the relaying nust remain in
the signaling path for the duration of the session; otherw se, the
upstreamclient and the downstream server would not be able to
conmuni cate directly. Second, to remain in the signaling path, the
proxy MJST insert one or two Record-Route headers: if the proxy is
inserting a URI that contains a Fully Qualified Domain Nane (FQDN) of
the proxy, and that name has both IPv4 and | Pv6 addresses in DNS
then inserting one Record-Route header suffices. But if the proxy is
inserting an | P address in the Record-Route header, then it nust
insert two such headers; the first Record-Route header contains the
proxy’s | P address that is conmpatible with the network type of the
downstream server, and the second Record-Route header contains the
proxy’'s | P address that is conpatible with the upstreamclient.

An exanple helps illustrate this behavior. In the exanple, we use
only those headers pertinent to the discussion. Oher headers have
been omitted for brevity. |In addition, only the I NVITE request and
final response (200 OK) are shown; it is not the intent of the
exanple to provide a conplete call flow that includes provisiona
responses and ot her requests.

In this exanple, proxy P, responsible for the donain exanple.com
receives a request froman | Pv4-only upstreamclient. |t proxies
this request to an | Pv6-only downstream server. Proxy P is running
on a dual -stack host; on the IPv4 interface, it has an address of
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192.0.2.1, and on the IPv6 interface, it is configured with an
address of 2001:db8::1 (Appendix A contains a sanple DNS zone file
entry that has been populated with both I Pv4 and | Pv6 addresses.)

UAC Pr oxy UAS
(1 Pva) P (1 Pv6)
| (1 Pva/ 1 Pv6) |
| | |
+---Fl--------- >| |
| Ho--F2---o-o - >|
| | |
| | <--F3--------- +
| <--F4---------- + |
| | |
\/ \/ \/

F1: INVITE sip:alice@xanple.comSIP/2.0

F2: INVITE sip:alice@001:db8::10 SIP/ 2.0
Record- Route: <sip:2001:db8::1;1r>
Record- Route: <sip:192.0.2.1;1r>

F3: SIP/2.0 200 &K
Record- Rout e: <si p: 2001: db8::1;1r>
Record- Route: <sip:192.0.2.1;1r>

F4: SIP/2.0 200 K
Record- Rout e: <sip: 2001: db8::1;1r>
Record- Route: <sip:192.0.2.1;1r>

Figure 1: Relaying requests across di fferent networks

When the User Agent Server (UAS) gets an INVITE and it accepts the
invitation, it sends a 200 K (F3) and forms a route set. The first
entry inits route set corresponds to the proxy's IPv6 interface.
Simlarly, when the 200 OK reaches the User Agent dient (UAC) (F4),
it creates a route set by follow ng the guidelines of RFC 3261 and
reversing the Record-Route headers. The first entry inits route set
corresponds to the proxy’'s IPv4 interface. 1In this manner, both the
UAC and the UAS will have the correct address of the proxy to which
they can target subsequent requests.
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Al ternatively, the proxy could have inserted its FQDN in the Record-
Route URI and the result would have been the sane. This is because
the proxy has both IPv4 and | Pv6 addresses in the DNS; thus, the UR
resol uti on woul d have yielded an | Pv4 address to the UAC and an | Pv6
address to the UAS

3.2. User Agent Behavior

User agent clients MJST follow the normative text specified in
Section 4.2 to gather | P addresses pertinent to the network. Having
done that, clients MJST follow the recommendations in Section 5 to
determ ne the order of the downstream servers to contact when routing
a request.

Aut ononous domai ns SHOULD depl oy dual -stack user agent servers, or
alternatively, deploy both IPv4-only and I Pv6-only servers. In
either case, the RRin DNS for reaching the server should be

speci fied appropriately.

4. The Medi a Layer

SI P establishes nmedia sessions using the offer/answer nodel [4]. One
endpoint, the offerer, sends a session description (the offer) to the
ot her endpoint, the answerer. The offer contains all the nedia
paraneters needed to exchange nedia with the offerer: codecs,
transport addresses, protocols to transfer nmedia, etc.

When the answerer receives an offer, it elaborates an answer and
sends it back to the offerer. The answer contains the nedia
paraneters that the answerer is willing to use for that particul ar
session. Ofer and answer are witten using a session description
protocol. The npst wi despread protocol to describe sessions at
present is called, aptly enough, the Session Description Protoco
(SDP) [2].

A direct offer/answer exchange between an | Pv4-only user agent and an
| Pv6-only user agent does not result in the establishnment of a
session. The IPv6-only user agent wi shes to receive nedia on one or
nore | Pv6 addresses, but the IPv4-only user agent cannot send nedia
to these addresses, and generally does not even understand their
format. Consequently, user agents need a neans to obtain both IPv4
and | Pv6 addresses to receive nedia and to place themin offers and
answers.

This I P version inconpatibility problemwould not exist if hosts

i npl ementing |1 Pv6 also inplenented | Pv4, and were configured with
both 1 Pv4 and | Pv6 addresses. In such a case, a UA would be able
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to pick a conpatible nedia transport address type to enable the
hosts to comunicate with each other

Pragmati smdictates that | Pv6 user agents undertake the greater
burden in the transition period. Since |Pv6 user agents are not

wi dely depl oyed yet, it seens appropriate that |1 Pv6 user agents
obtain I Pv4 addresses instead of nandati ng an upgrade on the
installed I Pv4 base. Furthernore, |Pv6 user agents are expected to
be dual -stacked and thus al so support |Pv4, unlike the |arger |Pv4-
only user agent base that does not or cannot support |Pv6.

An | Pv6 node SHOULD al so be able to send and receive nedia using | Pv4
addresses, but if it cannot, it SHOULD support Session Traversa
Uilities for NAT (STUN) relay usage [8]. Such a relay allows the

| Pv6 node to indirectly send and receive nedia using |Pv4.

The advantage of this strategy is that the installed base of |Pv4
user agents continues to function unchanged, but it requires an
operator that introduces IPv6 to provide additional servers for

all owi ng | Pv6 user agents to obtain |IPv4 addresses. This strategy
may come at an additional cost to SIP operators deploying | Pv6.
However, since IPv4-only SIP operators are also likely to depl oy STUN
rel ays for NAT (Network Address Translator) traversal, the additiona
effort to deploy IPv6 in an IPv4 SIP network should be limted in
this aspect.

However, there will be depl oynents where an | Pv4/1Pv6 node is unable
to use both interfaces natively at the sane tinme, and instead, runs
as an | Pv6-only node. Exanples of such deploynents include:

1. Networks where public I Pv4 addresses are scarce and it is
preferable to nmake | arge depl oynents only on | Pv6.

2. Networks utilizing Layer-2's that do not support concurrent |Pv4
and | Pv6 usage on the sane |ink

4.1. Updates to RFC 3264

This section provides a nornmative update to RFC 3264 [4] in the
foll owi ng manner:

1. In sone cases, especially those dealing with third party cal
control (see Section 4.2 of [12]), there arises a need to specify
the | Pv6 equivalent of the |IPv4 unspecified address (0.0.0.0) in
the SDP offer. For this, |Pv6 inplenentati ons MIST use a donain
nane within the .invalid DNS top-1|evel donain instead of using
the 1 Pv6 unspecified address (i.e., ::).
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4.

2.

2. Each nedia description in the SDP answer MJST use the sane
network type as the correspondi ng nedi a description in the offer
Thus, if the applicable "c=" line for a media description in the
of fer contained a network type with the value "IP4", the

applicable "c=" line for the correspondi ng nedia description in
the answer MUST contain "IP4" as the network type. Simlarly, if
the applicable "c=" line for a nmedia description in the offer

contained a network type with the value "IP6", the applicable
"c=" line for the correspondi ng nedia description in the answer
MUST contain "1P6" as the network type.

Initial Ofer

W now descri be how user agents can gat her addresses by follow ng the
Interactive Connectivity Establishment (ICE) [7] procedures. ICE is
protocol that allows two comunicating user agents to arrive at a
pair of mutually reachable transport addresses for nedia

conmmuni cations in the presence of NATs. It uses the STUN [ 18]
protocol, applying its binding discovery and relay usages.

When followi ng the | CE procedures, in addition to | ocal addresses,
user agents may need to obtain addresses fromrelays; for exanple, an
| Pv6 user agent would obtain an IPv4 address froma relay. The relay
woul d forward the traffic received on this |Pv4 address to the user
agent using IPv6. Such user agents MAY use any nechanismto obtain
addresses in relays, but, following the recommendations in ICE, it is
RECOMVENDED t hat user agents support STUN relay usage [6] [8] for
thi s purpose.

| Pv4/ 1 Pv6 user agents SHOULD gather both IPv4 and | Pv6 addresses
using the I CE procedures to generate all their offers. This way,
both I Pv4-only and | Pv6-only answerers will be able to generate a
nmut ual |y acceptabl e answer that establishes a session (having used
ICE to gather both IPv4 and | Pv6 addresses in the offer reduces the
session establishnent tinme because all answerers will find the offer
valid.)

| mpl enent ati ons are encouraged to use | CE; however, the nornative
strength of the text above is left at a SHOULD since in sone
managed networ ks (such as a closed enterprise network) it is

possi ble for the adm nistrator to have control over the IP version
utilized in all nodes and thus deploy an I Pv6-only network, for
exanpl e. The use of |ICE can be avoided for signaling nessages
that stay wi thin such nmanaged networks
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4.3. Connectivity Checks

Once the answerer has generated an answer followi ng the | CE
procedures, both user agents performthe connectivity checks as
specified by ICE. These checks hel p prevent sone types of flooding
attacks and all ow user agents to di scover new addresses that can be
useful in the presence of NATs.

5. Contacting Servers: Interaction of RFC 3263 and RFC 3484

RFC 3263 maps a SIP or SIPS URI to a set of DNS SRV records for the
various servers that can handle the URI. The Expected CQutput, given
an Application Unique String (the URI) is one or nore SRV records,
sorted by the "priority" field, and further ordered by the "weight"
field in each priority class.

The ternms "Expected Qutput” and "Application Unique String", as
they are to be interpreted in the context of SIP, are defined in
Section 8 of RFC 3263 [5].

To find a particular IP address to send the request to, the client
will eventually performan A or AAAA DNS | ookup on a target. As
specified in RFC 3263, this target will have been obtained through
NAPTR and SRV | ookups, or if NAPTR and SRV | ookup did not return any
records, the target will sinply be the donmain name of the Application
Unique String. 1In order to translate the target to the corresponding
set of | P addresses, |Pv6-only or dual-stack clients MJST use the
newer getaddrinfo() name | ookup function, instead of gethostbynane()
[16]. The new function inplements the Source and Destinati on Address
Sel ection algorithns specified in RFC 3484 [9], which is expected to
be supported by all |Pv6 hosts.

The advantage of the additional conplexity is that this technique
will output an ordered list of IPv6/IPv4 destination addresses based
on the relative nmerits of the correspondi ng source/destination pairs.
This will guarantee optinmal routing. However, the Source and
Destination Sel ection algorithns of RFC3484 are dependent on broad
operating system support and uni forminplenentation of the
application programmng interfaces that inplenment this behavior.

Devel opers should carefully consider the issues described by Roy
et al. [19] with respect to address resol ution delays and address
selection rules. For exanple, inplenmentations of getaddrinfo()
may return address lists containing | Pv6 gl obal addresses at the
top of the list and | Pv4 addresses at the bottom even when the
host is only configured with an | Pv6 | ocal scope (e.g., link-
local) and an | Pv4 address. This will, of course, introduce a
delay in conpleting the connection
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6.

8.

8.

1

Security Considerations

Thi s docunent describes how | Pv4 SI P user agents can conmuni cate with
| Pv6 user agents (and vice versa). To do this, it uses additiona
protocols (STUN relay usage [6], ICE[7], SDP [2]); the threat nopdel
of each such protocol is included in its respective docunent. The
procedures introduced in this docunent do not introduce the
possibility of any new security threats; however, they nmay nmake hosts
nore anmenable to existing threats. Consider, for instance, a UAC
that allocates an | Pv4 and an | Pv6 address locally and inserts these
into the SDP. Malicious user agents that may intercept the request
can nount a denial -of-service attack targeted to the different
network interfaces of the UAC. In such a case, the UAC shoul d use
nmechani snms that protect confidentiality and integrity of the
nmessages, such as using the SIPS URI schene as described in Section
26.2.2 of RFC3261 [3], or secure M ME as described in Section 23 of
RFC3261 [3]. If HITP Digest is used as an authentication nmechani sm
in SIP, then the UAC should ensure that the quality of protection

al so i ncludes the SDP payl oad.
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Appendi x A  Sanple I Pv4/1Pv6 DNS File

A portion of a sanple DNS zone file entry is reproduced bel ow t hat
has both I Pv4 and | Pv6 addresses. This entry corresponds to a proxy
server for the domain "exanple.conf. The proxy server supports the
Transm ssion Control Protocol (TCP) and User Datagram Protocol (UDP)
transport for both IPv4 and | Pv6 networKks.

_Sip._tcp SRV 20 0 5060 sipl. exanple.com
SRV 0 0 5060 sip2.exanple.com
_sip._udp SRV 20 0 5060 sipl. exanple.com
SRV 0 0 5060 sip2.exanpl e.com

sipl INA 192.0.2.1
sipl I N AAAA 2001:db8::1
sip2 INA 192.0.2.2

sip2 I N AAAA  2001: db8::2
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