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Abstr act

The United States Government has published guidelines for "NSA
Suite B Cryptography" dated July, 2005, which defines cryptographic
algorithmpolicy for national security applications. This docunent
specifies the conventions for using Suite B cryptography in IP
Security (IPsec).

Since many of the Suite B algorithns are used in other environnents,
the majority of the conventions needed for the Suite B

algorithnms are already specified in other docunents. This docunent
references the source of these conventions, with sone rel evant
detail repeated to aid devel opers who choose to support Suite B

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6380
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Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contributions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
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I ntroduction

Thi s docunent specifies the conventions for using NSA Suite B
Cryptography [SuiteB] in IP Security (IPsec).

| P Security (IPsec) provides confidentiality, data integrity, access
control, and data source authentication to | P datagrams. The

I nternet Key Exchange (I KE) provides an autonated key managenent for
| Psec, performing nmutual authentication between two parties and

est abl i shing security associations (SAs) that protects both | KE and
| Psec conmuni cations. Suite B conpliant inplenentations for |IPsec
MUST use | KEv2 [ RFC5996].

[ RFC6379] defines a set of four cryptographic user interface suites
for IPsec that are conprised of Suite B algorithnms. The four suites
specify options for IKEv2 and for the | P Encapsul ating Security

Payl oad (ESP), [RFC4303]. Suite B conpliant inplenentations for

| Psec MJUST use one of these four suites dependi ng upon the desired
security level and security services

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Suite B Requirements

Suite B requires that key establishnent and signature al gorithns be
based upon Elliptic Curve Cryptography and that the encryption
al gorithmbe AES [FIPS197]. Suite B includes [SuiteB]:

Encryption: Advanced Encryption Standard (AES) (key sizes
of 128 and 256 bits)

Digital Signature Elliptic Curve Digital Signature Al gorithm
(ECDSA) [FIPS186-3] (using the curves with 256-
and 384-bit prime noduli)

Key Exchange Elliptic Curve Diffie-Hellmn (ECDH)
[ SP800-56A], (using the curves with 256- and
384-bit prinme noduli)

Hashes SHA- 256 and SHA- 384 [ FI PS180- 3]
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The two elliptic curves used in Suite B appear in the literature
under two different names. For the sake of clarity, we list both
nanes bel ow

Curve NI ST nane SECG name | ANA assigned DH group #
P- 256 ni st p256 secp256r1l 19
P- 384 ni st p384 secp384rl 20

| ANA has already registered these DH groups in [l KEV2] ANA].

4., Mninmm Level s of Security (m nLQOS)
Suite B provides for two levels of cryptographic security, nanely a
128-bit mininmumlevel of security (mnLOS_128) and a 192-bit mi ni mrum
| evel of security (mnLGCS 192). Each level defines a m nimum
strength that all cryptographic algorithns nust provide.

4.1. Non-Signature Primtives

We divide the Suite B non-signature prinmtives into two colums as
shown in Table 1.

Colum 1 Col um 2
S Fommmmeeiiieaaana +
Encryption | AES- 128 | AES- 256 |
N T T T +
Key Agreenent | ECDH on P-256 | ECDH on P-384 |
o e - Fom e e e e e o +
Hash for PRF/ MAC | SHA256 | SHA384 |
S . +

Table 1: Suite B Cryptographic Non-Signature Prinitives
At the 128-bit mninumlevel of security:

- the non-signature primtives MJST either conme exclusively from
Colum 1 or exclusively from Colum 2.

At the 192-bit mininum]level of security:

- the non-signature primtives MJST cone exclusively from Colum 2.
4.2. Suite B IPsec Cryptographic Suites

Each system MJUST specify a security level of a mninmmof 128 bits or

192 bits. The security level determ nes which suites from [ RFC6379]
are al |l owned.
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The four Suite B cryptographic user interface suites ("U suites")
[ RFC6379]: Suite-B-CGCM 128, Suite-B-GQVAC- 128, Suite-B-GCM 256 or
Sui t e- B- GVAC- 256, satisfy the requirenments of Section 3.

At the 128-bit mninumlevel of security:

- one of Suite-B-GCM 128, Suite-B-GVAC- 128, Suite-B-GCM 256 or
Sui t e- B- GVAC- 256 MUST be used by Suite B I Psec conpliant
i mpl enent ati ons [ RFC6379].

At the 192-bit mninumlevel of security:

- one of Suite-B-GCM 256 or Suite-B-GVAC 256 MJST be used by Suite B
| Psec conpliant inplenentations [ RFC6379].

4.3. Suite B | KEv2 Authentication

Digital signatures using ECDSA MUST be used for authentication by
Suite B conpliant inplenmentations. [RFC4754] defines two digital
signature al gorithnms: ECDSA-256 and ECDSA-384. Follow ng the
direction of RFC 4754, ECDSA-256 represents an instantiation of the
ECDSA al gorithm using the P-256 curve and the SHA-256 hash functi on.
ECDSA- 384 represents an instantiation of the ECDSA al gorithm using
the P-384 curve and the SHA-384 hash function.

If configured at a mininmumlevel of security of 128 bits, a system
MJUST use either ECDSA-256 or ECDSA-384 for |KE authentication. It is
all owabl e for one party to authenticate with ECDSA-256 and the other
party to authenticate with ECDSA-384. This flexibility will allow
interoperability between an initiator and a responder that have

di fferent sizes of ECDSA authentication keys.

Initiators and responders in a systemconfigured at a mini numlevel
of security of 128 bits MJIST be able to verify ECDSA-256 signatures
and SHOULD be able to verify ECDSA-384 signatures.

If configured at a mininum |l evel of security of 192 bits, ECDSA-384
MUST be used by both parties for | KEv2 aut hentication.

Initiators and responders in a systemconfigured at a mni num | evel
of security of 192 bits MJST be able to verify ECDSA-384 signatures.

For Suite B conpliant systens, authentication nethods other than
ECDSA- 256 and ECDSA- 384 MUST NOT be used for | KEv2 authentication.
If a relying party receives a nessage signed with any other

aut hentication nmethod, it MJST return an AUTHENTI CATI ON_FAI LED
notification and stop processing the nessage.
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4.4, Digital Signatures and Certificates

The initiator and responder, at both mininumlevels of security, MJST
each use an X. 509 certificate that conplies with the "Suite B
Certificate and Certificate Revocation List (CRL) Profile" [RFC5759]
and that contains an elliptic curve public key with the key usage bit
set for digital signature.

5. Suite B Security Associations (SAs) for | KEv2 and | Psec

The four suites in [ RFC6379] specify options for ESP [ RFC4303] and

| KEv2 [ RFC5996]. The four suites are differentiated by cryptographic
al gorithm strength and a choice of whether ESP is to provide both
confidentiality and integrity or integrity only. The suite nanes are
based upon the AES node ("GCM' or "GVAC') and the AES key |ength
specified for ESP ("128" or "256"). Suites with "GCM' in their nane
MUST be used when ESP integrity protection and encryption are both
needed. Suites with "GVAC' in their nanme MJST be used only when
there is no need for ESP encryption.

An initiator in a systemconfigured at a mninumlevel of security of
128 bits MJST offer one or nore of the four suites: Suite-B-GCM 128,
Sui t e- B- GVAC- 128, Suite-B-GCM 256, or Suite-B-GVAC 256 [ RFC6379].

Sui te-B-GCM 128 and Suite-B-GVAC- 128, if offered, MJST appear in the
| KEv2 and | Psec SA payl oads before any offerings of Suite-B-GCM 256
and Suit e- B- GVAC- 256.

A responder in a systemconfigured at a minimmlevel of security of
128 bits MJIST support one or both of the two suites Suite-B-GCM 128
or Suite-B-GVAC 128 and SHOULD support one or both of the two suites
Sui t e- B- GCCM 256 or Suite-B- GVAC- 256. The responder MJST accept one
of the Suite B U suites. |If none of the four suites are offered,
the responder MUST return a Notify payload with the error
"NO_PROPCSAL_CHOSEN' when operating in Suite B conpliant node.

An initiator in a systemconfigured at a mninumlevel of security of
192 bits MJIST offer either one or both suites: Suite-B-GCM 256 or
Sui t e- B- GVAC- 256.

A responder configured in a systemat a minimmlevel of security of
192 bits MJIST choose one of Suite-B-GCM 256 or Suite-B-GVAC 256. If
neither suite is offered, the responder MJST return a Notify payl oad
with the error "NO PROPOSAL CHOSEN'.
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6.

The Key Exchange Payload in the | KE_ SA INIT Exchange

A Suite B I Psec conpliant initiator and responder MJST each generate
an epheneral elliptic curve key pair to be used in the elliptic curve
Diffie-Hell man (ECDH) key exchange. |If the 256-bit random ECP group
for Transform Type 4 is selected, each side MJST generate an EC key
pair using the P-256 elliptic curve [SP800-57]. |If the 384-bit
random ECP group for Transform Type 4 is selected, each side MJST
generate an EC key pair using the P-384 elliptic curve [SP800-57].
The epheneral public keys MJST be stored in the key exchange payl oad
as in [ RFC5903].

Cenerating Keying Material for the | KE SA

The ECDH shared secret established during the key exchange consists
of the x value of the ECDH common val ue [ RFC5903]. The x value is
256 or 384 bits when using the P-256 or P-384 curve, respectively.

| KEv2 [ RFC5996] allows for the reuse of Diffie-Hellman epheneral

keys. Section 5.6.4.3 of N ST SP800-56A states that an epheneral
private key MUST be used in exactly one key establishnment transaction
and MUST be zeroized after its use. Section 5.8 of SP800-56A states
that the Diffie-Hell man shared secret MJST be zeroized i medi ately
after its use. Suite B conpliant |Psec systens MJUST foll ow the
mandat es i n SP800- 56A.

I f using PRF-HVAC SHA- 256, SKEYSEED, SK d, SK pi, and SK pr MJST each
be generated to be 256 bits |ong per RFC 5996 ([ RFC5996], Section
2.14). |f using PRF-HVAC- SHA- 384, SKEYSEED, SK d, SK pi and SK pr
MUST each be generated to be 384 bits long. SK ai and SK ar MJST be
256 or 384 bits long if using HVAC- SHA- 256- 128 or HWVAC- SHA- 384- 192,
respectively. SK ei and SK er MJST be 128 or 256 bits long if the
key length attribute for AES ENC CBC is set to 128 or 256,
respectively.

Addi tional Requirenents
AH is not supported in Suite B conpliant inplenentations.

Per [ RFC5996], although ESP does not directly include a Diffie-
Hel | man exchange, a Diffie-Hellman group MAY be negotiated for the
Child SA. This allows the peers to enploy Diffie-Hellman in the
CREATE_CHI LD SA exchange. |If a transform Type 4 is specified for an
SA for ESP, the value of the transform MUST match that of the
transformused by the | KE SA
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Per RFC 5996, if a CREATE CHI LD SA exchange includes a KEi payl oad,
at least one of the SA offers MUST include the Diffie-Hellman group
of the KEi. For Suite B IPsec conpliant inplenentations, the Diffie-
Hel I man group of the KEi MJST use the same random ECP group used in
the IKE_I NI T_SA

For | KEv2, rekeying of the CREATE CH LD SA MJST be supported by both
parties. The initiator of this exchange MAY include a new Diffie-
Hel I man key; if it is included, it MJST use the sane random ECP group
used in the IKE INIT_SA. If the initiator of the exchange includes a
Diffie-Hell man key, the responder MJST include a Diffie-Hellnmn key,
and it MJST use the sane random ECP group

Suite B | Psec conpliant systens MJST support | KEv2 and MJST NOT use

| KEvl between a Suite B conpliant initiator and responder. To
acconmodat e backward compatibility, a Suite B I Psec conpliant system
can be configured to use IKEvl so long as only IKEv2 is used between
a Suite B conpliant initiator and responder. However, when IKEVl is
bei ng used, the systemis not being operated in a Suite B conpliant
node.

| KEv2 does not specify how ldentification Payloads (ID and IDr) in
t he | KE_AUTH exchanges are used for policy |ookup. For Suite B
conpliant systens, the | KEv2 authentication nmethod MUST NOT use the
I dentification Payl oads for policy |ookup. Instead, the

aut henti cation nmet hod MUST use an end-entity found in the end-entity
certificate provided by the authenticating party.

The administrative user interface (U) for a systemthat conforns to
this profile MIST all ow the operator to specify a single suite. |If
only one suite is specified in the adm nistrative U, the |KEv2

i mpl ementation MUST only offer algorithns for that one suite.

The adnministrative U MAY allow the operator to specify nore than one
suite; if it allows this, it MJST allow the operator to specify a
preferred order for the suites that are to be offered or accepted.
The preferred order MJUST follow the direction provided in Section 4.
If nore than one suite is specified in the adninistrative U, the

| KEv2 inplementation MUST only offer algorithms for those suites.

9. Security Considerations
Thi s docunent di scusses security requirenents throughout, and it

inherits the security considerations of [RFC4303], [RFC4754],
[ RFC5759], and [ RFC5996].
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