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An Interface Identifier (ID) Hello Option for PIM
Abst r act

Thi s docunent defines a new PIMHello option to advertise an
Interface Identifier that can be used by PIMprotocols to uniquely
identify an interface of a neighboring router.
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This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF community. It has
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Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.
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http://ww. rfc-editor.org/info/rfc6395
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1. I nt roducti on

Thi s docunent defines a new option for use in PIMHell o nessages

[ RFC4601] to carry an Interface ldentifier. A router generates
identifiers for each of its Pl Menabled interfaces such that each
interface has a different identifier. The identifiers can optionally
be generated such that they are unique within, e.g., an

adm ni strative domain.

An exanpl e where this Interface Identifier can be used is with PIM
over Reliable Transport (PORT) [Pl M PORT], where a single Transport
connection is used between two routers that have multiple interfaces

connecting them |If these interfaces have unnunbered or |Pv6 |ink-
| ocal addresses, the Interface Identifier included in the PORT Join/
Prune nmessage will identify with which interface the nessage is

associ ated. For PORT, the Router ldentifier is not needed, and it
can be set to zero.

Al multi-byte integers in this specification are transmtted in
network byte order (i.e., nobst significant byte first).

1.1. Requirenments Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Interface Identifier Option
The Interface ldentifier option is used to identify the interface of
a nei ghboring router through which a PIM Hell o [ RFC4601] was sent.

This allows PIMprotocols to refer to, or identify, a particular
interface on a nei ghboring router.
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The Interface ldentifier option need only be included in PIMHell o
messages if the router supports protocols that require it. An

i mpl enent ati on MAY choose to always include it. The usage of the
Interface Identifier and the uni queness requirenents are left to the
specifications of the PIMprotocols that inplenment it. It is assuned
that different protocols have different m ninumrequirenents for
stability and uni queness of the Interface lIdentifier but that they
have no maxi mum requi renent. \When specified, these protocols should
i ndi cate what their mnimumrequirenents are.

The Interface ldentifier consists of 64 bits. The lower 32 bits form
a Local Interface ldentifier, and the high 32 bits forma Router
Identifier.

2.1. Local Interface ldentifier

The 32-bit Local Interface Identifier is selected such that it is
uni que anong the router’s Pl Menabled interfaces. That is, there
MJUST NOT be two PIMinterfaces with the same Local Interface
Identifier. Wiile an interface is up, the lIdentifier MJST al ways be
the sane once it has been allocated. |If an interface goes down and
comes up, the router SHOULD use the sane ldentifier. |If a node goes
down and cones up again, the ldentifier for each interface MAY
change. Many systens nmake use of an iflndex [ RFC2863] as a Loca
Interface ldentifier.

The Local Interface ldentifier MJUST be non-zero. The reason for this
is that sone protocols nay have nessages that optionally reference an
Interface Identifier, and they may use the value of 0 to show that no
Interface Identifier is being referenced. Note that the value of 0
is not a valid iflndex as defined in [ RFC2863].

2. 2. Router ldentifier

The 32-bit Router ldentifier may be used to uniquely identify the
router. The requirenents for the scope in which the Router
Identifier needs to be uni que depend on the protocols that utilize
it. It may need to be unique within sone adninistrative donmain, or
it may possibly be globally unique.

A router inplenentation selects a Router ldentifier according to a
configured policy that defines the uni queness scope. Thus, an

i mpl enent ati on MAY be configured to choose an | Pv4 uni cast address
assigned to the router as the Router Identifier, but the

i mpl ementation MJST allow the identifier to be configured manually.
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Protocol s such as BGP [RFC4271] and OSPFv2 [ RFC2328] are other
protocol s that nake use of 32-bit identifiers for routers. Provided
that the stability and uni queness requirenents of the protocols that
make use of the Router ldentifier are net, an inplenentation MAY use
the sane identifier used by other protocols.

The value 0 has a special neaning for the Router ldentifier. It
nmeans that no Router ldentifier is used. |If a router only supports
protocols that require the Interface lIdentifier to be unique for one
router (only making use of the Local Interface lIdentifier), then the
i npl ement ati on MAY set the Router ldentifier to zero.

3. Message For mat
Option Type: Interface ldentifier

0 1 2 3

01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| Type = 31 | Length = 8 |
i T i e o o i e e e S s o S R SR
| Router ldentifier |
B T e o i S I i i S S N iy St S I S S
| Local Interface Identifier |
e e i i e T S i S e e e R

All ocated Hell o Type values can be found in [HELLO OPT].

Lengt h: In bytes for the value part of the Type/Length/ Val ue
encoding. The Interface Identifier will be 8 bytes |ong.

Router Identifier: The Router ldentifier is a 4-byte identifier
uni quely identifying the router within some scope. It MAY be 0

when no protocols require a Router ldentifier. The field MJST
contain a valid Router ldentifier or the value zero.

Local Interface Identifier: The Local Interface ldentifier is a
4-byte identifier that is unique anong all PlIMenabled interfaces
on a router.

4. Security Considerations

The Interface ldentifier is included in PIMHello nessages. See

[ RFC4601] for security considerations regarding PIMHello nessages.
In particular, PIMHello nessages nay be forged and include an
arbitrary Interface ldentifier, or the Interface lIdentifier may be
intentionally onmtted. The effects of this depend on how the
Interface Identifier is used by other protocols.
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5. | ANA Consi derati ons

| ANA has assigned the value 31 for the Interface ID PIMHello option
defined in this docunent.
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