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Abst r act

Thi s docunent contains a set of updates to the base syntax for CMC, a
Certificate Managenment protocol using the Cryptographic Message
Syntax (CM5). This docunment updates RFC 5272, RFC 5273, and RFC
5274.

The new itenms in this docunment are: new controls for future work in
doi ng server side key generation, definition of a Subject Information
Access value to identify CMC servers, and the registration of a port
nunber for TCP/IP for the CMC service to run on

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6402

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD License text as described in Section 4.e of

the Trust Legal Provisions and are provided wi thout warranty as

described in the Sinplified BSD License.
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1. Introduction

While dealing with the Suite B profile of CMC [ RFC6403], a nunber of
deficiencies were noted in the current base CMC specification. This
docunent has a set of updates to [ RFC5272], [RFC5273], and [ RFC5274]
to deal with those issues.

1.1. Requirenents Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1.2. Abbreviations

The followi ng abbreviations are used in this docunent. Terns are
used as defined in Section 2.1 of RFC 5272.

CA - Certification Authority
CRL - Certificate Revocation List
CRMF - Certificate Request Message Fornmat

EE - End-Entity

MAC - Message Aut hentication Code
PKI - Public Key Infrastructure
RA - Registration Authority

2. Updates to RFC 5272 - "Certificate Managenment over CM5 (CMO)"
2.1. New Section 1.3 - "Updates Made by RFC 6402"
Insert this section before the current Section 1.3.
The foll owi ng updates were nade by RFC 6402.
0 Add new controls:
RA Identity Wtness allows for an RA to performidentity checking
using the identity and shared-secret, and then tell any
followi ng servers that the identity check was successfully

per f or med.

Response Body allows for an RAto identify a nested response for
an EE to process.

0o Create a new attribute, Change Subject Name, that allows a client

to request a change in the subject nane and subject alternate name
fields in a certificate.
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0 Add Extended Key Usages for CMC to distinguish server types.

o Define a new Subject Information Access type to hold locations to
contact the CMC server.

o Cdarify that the use of a pre-existing certificate is not limted
to just renewal and rekey nessages and is required for support.
This formalizes a requirenent for the ability to do renewal and
rekey that previously was inplicit.
2.2. Update Section 6 - "Control s"

Update Table 1 by adding the foll owi ng rows:

e I T I +
| Identifier Description | AD | ASN.1 Structure | Section
T S S Fomm e e o +
| id-cnc-raldentityWtness | id-cnc 35 | BodyPart Path | 6.20

| |
| id-cnc-responseBody | id-cnc 37 | BodyPart Pat h | 6.21
s - . N +

Addition to Table 1: CMC Control Attributes
2.3. Replace Section 6.3 - "Linking ldentity and POP I nfornation”
Repl ace the text of the section with the follow ng text.

In a CMC Full PKI Request, identity proof information about the
client is carried in the certificate associated with the signature of
the SignedData containing the certification requests, one of the two
identity proof controls or the MAC conputed for the AuthenticatedData
containing the certification requests. Proof-of-possession (POP)
informati on for key pairs, however, is carried separately for each
PKCS #10 or CRMF certification request. (For keys capabl e of
generating a digital signature, the POP is provided by the signature
on the PKCS #10 or CRWF request. For encryption-only keys, the
controls described in Section 6.7 are used.) In order to prevent
substitution-style attacks, the protocol must guarantee that the same
entity supplied both the POP and proof-of-identity information

We describe three nmechanisns for linking identity and POP

i nformati on: w tness val ues cryptographically derived froma shared-
secret (Section 6.3.1), shared-secret/subject nane natching (Section
6.3.2), and subject nane matching to an existing certificate (Section
6.3.3). dients and servers MJST support the wi tness value and the
certificate linking techniques. Cients and servers MAY support

shar ed- secret/name matchi ng or MAY support other bilateral techniques
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2.4,

Sch

of simlar strength. The idea behind the first two mechanisns is to
force the client to sign sone data into each certification request
that can be directly associated with the shared-secret; this wll
defeat attenpts to include certification requests fromdifferent
entities in a single Full PKlI Request.

Repl ace Section 6.3.3 - "Renewal and Rekey Messages"

Make the new section title "Existing Certificate Linking". Replace
all text in this section with this text.

Li nki ng between the POP and an identity is easy when an existing
certificate is used. The client copies all of the nam ng information
fromthe existing certificate (subject nane and subject alternative
nane) into the new certification request. The POP on the new public
key is then perfornmed by using the new key to sign the identity
information (linking the POP to a specific identity). The identity
information is then tied to the POP information by signing the entire
enrol I nent request with the private key of the existing certificate.

Exi sting certificate Iinking can be used in the follow ng
ci rcumst ances:

When replacing a certificate by doing a renewal or rekey
certification request.

Using an existing certificate to get a new certificate. An
exanple of this would be to get a key establishnment certificate
after having gotten a signature certificate.

Using a third-party certificate to get a new certificate froma
CA. An exanple of this would be using a certificate and key pair
distributed with a device to prove an identity. This requires
that the CA have an out-of-band channel to map the identity in the
device certificate to the new EE identity.

New Section 6.20 - "RA Identity Proof Wtness Control"
Insert this section.

The RA ldentity Proof Wtness control allows an RAto indicate to
subsequent control processors that all of the identity proof

requi renents have been net. This pernits the identity proof to be
performed at a |ocation closer to the end-entity. For exanple, the
identity proof could be done at multiple physical |ocations, while
the CA could operate on a conpany-w de basis. The RA perforns the
identity proof, and potentially other tasks that require the secret
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to be used, while the CAis prevented fromknowi ng the secret. |If
the identity proof fails, then the RA returns an error to the client
denoting that fact.

The relevant ASN.1 for the RA Identity Proof Wtness control is as
fol | ows:

cnc-raldentityWtness CMC- CONTRCOL :: =
{ BodyPartPath | DENTI FI ED BY id-cnt-raldentityWtness }

id-cnc-raldentityWtness OBJECT I DENTIFIER ::= {id-cnt 35}
The above ASN. 1 defines the follow ng itens:

cnc-raldentityWtness is a CMC- CONTROL associ ating the object
identifier id-cnc-raldentityWtness and the type BodyPart Pat h.
This object is omtted fromthe 1988 nodule. The object is added
to the object set Cnc-Control-Set. The control is permtted to
appear only in the control sequence of a PKIData object. It MJST
NOT appear in the control sequence of a PKI Response. The contro
is permitted to be used only by an RA. The control may appear
multiple times in a control sequence with each occurrence pointing
to a different object.

id-cnc-raldentityWtness is the object identifier used to identify
this CMC control

BodyPartPath is the type structure associated with the control. The
syntax of BodyPartPath is defined in Section 3.2.2. The path
contai ns a sequence of body part identifiers leading to one of the
following itens:

Identity Proof control if the RA verified the identity proof in
this control

Identity Proof Version 2 control if the RA verified the identity
proof in this control

Full PKI Request if the RA perforned an out-of-band identity
proof for this request. The request SHOULD NOT contain either
Identity Proof control

Sinmple PKI Request if the RA performed an out-of-band identity
proof for this request.

The RA ldentity Proof Wtness control will frequently be associ ated

with a Mudify Certification Request control, which changes the nane
fields in the associated certification requests. This is because the
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RA knows the actual nane to be assigned to the entity requesting the
certificate, and the end-entity does not yet have the details of the
nane. (The association would be set up by the operator at the tinme
t he shared-secret was generated by the RA)

When this control is placed in a nessage, it is RECOWENDED t hat the
Control Processed control be placed in the body sequence as well.
Using the explicit new control, rather than inplicitly relying on the
Control Processed control is inportant due to the need to know
explicitly which identity proofs have been perfornmed. The new
control also allows an RA to state that out-of-band identity proofs
have been perf orned.

Wien the identity proof is perforned by an RA, the RA al so MJUST
validate the linking between the identity proof and the nane
i nformati on w apped inside of the key proof-of-possession

2.6. New Section 6.21 - "Response Body Control"
Insert this section.

The Response Body Control is designed to enable an RA to informan EE
that there is an enbedded response nessage that MJST be processed as
part of the processing of this nmessage. This control is designed to
be used in a couple of different cases where an RA has done sone

addi tional processing for the certification request, e.g., as key
generation. Wen an RA perforns key generation on behalf of an EE
the RA MJST respond with both the original response nessage fromthe
certificate issuer (containing the certificate issuance) as part of
the response generated by the RA (containing the new key). Another
case where this is useful is when the secret is shared between the RA
and the EE (rather than between the CA and the EE) and the RA returns
the Publish Trust Anchors control (to populate the correct trust

poi nts).

The relevant ASN. 1 for the Response Body Control is as follows:

cht-responseBody CMC- CONTROL :: = {
BodyPart Pat h | DENTI FI ED BY i d- cnt-responseBody
}
i d-cnt-responseBody OBJECT | DENTIFIER ::= {id-cntc 37}
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The above ASN. 1 defines the follow ng itens:

cnt-responseBody is a CMC- CONTROL associating the object identifier
i d-cnt-responseBody with the type BodyPartPath. This object is
omtted fromthe 1988 nodule. The object is added to the object
set Cnt-Control-Set. The control is permitted to appear only in
the control sequence of a PKIResponse. The control MJST NOT
appear in the control sequence of a PKIData. It is expected that
only an intermediary RA will use this control; a CA generally does
not need the control as it is creating the original innernost
nessage.

i d-cnt-responseBody is the object identifier used to identify this
CMC control.

BodyPartPath is the type structure associated with the control. The
syntax of BodyPartPath is defined in Section 3.2.2. The path
contai ns a sequence of body part identifiers leading to a
cnsSequence item which contains a PKIResponse within it.

New Section 7 - "OQther Attributes"
Insert this section before the current Section 7.

There are a nunber of different |ocations where various types of
attributes can be placed in either a CMC request or a CMC response
message. These places include the attribute sequence of a PKCS #10
request, controls in CRVF (Section 6 of [RFC4211]), and the various
CM5 attribute sequences.

2.8. New Section 7.1 - "Change Subject Name Attribute"

Insert this section.

The dient Name Change Request attribute is designed for a client to
ask for a change in its nane as part of a certification request.
Because of security issues, this cannot be done in the sinple way of
just changing the requested subject nane in the certificate tenplate.
The nane in the certification request MJST match the nane in the
certificate used to verify the request, in order that identity and
possession proofs are correctly applied.
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The relevant ASN. 1 for the Client Nane Change Request attribute is as
fol | ows:

at - cnt- changeSubj ect Nane ATTRI BUTE :: =
{ ChangeSubj ect Name | DENTI FI ED BY i d- cnt- changeSubj ect Nanme }

i d-cnt-changeSubj ect Name OBJECT | DENTI FIER ::= {id-cnt 36}
ChangeSubj ect Nanme :: = SEQUENCE {
subj ect Name OPTI ONAL,
subj ect Al t Subj ect Al t Name OPTI ONAL
}
(WTH COVPONENTS {..., subject PRESENT}
COVWPONENTS {..., subjectAlt PRESENT} )

The attribute is designed to be used as an ATTRI BUTE object. As
such, the attribute is placed in one of the follow ng two pl aces:

The attributes field in a Certificati onRequest.

The controls field of a CertRequest for a CRWF certification
request.

The control is identified by the oject Identifier
i d- cnt- changeSubj ect Nane.

The ASN. 1 type associated with control is ChangeSubject Nane. The
fields of the structure are configured as foll ows:

subj ect contains the requested subject name for the new certificate.

subjectAlt contains the requested subject alternative name for the
new certificate.

At | east one of the fields in the sequence MJST be present when
encodi ng the structure.

Wien the CA processes this attribute in a certification request, it
will do the follow ng

1. If present, the subject field is copied to the nane field of the
tenplate. |If the subject field is absent, the nane field of the
tenplate will be set to a enpty sequence

2. If present, the subjectAlt field is used as the content of a
Subj ect Al t Nane extension in the certificate. |If the subjectAlt
field is absent, the subjectA tNanme extension is renmoved fromthe
certificate tenplate.
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2.9. New Section 9 - "Certificate Requirenents"
Insert this section before the current Section 8.

Certificates for servers used in the CMC protocol SHOULD conformto
the profile defined in [RFC5280]. This docunent defines sone
additional itens that MAY appear in CMC server certificates. Section
9.1 defines sone additional values for the Extended Key Usage
extension. Section 9.2 defines a new Subject Information Access
value that allows for a CMC certificate to publish information on how
to contact the services it provides.

2.10. New Section 9.1 - "Extended Key Usage"
Insert this section.
The Extended Key Usage (EKU) extension is used to restrict the use of

a certificate to specific applications. W define three different
EKUs in this docunent. The ASN. 1 to define these EKUs is:

i d-kp-cntCA OBJECT IDENTIFIER ::= { id-kp 27 }
i d-kp-cntRA OBJECT IDENTIFIER ::= { id-kp 28 }
i d-kp-cntArchive OBJECT IDENTIFIER ::= { id-kp 29 }

The usage description for each of the EKUs is as foll ows:

CMC Certification Authorities are identified by the id-kp-cncCA
ext ended key usage. The certificate may be the same as or
different than the CA certificate. |If a different certificate is
used, the certificates containing the id-kp-cntcCA extended key
usage SHOULD have the sane nanme as the certificate used for
issuing the certificates. (Using a separate key pair for CMC
protocol operations and for issuing certificates and CRLs
decreases the nunber of operations for which the private key used
to sign certificates and CRLs woul d be used.)

CMC Registration Authorities are identified by the id-kp-cntRA
ext ended key usage. This usage is placed into RA certificates.

CMC Archive Servers are identified by the id-kp-cntArchive extended

key usage. CMC Archive Servers and the associated protocol are to
be defined in a future docunent.
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2.11. New Section 9.2 - "Subject Informati on Access"
Insert this section.

The subject information access extension indicates how to access

i nformati on and services for the subject of the certificate. W
define a new value for use in this extension, to identify the
different | ocations that CMC services will be available. |If this
value is placed in a certificate, an appropriate extended key usage
defined in Section 9.1 MJST be included in the certificate as well.

The id-ad-cnt O D is used when the subject offers certification
services using the CMC protocol. |If the CMC services are avail able
via HTTP or FTP, accesslLocation MJUST be a unifornResourcel dentifier
If the CMC services are available via electronic mail, accesslLocation
MUST be an rfc822Nanme. |If CMC services are avail able using TCP/IP,
t he dNSNanme or i PAddress nane fornms MJUST be used. Since the
Cener al Nane data structure does not pernmit the inclusion of a port
nunber, in the absence of other external configuration information,
t he val ue of 5318 should be used. (The port registration is in
Section 3.2.) The semantics of other nanme forns of accesslLocation
(when accessMethod is id-ad-cnt) are not defined by this

speci fication.

The ASN. 1 type for this extension is General Name (see Section 4.2.1.8
of [ RFC5280]).

i d-ad-cnt OBJECT IDENTIFIER ::= { id-ad 12 }
2.12. Update Section 8 - "Security Considerations"
Add the followi ng paragraphs to the end of Section 8.

A nunber of controls such as the RA Identity Proof Wtness contro
exist for an RA to either nmake assertions about or nodify a
certification request. Any upstreamrequest processor, such as a CA
MUST verify that the RAis fully identified and authorized to nake
the assertion or nodification it is claimng. |If it is not
identified or authorized, then any request MJST be rejected.

CMC servers, both RAs and CAs, need to performdue diligence in
checking the contents of a certification request. At an absolute
mnimm all fields should be checked to ensure that the policies of
the CAVRA are correctly enforced. Wile all fields need to be
checked, special care should be taken w th nanes, nane forns,

al gorithm choi ces, and al gorithm paraneters.
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3. Updates to RFC 5273 - "Certificate Managenment over CM5 (CMO):
Transport Protocol s"

3.1. Update Section 5 - "TCP-Based Protocol"
Repl ace paragraph 3 in Section 5 with the foll ow ng.

CMC requires a registered port nunber to send and receive CMC
nmessages over TCP. The title of this IP Protocol nunber is
"pki x-cnc". The value of this TCP port is 5318.

Prior to this update, CMC did not have a registered port nunber and
used an externally configured port fromthe Private Port range.
Client inplementations MAY want to continue to allow for this to
occur. Servers SHOULD change to use the new port. It is expected
that HTTP will continue to be the primary transport method used by
CMC install ations.

3.2. New Section 6 - "I ANA Consi derati ons"
Insert this new section before the current Section 6.

| ANA has assigned a TCP port nunber in the Registered Port Nunmber
range for the use of CM

Servi ce name: pkix-cnt

Port Number: 5318

Transport protocol: TCP

Description: PKIX Certificate Managenent using CV5 (CMVO)
Ref erence: RFC 6402

Assi gnee: iesg@etf.org

Contact: chair@etf.org

Schaad St andards Track [ Page 12]



RFC 6402 CMC: Updat es Novenber 2011

4.

4.

7.

1

1

Updates to RFC 5274 - "Certificate Managenment Message over CMS
(CMVC): Conpliance Requirenents"

Update to Section 4.2 - "Control s"
Add the following lines to the end of Table 1

The following table lists the nane and | evel of support required for
each control

| RAldentity Proof Wtness | NNA | MIST | (2)

I I I I
| Response Body | (6) | (6) | NA

Addition to Table 1: CMC Control Attributes

The followi ng note shoul d be added.

6. EE's SHOULD inplenment if designed to work with RAs and MJUST
inplenent if intended to be used in environnents where RAs are
used for identity validation or key generation. RAs SHOULD
i mpl enent and val i date responses for consistency.

| ANA Consi derati ons

Thi s docunent contains a new | ANA Consi derations section to be added
to [ RFC5273] as part of this update.

Security Considerations

No changes are made to the existing security considerations of RFC
5273 and RFC 5274. The security considerations for RFC 5272 have
been slightly nodified (Section 2.12).

Ref erences
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[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
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CMs (CMO) ", RFC 5272, June 2008.
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Appendi x A. ASN. 1 Mbdul es
A 1. 1988 ASN. 1 Modul e

This section contains the updated ASN. 1 nodul e for [RFC5272]. This
nodul e repl aces the nodule in Appendix A of that docunent. Although
a 2008 ASN. 1 nodule is provided, this remains the normative nodul e as
per the policy of the PKIX working group.

Enr ol | ment MessageSynt ax- 2011- v88

{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- nod- enrol | MsgSynt ax-2011-88(76) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS Al --

-- The types and values defined in this nodul e are exported for use
-- in the other ASN. 1 nodules. Oher applications nay use them for
-- their own purposes.

| MPORTS

-- PKIX Part 1 - Inplicit From [ RFC5280]
Cener al Nane, CRLReason, ReasonFl ags, Ceneral Nanes
FROM PKI X1l nplicit88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
id-pkix1l-inmplicit(19)}

-- PKIX Part 1 - Explicit From [ RFC5280]
Al gorithm dentifier, Extension, Nanme, CertificateSerial Nunber,
id-ad, id-kp
FROM PKI X1Explicit88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
i d- pkix1l-explicit(18)}

-- Cryptographi c Message Syntax FROM [ CvB]
Contentlnfo, Attribute, |ssuerAndSerial Nurmber
FROM Cr ypt ogr aphi cMessageSynt ax2004 { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)
nodul es(0) cns-2004(24)}

-- CRWF FROM [ RFC4211]
Cert ReqMsg, PKI Publicationlnfo, CertTenplate
FROM PKI XCRMF- 2005 {iso(1) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- nod- cr nf 2005(36) };
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-- dobal Types
-- UTF8String ::= [UNIVERSAL 12] IMPLICI T OCTET STRI NG
-- The content of this type confornms to RFC 3629.

i d-pkix OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7) }

i d-cnc OBJECT | DENTI FI ER ::
i d-cct OBJECT | DENTIFIER ::

{id-pkix 7} -- CMC controls
{id-pkix 12} -- CMC content types

-- The following controls have the type OCTET STRI NG

id-cntc-identityProof OBJECT IDENTIFIER ::= {id-cnt 3}

i d-cnt-dataReturn OBJECT I DENTIFIER ::= {id-cnt 4}

i d-cntc-reglnfo OBJECT IDENTIFIER ::= {id-cnt 18}

i d-cnt-responsel nfo OBJECT | DENTI FIER ::= {id-cnc 19}

i d-cnt-queryPendi ng OBJECT | DENTI FIER ::= {id-cnc 21}

i d- cnt- popLi nkRandom OBJECT | DENTIFIER ::= {id-cnt 22}
i d-cnt- popLi nkWtness OBJECT I DENTIFIER ::= {id-cnt 23}

-- The followi ng controls have the type UTF8Stri ng
id-cnc-identification OBJECT IDENTIFIER ::= {id-cnt 2}
-- The followi ng controls have the type | NTEGER

i d-cntc-transactionld OBJECT I DENTIFIER ::= {id-cnt 5}
-- The following controls have the type OCTET STRI NG

i d-cnt-sender Nonce OBJECT IDENTIFIER ::= {id-cnt 6}
i d-cnt-recipi ent Nonce OBJECT IDENTIFIER ::= {id-cnt 7}

-- This is the content type used for a request message
-- in the protocol

id-cct-PKIData OBJECT IDENTIFIER ::={ id-cct 2 }
PKI Dat a ::= SEQUENCE ({
control Sequence SEQUENCE SI ZE(0.. MAX) OF TaggedAttri bute,
reqSequence SEQUENCE SI ZE(0.. MAX) OF TaggedRequest,
cnsSequence SEQUENCE SI ZE(0.. MAX) OF TaggedCont ent | nf o,
ot her MsgSequence SEQUENCE SI ZE(0.. MAX) OF O her Msg
}
bodyl dMax | NTEGER :: = 4294967295
BodyPart|I D ::= | NTEGER(O. . bodyl divax)
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TaggedAttribute ::= SEQUENCE {
bodyPart | D BodyPart | D,
attrType OBJECT | DENTI FI ER,
attrVval ues SET OF AttributeVal ue
}
AttributeValue ::= ANY
TaggedRequest ::= CHO CE {
ter [0] TaggedCertificati onRequest,
crm [1] CertRegMsg,
orm [ 2] SEQUENCE ({
bodyPart | D BodyPart | D,

request MessageType OBJECT | DENTI FI ER,
request MessageVal ue ANY DEFI NED BY request MessageType

}
}
TaggedCertificati onRequest ::= SEQUENCE ({
bodyPart | D BodyPart | D,
certificationRequest Certificati onRequest
}
CertificationRequest ::= SEQUENCE {
certificati onRequestinfo SEQUENCE {
versi on | NTEGER,
subj ect Nane,
subj ect Publ i cKeyl nf o SEQUENCE ({
al gorithm Al gorithm dentifier,
subj ect Publ i cKey BIT STRI NG },
attributes [0] IMPLICIT SET OF Attribute },
si gnat ur eAl gorithm Al gorithm dentifier,
si gnature BIT STRI NG
}
TaggedContent I nfo ::= SEQUENCE {
bodyPart | D BodyPart | D,
contentlnfo Content I nfo
}
O her Msg :: = SEQUENCE {
bodyPart | D BodyPart | D,
ot her MsgType OBJECT | DENTI FI ER,
ot her MsgVal ue ANY DEFI NED BY ot her MsgType }
-- This defines the response nessage in the protocol
i d-cct - PKI Response OBJECT IDENTIFIER ::= { id-cct 3}
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ResponseBody :: = PKI Response
PKI Response ::= SEQUENCE {
control Sequence SEQUENCE SI ZE(0.. MAX) OF TaggedAttri bute,
cnsSequence SEQUENCE SI ZE( 0. . MAX) OF TaggedCont ent | nf o,
ot her MsgSequence SEQUENCE SI ZE(0.. MAX) OF O her Msg
}
-- Used to return status state in a response
id-cnc-statuslinfo OBJECT IDENTIFIER ::= {id-cnt 1}
CMCSt at usl nfo :: = SEQUENCE {
cMCSt at us CMCSt at us,
bodyLi st SEQUENCE SI ZE (1..MAX) OF BodyPartl D,
statusString UTE8Stri ng OPTI ONAL,
otherlnfo CHA CE {
faillnfo CMCFai | | nf o,
pendl nfo Pendl nfo } OPTI ONAL
}
Pendl nfo ::= SEQUENCE {
pendToken COCTET STRI NG
pendTi e Ceneral i zedTi e
}
CMCSt atus ::= | NTEGER {
success (0),
fail ed (2),
pendi ng (3),
noSupport (4),
confirnRequired (5),
popRequi r ed (6),
parti al (7)
}
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Not e:

-- The spelling of unsupportedExt

CMC: Updat es

Novenmber 2011

is corrected in this version.

-- In RFC 2797, it was unsuportedExt.
CMCFail I nfo ::= | NTEGER {
badAl g (0),
badMessageCheck (1),
badRequest (2),
badTi me (3),
badCertld (4),
unsupportedkExt (5),
nmust Ar chi veKeys (6),
badl dentity (7),
popRequi r ed (8),
popFai |l ed (9),
noKeyReuse (10),
i nternal CAError (11),
tryLater (12),
aut hDat aFai | (13)
}
-- Used for RAs to add extensions to certification requests
i d-cnt- addExt ensi ons OBJECT I DENTIFIER ::= {id-cnt 8}

AddExt ensi ons ::= SEQUENCE ({
pki Dat aRef er ence BodyPart | D,
cert Ref erences SEQUENCE COF BodyPart | D,
ext ensi ons SEQUENCE OF Extension

}
i d-cnc-encrypt edPOP OBJECT | DENTIFIER :: = {id-cnt 9}
i d-cnc-decryptedPOP OBJECT | DENTI FIER :: = {id-cnt 10}
Encrypt edPOP :: = SEQUENCE ({

request TaggedRequest ,

cs Cont ent | nf o,

t hePOPAI gl D Al gorithm dentifier,
wi t nessAl gl D Al gorithm dentifier,
W t ness OCTET STRI NG

}

Decrypt edPOP :: = SEQUENCE ({
bodyPart | D BodyPart | D,
t hePOPAI gl D Al gorithm dentifier,
t hePOP OCTET STRI NG

}
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id-cnc-1raPOPW tness OBJECT IDENTIFIER ::= {id-cnt 11}
LraPopW t ness ::= SEQUENCE {
pki Dat aBodyi d BodyPart | D,
bodyl ds SEQUENCE OF BodyPart|D
}
i d-cnc-getCert OBJECT IDENTIFIER ::= {id-cnt 15}
Get Cert ::= SEQUENCE {
i ssuer Nane Gener al Nane,
seri al Nunber | NTEGER }
i d-cnt-get CRL OBJECT IDENTIFIER ::= {id-cnt 16}
Get CRL :: = SEQUENCE {
i ssuer Nane Nane,
cRLNane Gener al Name OPTI ONAL,
tinme Ceneral i zedTi ne OPTI ONAL,
reasons ReasonFl ags OPTI ONAL }
i d-cnt-revokeRequest OBJECT IDENTIFIER ::= {id-cnt 17}
RevokeRequest ::= SEQUENCE {
i ssuer Nane Nane,
seri al Nunber | NTEGER,
reason CRLReasonN,
i nval i dityDate Ceneral i zedTi me OPTI ONAL,
passphrase OCTET STRI NG OPTI ONAL,
conment UTF8String OPTI ONAL }
i d-cnc-confirnmCert Acceptance OBJECT I DENTIFIER :: = {id-cnc 24}
CMCCertld ::= IssuerAndSeri al Nunber

-- The following is used to request V3 extensions be added to a
-- certificate

i d- Ext ensi onReq OBJECT | DENTI FIER ::= {iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) 14}

Ext ensi onReq ::= SEQUENCE SI ZE (1..MAX) OF Extension

-- The following exists to allow Diffie-Hellman Certification
-- Request Messages to be well-forned

i d-al g-noSi gnature OBJECT IDENTIFIER ::= {id-pkix id-alg(6) 2}
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NoSi gnat ureVal ue ::= OCTET STRI NG

-- Unauthenticated attribute to carry renovabl e dat a.

-- This could be used in an update of "CMC Extensions: Server
-- Si de Key Generation and Key Escrow' (February 2005) and in
-- ot her docunents.

i d-aa OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(16) id-aa(2)}

i d-aa-cnt-unsi gnedData OBJECT | DENTI FIER :: = {id-aa 34}
CMCUnsi gnedDat a : : = SEQUENCE {

bodyPart Pat h BodyPart Pat h,

identifier OBJECT | DENTI FI ER,

cont ent ANY DEFI NED BY identifier
}

-- Replaces CMC Status Info

i d-cnc-statuslnfov2 OBJECT | DENTIFIER :: = {id-cnt 25}
CMCSt at usl nfoV2 :: = SEQUENCE {
cMCSt at us CMCSt at us,
bodyLi st SEQUENCE SI ZE (1..MAX) OF
BodyPar t Ref er ence,
statusString UTF8St ri ng OPTI ONAL,
otherlnfo CHO CE {
faillnfo CMCFai | I nf o,
pendl nfo Pendl nf o,
ext endedFai | I nfo SEQUENCE {
faillnfod D OBJECT | DENTI FI ER,
faillnfoVal ue AttributeVal ue
}
} OPTI ONAL
}
BodyPart Ref erence ::= CHO CE {
bodyPart | D BodyPart | D,
bodyPart Pat h BodyPart Pat h
}
BodyPart Path ::= SEQUENCE S| ZE (1.. MAX) OF BodyPart!| D

-- Allow for distribution of trust anchors

i d-cnt-trustedAnchors OBJECT I DENTIFIER ::= {id-cnt 26}
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Publ i shTrust Anchors ::= SEQUENCE {
segNurber | NTEGER,
hashAl gorithm Al gorithm dentifier,
anchor Hashes SEQUENCE OF OCTET STRI NG
}
i d-cnt-aut hData OBJECT I DENTIFIER ::= {id-cnt 27}
Aut hPubl i sh :: = BodyPart| D
-- These two itenms use BodyPart Li st
i d-cnt-bat chRequests OBJECT I DENTIFIER ::= {id-cnt 28}
i d-cnt-bat chResponses OBJECT | DENTIFIER ::= {id-cnt 29}
BodyPartList ::= SEQUENCE Sl ZE (1.. MAX) OF BodyPartl| D
i d-cnt-publishCert OBJECT IDENTIFIER ::= {id-cnt 30}
CMCPubl i cationlnfo ::= SEQUENCE {
hashAl g Al gorithm dentifier,
cert Hashes SEQUENCE OF OCTET STRI NG
publ nf o PKI Publ i cati onl nf o
}
i d-cnc-nodCert Tenpl at e OBJECT | DENTI FI ER ::= {id-cnt 31}
ModCert Tenpl ate :: = SEQUENCE ({
pki Dat aRef er ence BodyPar t Pat h,
cert Ref erences BodyPart Li st
repl ace BOOLEAN DEFAULT TRUE,
cert Tenpl ate Cert Tenpl ate
}

-- Informfollowon servers that one or nore controls have al ready
-- been processed

i d-cnc-control Processed OBJECT I DENTIFIER ::= {id-cnt 32}
Control sProcessed ::= SEQUENCE {

bodyLi st SEQUENCE SI ZE(1.. MAX) OF BodyPart Ref erence
}

-- ldentity Proof control w algorithmagility

id-cnc-identityProofVv2 OBJECT IDENTIFIER ::= { id-cnt 34 }
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I denti fyProof V2 ::= SEQUENCE ({
proof Al gl D Al gorithm dentifier,
macAl gl d Al gorithm dentifier,
W t ness OCTET STRI NG

}

i d-cnt- popLi nkWtnessV2 OBJECT | DENTI FI ER : :
PopLi nkW t nessV2 ::= SEQUENCE {
keyGenAl gorithm Al gorithm dentifier,
macAl gorithm Al gorithm dentifier,
W t ness OCTET STRI NG

{ id-cnt 33}

}

id-cnc-raldentityWtness OBJECT | DENTIFIER ::= {id-cnt 35}

-- Allow for an End-Entity to request a change in nane.
-- This itemis added to RegControl Set in CRW.

i d-cnt-changeSubj ect Name OBJECT | DENTIFIER ::= {id-cnt 36}

ChangeSubj ect Nanme ::= SEQUENCE {
subj ect Name OPTI ONAL,
subj ect Al t Cener al Nanes OPTI ONAL

}
-~ (WTH COVPONENTS {..., subject PRESENT}
-~ WTH COMPONENTS {..., subjectAlt PRESENT} )

-- Enbedded response froma third party for processing

i d-cnt-responseBody OBJECT | DENTIFIER ::= {id-cnt 37}

-- Key purpose identifiers are in the Extended Key Usage extension

i d-kp-cntCA OBJECT IDENTIFIER ::= { id-kp 27 }
i d-kp-cncRA OBJECT IDENTIFIER ::= { id-kp 28 }
i d-kp-cntArchive OBJECT IDENTIFIER ::= { id-kp 28 }

Schaad St andards Track [ Page 23]



RFC 6402 CMC: Updat es Novenber 2011

-- Subject Information Access identifier

i d-ad-cnc OBJECT IDENTIFIER ::= { id-ad 12 }
END
A 2. 2008 ASN. 1 Modul e

An updat ed 2008 ASN. 1 nodul e has been provided as part of this
update. The nodul e contains those changes that were done to update
the current ASN. 1 standards (done for [RFC5912]) as well as changes
made for this document.

Enr ol | ment MessageSynt ax- 2011- v08
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- nod- enrol | MsgSynt ax-2011-08(76)}
DEFINITIONS IMPLICI T TAGS :: =
BEA N
EXPORTS ALL;
| MPORTS

AttributeSet{}, Extension{}, EXTENSION, ATTRI BUTE

FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pki xCommon-02(57)}

Al gorithm dentifier{}, DI GEST-ALGORI THM KEY-WRAP, KEY-DERI VATI ON
MAC- ALGORI THM  SI GNATURE- ALGORI THM  PUBLI G- KEY

FROM Al gori t hm nf or mat i on- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58)}

CertificateSerial Nunber, General Nane, CRLReason, ReasonFl ags,
Cert Ext ensi ons, Gener al Nanmes

FROM PKI X11 npl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0) id-nod-pkix1-inplicit-02(59)}

Nanme, id-pkix, PublicKeyAl gorithns, SignatureAl gorithns, id-ad, id-kp
FROM PKI X1Expl i cit-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0) id-nod-pkix1l-explicit-02(51)}
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Content I nfo, |ssuerAndSerial Nunber, CONTENT-TYPE
FROM Cr ypt ogr aphi cMessageSynt ax- 2010
{ iso(1l) nenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

Cert ReqMsg, PKI Publicationlnfo, CertTenplate

FROM PKI XCRMF- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sms(5) pkix(7) id-nod(0) id-nod-crnf2005-02(55)}

nda- shal

FROM PKI XAl gs- 2009
{ iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- nod- pki x1- al gori t hns2008-02(56) }

kda- PBKDF2, maca- hMAC- SHA1

FROM Cr ypt ogr aphi cMessageSynt axAl gori t hns- 2009
{ iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cnsal g-2001-02(37) }

nda- sha256
FROM PKI X1- PSS- QAEP- Al gori t hns- 2009
{ iso(l) identified-organization(3) dod(6)

internet (1) security(5) nechani sns(5) pkix(7) id-nod(0)

i d- nod- pki x1-rsa- pkal gs-02(54) } ;
-- CMs content types defined in this docunent
CMC- Cont ent Types CONTENT-TYPE ::= { ct-PKIData | ct-PKIResponse, ... }
-- Signature Algorithns defined in this docunent
Si gnat ur eAl gs SI GNATURE- ALGCORI THM : : = { sa-noSi ghature }
-- CMs Unsigned Attributes

CMC- Unsi gnedAtts ATTRIBUTE ::= { aa-cnt-unsignedData }

i d-cnt OBJECT | DENTI FI ER ::
id-cct OBJECT | DENTI FI ER : :

{id-pkix 7} -- CMC controls
{id-pkix 12} -- CMC content types
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-- This is the content type for a request nessage in the protocol

ct- PKI Dat a CONTENT-TYPE :: =
{ TYPE PKI Data | DENTI FI ED BY id-cct-PKlData }

id-cct-PKlData OBJECT IDENTIFIER ::= { id-cct 2}

PKI Dat a ::= SEQUENCE ({
cont r ol Sequence SEQUENCE SI ZE( 0. . MAX) OF TaggedAttri bute,
reqSequence SEQUENCE SI ZE( 0. . MAX) OF TaggedRequest,
cnsSequence SEQUENCE SI ZE( 0. . MAX) OF TaggedCont ent | nf o,
ot her MsgSequence SEQUENCE SI ZE(0.. MAX) OF O her Msg

}

BodyPart | D ::= | NTEGER(O. . 4294967295)

TaggedAttribute ::= SEQUENCE {
bodyPart |1 D BodyPart | D,
attrType CMC- CONTROL. & d({Cnt-Control -Set}),
attrVal ues SET OF CMC- CONTROL.

&Type({Cnc-Control -Set}{@ttrType})

}

Cnt-Control - Set CMC- CONTROL :: = {
cnec-identityProof | cntc-dataReturn | cnt-reglnfo |
cnt-responsel nfo | cnt-queryPendi ng | cnt- popLi nkRandom |
cnt- popLi nkWtness | cnc-identification | cnc-transactionld |
cnt- sender Nonce | cnt-recipi ent Nonce | cnt-statuslnfo |
cnt- addExt ensi ons | cnt-encryptedPOP | cnt-decrypt edPOP |
cnc-lraPOPWtness | cnt-getCert | cnc-getCRL |
cne-revokeRequest | cnt-confirnCert Accept ance |
cnec-statuslinfovV2 | cnc-trustedAnchors | cnt-aut hData |
cnt- bat chRequests | cnt-bat chResponses | cnt-publishCert |
cnt-nodCert Tenpl ate | cnt-control Processed |
cntc-identityProofV2 | cnt-poplLi nkW t nessv2, ...,
cnc-raldentityWtness | cntc-responseBody }

OTHER- REQUEST :: = TYPE-| DENTI FI ER

-- W do not define any other requests in this docunent.

-- Exanpl es might be attribute certification requests.

O her Request s OTHER- REQUEST ::={...}
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TaggedRequest
ter
crm
orm
bodyPart |1 D
request MessageType

©:1= CHO CE {

request MessageVal ue

CMC: Updat es

Novenmber 2011

[0] TaggedCertifi cati onRequest,
[1] Cert RegMsg,
[2] SEQUENCE {

BodyPart | D,

OTHER- REQUEST. & d({ C her Request s}),

OTHER- REQUEST. &Type({ O her Request s}
{@request MessageType})

}
}
TaggedCertificati onRequest ::= SEQUENCE ({
bodyPart | D BodyPart | D,
certificationRequest Certificati onRequest
}
AttributelList ATTRIBUTE ::= {at-extension-req, ,
at - cnt- changeSubj ect Nane}
Certificati onRequest ::= SEQUENCE {
certificati onRequestinfo SEQUENCE ({
versi on | NTEGER,
subj ect Nane,
subj ect Publ i cKeyl nf o SEQUENCE {
al gorithm Al gorithmdentifier{PUBLI C KEY,

subj ect Publ i cKey
}i

attri butes

},

si gnat ureAl gorithm

{Publ i cKeyAl gorithns}},
BIT STRI NG

IMPLICI T SET OF
AttributeSet{{AttributelList}}

[ 0]

Al gorithmdentifier
{ SI GNATURE- ALGORI THM
{Si gnat ureAl gorithms}},

signature BI T STRI NG
}
TaggedContentInfo ::= SEQUENCE {
bodyPart | D BodyPart | D,
contentlnfo Cont ent I nfo
}
OTHER- MSG : : = TYPE- | DENTI FI ER
-- No other nmessages currently defined
O her MsgSet OTHER-MSG :: = {...}
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O her Msg :: = SEQUENCE {
bodyPart | D BodyPart | D,
ot her MsgType OTHER- MBG & d({ O her MsgSet }),
ot her MsgVal ue OTHER- M5G &Type({ O her MsgSet } { @t her MsgType}) }

-- This defines the response nessage in the protocol

ct - PKI Response CONTENT-TYPE :: =
{ TYPE PKI Response | DENTI FI ED BY i d- cct - PKI Response }

i d-cct-PKI Response OBJECT IDENTIFIER ::= { id-cct 3}

ResponseBody :: = PKI Response

PKI Response ::= SEQUENCE ({
control Sequence SEQUENCE SI ZE(0.. MAX) OF TaggedAttri bute,
cnsSequence SEQUENCE SI ZE( 0. . MAX) OF TaggedCont ent | nf o,
ot her MsgSequence SEQUENCE SI ZE(0.. MAX) OF O her Msg

}

CMC- CONTROL : : = TYPE-| DENTI FI ER

-- The following controls have the type OCTET STRI NG

cnc-identityProof CMC-CONTROL :: =
{ OCTET STRI NG | DENTI FI ED BY id-cnt-identityProof }
id-cnc-identityProof OBJECT IDENTIFIER ::= {id-cnt 3}

cnc-dat aRet urn CMC- CONTRCL : : =
{ OCTET STRI NG | DENTI FI ED BY id-cnt-dataReturn }
i d-cnt-dataReturn OBJECT IDENTIFIER ::= {id-cnt 4}

cnec-reglnfo CMC- CONTROL : : =
{ OCTET STRI NG | DENTI FI ED BY id-cnt-reglnfo }
i d-cnc-reglnfo OBJECT IDENTIFIER ::= {id-cnt 18}

cntc-responsel nfo CMC- CONTROL : : =
{ OCTET STRI NG | DENTI FI ED BY id-cnt-responselnfo }
i d-cnt-responsel nfo OBJECT | DENTIFIER ::= {id-cnt 19}

cnt- quer yPendi ng CMC- CONTRCOL : : =
{ OCTET STRI NG | DENTI FI ED BY i d-cnt-queryPendi ng }
i d-cnt-queryPendi ng OBJECT | DENTIFIER ::= {id-cnt 21}

cnt- popLi nkRandom CMC- CONTROL : : =

{ OCTET STRI NG | DENTI FI ED BY i d- cnt- poplLi nkRandom }
i d- cnt- popLi nkRandom OBJECT | DENTIFIER :: = {id-cnt 22}
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cnt- popLi nkWtness CMC- CONTROL :: =

{ OCTET STRI NG | DENTI FI ED BY i d- cnt- popLi nkW t ness }
i d-cnc- popLi nkWtness OBJECT I DENTIFIER ::= {id-cnt 23}
-- The followi ng controls have the type UTF8String

cne-identification CMC-CONTROL :: =

{ UTF8String | DENTIFIED BY id-cnt-identification }
id-cnc-identification OBJECT I DENTIFIER ::= {id-cnc 2}
-- The followi ng controls have the type | NTEGER

cne-transactionld CMC- CONTROL :: =

{ I NTEGER | DENTI FI ED BY id-cnt-transactionld }
i d-cntc-transactionld OBJECT I DENTIFIER ::= {id-cnt 5}
-- The following controls have the type OCTET STRI NG
cnc- sender Nonce CMC- CONTRCL :: =

{ OCTET STRI NG | DENTI FI ED BY i d- cnt- sender Nonce }
i d-cnt-sender Nonce OBJECT I DENTIFIER ::= {id-cnt 6}

cnt-reci pi ent Nonce CMC- CONTROL :: =
{ OCTET STRI NG | DENTI FI ED BY i d-cnt-recipi ent Nonce }

i d-cnt-recipi ent Nonce OBJECT IDENTIFIER ::= {id-cnt 7}
-- Used to return status in a response

cne-statuslnfo CMC- CONTROL :: =
{ CMCstatuslinfo | DENTIFIED BY id-cntc-statuslnfo }

id-cnc-statuslnfo OBJECT I DENTIFIER ::= {id-cnc 1}
CMCSt at usi nfo :: = SEQUENCE {
cMCSt at us CMCSt at us,
bodyLi st SEQUENCE SI ZE (1..MAX) OF BodyPart| D,
statusString UTF8Stri ng OPTI ONAL,
otherlnfo CHA CE {
faillnfo CMCFai | | nf o,
pendl nf o Pendl nf o
} OPTI ONAL
}
Pendl nfo ::= SEQUENCE {
pendToken OCTET STRI NG
pendTi e Ceneral i zedTi e
}
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CMCSt atus ::= | NTEGER {
success (0),
failed (2),
pendi ng (3),
noSupport (4),
confirnRequired (5),
popRequi r ed (6),
parti al (7)

}

CMCFai | Info ::= | NTEGER {
badAl g (0),
badMessageCheck (1),
badRequest (2),
badTi me (3),
badCertld (4),

unsupor t edExt (5),
nmust Ar chi veKeys (6),

badl dentity (7),
popRequi r ed (8),
popFai |l ed (9),
noKeyReuse (10),
i nternal CAError (11),
tryLater (12)
aut hDat aFai | (13)

}

-- Used for RAs to add extensions to certification requests

cnec- addExt ensi ons CMC- CONTROL : : =
{ AddExt ensi ons | DENTI FI ED BY i d-cnt- addExt ensi ons }
i d-cnt-addExt ensi ons OBJECT I DENTIFIER ::= {id-cnt 8}

AddExt ensi ons ::= SEQUENCE ({
pki Dat aRef er ence BodyPart 1D
cert Ref erences SEQUENCE OF BodyPart|D
ext ensi ons SEQUENCE OF Extensi on{{Cert Extensi ons}}

}

cnt-encrypt edPOP CMC- CONTRCL : : =

{ Encrypt edPOP | DENTI FI ED BY i d-cnt-encrypt edPOP }
cnt-decrypt edPOP CMC- CONTRCOL : : =

{ DecryptedPOP | DENTI FI ED BY i d-cnt-decrypt edPOP }
i d-cnt-encrypt edPOP OBJECT | DENTIFIER ::= {id-cnt 9}
i d-cnt-decrypt edPOP OBJECT | DENTI FIER ::= {id-cnt 10}
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Encrypt edPOP :: = SEQUENCE ({
request TaggedRequest ,
cns Content | nfo,
t hePOPAI gl D Al gorithm dentifier{ MAC- ALGORI THM {POPAI gs}},

w t nessAl gl D Al gorithm dentifier{DI GEST- ALGORI THM
{WtnessAl gs}},

W t ness OCTET STRI NG
}
POPAl gs MAC- ALGORI THM : : = {maca- hMAC- SHA1, ...}
W tnessAl gs DI GEST-ALGORI THM : : = {nda-shal, ...}
Decrypt edPOP :: = SEQUENCE ({
bodyPart | D BodyPart | D,
t hePOPAI gl D Al gorithmdentifier{MAC-ALGORI THM {POPAl gs}},
t hePOP OCTET STRI NG
}

cnec-1raPOPWtness CMC- CONTROL :: =
{ LraPopWtness | DENTIFIED BY id-cnc-|raPOPWtness }

i d-cnc-1 raPOPW t ness OBJECT IDENTIFIER ::= {id-cntc 11}

LraPopWt ness ::= SEQUENCE {
pki Dat aBodyi d BodyPart | D,
bodyl ds SEQUENCE OF BodyPart!| D

}

cnc-get Cert CMC- CONTRCOL :: =
{ GetCert |DENTIFIED BY id-cnc-getCert }
id-cnc-getCert OBJECT IDENTIFIER ::= {id-cnt 15}

Get Cert ::= SEQUENCE {
i ssuer Nanme Cener al Nane,
seri al Nunber | NTEGER }

cnc-get CRL CMC- CONTROL @ @ =
{ GetCRL | DENTI FI ED BY id-cnt-getCRL }

i d-cnt-get CRL OBJECT IDENTIFIER ::= {id-cnt 16}
Get CRL ::= SEQUENCE {
i ssuer Name Nanme,
cRLNane Cener al Nane OPTI ONAL,
tinme Ceneral i zedTi me OPTI ONAL,
reasons ReasonFl ags OPTI ONAL }
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cnt-revokeRequest CMC- CONTROL :: =
{ RevokeRequest | DENTI FI ED BY id-cnt-revokeRequest}

i d-cnc-revokeRequest OBJECT IDENTIFIER ::= {id-cnc 17}
RevokeRequest ::= SEQUENCE {
i ssuer Nane Nane,
seri al Number | NTEGER,
reason CRLReason
inval i dityDate Gener al i zedTi me OPTI ONAL,
passphrase OCTET STRI NG OPTI ONAL,
conmment UTE8Stri ng OPTI ONAL }

cnt-confirmCert Acceptance CMC- CONTROL :: =
{ CMCCertld IDENTIFIED BY id-cnc-confirmCert Acceptance }
i d-cnt-confirnCert Acceptance OBJECT I DENTIFIER ::= {id-cnt 24}

CMCCertld ::= | ssuer AndSeri al Nunber

-- The following is used to request V3 extensions be added
-- to a certificate

at - ext ensi on-req ATTRIBUTE :: =
{ TYPE Extensi onReq | DENTI FI ED BY i d- Ext ensi onReq }

i d- Ext ensi onReq OBJECT | DENTI FIER ::= {iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) 14}

Ext ensi onReq :: = SEQUENCE SI ZE (1..MAX) OF
Ext ensi on{{ Cert Ext ensi ons}}

-- The following allows Diffie-Hellnman Certificati on Request
-- Messages to be well -forned

sa-noSi gnature S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- noSi gnat ure
VALUE NoSi gnat ur eVal ue
PARAMS TYPE NULL ARE required
HASHES { nda-shal }
}
i d-al g-noSi gnature OBJECT IDENTIFIER ::= {id-pkix id-alg(6) 2}
NoSi gnat ureVal ue ::= OCTET STRI NG
-- Unauthenticated attribute to carry renovabl e dat a.

i d-aa OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2)}
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aa- cnt-unsi gnedDat a ATTRI BUTE :: =
{ TYPE CMCUnsi gnedDat a | DENTI FI ED BY i d- aa- cnt-unsi gnedDat a }

i d-aa-cnt-unsi gnedData OBJECT | DENTI FIER :: = {id-aa 34}
CMCUnsi gnedDat a :: = SEQUENCE {

bodyPart Pat h BodyPar t Pat h,

identifier TYPE- | DENTI FI ER. &i d,

cont ent TYPE- | DENTI FI ER. &Type

-- Replaces CMC Status Info

cne- st at usl nfov2 CMC- CONTROL @@ =
{ CMCSt at usl nf oV2 | DENTI FI ED BY id-cnt-statuslnfoVv2 }
i d-cnt-statuslnfov2 OBJECT | DENTI FIER ::= {id-cnt 25}

EXTENDED- FAI LURE- | NFO : : = TYPE- | DENTI FI ER

Ext endedFai | ures EXTENDED- FAI LURE-INFO ::= {...}
CMCSt at usl nf oV2 :: = SEQUENCE {
cMCSt at us CMCSt at us,
bodyLi st SEQUENCE SI ZE (1..MAX) OF
BodyPar t Ref er ence,
statusString UTF8St ri ng OPTI ONAL,
otherlnfo CHO CE {
faillnfo CMCFai | I nf o,
pendl nfo Pendl nf o,
ext endedFai | I nfo [1] SEQUENCE ({
faillnfod D TYPE- | DENTI FI ER. & d
({Ext endedFai | ures}),
faillnfoVal ue TYPE- | DENTI FI ER. &Type

({ Ext endedFai | ur es}
{@faillnfod D})

}
} OPTI ONAL

}
BodyPart Ref erence ::= CHO CE {

bodyPart | D BodyPart | D,

bodyPart Pat h BodyPart Pat h
}
BodyPart Path ::= SEQUENCE SI ZE (1..MAX) OF BodyPartlD
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-- Alowfor distribution of trust anchors

cntc-trustedAnchors CMC- CONTROL :: =
{ PublishTrust Anchors | DENTIFIED BY id-cnc-trustedAnchors }
i d-cnt-trustedAnchors OBJECT I DENTIFIER ::= {id-cnt 26}

Publ i shTrust Anchors ::= SEQUENCE {
segNurber | NTEGER,
hashAl gorithm Al gorithm dentifier{D GEST- ALGORI THV
{HashAl gori thns}},
anchor Hashes SEQUENCE OF OCTET STRI NG

}

HashAl gorithns DI GEST- ALGORI THM : : = {
nda- shal | nda- sha256,
}

cnec- aut hData CMC- CONTROL :: =

{ AuthPublish | DENTIFI ED BY id-cnt-authbData }
i d-cnc-authData OBJECT | DENTIFIER ::= {id-cnt 27}
Aut hPubl i sh ::= BodyPartlD
-- These two itens use BodyPart Li st

cnt- bat chRequest s CMC- CONTROL : : =
{ BodyPart List |DENTIFIED BY id-cnt-batchRequests }

i d-cnt-bat chRequests OBJECT I DENTIFIER ::= {id-cnt 28}
cnt- bat chResponses CMC- CONTROL :: =

{ BodyPartList |DENTIFIED BY id-cnt-batchResponses }
i d-cnt- bat chResponses OBJECT | DENTIFIER ::= {id-cnt 29}
BodyPartList ::= SEQUENCE SIZE (1..MAX) OF BodyPartlD

cnt- publishCert CMC- CONTROL :: =
{ CMCPubl i cationlnfo | DENTIFI ED BY id-cnc-publishCert }

i d-cnt-publishCert OBJECT I DENTIFIER ::= {id-cnt 30}
CMCPubl i cationlnfo ::= SEQUENCE {
hashAl g Al gorithm dentifier{Dl GEST- ALGORI THM
{HashAl gorithns}},
cert Hashes SEQUENCE OF COCTET STRI NG
publ nf o PKI Publ i cati onl nf o
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cnt-nodCert Tenpl at e CMC- CONTRCL : : =
{ ModCert Tenpl ate | DENTI FI ED BY i d-cnt-nodCert Tenpl ate }

i d-cntc-nodCert Tenpl ate OBJECT | DENTIFIER ::= {id-cntc 31}
ModCert Tenpl ate :: = SEQUENCE ({
pki Dat aRef er ence BodyPart Pat h,
cert Ref erences BodyPart Li st
repl ace BOOLEAN DEFAULT TRUE,
cert Tenpl ate Cert Tenpl ate

-- Informfollowon servers that one or nbre controls have
-- al ready been processed

cnt-control Processed CMC- CONTROL :: =
{ Control sProcessed | DENTI FI ED BY i d-cnt-control Processed }

i d-cnt-control Processed OBJECT IDENTIFIER ::= {id-cnt 32}
Control sProcessed ::= SEQUENCE ({
bodyLi st SEQUENCE SI ZE(1.. MAX) OF BodyPart Ref erence

}

-- ldentity Proof control w algorithmagility

cnt-identityProof V2 CMC- CONTRCL :: =
{ ldentityProofV2 | DENTI FI ED BY id-cnt-identityProofVv2 }

id-cnc-identityProofVv2 OBJECT IDENTIFIER ::= { id-cnt 33}
I dentityProofV2 ::= SEQUENCE ({
proof Al gl D Al gorithm dentifier{Dl GEST- ALGORI THM
{WtnessAl gs}},
macAl gl d Al gorithm dentifier{ MAC-ALGORI THM {POPAI gs}},
W t ness OCTET STRI NG

}

cnt- popLi nkW t nessV2 CMC- CONTROL : : =
{ PopLi nkW t nessV2 | DENTI FI ED BY i d- cnt- popLi nkWt nessV2 }
i d-cnc- popLi nkWtnessV2 OBJECT IDENTIFIER ::= { id-cnc 34 }

PopLi nkW t nessV2 :: = SEQUENCE {
keyGenAl gorithm Al gorithm dentifi er{KEY- DERI VATI ON,
{ KeyDevAl gs}},

macAl gorithm Al gorithmdentifier{MAC-ALGORI THM {POPAl gs}},
Wi t ness OCTET STRI NG

}

KeyDevAl gs KEY- DERI VATI ON :: = {kda- PBKDF2, ...}
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cnc-raldentityWtness CMC- CONTROL :: =
{ BodyPartPath | DENTI FI ED BY id-cnt-raldentityWtness }

id-cnc-raldentityWtness OBJECT | DENTIFIER ::= {id-cnt 35}

-- Allow for an End-Entity to request a change in nane.
-- This itemis added to RegControl Set in CRW.
at - cnt- changeSubj ect Nane ATTRI BUTE :: =
{ TYPE ChangeSubj ect Name | DENTI FI ED BY i d- cnt- changeSubj ect Nane }

i d- cnt- changeSubj ect Name OBJECT | DENTIFIER :: = {id-cnt 36}
ChangeSubj ect Name :: = SEQUENCE {
subj ect Name OPTI ONAL,
subj ect Al t Gener al Nanmes OPTI ONAL
}
(W TH COVPONENTS {..., subject PRESENT} |
W TH COVPONENTS {..., subjectAlt PRESENT} )

-- Enbedded response froma third party for processing

cht-responseBody CMC- CONTROL :: = {
BodyPart Pat h | DENTI FI ED BY i d-cnt-responseBody
}
i d-cnt-responseBody OBJECT | DENTIFIER ::= {id-cnt 37}
-- Key purpose identifiers are in the Extended Key Usage extension
i d-kp-cntCA OBJECT IDENTIFIER ::= { id-kp 27 }
i d-kp-cncRA OBJECT IDENTIFIER ::= { id-kp 28 }
i d-kp-cntArchive OBJECT IDENTIFIER ::= { id-kp 29 }
-- Subject Information Access identifier
i d-ad-cnt OBJECT IDENTIFIER ::= { id-ad 12 }
END
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