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Transm ssi on of Syslog Messages over TCP
Abstr act

There have been nmany inpl enentations and depl oynents of |egacy syslog
over TCP for many years. That protocol has evol ved w thout being
standardi zed and has proven to be quite interoperable in practice.
This meno descri bes how TCP has been used as a transport for syslog
nessages.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for the historical record.

This docunent defines a Historic Docunent for the Internet conmunity.
This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6587

| ESG Not e

The | ESG does not reconmmend i npl ementing or depl oying sysl og over
plain tcp, which is described in this docunment, because it |acks the
ability to enable strong security [RFC3365].

| mpl enentation of the TLS transport [RFC5425] is reconmended so that
appropriate security features are available to operators who want to
depl oy secure syslog. Sinilarly, those security features can be
turned off for those who do not want them
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Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The Standards-Track docunents in the syslog series recomend using
the syslog protocol [RFC5424] with the TLS transport [RFC5425] for
all event messages. The authors of this document whol eheartedly
support that position and only offer this docunent to describe what
has been observed with | egacy syslog over TCP, which appears to stil
be wi dely used.

Two primary format options have been observed with | egacy syslog
being transported over TCP. These have been called "non-transparent-
fram ng" and "octet-counting”. The non-transparent-fram ng nechani sm
has sone i nherent problens.

Di agram 1 shows how all of these syslog transports relate to each
other. In this diagram three originators are seen, |labeled A B,
and C, along with one collector. Oiginator Ais using the TCP
transport that is described in this docunent. Oiginator Bis using
the UDP transport, which is described in [RFC5426]. Oiginator Cis
using the TLS transport, which is described in [RFC5425]. The
collector is shown with the capability to accept all three
transports.
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Diagram 1. Syslog Layers
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2.

3.

Conventions Used in This Docunment

The termi nol ogy defined in Section 3 of [RFC5424] is used throughout
this specification. The reader should be famliar with that to
follow this discussion

This docunent al so references devices that use the syslog nessage
format as described in [RFC3164]. Devices that continue to use that
nmessage format (regardl ess of transport) will be described as "l egacy
syslog devices". Sinmilarly, devices that use the nmessage format as
described in [RFC5424] will be described as "standardi zed sysl og

devi ces".

Message Transmi ssion

Syslog is sinplex in nature. It has been observed that

i npl enent ati ons of syslog over TCP al so do not use any back-channe
mechani smto convey information to the transport sender and,
consequently, do not use any application-Ilevel acknow edgenent for
syslog signaling fromreceiver to sender. Message receipt

acknow edgenent, reliability, and flow control are provided by the
capabilities of TCP

1. Character Encodi ng Schene

Sysl og over TCP nessages contain no indication of the coded character
set (e.g., [US-ASCII] or [UNICODE] ) or character encodi ng schene
(e.g., so-called "7-bit ASCII" or UTF-8 [RFC3629]) in use. 1In these
messages, the predom nant approach has been to include characters
only fromthe ASCI| repertoire (i.e., %32 to %126 incl usive) using
the "Network Virtual Terminal" (NVT) encoding [ RFC5198].

The message header usually contains characters only fromthe ASCI
repertoire, in the NVT encoding. This has been observed even in
cases where a different encoding (e.g., UTF-8) has been used for the
MSG part. However, characters outside the ASCII range have been seen
inside the header. In that case, sone syslog applications have been
known to experience problens processing those nessages.

In sone cases, it has been observed that characters outside of the
ASCI| range are often being transfornmed by receivers in an effort to
"escape control characters". Sonme receiver inplenentations sinply
drop those characters. This is considered to be a poor practice, as
it causes problens with coded character sets other than ASCI|1 and
character encodi ngs other than NVT, nost notably the UTF-8 encodi ng
of Uni code.
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It has al so been observed that relays will forward nessages using the

character encodi ng schemes of nessages they receive. 1In the case
where two different senders are using different character encoding
schenes, the relay will forward each nmessage to a collector in that

character encoding. The collector of these messages will have to be
prepared to receive nessages fromthe sane relay with different
encodi ngs.

3.2. Session

Li ke nost ot her protocols, the syslog transport sender is the TCP
host that initiates the TCP session. After initiation, nessages are
sent fromthe transport sender to the transport receiver. No
application-level data is transmtted fromthe transport receiver to
the transport sender. The roles of transport sender and receiver
seemto be fixed once the session is established.

Wien it has been observed, if an error occurs that cannot be
corrected by TCP, the host detecting the error gracefully closes the
TCP session. There have been no application-Ievel nessages seen that
were sent to notify the other host about the state of the host syslog
appl i cation.

3.3. Session Initiation

The TCP host acting as a syslog transport receiver listens to a TCP
port. The TCP transport sender initiates a TCP session to the syslog
transport receiver as specified in [ RFCO793].

This protocol has no standardi zed port assignnent. |In practice,
networ k adninistrators generally choose sonething that they feel wll
not conflict with anything else active in their networks. This has
nost often been either TCP/ 514, which is actually allocated to

anot her protocol, or some variant of adding 514 to a multiple of
1000. Pl ease see Section 4 for nore information

3.4. Message Transfer

Sysl og over TCP has been around for a nunber of years. Just like

| egacy syslog over UDP, different inplenentations exist. The ol der
met hod of non-transparent-fram ng has problens. The newer nethod of
octet-counting is reliable and has not been seen to cause probl ens
noted with the non-transparent-fran ng nethod.

In both of these nethods, during the nessage transfer phase, the

syslog transport sender sends a stream of messages to the transport
receiver. These are sent in sequence and one nessage i s encapsul ated

CGer hards & Lonvi ck Hi storic [ Page 6]



RFC 6587 Transm ssi on of Syslog Messages over TCP April 2012

i nside each TCP frane. Either of the TCP hosts may initiate session
closure at any time as specified in Section 3.5 of [RFC0793]. In
practice, this is often seen after a prolonged period of inactivity.

3.4.1. Cctet Counting

This framing allows for the transnission of all characters inside a
syslog nmessage and is simlar to the nmethod used in [RFC5425]. A
transport receiver uses the defined nessage length to delinmt a
sysl og nmessage. As noted in [RFC3164], the upper limt for a |egacy
sysl og message length is 1024 octets. That |ength has been expanded
for standardi zed sysl og.

It can be assumed that octet-counting framing is used if a syslog
frame starts with a digit.

Al'l syslog nessages can be considered to be TCP "data" as per the
Transm ssion Control Protocol [RFC0793]. The syslog nessage stream
has the foll owi ng ABNF [ RFC5234] definition:

TCP- DATA = *SYSLOG FRAME

SYSLOG FRAME = MSG LEN SP SYSLOG-MSG ; Cctet-counting
;. met hod

M5G LEN = NONZERO-DIG T *DIA T
NONZERO-DIG T = %49-57

SYSLOG MSG is defined in the syslog protocol [RFC5424] and nay
al so be considered to be the payload in [ RFC3164]

MSG LEN is the octet count of the SYSLOG MSG in the SYSLOG FRAME
3.4.2. Non-Transparent-Fram ng

The non-transparent-fram ng nethod inserts a syslog nessage into a
frame and ternminates it with a TRAILER character. The TRAILER has
usual Iy been a single character and nost often is ASCII LF (%l10).
However, other characters have al so been seen, with ASCI1 NUL (%00)
being a prom nent exanple. Sone devices have al so been seen to enit
a two-character TRAILER, which is usually CR and LF.

The problemwith non-transparent-framng conmes fromthe use of a

TRAI LER character. |In that, the traditional TRAILER character is not
escaped within the nessage, which causes problens for the receiver.
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For exanple, a nessage in the style of [RFC3164] containing one or
nmore LF characters nmay be misinterpreted as nultiple nmessages by the
receiving syslog application

The ABNF for this is shown here:
TCP- DATA = *SYSLOG FRAME

SYSLOG FRAME = SYSLOG MSG TRAILER ; non-transparent-fran ng
; met hod

TRAI LER = LF / APP-DEFI NED
APP- DEFI NED = 1*20CTET

SYSLOG MSG is defined in the syslog protocol [RFC5424] and may
al so be considered to be the payload in [ RFC3164]

A transport receiver can assune that non-transparent-franing is used
if a syslog frane starts with the ASCII character "<" (%60).

3.4.3. Method Change

In legacy inplenentations, it has been observed that the fram ng may
change on a frame-by-franme basis. This is probably not a good idea
but it’'s been seen

3.5. Session dosure

The sysl og session is closed when one of the TCP hosts decides to do
so. It then initiates a |local TCP session closure. Follow ng TCP

[ RFC0793], it doesn't need to notify the renote TCP host of its
intention to close the session, nor does it accept any messages that
are still in transit.

4. Applicability Statenent

Again it nust be enphasized that the Standards-Track docunents in the
sysl og series recommend using the TLS transport [RFC5425] to
transport syslog nmessages. This docunent does not recomend that new
i npl ement ati ons or depl oynents use syslog over TCP except for the
explicit purpose of interoperating with existing deploynents.

One of the major problenms with interoperability with this protocol is
that there is no consistent TCP port assigned. Mst of the
successful inplenmentati ons have made the selection of a port a user-
configurable option. The nost frequently observed port for this has
been TCP/ 514, which is actually assigned to the Shell protocol
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Qperators nust carefully select which port to use in their depl oynent
and be prepared to encounter different default port assignnents in
i mpl emrent ati ons.

There are several advantages to using TCP: flow control, error
recovery, and reliability, to nane a few. These reasons, and the
ease of programm ng, have |led people to use this transm ssion
protocol to transmt syslog

One potential disadvantage is the buffering mechani smused by TCP
Ordinarily, TCP deci des when enough data has been received fromthe
application to forma segnent for transnission. This nmay be adjusted
through tinmers; but still, sone application data nmay wait in a buffer
for arelatively long tine. Syslog data is not normally tine-
sensitive, but if this delay is a concern, the syslog transport
sender may utilize the PUSH Fl ag as described in [RFCO793] to have
the sending TCP i medi ately send all buffered data.

5. Security Considerations

Thi s protocol makes no neani ngful provisions for security. It |acks
aut hentication, integrity checking, and privacy. It makes no
provision for flow control or end-to-end confirmation of receipt,
relying instead on the underlying TCP i npl enentations to approxi mte
these functions. It should not be used if deploynment of [RFC5425] on
the systens in question is feasible.
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