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Abstr act

This meno describes the use of the Advanced Encryption Standard (AES)
in the Counter with G pher Block Chaining - Message Authentication
Code (CBC-MAC) Mode (CCM of operation within Transport Layer
Security (TLS) and Datagram TLS (DTLS) to provide confidentiality and
data origin authentication. The AES-CCM algorithmis anenable to
conpact inplenentations, naking it suitable for constrained

envi ronment s.
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1. Introduction

Thi s docunent describes the use of Advanced Encryption Standard (AES)
[AES] in Counter with CBC- MAC Mbde (CCM [CCM in several TLS

ci phersuites. AES-CCM provi des both authentication and
confidentiality and uses as its only primtive the AES encrypt
operation (the AES decrypt operation is not needed). This nmakes it
anenabl e to conpact inpl enentations, which is advantageous in
constrai ned environnents. O course, adoption outside of constrained
environnments is necessary to enable interoperability, such as that
bet ween web clients and enbedded servers or between enbedded clients
and web servers. The use of AES-CCM has been specified for |Psec
Encapsul ating Security Payl oad (ESP) [ RFC4309] and 802.15.4 wirel ess
net wor ks [ | EEE802154] .

Aut henti cated encryption, in addition to providing confidentiality
for the plaintext that is encrypted, provides a way to check its
integrity and authenticity. Authenticated Encryption with Associ ated
Data, or AEAD [RFC5116], adds the ability to check the integrity and
authenticity of sone associated data that is not encrypted. This
docunent utilizes the AEAD facility within TLS 1.2 [ RFC5246] and the
AES- CCM based AEAD al gorithnms defined in [RFC5116]. Additional AEAD
al gorithns are defined that use AES-CCM but have shorter

aut hentication tags and are therefore nore suitable for use across
networ ks in which bandwi dth is constrained and nessage sizes may be
smal | .
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The ciphersuites defined in this docunent use RSA or Pre-Shared Key
(PSK) as their key establishnent nechanisnm these ciphersuites can be
used with DTLS [ RFC6347]. Since the ability to use AEAD ci phers was
i ntroduced in DTLS version 1.2, the ciphersuites defined in this
docunent cannot be used with earlier versions of that protocol.

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. RSA-Based AES-CCM G pher Suites

The ci phersuites defined in this docunent are based on the AES-CCM
Aut henti cated Encryption with Associated Data (AEAD) al gorithns
AEAD_AES 128 _CCM and AEAD _AES 256_CCM descri bed in [ RFC5116]. The
foll owi ng RSA-based ci phersuites are defi ned:

CipherSuite TLS RSA W TH AES 128 CCM = {0xQ0, 0x9C}
Ci pherSuite TLS _RSA W TH_AES 256_CCM = {0xQ0, 0x9D)
CipherSuite TLS DHE RSA W TH _AES 128 CCM = {0x(C0, Ox9E}
Ci pherSuite TLS DHE RSA W TH_AES 256_CCM = {0x(C0, Ox9F}
CipherSuite TLS RSA W TH_AES 128 CCM 8 = {0xQ0, 0xA0}
Ci pherSuite TLS RSA W TH AES 256 CCM 8 = {0xC0, 0xAl)
Ci pherSuite TLS DHE RSA W TH_AES 128 CCM 8 = {0xC0, 0xA2}
Ci pherSuite TLS DHE RSA W TH_AES 256_CCM 8 = {0xC0, 0xA3}

These ci phersuites nake use of the AEAD capability in TLS 1.2

[ RFC5246]. Each uses AES-CCM those that end in "_8" have an 8-octet
aut hentication tag, while the other ciphersuites have 16-octet

aut henti cation tags.

The Hashed Message Authenticati on Code (HVAC) truncation option
described in Section 7 of [RFC6066] (which negotiates the
"truncated_hnmac" TLS extension) does not have an effect on cipher
suites that do not use HVAC

The "nonce" input to the AEAD algorithmis exactly that of [RFC5288]:
the "nonce" SHALL be 12 bytes long and is constructed as foll ows:
(this is an exanple of a "partially explicit" nonce; see Section
3.2.1 in [RFC5116]).

struct {
opaque salt[4];
opaque nonce_explicit[8];
CCM\once,
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The salt is the "inplicit" part of the nonce and is not sent in the
packet. |Instead, the salt is generated as part of the handshake
process: it is either the client_wite IV (when the client is
sending) or the server_wite_ |V (when the server is sending). The
salt length (SecurityParaneters.fixed_iv_length) is 4 octets. The
nonce _explicit is the "explicit" part of the nonce. It is chosen by
the sender and is carried in each TLS record in the

Gener i cAEADCI pher. nonce_explicit field. The nonce_explicit length
(SecurityParanmeters.record_iv_length) is 8 octets. Each value of the
nonce_explicit MJST be distinct for each distinct invocation of the
GCM encrypt function for any fixed key. Failure to neet this

uni queness requirenent can significantly degrade security. The
nonce_explicit MAY be the 64-bit sequence nunber (as |ong as those
val ues are assured to neet the distinctness requirement).

In DTILS, the 64-bit seq_numis the 16-bit epoch concatenated with the
48-bit seq_num

When the nonce _explicit is equal to the sequence nunber, the CCMNonce
will have the structure of the CCMNonceExanpl e given bel ow.

struct {
uint32 client_wite IV; // low order 32-bits
ui nt 64 seq_num /1 TLS sequence nunber

} CCMC i ent Nonce.

struct {
uint32 server_ wite IV; // low order 32-bits
uint64 seq_num // TLS sequence nunber

} CCMserver Nonce

struct {
case client:
CCMO i ent Nonce;
case server:
CCMser ver Nonce
} CCMNonceExanpl e;

These ci phersuites nake use of the default TLS 1.2 Pseudorandom

Function (PRF), which uses HVAC with the SHA-256 hash function. The
RSA and DHE RSA, key exchange is perforned as defined in [ RFC5246].
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4. PSK-Based AES-CCM Ci pher Suites

As in Section 3, these ciphersuites follow [RFC5116]. The PSK and
DHE PSK key exchange is performed as in [RFC4279]. The foll owi ng
ci phersuites are defined:

Ci pherSuite TLS PSK WTH AES 128 CCM = {0xC0, OxA4}
Ci pherSuite TLS PSK WTH AES 256 CCM = {0xC0, OxAb)
Ci pherSuite TLS DHE PSK WTH AES 128 CCM = {0xC0, OxA6}
Ci pherSuite TLS DHE PSK W TH _AES 256_CCM = {0x(C0, OxA7}
Ci pherSuite TLS PSK W TH AES 128 CCM 8 = {0xQ0, 0xA8}
Ci pherSuite TLS PSK W TH_AES 256_CCM 8 = {0xQ0, 0xA9)
Ci pherSuite TLS PSK DHE W TH AES 128 CCM 8 = {0xQC0, OxAA}
Ci pherSuite TLS PSK DHE W TH AES 256 _CCM 8 = {0xC0, 0xAB}

The "nonce" input to the AEAD algorithmis defined as in Section 3.

These ci phersuites nake use of the default TLS 1.2 Pseudorandom
Function (PRF), which uses HVAC with the SHA-256 hash function. The
PSK and DHE PSK key exchange is perfornmed as defined in [ RFC5487].

5. TLS Versions

These ci phersuites nake use of the authenticated encryption with
additional data (AEAD) defined in TLS 1.2 [RFC5288]. Earlier

versi ons of TLS do not have support for AEAD;, for instance, the
TLSC phertext structure does not have the "aead" option in TLS 1.1.
Consequently, these ciphersuites MJUST NOT be negotiated in ol der
versions of TLS. dients MJST NOT offer these cipher suites if they
do not offer TLS 1.2 or later. Servers that select an earlier
versi on of TLS MJUST NOT sel ect one of these cipher suites. Because
TLS has no way for the client to indicate that it supports TLS 1.2
but not earlier, a non-conpliant server mght potentially negotiate
TLS 1.1 or earlier and select one of the cipher suites in this
docunent. dients MIST check the TLS version and generate a fata
"illegal _paraneter"” alert if they detect an incorrect version

6. New AEAD Al gorithms
The followi ng AEAD al gorithnms are defined:

AEAD AES_128_CCM 8
AEAD_AES_256_CCM 8

18
19
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6.1. AES-128-CCMwith an 8-Cctet Integrity Check Value (ICV)

The AEAD AES 128 CCM 8 aut henticated encryption algorithmis
identical to the AEAD AES 128 CCM al gorithm (see Section 5.3 of

[ RFC5116] ), except that it uses 8 octets for authentication, instead
of the full 16 octets used by AEAD AES 128 CCM The

AEAD AES 128 CCM 8 ci phertext consists of the ciphertext output of
the CCM encryption operation concatenated with the 8-octet

aut hentication tag output of the CCM encryption operation. Test
cases are provided in [CCM. The input and output |engths are the
same as those for AEAD AES 128 CCM An AEAD AES 128 CCM 8 ci phert ext
is exactly 8 octets longer than its correspondi ng pl ai ntext.

6.2. AES-256-CCMwith a 8-Cctet Integrity Check Value (1CV)

The AEAD AES 256 _CCM 8 aut henticated encryption algorithmis
identical to the AEAD AES 256 _CCM al gorithm (see Section 5.4 of

[ RFC5116] ), except that it uses 8 octets for authentication, instead
of the full 16 octets used by AEAD AES 256 CCM The

AEAD AES 256_CCM 8 ci phertext consists of the ciphertext output of
the CCM encryption operation concatenated with the 8-octet

aut hentication tag output of the CCM encryption operation. Test
cases are provided in [CCM. The input and output |engths are as for
AEAD_AES 128_CCM  An AEAD_AES 128 _CCM 8 ciphertext is exactly 8
octets longer than its correspondi ng pl ai ntext.

7. | ANA Consi derations
| ANA has assigned the values for the ciphersuites defined in Sections
3 and 4 fromthe "TLS G pher Suite" registry and the val ues of the
AEAD al gorithns defined in Section 6 fromthe "AEAD Al gorithns"
registry.

8. Security Considerations

8.1. Perfect Forward Secrecy
The perfect forward secrecy properties of RSA-based TLS ciphersuites
are discussed in the security analysis of [RFC5246]. It should be
noted that only the epheneral Diffie-Hellnan-based ciphersuites are
capabl e of providing perfect forward secrecy.

8.2. Counter Reuse

AES- CCM security requires that the counter is never reused. The IV
construction in Section 3 is designed to prevent counter reuse.
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