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Abst ract

Thi s docunent suggests some strategies for the conbined use of the
Session Initiation Protocol (SIP) and the Extensible Messaging and
Presence Protocol (XMPP) both in user-oriented clients and in

depl oyed servers. Such strategies, which nmainly consist of
configuration changes and mnini nal software nodifications to existing
clients and servers, aimto provide a single, full-featured, real-

ti me comunication service by using conplenentary subsets of features
fromSIP and from XWMPP. Typically, such subsets consist of telephony
capabilities from SIP and i nstant nessagi ng and presence capabilities
from XWMPP. This docunent does not define any new protocols or syntax
for either SIP or XWPP and, by intent, does not attenpt to
standardi ze "best current practices". Instead, it nerely ains to
provi de practical guidance to those who are interested in the

conbi ned use of SIP and XMPP for real-tinme comunication

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7081
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1. Introduction

Hi storically, SIP [RFC3261] and XMPP [ RFC6120] have often been

i mpl ement ed and depl oyed with different purposes: fromits very
start, SIP's primary goal has been to provide a neans of conducting
"Internet tel ephone calls". On the other hand, XMPP has, fromits
Jabber days, been nostly used for instant nessaging, presence

[ RFC6121], and rel ated services such as groupchat roons [ XEP-0045].
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For various reasons, these trends have continued through the years,
even after each of the protocols had been equi pped to provide the
features it was initially Iacking:

o In the context of the SIP for Instant Messagi ng and Presence
Leveragi ng Extensions (SIMPLE) working group, the |IETF has defined
a nunber of protocols and protocol extensions that not only all ow
for SIP to be used for regular instant nmessagi ng and presence but
that al so provide nechanisns for related features such as
multi-party chat, server-stored contact lists, and file transfer
[ RFC6914] .

o Simlarly, the XMPP conmunity and the XMPP Standards Foundati on
have worked on defining a nunber of XMPP Extension Protocols
(XEPs) that provide XMPP inplenentations with the neans of
est abli shing end-to-end sessions. These extensions are often
jointly referred to as Jingle [ XEP-0166], and arguably their nost
popul ar use case is audio and video calling [ XEP-0167].

However, although SIP has been extended for nessagi ng and presence
and XMPP has been extended for voice and video, the reality is that
SIP remains the protocol of choice for tel ephony-1ike services, and
XMPP remai ns the protocol of choice for IMand presence services. As
a result, a nunber of adopters have found thensel ves needi ng features
that are not offered by any single-protocol solution, but ones that
separately exist in SIP and XMPP inpl enentati ons. The idea of

seam essly using both protocols together would hence often appeal to
service providers and users. Mst often, such a service would enpl oy
SI P exclusively for audio, video, and tel ephony services and rely on
XMPP for anything el se varying fromchat, contact-1ist nanagenent,
and presence to whiteboardi ng and exchanging files. Because these
services and clients involve the conbi ned use of SIP and XMPP, we

| abel them "CUSAX" for short.

S + B S +
| SIP Server | | XMPP Server
. + N +

\ /
nmedi a \ / instant messagi ng,
signaling \ / presence, etc.

/
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| CUSAX dient

. +

Figure 1: Division of Responsibilities
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Thi s docunent suggests different configuration options and ni ni nal
nmodi fications to existing software so that clients and servers can
of fer these hybrid services while providing an optinal user
experience. It covers server discovery, deternmining a SIP Address of
Record (AOR) while using XMPP, and determ ni ng an XMPP Jabber
Identifier (JID) fromincomng SIP requests. Mst of the text here
pertains to client behavior, but we al so suggest certain server-side
configurations and operational strategies. The document al so

di scusses significant security considerations that can arise when

of fering a dual -protocol solution and provides advice for avoiding
security m smatches that would result in degraded conmmuni cati ons
security for end users.

Note that this document is focused on coexistence of SIP and XMPP
functionality in end-user-oriented clients. By intent, it does not
define nmethods for protocol-Ievel mapping between SIP and XMPP, as
m ght be used within a server-side gateway between a SIP network and
an XMPP network (a separate series of docunents has been produced
that defines such mappings). More generally, this docunent does not
describe service policies for inter-domain comunication (often
called "federation") between service providers (e.g., how a service
provider that offers a CUSAX service m ght comunicate with a
SIP-only or XMPP-only service), nor does it describe the reasons why
a service provider mght choose SIP or XMPP for various features.

Thi s docunent concentrates on use cases where the SIP services and
XMPP services are controlled by one and the sane provider, since that
assunption greatly sinplifies both client inplenmentation and
server-side deployment (e.g., a single service provider can enforce
conmon or coordinated policies across both the SIP and XMPP aspects
of a CUSAX service, which is not possible if a SIP service is offered
by one provider and an XMPP service is offered by another provider).
Since this docunent is of an informational nature, it is not
unreasonable for clients to apply sone of the guidelines here even in
cases where there is no established relationship between the SIP and
the XMPP services (for exanple, it is reasonable for a client to
provide a way for its users to easily start a call to a phone nunber
or SIP URI found in a vCard or obtained froma user directory).
However, the strategies to pursue in such cases are left to
application devel opers.

This docunent nakes a further sinplifying assunption by di scussing
only the use of a single client, not use of and coordi nati on anong
mul tiple endpoints controlled by the same user (e.g., user agents
runni ng sinultaneously on a |aptop conputer, tablet, and nobile
phone). Although user agents running on separate endpoints m ght

t hensel ves be CUSAX clients or mght engage in different aspects of
an interaction (e.g., a user mght enploy her nobile phone for audio
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and her tablet for video and text chat), such usage conplicates the
gui del i nes for devel opers of user agents and therefore is left as a
matter of inplenentation for now

It is inmportant to note that this docunent does not attenpt to
standardi ze "best current practices" in the sense defined in the

I nternet Standards Process [RFC2026]. |Instead, it collects together

i nformati onal docunentati on about sone strategies that night prove
hel pful to those who inplenment and depl oy conbi ned SI P/ XMPP sof t war e
and services. Wth sufficient use and appropriate nodification to

i ncorporate the | essons of experience, these strategies m ght soneday
formthe basis for standardization of best current practices.

2. dient Bootstrap

One of the main problens of using two distinct protocols when

provi ding one service is the inpact on usability. Email services,
for exanple, have |long been affected by the m xed use of SMIP for
outgoing mail and Post O fice Protocol version 3 (POP3) or | MAP for
inconming mail. Although standard service discovery nethods (such as
the proper DNS records) nake it possible for a user agent to locate
the right host(s) for connect purposes, they do not provide the kind
of detailed information that is needed to actually configure the user
agent for use with the service. As aresult, it is rather
conplicated for inexperienced users to configure a mail client and
start using it with a new service; and as a result, Internet service
providers often need to provide configuration instructions for
various mail clients. dient devel opers and conmmuni cati on device
manuf acturers, on the other hand, often ship with a nunber of
so-called "wi zard" interfaces that enable users to easily configure
accounts with a nunber of popular enail services. Although this may
i mprove the situation to sone extent, the user experience is stil
clearly subopti mal

VWhile it should be possible for CUSAX users to manual ly configure
their separate SIP and XMPP accounts (often using "w zards"), service
provi ders offering CUSAX services to users of dual-stack S|P/ XMPP
clients ought to provide methods for online provisioning, typically
by neans of a web-based service at an HTTPS URL (naturally, single-
pur pose SIP services or XMPP services could offer such nmethods as
wel I, but they can be especially hel pful where the two aspects of the
CUSAX service need to have several configuration options in conmon).
Al t hough the specifics of such nmechani snms are outside the scope of
this docunent, they should nake it possible for a service provider to
remotely configure the clients based on ninimal user input (e.g.

only a user ID and password). As far as the authors are aware, no
open protocol for endpoint configuration is yet available and
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adopt ed; however, application devel opers are encouraged to explore
the potential for future progress in this space (e.g., perhaps based
on technol ogi es such as WebFi nger [ RFC7033]).

By default, when a CUSAX client is used in concert with SIP and XMPP
accounts that have a CUSAX rel ationship (see Section 3.4), the client
shoul d di sabl e audi 0 and video calling over XMPP and di sabl e i nstant
messagi ng and presence over SIP. (It is a matter of inplenentation
whet her a CUSAX client allows a user to override these defaults in
vari ous ways, e.d., by dommin, by individual contact, or by device.)
The main advantage of this approach is that a client would enploy the
nost relevant features fromboth SIP and XMPP when used in the
context of a CUSAX service. Note that this default configuration
does not apply to stand-alone SIP accounts or XMPP accounts, for

whi ch other settings are likely to be nore appropriate (see

Section 3.4 for details).

Once a client has been provisioned, it needs to independently | og
into the SIP account and XMPP account that make up the CUSAX
"service" and then maintain both connections.

In order to inprove the user experience, when reporting connection
status, a CUSAX client may wi sh to present the XMPP connection as an
"instant nessaging" or a "chat" account and the SIP connection as a
"Voi ce and Video" or a "Tel ephony" connection. The exact nanming is
of course entirely up to inplenenters. The point is that, in cases
where SIP and XMPP are conponents of a service offered by a single
provi der, such presentation could help users better understand why
they are being shown two different connections for what they perceive
as a single service (especially when one of the connections is

di srupted while the other one is still active). Alternatively, the
devel opers of a CUSAX client or the providers of a CUSAX service

m ght decide to force a client to conpletely disconnect unless both
aspects are successfully connect ed.

Cients may al so choose to delay their XMPP connection until they
have been successfully registered on SIP. This would help avoid the
situation where a user appears online to her contacts but calling the
user’s client would fail because the user’s client is stil

connecting to the SIP aspect of the CUSAX service.

3. Operation
Once a CUSAX client has been provisioned and authorized to connect to

the corresponding SIP and XMPP services, it would proceed by
retrieving its XMPP roster.
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The client should use XMPP for nost forms of communication with the
contacts fromthis roster, which will occur naturally because they
were retrieved through XMPP. Audio/video features, however, would
typically be disabled in the XMPP stack, so nedia-rel ated

communi cati on based on these features (e.g., direct calls,
conferences, desktop streaning, etc.) would happen over SIP. The
rest of this section describes depl oynent, discovery, usability, and
I inking semantics that enable CUSAX clients to seam essly use SIP for
t hese features

3.1. Server-Side Setup

In order for CUSAX to function properly, XWMPP service administrators
shoul d make sure that at |east one of the vCard [ RFC6350] "tel"
fields for each contact is properly populated with a SIP URI for the
user’s address at the SIP audio/video service provided by the CUSAX
server. There are no limtations as to the formof that nunber. For
exanple, while it is desirable to naintain a certain consistency
between SIP AORs and XMPP JIDs, that is by no neans required. It is
qui te inportant, however, that the phone nunber or SIP AOR stored in
the vCard be reachabl e through the SIP aspect of this CUSAX service
(The sane considerations apply even if the directory storage format
is not vCard storage over XMPP as described by [ XEP-0054] or

[ XEP-0292] .)

Admi ni strators nmay al so choose to include the "video" tel type
defined in [ RFC6350] for accounts that would be capabl e of handling
vi deo conmuni cati on

To ensure that the foregoing approach is al ways respected, service
provi ders night consider validating the values of vCard "tel" fields
before storing changes. O course, such validation would be feasible
only in cases where a single provider controls both the XMPP and the
SI P service since such providers would "know' (e.g., based on use of
a conmon user database for both services) what SIP ACR corresponds to
a given XMPP user.

3.2. Service Managenent
The task of operating and managi ng a stand-al one SIP service or XMPP
service is not always easy. Conbining the two into a unified service
i ntroduces additional challenges, including:
0 The necessity of opening additional ports on the client side if

SIP functionality is added to an existing XMPP depl oynent, or vice
ver sa.
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0 The potential for inportant differences in security posture across
SIP and XMPP (e.g., SIP servers and XMPP servers m ght support
di fferent Transport Layer Security (TLS) ciphersuites).

o The need for, ideally, a conmon authentication backend and ot her
infrastructure that is shared across the SIP and XMPP aspects of
t he conbi ned service

0 Coordinated nonitoring and | ogging of the SIP and XWMPP servers to
enabl e the correlation of incidents and the pinpointing of
pr obl ens.

o The difficulty of troubleshooting client-side issues, e.g., if the
client | oses connectivity for XMPP but nmaintains its SIP
connecti on.

Al t hough separation of functionality (SIP for nmedia and XMPP for I M
and presence) can help to ease the operational burden to sone extent,
service providers are urged to address the foregoi ng chall enges and
simlar issues when preparing to | aunch a CUSAX servi ce.

Beyond the issues |isted above, service providers mght want to be
aware of nore subtle operational issues that can arise. For exanple,
if a service provider uses different network operators for the SIP
service and the XMPP service, end-to-end connectivity night be nore
reliable or consistent in one service than in the other service.
Similar issues can arise when the nedia path and the signaling path
go over different networks, even in stand-alone SIP or XMPP services.
Provi ders of CUSAX services are advised to consider the potential for
such topol ogi es to cause operational chall enges.

3.3. dient-Side Discovery and Usability

When rendering the roster for a particular XMPP account, CUSAX
clients should make sure that users are presented with a "Call"
option for each roster entry that has a properly set "tel" field.
This is the case even if calling features have been disabled for that
particul ar XMPP account, as advised by this docunent. The useful ness
of such a feature is not linmted to CUSAX. After all, nunbers are
entered in vCards or stored in directories in order to be dialed and
called. Hence, as long as an XMPP client has any means of conducting
acall, it my wish to nmake it possible for the user to easily dia
any nunbers that it |earned through whatever neans.

Cients that have separate triggers (e.g., buttons) for audio calls

and video calls may choose to use the presence or absence of the
"video" tel type defined in [RFC6350] as the basis for choosing
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whet her to enable or disable the possibility for starting video calls
(i.e., if there is no "video" tel type for a particular contact, the
client could disable the "video call" button for that contact).

In addition to discovering phone nunbers fromvCards or user
directories, clients may also check for alternative conmunication
met hods as advertised in XMPP presence broadcasts and Persona
Eventing Protocol nodes as described in "XEP-0152: Reachability

Addr esses" [ XEP-0152]. However, these indications are nerely hints,
and a receiving client ought not associate a SIP address and an XWMPP
address unless it has sone way to verify the relationship (e.g., the
vCard of the XMPP account lists the SIP address and the vCard of the
SIP account lists the XMPP address, or the relationship is nade
explicit in a record provided by a trusted directory).

Alternatively, or in cases where vCard or directory data is not

avail abl e, a CUSAX client could take the user’s own address book as
t he canoni cal source for contact addresses.

3.4. Indicating a Relationship between SIP and XMPP Accounts

In order to inprove usability, in cases where clients are provisioned
with only a single tel ephony-capabl e account they ought to initiate
calls imedi ately upon user request w thout asking users to indicate
an account that the call should go through. This way, CUSAX users
(whose only account with calling capabilities is usually the SIP part
of their service) would have a better experience, since fromthe
user’s perspective calls "just work at the click of a button"

In sone cases, however, clients will be configured with nore than the
two XMPP and SIP accounts provisioned by the CUSAX provider. Users
are likely to add additional stand-al one XMPP or SIP accounts (or
accounts for other comunications protocols), any of which night have
bot h tel ephony and instant nessaging capabilities. Such situations
can introduce additional anbiguity since all of the tel ephony-capable
accounts could be used for calling the nunbers the client has |earned
fromvCards or directories

To avoid such confusion, client inplenenters and CUSAX service
providers may choose to indicate the existence of a specia

rel ati onship between the SIP and XMPP accounts of a CUSAX service.
For exanple, let’'s say that Alice s service provider has opened both
an XMPP account and a SIP account for her. During or after

provi sioning, her client could indicate that alice@npp. exanpl e. com
has a CUSAX relationship to alice@ip.exanple.com(i.e., that they
are two aspects of the sane service). This way, whenever Alice
triggers a call to a contact in her XMPP roster, the client would
preferentially initiate this call through her exanple.com SIP account
even if other possibilities exist (such as the XMPP account where the
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vCard was obtained or a SIP account w th another provider).
Simlarly, the client would preferentially initiate textual chat
sessions using her XWPP account.

If, on the other hand, no relationship has been configured or

di scovered between a SIP account and an XMPP account, and the client
is aware of nultiple tel ephony-capable accounts, it ought to present
the user with the option of using XWMPP Jingle as one nethod for
engaging in audio and video interactions with a contact who has an
XMPP address. This can help to ensure that a CUSAX user can conplete
audio and video calls with XMPP users who are not part of a CUSAX
depl oynent .

3.5. Matching Inconing SIP Calls to XMPP JI Ds

When receiving a SIP call, a CUSAX client may wi sh to determ ne the
identity of the caller and a corresponding XVMPP roster entry so that
the receiving user could revert to chatting or other forns of

communi cation that require XMPP. To do so, a CUSAX client could
search the user’s roster for an entry whose vCard has a "tel" field
mat ching the originator of the call. In addition, in order to avoid
the effort of iterating over the entire roster of the user and
retrieving vCards for all of the user’s contacts, the receiving
client may guess at the identity of the caller based a SIP Call-Info
header whose ' purpose’ header field paranmeter has a val ue of "inpp"
as described in [RFC6993]. To enable this usage, a sending client
woul d need to include such a Call-Info header in the SIP nessages
that it sends when initiating a call. An exanple foll ows.

Cal |l -1 nfo: <xnpp: alice@npp. exanpl e. con® ; pur pose=i npp

Note that the information fromthe Call-1nfo header should only be
used as a cue: the actual AOR-to-JID binding would still need to be
confirmed by the vCard of a contact in the receiving user’s roster or
t hrough sonme other trusted neans (such as an enterprise directory).
If this confirmation succeeds, the client would not need to search
the entire roster and retrieve all vCards. Not perform ng the check
m ght enabl e any caller (including malicious ones) to enploy soneone
else’s identity and performvarious scans or Man-in-the-Mddle
attacks.

However, although an AOR-to-JID binding can be a hel pful hint to the
user, nothing in the foregoi ng paragraph ought to be construed as
necessarily discouraging users, clients, or service providers from
accepting calls originated by entities that are not established
contacts of the user (e.g., as reflected in the user’s roster); that
is apolicy mtter for the user, client, or service provider
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It is also worth noting that callers preferring to remain anonynous
as per [RFC3325] would not provide Call-Info information.

4. Milti-Party Interactions

CUSAX clients that support the SIP conferencing framework [ RFC4353]
can detect when a call they are participating in is actually a
conference and can then subscribe to conference state updates as per
[ RFC4A575]. A regular SIP user agent night also use the sane
conference URI for text comunication with the Message Session Rel ay
Protocol (MSRP). However, given that SIP s instant nessaging
capabilities would nornally be disabled (or sinply not supported) in
CUSAX depl oynents, an XMPP Multi-User Chat (MJC) room [ XEP- 0045]
associ ated with the conference can be announced/ di scovered through
<servi ce-uri s> bearing the "grouptextchat" purpose [ GROUPTEXTCHAT].
Simlarly, an XMPP MJC room can advertise the SIP URl of an

associ ated service for audio/video interactions using the

"audi o-video-uri’ field of the "nuc#room nfo" data form [ XEP-0004] to
i ncl ude extended information [ XEP-0128] about the MJC room within
XMPP service discovery [ XEP-0030]; see [ XEP-0045] for an exanple.
These net hods woul d enabl e a CUSAX-aware SIP conference server to
advertise the existence of an associated XMPP chat room and for a
CUSAX- aware XMPP chat roomto advertise the existence of an

associ ated SI P conference server

If a CUSAX client joins the MIJC room associated with a particul ar
call, it should not rely on any synchronizati on between the two.
Both the SIP conference and the XMPP MJC room woul d function

i ndependently, each issuing and delivering its own state updates.
Hence, it is possible that certain peers would tenporarily or
permanently be reachable in only one of the two conferences. This
woul d typically be the case with single-stack clients that have only
joined the SIP call or the XMPP MUC room It is therefore inportant
for CUSAX clients to provide a clear indication to users as to the

| evel of involvenment of the various participants: i.e., a user needs
to be able to easily understand whether a certain participant can
recei ve text nessages, audio/video, or both.

At the level of the CUSAX service, it is also possible to enforce
tighter integration between the XMPP MJUC room and the SIP conference.
Perm ssions, roles, kicks, and bans that are granted and perforned in
the MJC room can easily be inmtated by the conference focus/ m xer
intothe SIPcall. |If, for exanple, a certain MJC nenber is muted,
the conference mixer can choose to also apply the nute on the nedia
stream corresponding to that participant. However, the details and
exact |level of such integration are entirely up to inplenenters and
service providers.
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The approach above describes one relatively |ightweight possibility
of conmbining SIP and XMPP mul ti-party interaction semantics w thout
requiring tight integration between the two. As with the rest of
this docunent, this approach is by no neans normative.

| mpl enent ati ons and future docunents may define other nethods or
provi de ot her suggestions for inproving the unified comunications
user experience in cases of nulti-user chats and conference calling.

5. Federation

In theory, there are no technical reasons why federation (i.e.

i nter-domai n conmuni cation) woul d require special behavior from CUSAX
clients. However, it is worth noting that differences in

admini stration policies may sonetines |lead to potentially confusing
user experiences.

For exanple, let’s say atlanta. exanpl e.com observes the CUSAX
policies described in this docunent. Al XMPP users at

atl ant a. exanpl e. com are hence configured to have vCards that match
their SIP identities. Alice is therefore used to making free, high-
quality SIP calls to all the people in her roster. Alice can also
make calls to the Public Sw tched Tel ephone Network (PSTN) by sinply
di aling nunbers. She nmay even be used to these calls being billed to
her online account, so she would be careful about how | ong they |ast.
This is not a problemfor her since she can easily distinguish
between a free SIP call (one that she made by calling one of her
roster entries) froma paid PSTN call that she dialed as a nunber

Then, Alice adds xnpp: bob@i |l oxi . exanpl e.com The Biloxi domain only
has an XMPP service. There is no SIP server and Bob uses an
XMPP-only client. However, Bob has added his nobile nunber to his
vCard in order to make it easily accessible to his contacts. Alice's
client would pick up this nunber and make it possible for Alice to
start a call to Bob’s nobile phone nunmber.

This could be a problem because, other than the fact that Bob’'s
address is froma different donmain, Alice would have no obvi ous and
straightforward cues telling her that this is in fact a call to the
PSTN. In addition to the potentially |lower audio quality, Aice may
al so end up incurring unexpected charges for such calls.

In order to avoid such issues, providers maintaining a CUSAX service
for the users in their donmain may choose to provide additional cues
(e.g., a service-generated signal that triggers a user-interface
warning in a CUSAX client, an auditory tone, or a spoken nessage)
indicating that a call would incur unexpected charges.

Ivov, et al. I nf or mat i onal [ Page 12]



RFC 7081 Conbi ned Use of SIP and XMPP Novenmber 2013

Anot her scenario arises when a SIP service allows comunication only
with intra-domain nunbers; here, Alice mght be prevented from
establishing a call with Bob's nobile phone. Providers should
therefore make sure that calls to inter-domain nunbers are fl agged
with an appropriate audi o or textual warning.

6. Summary of Suggested Strategies
The followi ng strategi es are suggested for CUSAX user agents:

1. By default, prefer SIP for audio and video and XMPP for
messagi ng and presence.

2. Use XWPP for all forns of conmunication with the contacts from
the XMPP roster, with the exception of features that are based
on establishing real-time sessions (e.g., audio/video calls) for
whi ch SI P shoul d be used.

3. Provi de online provisioning options for providers to renotely
set up SIP and XMPP accounts so that users wouldn't need to go
through a multi-step configuration process.

4. Provi de online provisioning options for providers to conpletely
di sabl e features for an account associated with a given protoco
(SIP or XMPP) if the features are preferred in another protoco
(XMPP or SIP).

5. Present a "Call" option for each roster entry that has a
properly set "tel"” field in the vCard or equival ent.

6. If the client is provisioned with only a single tel ephony-
capabl e account, initiate calls inmedi ately upon user request
wi t hout asking users to indicate an account that the call should
go through.

7. If no relationship has been configured or discovered between a
SI P account and an XMPP account, and the client is aware of
mul ti ple tel ephony-capabl e accounts, present the user with the
choi ce of reaching the contact through any of those accounts.

8. If known, indicate the existence of a special relationship
between the SIP and XMPP accounts of a CUSAX servi ce.

9. Optionally, present the XMPP connection as an "instant

nmessagi ng" or a "chat" account and the SIP connection as a
"Voi ce and Video" or a "Tel ephony" account.
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10.

11.

12.

Optionally, deternmine the identity of the audi o/video caller and
a correspondi ng XMPP roster entry so that the user could use
textual chatting or other forns of conmunication that require
XMPP.

Optionally, delay the XMPP connection until after a SIP
connection has been successfully registered.

Optionally, check for alternative communication nmethods (SIP
addr esses adverti sed over XMPP and XMPP addresses adverti sed
over SIP).

The followi ng strategi es are suggested for CUSAX services:

1

Use online provisioning and configuration of accounts so that
users won’'t need to set up two separate accounts for the CUSAX
servi ce.

Use online provisioning so that calling features are disabled for
all XMPP accounts.

Ensure that at |east one of the vCard "tel" fields for each XWPP
user is properly populated with a SIP URI that is reachable
t hrough the SIP service

Optionally, include the "video" tel type for accounts that are
capabl e of handling video conmunication

Optionally, provision clients with information indicating that
specific SIP and XMPP accounts are related in a CUSAX service.

Optionally, attach a "Call-Info" header with an "inmpp" purpose to
all SIP INVITE nessages, so that clients can nore rapidly
associate a caller with a roster entry and display a "Caller ID'

7. Security Considerations

Use of the sanme user agent with two different accounts providing
conpl enentary features introduces the possibility of m smatches
between the security profiles of those accounts or features. Two
security m smatches of particul ar concern are:

(o]

lvov,

The SIP aspect and XMPP aspect of a CUSAX service mght offer
different authentication options (e.g., digest authentication for
SIP as specified in [ RFC3261] and Sal ted Chal |l enge Response

Aut hent i cati on Mechani sm (SCRAM aut hentication [ RFC5802] for XWPP
as specified in [RFC6120]). Because SIP uses a password-based

met hod (di gest) and XMPP uses a pluggabl e framework for
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8.

8.

1

aut hentication via the Sinple Authentication and Security Layer
(SASL) technol ogy [ RFC4422], it is also possible that the XMPP
connection could be authenticated using a password-free nethod
such as client certificates with SASL EXTERNAL, even though a
usernane and password is used for the SIP connection

0 The Transport Layer Security (TLS) [RFC5246] ciphersuites offered
or negotiated on the XMPP side nmight be different fromthose on
the SIP side because of inplenentation or configuration
di fferences between the SIP server and the XMPP server. Even nore
seriously, a CUSAX client m ght successfully negotiate TLS when
connecting to the XMPP aspect of the service but not when
connecting to the SIP aspect, or vice versa. In this situation
an end user night think that the conbi ned CUSAX session with the
service is protected by TLS, even though only one aspect is
pr ot ect ed.

Security m snmatches such as these (as well as others related to end-
to-end encryption of nessages or nedia) introduce the possibility of
downgr ade attacks, eavesdropping, information |eakage, and other
security vulnerabilities. User agent devel opers and service

provi ders nust ensure that such m smatches are avoi ded as nmuch as
possible (e.g., by enforcing common and strong security
configurations and policies across protocols). Specifically, if both
protocol s are not safeguarded by simlar |evels of cryptographic
protection, the user nust be informed of that fact and given the
opportunity to bring both up to the sane | evel

Section 5 discusses potential issues that may arise due to a m smatch
between client capabilities, such as calls being initiated with costs
that are not expected by the end user. Such issues could be
triggered maliciously, as well as by accident. Inplenenters
therefore need to provide necessary cues to rai se user awareness as
suggested in Section 5.

Refer to the specifications for the relevant SIP and XMPP features
for detailed security considerations applying to each "stack" in a
CUSAX client.
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