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Abstr act

Thi s docunent defines a YANG data nodel for the configuration and
identification of sone comon system properties within a device
contai ning a Network Configuration Protocol (NETCONF) server. This
docunent al so includes data node definitions for system
identification, tinme-of-day nanagenent, user nanagenent, DNS resol ver
configuration, and sone protocol operations for system nanagenent.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7317

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. Introduction
Thi s docunent defines a YANG [ RFC6020] data nmodel for the
configuration and identification of sone conmon properties within a
devi ce containing a Network Configuration Protocol (NETCONF) server
Devi ces that are nmanaged by NETCONF and perhaps ot her mechani snms have
conmmon properties that need to be configured and nonitored in a
standard way.

The "ietf-systent YANG nodul e defined in this docunent provides the
followi ng features

o configuration and nonitoring of systemidentification
o configuration and nonitoring of systemtine-of-day

o configuration of user authentication
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o configuration of local users
o configuration of the DNS resol ver
0 systemcontrol operations (shutdown, restart, setting tine)

1.1. Termnol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14, [RFC2119].

The following ternms are defined in [ RFC6241] and are not redefined
her e:

o client

o configuration data
0 server

0 state data

The following terns are defined in [ RFC6020] and are not redefined
her e:

0 augnent
o data nodel
1.2. Tree Diagrans
A simplified graphical representation of the data nodel is used in
;gifoagfunent. The meani ng of the synbols in these diagrans is as

o Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node nanmes: "rw' neans configuration
(read-wite), and "ro" neans state data (read-only).

o Synbols after data node nanes: "?" neans an optional node, "!"
means a presence container, and "*" denotes a list and leaf-1Iist.
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o Parentheses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Elipsis ("...") stands for contents of subtrees that are not
shown.

2. bjectives
2.1. Systemldentification

There are many common properties used to identify devices, operating
systens, software versions, etc. that need to be supported in the
system data nodule. These objects are defined as operational state
data, and the information returned by the server is intended to be
specific to the device vendor

Some user-configurable adnministrative strings are also provided, such
as the system |l ocation and description.

2.2. System Ti me Managenent

Managenment of the date and tine used by the system needs to be
supported. The use of one or nore NIP servers to automatically set
the systemdate and time needs to be possible. Uilization of the
Ti me Zone Dat abase [ RFC6557] al so needs to be supported. It should
be possible to configure the systemto use NTP.

2. 3. User Authentication

The aut hentication nechani sm needs to support password authentication
over RADIUS in order to support deploynent scenarios with centralized
aut hentication servers. Additionally, for scenarios when no
centralized authentication server exists or for situations where the
centralized authentication server cannot be reached fromthe device,

| ocal users need to be support ed.

Since the mandatory transport protocol for NETCONF is Secure Shel
(SSH) [RFC6242], the authentication nodel needs to support SSH s
"publ i ckey" and "password" authentication methods [ RFC4252].

The nodel for authentication configuration should be flexible enough
to support authentication nmethods defined by other standards
docunents or by vendors. |t should be possible to configure the
system aut henti cation properties.
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2.4. DNS Resol ver
The configuration of the DNS resolver within the system containing
the NETCONF server is required in order to control how domai n names
are resol ved.

2.5. System Control

A few operations are needed to support common tasks such as
restarting the device or setting the systemdate and tine.

3. System Data Mbodel
3.1. Systemldentification
The data nodel for systemidentification has the follow ng structure:

+--rw system

| +--rw contact? string
| +--rw hostnane? i net: donai n- nane
| +--rwlocation? string

+--ro0 systemstate
+--ro platform

+--r0 0S-nane? string
+--ro os-rel ease? string
+--ro o0s-version? string
+--ro nmachi ne? string
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3.2. System Ti me Managenent

The data node
structure:

+--rw system
+--rw cl ock
| +--rw (timezone)?
+--:(ti mezone- nane)
| +--rwtinmezone-nane?

|
|
| +--:(timezone-utc-offset)
| +--rw timezone-utc-offset?

|
|
|
|
|
|
| +--rw ntp!
| +--rw enabl ed? bool ean
| +--rw server* [nang]
| +--rw nane
| +--rw (transport)
| | +--:(udp)
| | +--rw udp
| | +--rw address
| | +--rw port?
| +--rw associ ati on-type?
| +--rw iburst?
| +--rw prefer?
+--ro0 systemstate
+--ro clock
+--ro current-datetine?
+--ro boot-datetine?

YANG Syst em Managenent

August 2014

for systemtinme nmanagenent has the foll ow ng

ti mezone- nane

int16

string

i net: host

i net: port-nunber
enuner ati on

bool ean

bool ean

yang: dat e-and-ti ne
yang: dat e-and-ti ne

New "case" statenents can be added in future revisions of this data

nodel ,
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or through augnentation by sonme ot her data nodel
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3.3. DNS Resol ver Model

The data nodel for configuration of the DNS resol ver has the
foll owi ng structure:

+--rw system
+--rw dns-resol ver

+--rw search* i net: domai n- nane
+--rw server* [nang]
| +--rw name string

+--rw (transport)
+--: (udp-and-tcp)
+- -udp-and-tcp

|
|
|
|
| +--rw port? i net: port-numnber
+

+--rw address i net:ip-address
--rw options
+--rw tinmeout? uint8

+-rw attenpts? uint8

New "case" statenents can be added in future revisions of this data
nodel , or through augnmentation by sone other data nodel .

3. 4. RADI US Cl i ent Mbdel

The data nodel for configuration of the RADIUS client has the
followi ng structure:

+--rw system
+--rw radius
+--rw server* [ nane]

| +--rw name string
| +--rw (transport)
| | +--:(udp)
| +--rw udp
| +--rw address i net: host
| +--rw aut hentication-port? i net: port-nunber
| +--rw shared-secret string
| +--rw authentication-type? i dentityref
+--rw options
+--rw timeout? uint8

+--rw attenpts? uint8

New "case" statenents can be added in future revisions of this data
nodel , or through augnmentation by sone other data nodel.
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3.5. User Authentication Mdel

Thi s docunent defines three authentication nmethods for use with
NETCONF:

0 publickey for local users over SSH
o password for local users over any secure transport
o password for RADIUS users over any secure transport

Addi tional nethods can be defined by other standards docunents or by
vendor s

Thi s docunent defines two optional YANG features: "local-users" and
"radi us-aut hentication", which the server advertises to indicate
support for configuring local users on the device and support for
using RADIUS for authentication, respectively.

The aut hentication paranmeters defined in this docunent are primarily
used to configure authentication of NETCONF users but MAY al so be
used by other interfaces, e.g., a conmand line interface or a web-
based user interface.

The data nodel for user authentication has the follow ng structure:

+--rw system
+--rw aut henti cati on

+--rw user-aut henti cati on-order* identityref
+--rw user* [ nane]
+--rw hame string
+--rw passwor d? i anach: crypt - hash
+--rw aut hori zed- key* [ nane]
+--rw nane string
+--rw algorithm string
+--rw key-dat a bi nary

3.5.1. SSH Public Key Authentication

If the NETCONF server advertises the "local -users" feature
configuration of local users and their SSH public keys is supported
in the /systenfauthentication/user list.

Public key authentication is requested by the SSHclient. |f the

"l ocal -users" feature is supported, then when a NETCONF client starts
an SSH session towards the server using the "publickey"

aut henti cation "nmethod nane" [RFC4252], the SSH server | ooks up the

Bi erman & Bj or kl und St andards Track [ Page 8]



RFC 7317 YANG Syst em Managenent August 2014

user nane given in the SSH aut hentication request in the
/ systenifaut hentication/user list and verifies the key as described in
[ RFC4253] .

3.5.2. Local User Password Authentication

I f the NETCONF server advertises the "local -users" feature,
configuration of local users and their passwords is supported in the
/ syst enf aut henti cation/user |ist.

For NETCONF transport protocols that support password authentication
the leaf-list "user-authentication-order" is used to control whether
or not local user password authentication should be used.

In SSH, password authentication is requested by the client. O her
NETCONF transport protocols MAY al so support password aut hentication

When | ocal user password authentication is requested, the NETCONF
transport | ooks up the user nanme provided by the client in the
/ systenif aut hentication/user list and verifies the password.

3.5.3. RADI US Password Aut hentication

If the NETCONF server advertises the "radi us-authentication" feature,
the devi ce supports user authentication using RAD US

For NETCONF transport protocols that support password authentication
the leaf-list "user-authentication-order" is used to control whether
or not RADI US password authentication should be used.

In SSH, password authentication is requested by the client. Oher
NETCONF transport protocols MAY al so support password aut hentication

3.6. System Control
The follow ng operations are defined:
set-current-datetine
systemrestart
syst em shut down
Two protocol operations are included to restart or shut down the
system The 'systemrestart’ operation can be used to restart the

entire system (not just the NETCONF server). The ’system shutdown’
operation can be used to power off the entire system
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4.

Rel ati onship to the SNWPv2-M B

If a device inplenments the SNWPv2-M B [ RFC3418], there are two
obj ects that MAY be mapped by the inplenentation. See the YANG
nmodul e definition in Section 6 for details. The follow ng table
lists the YANG data nodes with correspondi ng objects in the
SNVPv2- M B.

T T I +
| YANG data node | SNWPv2-M B obj ect |
S o e - +
| contact | sysContact |
| location | sysLocation |
S N T +

YANG | nt erface Configuration Data Nodes and
Rel ated SNWPv2-M B bj ect s

| ANA Crypt Hash YANG Modul e

Thi s YANG nodul e references [RFC1321], [IEEE-1003.1-2008], and
[ FI PS. 180- 4. 2012] .

<CODE BEGA NS> file "iana-crypt-hash@014-08-06. yang"

nodul e i ana-crypt-hash {
namespace "urn:ietf:paranms: xn : ns: yang: i ana-crypt-hash";
prefix ianach;

organi zation "I ANA";
cont act
" I nt ernet Assigned Nunbers Authority

Postal : | CANN
12025 Waterfront Drive, Suite 300
Los Angeles, CA 90094-2536
United States

Tel : +1 310 301 5800
E-Mai |l : iana@ ana. org>";

description
"This YANG nodul e defines a type for storing passwords
using a hash function and features to indicate which hash
functions are supported by an inpl enentation.

The | atest revision of this YANG npdul e can be obtai ned from
the 1 ANA web site.
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Requests for new val ues should be nade to | ANA via
emai | (i ana@ ana. orqQ).

Copyright (c) 2014 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is pernitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the IETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

The initial version of this YANG nodule is part of RFC 7317,
see the RFC itself for full Iegal notices."

revi sion 2014-08-06 {
description
"Initial revision.";
ref erence
"RFC 7317: A YANG Data Model for System Managenent";
}

typedef crypt-hash {
type string {
pattern
i) $0$ * !
+ | $1%$[a-zA-Z0-9./]1{1, 8}t B[ a- zA-Z0-9. /] {22}’
+ | $5%(rounds=\d+$) ?[ a- zA- Z0-9./] {1, 16} $[ a- zA- Z0-9. /] {43}’
+ | $6$(rounds=\d+$) ?[ a- zA-Z0-9./] {1, 16} $[ a- zA- Z0-9. /] {86} " ;
}
description
"The crypt-hash type is used to store passwords using
a hash function. The algorithns for applying the hash
function and encoding the result are inplenented in
various UNI X systens as the function crypt(3).

A value of this type matches one of the forns:

$0%$<cl ear text password>
$<i d>$<sal t >$<password hash>
$<i d>$<par anet er >$<sal t >$<password hash>

The '$0$%" prefix signals that the value is clear text. Wen
such a value is received by the server, a hash value is

cal cul ated, and the string '$<id>$<salt>$" or

$<i d>$<par anet er >$<sal t >$ i s prepended to the result. This
value is stored in the configuration data store.
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If a value starting with ’'$<id>$, where <id>is not '0", is
recei ved, the server knows that the value already represents a
hashed val ue and stores it "as is’ in the data store.

When a server needs to verify a password given by a user, it
finds the stored password hash string for that user, extracts
the salt, and calcul ates the hash with the salt and given

password as input. |If the calculated hash value is the same
as the stored value, the password given by the client is
accept ed.

This type defines the foll owi ng hash functions:
id | hash function | feature

1| M5 | crypt-hash-nd5
5 | SHA-256 | crypt-hash-sha- 256
6 | SHA-512 | crypt-hash-sha-512

The server indicates support for the different hash functions
by advertising the corresponding feature."”
ref erence
"I EEE Std 1003. 1-2008 - crypt() function
RFC 1321: The MD5 Message- Di gest Al gorithm
FI PS. 180- 4. 2012: Secure Hash Standard (SHS)"

}

feature crypt-hash-nd5 {
description
"Indi cates that the device supports the M5
hash function in 'crypt-hash’ val ues."
reference "RFC 1321: The MD5 Message-Di gest Al gorithni;

}

feature crypt-hash-sha-256 {
description
"Indi cates that the device supports the SHA- 256
hash function in 'crypt-hash’ val ues."
reference "FI PS. 180-4. 2012: Secure Hash Standard (SHS)"

}
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feature crypt-hash-sha-512 {
description
"Indi cates that the device supports the SHA-512
hash function in ’crypt-hash’ values.";
reference "FIPS. 180-4. 2012: Secure Hash Standard (SHS)";

}

}

<CODE ENDS>
6. System YANG Modul e
Thi s YANG nodul e i nports YANG extensions from [ RFC6536] and inports
YANG types from[RFC6991]. It also references [RFCL035], [RFC2865],
[ RFC3418], [RFC5607], [RFC5966], and [ RFC6557].
<CODE BEGA NS> file "ietf-system@014-08-06. yang"
nodul e ietf-system {
namespace "urn:ietf:paranms: xnm :ns:yang:ietf-systent;
prefix "sys";
i mport ietf-yang-types {
prefix yang;

inmport ietf-inet-types {
prefix inet;
}

i mport ietf-netconf-acm {
prefix nacm
}

i mport iana-crypt-hash {
prefix ianach;
}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;
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cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/>
WG List: <mailto:netnod@etf.org>

WG Chair: Thomas Nadeau
<mui | t o: t nadeau@ uci dvi si on. con»

WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>

Edi t or: Andy Bi er man
<mai | t 0: andy @ unmawor ks. conp

Edi t or: Martin Bj orkl und
<mailto:nmbj @ail-f.com";

description
"This nodul e contains a collection of YANG definitions for the
configuration and identification of sone conmon system
properties within a device containing a NETCONF server. This
i ncl udes data node definitions for systemidentification
ti me- of - day managenent, user nmanagenent, DNS resol ver
configuration, and sone protocol operations for system
nmanagenent .

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’'s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7317; see
the RFC itself for full |egal notices."

revi sion 2014-08-06 {
description
"Initial revision.";
ref erence
"RFC 7317: A YANG Data Model for System Managenent";
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/*
* Typedefs
*/

typedef tinmezone-nane {
type string;
description
"A time zone nane as used by the Tine Zone Dat abase,
sonetines referred to as the ' d son Dat abase’

The exact set of valid values is an inplenmentation-specific
matter. Cient discovery of the exact set of tinme zone nanes
for a particular server is out of scope."
reference
"RFC 6557: Procedures for Maintaining the Time Zone Dat abase"
}

/*
* Features
* [

feature radius {
description
"Indi cates that the device can be configured as a RADI US
client.";
reference
"RFC 2865: Renote Authentication Dial In User Service (RADIUS)"
}

feature authentication {
description
"Indi cates that the device supports configuration of
user authentication.";

}

feature | ocal -users {
i f-feature authentication;
description
"Indi cates that the device supports configuration of
| ocal user authentication.”
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feature radius-authentication {
i f-feature radi us;
i f-feature authentication;
description
"Indi cates that the device supports configuration of user
aut henti cation over RADI US.";
reference
"RFC 2865: Renpte Authentication Dial In User Service (RADIUS)
RFC 5607: Renote Authentication Dial-In User Service (RADI US)
Aut hori zation for Network Access Server (NAS)
Managenent " ;

}

feature ntp {
description
"Indi cates that the device can be configured to use one or
nmore NTP servers to set the systemdate and tine.";

}

feature ntp-udp-port {
i f-feature ntp;
description
"Indi cates that the device supports the configuration of
the UDP port for NTP servers.

This is a "feature’, since nany inplenentations do not support
any port other than the default port.";

}

feature tinezone-nane {
description
"Indicates that the Iocal time zone on the device
can be configured to use the TZ dat abase
to set the tinme zone and manage daylight saving tine.";
ref erence
"RFC 6557: Procedures for Maintaining the Time Zone Dat abase"
}

feature dns-udp-tcp-port {
description
"Indi cates that the device supports the configuration of
the UDP and TCP port for DNS servers.

This is a "feature’, since nany inplenentations do not support
any port other than the default port.";
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/*
* |dentities
*/

identity authentication-method {
description
"Base identity for user authentication nethods."
}

identity radius {
base aut henti cati on- net hod;
description
"I ndi cates user authentication using RAD US.";
reference
"RFC 2865: Renote Authentication Dial In User Service (RADIUS)
RFC 5607: Renote Authentication Dial-In User Service (RADIUS)
Aut hori zation for Network Access Server (NAS)
Managenent " ;

}

identity local -users {
base aut henti cati on-net hod;
description
"I ndi cat es password-based aut hentication of locally
configured users.";

}

identity radius-authentication-type {
description
"Base identity for RADI US authentication types."
}

identity radius-pap {
base radi us-aut hentication-type;
description
"The device requests Password Authentication Protocol (PAP)
aut hentication fromthe RADI US server."
ref erence
"RFC 2865: Renote Authentication Dial In User Service (RADIUS)"
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identity radius-chap {
base radi us-aut hentication-type;
description
"The device requests Chal |l enge Handshake Authentication
Prot ocol (CHAP) authentication fromthe RAD US server."
ref erence
"RFC 2865: Renote Authentication Dial In User Service (RADIUS)"
}

/*
* Configuration data nodes
*/

cont ai ner system {
description
"System group configuration."”

| eaf contact {

type string;

description
"The adninistrator contact information for the system

A server inplenentation MAY map this | eaf to the sysContact
M B object. Such an inplenentation needs to use sone
nmechani smto handl e the differences in size and characters
al | oned between this | eaf and sysContact. The definition of
such a nmechani smis outside the scope of this docunment."”
reference
"RFC 3418: Managenent Information Base (MB) for the
Si mpl e Networ k Managenent Protocol (SNWP)
SNWPv2- M B. sysCont act";

| eaf hostnane {
type inet: domai n- nane;
description
"The name of the host. This nane can be a single donain
| abel or the fully qualified donmain nane of the host."
}
| eaf | ocation {
type string;
description
"The system | ocati on.

A server inplenentation MAY map this leaf to the syslLocation
M B object. Such an inplenentation needs to use sone
mechani smto handle the differences in size and characters
al |l oned between this | eaf and sysLocation. The definition
of such a nmechanismis outside the scope of this docunent."”
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reference
"RFC 3418: WManagenent Information Base (MB) for the
Si npl e Network Managenment Protocol (SNWP)
SNMPv2- M B. sysLocati on”;
}

contai ner clock {
description
"Configuration of the systemdate and tine properties.”

choi ce tinezone {
description
"The systemtine zone infornmation."

case tinezone-nane {
i f-feature tinezone- nane;
| eaf tinezone-name {
type tinezone- nane;
description
"The TZ database nane to use for the system such
as ' Europe/ Stockhol m . ";
}
}

case timezone-utc-of fset {
| eaf tinezone-utc-offset {
type intl6 {
range "-1500 .. 1500";
}

units "m nutes”

description
"The nunber of nminutes to add to UTC tine to
identify the tine zone for this system For exanple,
"UTC - 8:00 hours’ would be represented as ’'-480

Note that automatic daylight saving tinme adjustnent
is not provided if this object is used.”
}
}
}
}

container ntp {
if-feature ntp;
presence
"Enabl es the NTP client unless the 'enabled | eaf
(which defaults to "true’) is set to 'false ";
description
"Configuration of the NTP client."
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| eaf enabled {
type bool ean;
default true;
description

"Indicates that the system should attenpt to

August 2014

synchroni ze the systemclock with an NTP server

fromthe 'ntp/server’ list.";
list server {

key nane;

description

"List of NTP servers to use for system cl ock
"/ syst eml nt p/ enabl ed’
attenpt to

synchroni zation. |f
is "true’, then the systemwl|

contact and utilize the specified NTP servers."

| eaf nane {
type string;
description

"An arbitrary name for the NTP server."

choi ce transport {
mandat ory true
description

"The transport-protocol -specific paraneters for this
server.";

case udp {
cont ai ner udp {
description

"Cont ai ns UDP-specific configuration paraneters
for NTP.";

| eaf address {
type inet: host;
mandat ory true
description

"The address of the NTP server."
}

| eaf port {

i f-feature ntp-udp-port;
type inet: port-nunber;
default 123;

description
"The port nunber of the NTP server."
}
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| eaf association-type {
type enuneration {
enum server {
description
"Use client association node. This device
wi |l not provide synchronization to the
configured NTP server.";
}
enum peer {
description
"Use symmetric active associ ati on node.
This device may provide synchronization
to the configured NTP server.";

enum pool {
description
"Use client association node with one or
nore of the NTP servers found by DNS
resol uti on of the domain nane given by
the 'address’ leaf. This device will not
provi de synchroni zation to the servers."

}

defaul t server;
description
"The desired association type for this NTP server."
}

| eaf iburst {
type bool ean;
default false
description
"I ndi cates whether this server should enabl e burst
synchroni zati on or not."
}
| eaf prefer {
type bool ean;
default false
description
"I ndi cates whether this server should be preferred
or not.";
}
}
}

cont ai ner dns-resol ver {
description
"Configuration of the DNS resolver."
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leaf-list search {
type inet: domai n- nane;
or der ed- by user;
description
"An ordered list of domains to search when resolving
a host nane.";

list server {
key nane
or der ed- by user;
description
"List of the DNS servers that the resolver should query.

Wien the resolver is invoked by a calling application, it
sends the query to the first name server in this list. |If
no response has been received within 'tinmeout’ seconds,
the resol ver continues with the next server in the list.
If no response is received fromany server, the resol ver
continues with the first server again. Wen the resol ver
has traversed the list "attenpts’ times w thout receiving
any response, it gives up and returns an error to the
calling application

| npl enentations MAY linmit the nunber of entries in this
list.";

| eaf nane {
type string;
description
"An arbitrary nane for the DNS server."
}

choi ce transport {
mandat ory true
description
"The transport-protocol -specific paraneters for this
server.";

case udp-and-tcp {
cont ai ner udp-and-tcp {
description
"Cont ai ns UDP- and TCP-specific configuration
paraneters for DNS.";
reference
"RFC 1035: Donmi n Nanes - |nplenentation and
Speci fication
RFC 5966: DNS Transport over TCP - Inplenentation
Requi renment s";
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| eaf address {
type inet:ip-address;
mandat ory true
description
"The address of the DNS server."
}

| eaf port {
i f-feature dns-udp-tcp-port;
type inet: port-numnber;
default 53;
description
"The UDP and TCP port nunber of the DNS server."
}

}
}
}
}
contai ner options {
description
"Resol ver options. The set of avail able options has been
limted to those that are generally avail abl e across
different resolver inplenmentations and generally useful."
| eaf tineout ({
type uint8 {
range "1..max";

}
units "seconds"
default "5";

description
"The anount of time the resolver will wait for a
response fromeach renote nane server before
retrying the query via a different nanme server."

| eaf attenpts {
type uint8 {
range "1..max";

}

default "2";

description
"The nunber of tines the resolver will send a query to
all of its nanme servers before giving up and returning
an error to the calling application.";
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contai ner radius {
i f-feature radius;

description
"Configuration of the RADIUS client."

list server {
key nane;
or der ed- by user;
description
"List of RADIUS servers used by the device.

When the RADIUS client is invoked by a calling
application, it sends the query to the first server in

this list. |If no response has been received within
"timeout’ seconds, the client continues with the next
server in the list. |If no response is received from any

server, the client continues with the first server again.
When the client has traversed the list 'attenpts’ tines

wi t hout receiving any response, it gives up and returns an
error to the calling application.”

| eaf nane {
type string;
description
"An arbitrary name for the RADI US server."
}

choi ce transport {
mandat ory true
description
"The transport-protocol -specific paraneters for this
server.";

case udp {
cont ai ner udp {

description
"Cont ai ns UDP-specific configuration paraneters
for RADIUS. ";

| eaf address {
type inet: host;
mandat ory true
description

"The address of the RADI US server."

Bi erman & Bj or kl und St andards Track [ Page 24]



RFC 7317 YANG Syst em Managenent August 2014

| eaf authentication-port {
type inet: port-nunber;
default "1812";
description
"The port nunber of the RADIUS server."

}
| eaf shared-secret {
type string;
mandat ory true
nacm def aul t - deny-al | ;
description
"The shared secret, which is known to both the
RADI US client and server.";
ref erence
"RFC 2865: Renote Authentication Dial In User
Service (RADIUS)";
}

}
}
}
| eaf authentication-type {
type identityref {
base radi us-aut hentication-type;
}
defaul t radi us- pap;
description
"The aut hentication type requested fromthe RADI US
server.";

}
}

contai ner options {
description
"RADI US client options."

| eaf tineout ({
type uint8 {
range "1..max";
}
units "seconds"
default "5";
description
"The nunber of seconds the device will wait for a
response fromeach RADI US server before trying with a
di fferent server.";
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| eaf attenpts {
type uint8 {
range "1..max";
}
default "2";
description
"The nunber of tines the device will send a query to
all of its RADIUS servers before giving up."
}
}
}
contai ner authentication {
nacm def aul t - deny-write;
if-feature authentication;
description
"The aut hentication configuration subtree."
| eaf-1ist user-authentication-order {
type identityref {
base aut henti cati on- net hod;
}
must ' (. != "sys:radius" or ../../radius/server)’ {
error-nessage
"When 'radius’ is used, a RADI US server"
+ " nust be configured.";
description
"When 'radius’ is used as an authentication nethod,
a RADI US server nust be configured."
or der ed- by user;
description
"When the device authenticates a user with a password,
it tries the authentication nethods in this leaf-list in
order. |If authentication with one nethod fails, the next
nethod is used. |f no nethod succeeds, the user is
deni ed access.
An enpty user-authentication-order leaf-list still allows

aut henti cation of users using nechanisns that do not
i nvol ve a password

If the 'radius-authentication’ feature is advertised by
the NETCONF server, the 'radius’ identity can be added to

this |ist.
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If the "local-users’ feature is advertised by the
NETCONF server, the 'local-users’ identity can be
added to this list.";

}

list user {
if-feature | ocal -users
key nane;
description
"The list of |local users configured on this device."

| eaf nane {
type string;
description
"The user nane string identifying this entry.";
}
| eaf password {
type ianach: crypt-hash;
description
"The password for this entry.";

list authorized-key {
key nane;
description
"Alist of public SSH keys for this user. These keys
are allowed for SSH authentication, as described in

RFC 4253.";
ref erence
"RFC 4253: The Secure Shell (SSH) Transport Layer
Prot ocol ";
| eaf nane {
type string;

description
"An arbitrary nane for the SSH key.";
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| eaf al gorithm {
type string;
mandat ory true
description

"The public key algorithmname for this SSH key.

Valid values are the values in the | ANA ' Secure Shel
(SSH) Protocol Paraneters’ registry, Public Key
Al gorithm Names.";

ref erence

"I ANA * Secure Shell (SSH) Protocol Parameters

registry, Public Key Al gorithm Nanes"
}

| eaf key-data {
type binary;
mandat ory true;
description

"The binary public key data for this SSH key,

as
specified by RFC 4253, Section 6.6, i.e.

string certificate or public key fornat
identifier
byt e[ n] key/certificate data.";
ref erence
"RFC 4253: The Secure Shell (SSH) Transport Layer
Prot ocol ";
}
}
}
}

}
/*
* (perational state data nodes
*/

contai ner systemstate {
config fal se
description

"System group operational state."

contai ner platform{
description
"Cont ai ns vendor-specific information for

identifying the system platformand operating system";
reference

"I EEE Std 1003. 1- 2008 - sys/utsnane. h";
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| eaf os-nane {
type string;
description
"The name of the operating systemin use -
for example, ’'Linux ."
ref erence
"I EEE Std 1003. 1- 2008 - utsnhane. sysnane";
}

| eaf os-rel ease {
type string;
description
"The current rel ease |level of the operating
systemin use. This string MAY indicate
the OGS source code revision."
ref erence
"I EEE Std 1003. 1- 2008 - utsnane.rel ease"
}
| eaf os-version {
type string;
description
"The current version |evel of the operating
systemin use. This string MAY indicate
the specific OS build date and target variant
i nformation.";
ref erence
"I EEE Std 1003. 1-2008 - utsnane. version"
}
| eaf machine {
type string;
description
"A vendor-specific identifier string representing
the hardware in use."
ref erence
"I EEE Std 1003. 1- 2008 - utsnane. machi ne"
}
}

cont ai ner clock {
description
"Monitoring of the systemdate and tinme properties.”

| eaf current-datetine {
type yang: date-and-ti ne;
description
"The current systemdate and tine."
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| eaf boot-datetinme {
type yang: date-and-ti ne;
description
"The system date and time when the systemlast restarted.”
}

}
}

rpc set-current-datetinme {
nacm def aul t - deny-al | ;
description
"Set the /systemstate/clock/current-datetine |eaf
to the specified val ue.

If the systemis using NTP (i.e., /systeni ntp/enabled
is set to 'true’), then this operation will fail wth
error-tag 'operation-failed and error-app-tag val ue of
"ntp-active' .";
i nput {
| eaf current-datetine {
type yang: dat e-and-ti ne;
mandat ory true;
description
"The current systemdate and tine.";
}

}
}

rpc systemrestart {
nacm def aul t - deny-al | ;
description
"Request that the entire systembe restarted i nmedi ately.
A server SHOULD send an rpc reply to the client before
restarting the system";

}

rpc system shut down {
nacm def aul t - deny-al | ;
description
"Request that the entire system be shut down inmediately.
A server SHOULD send an rpc reply to the client before
shutting down the system";

<CODE ENDS>
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7. | ANA Consi derati ons

| ANA has created an | ANA-mai nt ai ned YANG nodul e cal |l ed
"iana-crypt-hash", based on the contents of Section 5, which will
all ow for new hash algorithns to be added to the type "crypt-hash"
The registration procedure will be Expert Review, as defined by

[ RFC5226] .

Thi s docunent registers two URIs in the "I ETF XM. Regi stry"
[ RFC3688]. Following the format in RFC 3688, the follow ng
regi strations have been made.

URI: urn:ietf:parans: xnl:ns:yang:iana-crypt-hash
Regi strant Contact: The | ESG
XML: N A, the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm :ns:yang:ietf-system
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace.

Thi s docunent registers two YANG nodul es in the "YANG Modul e Nanes"
registry [ RFC6020] .

nane: iana-crypt-hash

nanespace: urn:ietf:parans: xm :ns:yang:iana-crypt-hash
prefix: ianach

ref erence: RFC 7317

nane: ietf-system

nanespace: urn:ietf:parans:xm:ns:yang:ietf-system
prefix: sys

reference: RFC 7317

8. Security Considerations

The YANG nodul es defined in this neno are designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport |ayer and the mandatory to inplenent secure
transport is SSH [ RFC6242]. The NETCONF access control node

[ RFC6536] provides the neans to restrict access for particul ar
NETCONF users to a pre-configured subset of all avail abl e NETCONF
protocol operations and content.

There are a nunber of data nodes defined in the "ietf-systent YANG
nmodul e which are witable/creatable/deletable (i.e., config true,
which is the default). These data nodes may be consi dered sensitive
or vulnerable in sone network environnments. Wite operations (e.g.
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edit-config) to these data nodes wi thout proper protection can have a
negative effect on network operations. These are the subtrees and
data nodes and their sensitivity/vulnerability:

o /systeniclock/tinmezone: This choice contains the objects used to
control the tine zone used by the device.

o /systenmintp: This container contains the objects used to contro
the Network Tine Protocol servers used by the device.

0 /systenmldns-resolver: This container contains the objects used to
control the Domain Nane System servers used by the device

0 /systenliradius: This container contains the objects used to
control the Renote Authentication Dial-l1n User Service servers
used by the device.

0 /systenlauthentication/user-authentication-order: This |eaf
controls how user login attenpts are authenticated by the device.

0 /systenfauthentication/user: This list contains the |ocal users
enabl ed on the system

Sonme of the readable data nodes in the "ietf-system YANG nodul e nmay
be considered sensitive or vulnerable in sone network environments.
It is thus inportant to control read access (e.g., via get,
get-config or notification) to these data nodes. These are the
subtrees and data nodes and their sensitivity/vulnerability:

o /systemplatform This container has objects that may help
identify the specific NETCONF server and/or operating system
i mpl erent ati on used on the device.

0 /systenmlauthentication/user: This list has objects that nmay help
identify the specific user names and password information in use
on the device.

Some of the RPC operations in the "ietf-system YANG nodul e may be

consi dered sensitive or vulnerable in some network environnents. |t

is thus inmportant to control access to these operations. These are
the operations and their sensitivity/vulnerability:

0 set-current-datetine: Changes the current date and tine on the
devi ce.

0 systemrestart: Reboots the device.

0 system shutdown: Shuts down the device
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9.

9.

Since this docunent describes the use of RADI US for purposes of
authentication, it is vulnerable to all of the threats that are
present in other RADIUS applications. For a discussion of such
threats, see [ RFC2865] and [ RFC3162], and Section 4 of [RFC3579].

Thi s docunent provides configuration paraneters for SSH s "publickey"
and "password" authentication nechanisns. Section 9.4 of [RFC4251]
and Section 11 of [RFC4252] discuss security considerations for these
mechani sns.

The "iana-crypt-hash” YANG nodul e defines a type "crypt-hash" that
can be used to store MD5 hashes. [RFC6151] discusses security
considerations for MD5. The usage of MD5 is NOT RECOVMENDED.
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