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Abst ract

Thi s docunent enhances the BGP Cease NOTI FI CATI ON nessage
"Admi ni strative Shutdown" and "Adnministrative Reset" subcodes for
operators to transnmt a short freeform nessage to descri be why a BGP
session was shutdown or reset. This docunment updates RFC 4486
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1. I nt roducti on

It can be troublesonme for an operator to correlate a BGP-4 [ RFC4271]
session teardown in the network with a notice that was transnitted
via of fline nmethods such as enmail or telephone calls. This docunent
updat es [ RFC4486] by specifying a nmechanismto transnit a short
freeform UTF-8 [ RFC3629] nessage as part of a Cease NOTI FlI CATI ON
message [ RFC4271] to informthe peer why the BGP session is being
shut down or reset.

1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Shutdown Conmuni cati on

If a BGP speaker decides to termnate its session with a BGP

nei ghbor, and it sends a NOTI FI CATI ON nessage with the Error Code
"Cease" and Error Subcode "Administrative Shutdown" or
"Adninistrative Reset" [RFC4486], it MAY include an UTF-8 encoded
string. The contents of the string are at the operator’s discretion.
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The Cease NOTI FI CATI ON nessage with a Shutdown Communication is
encoded as bel ow

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Error Code 6 | Subcode | Length | \
i S i T i S S o /
\ \
/ ... Shutdown Contunication ... /
\ \
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Figure 1

Subcode: the Error Subcode val ue MUST be one of the follow ng
values: 2 ("Admnistrative Shutdown") or 4 ("Adm nistrative
Reset").

Length: this 8-bit field represents the length of the Shutdown
Conmuni cation field in octets. The length value MJST range fromO
to 128 inclusive. Wen the length value is zero, no Shutdown
Conmuni cation field foll ows.

Shut down Communi cation: to support international characters, the
Shut down Conmuni cation field MIUST be encoded using UTF-8. A
recei ving BGP speaker MJUST NOT interpret invalid UTF-8 sequences.
Not e that when the Shutdown Communication contains nultibyte
characters, the nunmber of characters will be less than the length
value. This field is not NUL term nated.

Mechani sns concerning the reporting of information contained in the
Shut down Comuni cation are inplenentation specific but SHOULD i ncl ude
met hods such as Sysl og [ RFC5424].

3. Operational Considerations
Qperators are encouraged to use the Shutdown Comunication to inform
their peers of the reason for the shutdown of the BGP session and
i ncl ude out-of-band reference materials. An exanple of a usefu
Shut down Communi cation woul d be:
"[ TI CKET- 1- 1438367390] software upgrade; back in 2 hours"
"[ TI CKET- 1- 1438367390] " is a ticket reference with significance to

both the sender and receiver, followed by a brief human-readabl e
message regarding the reason for the BGP session shutdown followed by
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an indication about the length of the naintenance. The receiver can
now use the string ' Tl CKET-1-1438367390' to search in their emil
archive to find nore details.

4. Error Handling

I f a Shutdown Conmunication with an invalid Length value, or an

i nvalid UTF-8 sequence is received, a nessage indicating this event
SHOULD be | ogged for the attention of the operator. An erroneous or
mal f or med Shut down Conmuni cation itself MAY be | ogged in a hexdunp
format.

5. | ANA Consi derati ons

| ANA references this docurment (in addition to [ RFC4486]) for subcodes
"Admi ni strative Shutdown" (2) and "Administrative Reset"” (4) in the
"Cease NOTI FI CATI ON nessage subcodes" registry under the "Border

Gat eway Protocol (BGP) Paraneters" group.

6. Security Considerations

Thi s docunent uses UTF-8 encodi ng for the Shutdown Conmuni cation
There are a nunber of security issues with Unicode. |Inplenenters and
operators are advised to review Uni code Techni cal Report #36 [ UTR36]
to | earn about these issues. UTF-8 "Shortest Form' encoding is

REQUI RED t o guard agai nst the technical issues outlined in [UTR36].

As BGP Shutdown Communi cations are likely to appear in syslog output,
there is a risk that carefully constructed Shutdown Communication

m ght be formatted by receiving systens in a way to nake them appear
as additional syslog nessages. To limt the ability to nount such an
attack, the BGP Shutdown Conmunication is limted to 128 octets in

| engt h.

Users of this mechani smshould be aware that unless a transport that
provides integrity is used for the BGP session in question, a

Shut down Communi cati on nessage could be forged. Unless a transport
that provides confidentiality is used, a Shutdown Comruni cation
message could be snooped by an attacker. These issues are comon to
any BGP nessage but may be of greater interest in the context of this
proposal since the information carried in the nessage is generally
expected to be used for human-to-human conmuni cation. Refer to the
rel ated considerations in [ RFC4271] and [ RFC4272].

Users of this mechani sm shoul d consider applying data mnininization

practices as outlined in Section 6.1 of [RFC6973] because a received
Shut down Comuni cation may be used at the receiver’s discretion
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