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Abst r act

This docunent defines a nethod for creating and validating a token
that cryptographically verifies an originating identity or, nore
generally, a URl or tel ephone nunber representing the originator of
personal comunications. The Personal Assertion Token, PASSporT, is
cryptographically signed to protect the integrity of the identity of
the originator and to verify the assertion of the identity
information at the destination. The cryptographic signhature is
defined with the intention that it can confidently verify the
originating persona even when the signature is sent to the
destination party over an insecure channel. PASSporT is particularly
useful for nmany personal - communi cations applications over |P networks
and other nulti-hop interconnection scenarios where the originating
and destination parties may not have a direct trusted rel ationship.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8225
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docunent authors. Al rights reserved.
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(https://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

In today's | P-enabl ed tel econmuni cations world, there is a grow ng
concern about the ability to trust inconming invitations for
communi cati ons sessions, including video, voice, and nessagi ng

[ RFC7340]. As an exanple, nodern tel ephone networks provide the
ability to spoof the calling party's tel ephone nunber for nany

| egitimate purposes, including providing network features and
services on behalf of a legitinmate tel ephone nunber. However, as we
have seen, bad actors have taken advantage of this ability for
illegitimate and fraudul ent purposes nmeant to trick tel ephone users
into believing that they are soneone they are not. This problemcan
be extended to nany energing forns of personal conmunications.

Thi s docunent defines a nethod for creating and validating a token
that cryptographically verifies an originating identity or, nore
generally, a URl or tel ephone nunber representing the originator of
personal conmmunications. Through the extensions defined in Section 8
of this docunent, other information relevant to the persona

communi cations can also be added to the token. The goal of PASSporT
is to provide a common framework for signing information related to
the originating identity in an extensible way. Additionally, this
functionality is independent of any specific call logic for

per sonal - conmuni cations signaling, so that the assertion of
information related to the originating identity can be inplenented in
a flexible way and can be used in such applications as end-to-end
applications that require different signaling protocols or gateways
bet ween di fferent conmunications systens. It is anticipated that

gui dance specific to the signaling protocol will be provided in other
rel ated docunents and specifications to specify how to use and
transport PASSporTs; however, this is intentionally out of scope for
t hi s docunent.

[ RFC8224] provides details of the use of PASSporT within the SIP
[ RFC3261] signaling protocol for the signing and verification of
t el ephone nunbers and SIP URIs.

2. Terninol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here
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3.

PASSpor T Overvi ew

"JSON Web Token (JWN)" [RFC7519], "JSON Wb Signature (JW5)"

[ RFC7515], and other related specifications define a standard token
format that can be used as a way of encapsul ating clai med or asserted
informati on with an associated digital signature using X 509-based
certificates. JW provides a set of clains in JSON format that can
conveni ently accommodate asserted originating-identity information
and that are easily extensible for use in the extensi on nmechani sns
defined below. Additionally, JW5 provides a path for updating

met hods and crypt ographic algorithnms used for the associated digita
si gnatures

JW5 defines the use of JSON data structures in a specified canonica
format for signing data corresponding to the JSON Object Signing and
Encryption (JOSE) Header, JWS Payl oad, and JW5 Signature. JW
defines a set of clains that are represented by specified JSON

obj ects that can be extended with custom keys for specific
applications. The next sections define the header and clai ns that
MJUST be nmininmally used with JWI and JW5 for PASSporT.

PASSpor T specifically uses this token format and defines clains that
convey the identity of the origination and destination of persona
conmuni cations. The primary value asserted in a PASSporT object is
the originating identity representing the identity of the calling
party or the initiator of a personal-conmunications session. The
signer of a PASSporT object may or may not correspond to the
originating identity. For a given application’s use or using

prot ocol of PASSporT, the creation of the PASSporT object is
perforned by an entity that is authoritative to assert the caller’s
identity. This authority is represented by the certificate
credentials and the signature, and the PASSporT object is created and
initiated to the destination(s) per the application’s choice of
authoritative point(s) in the network. For exanple, the PASSporT
object could be created at a device that has authenticated with a
user or at a network entity with an authenticated trust relationship
with that device and its user. Destination identities represent the
i ntended destination of the personal conmunications, i.e., the
identity(s) being called by the caller. The destination point or

poi nts determ ned by the application need to have the capability to
verify the PASSporT and the digital signature. The PASSporT-
associated certificate is used to validate the authority of the
originating signer, generally via a certificate chain to the trust
anchor for that application.
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4. PASSpor T Header

The JWS token header is a JOSE Header ([RFC7515], Section 4) that
defines the type and encryption algorithmused in the token

The PASSpor T header should include, at a mninum the Header
Paraneters defined in the next three subsections.

4.1. "typ" (Type) Header Paraneter

The "typ" (Type) Header Paraneter is defined in JW5 ([ RFC7515],
Section 4.1.9) to declare the nedia type of the conplete JWs.

For the PASSporT, the "typ" header MJST be the string "passport".
This signifies that the encoded token is a JW of type "passport".

4.2. "alg" (Algorithnm) Header Paraneter

The "al g" (Al gorithn) Header Parameter is defined in JWs ([ RFC7515],
Section 4.1.1). This definition includes the ability to specify the
use of a cryptographic algorithmfor the signature part of the JW5
It also refers to a list of defined "alg" values as part of a
registry established by JSON Web Al gorithns (JWA) ([RFC7518],
Section 3.1).

For the creation and verification of PASSporTs and their digita
signatures, inplenentations MJUST support ES256 as defined in JWA

([ RFC7518], Section 3.4). Inplenmentations MAY support other
algorithnms registered in the "JSON Web Signature and Encryption

Al gorithns" registry created by [ RFC7518]. The contents of that
registry may be updated in the future, depending on cryptographic
strength requirements guided by current security best practices. The
mandat or y-t o- support al gorithm for PASSporTs may |ikew se be updated
in future updates to this docunent.

| npl enent ati ons of PASSporT digital signatures using ES256 as defi ned
above SHOULD use the deternministic Elliptic Curve Digital Signature
Al gorithm (ECDSA) if or when supported for the reasons stated in

[ RFC6979] .

4.3. "xbu" (X.509 URL) Header Paraneter

As defined in JWs ([ RFC7515], Section 4.1.5), the "x5u" Header
Paraneter defines a URI [RFC3986] referring to the resource for the
X. 509 public key certificate or certificate chain [ RFC5280]
corresponding to the key used to digitally sign the JWs. Cenerally,
as defined in JWs ([ RFC7515], Section 4.1.5), this would correspond
to an HITPS or DNSSEC resource using integrity protection
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4.4, Exanpl e PASSpor T Header

An exanpl e of the header would be the follow ng, including the
speci fi ed passport type, ES256 algorithm and a URI referencing the
network | ocation of the certificate needed to validate the PASSporT
si gnature.

{
"typ":"passport"
"al g": " ES256",
"x5u":"https://cert.exanpl e. org/ passport.cer”

}
5.  PASSporT Payl oad

The token clains consist of the infornation that needs to be verified
at the destination party. These clainms follow the definition of a
JWI claim ([ RFC7519], Section 4) and are encoded as defined by the
JWS Payl oad ([ RFC7515], Section 3).

PASSpor T defines the use of a standard JW-defined claimas well as
customclaims corresponding to the two parties associated with
personal comunications -- the originator and destination, as
det ai | ed bel ow.

For PASSpor T, any clai mnanes MJST use the ASCI|I character set. Any
cl ai mval ues can contain characters that are outside the ASCI | range
consistent with the rules of creating a JWI Cains Set as defined in
[ RFC7519], Section 7.1.

5.1. JWI-Defined d ains
5.1.1. "iat" (lssued At) daim

The JSON clai m MIST include the "iat" (lssued At) claim ([RFC7519],
Section 4.1.6). As defined, the "iat" claimshould be set to the
date and tinme of issuance of the JW and MJUST indicate the date and
time of the origination of the personal comrunications. The tine
val ue should be of the NumericDate format as defined in [ RFC7519],
Section 2. This is included for securing the token agai nst replay
and cut-and-paste attacks, as explained further in Section 10
("Security Considerations").
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5.2. PASSporT-Specific dains
5.2.1. Oiginating and Destination ldentity C ainms

The originating identity and the destination identity are represented
by two clains that are required for PASSporT -- the "orig" and "dest"
clains. Both "orig" and "dest" MJST contain claimvalues that are
identity claimJSON objects where the child claimnanme represents an
identity type and the claimvalue is the identity string, both
defined in subsequent subsections. Currently, these identities can
be represented as either tel ephone nunbers or Uniform Resource

I ndicators (URIS).

The "orig" claimis a JSON object with the claimname of "orig" and a
claimvalue that is a JSON object representing the asserted identity
of any type (currently either "tn" or "uri") of the originator of the
per sonal - communi cati ons signaling. There MJST be exactly one "orig"
claimwith exactly one identity claimobject in a PASSporT object.

Note: As explained in Section 3, the originating identity represents
the calling party and nmay or may not correspond to the authoritative
si gner of the token.

The "dest" claimis a JSON object with the claimnanme of "dest" and
MUST have at |east one identity claimobject. The "dest" claimvalue
is an array containing one or nore identity claimJSON objects
representing the destination identities of any type (currently "tn"
or "uri"). If the "dest" claimvalue array contains both "tn" and
"uri" claimnanes, the JSON object should list the "tn" array first
and the "uri" array second. Wthin the "tn" and "uri" arrays, the
identity strings should be put in |exicographical order, including

t he schene-specific portion of the URI characters.

Note: As explained in Section 3, the destination identity represents
the called party and may or nmay not correspond to the authoritative
party verifying the token signature.

5.2.1.1. "tn" (Tel ephone Nunber) Identity

If the originating or destination identity is a tel ephone nunber, the
cl aim nane representing the identity MJST be "tn"

The claimvalue for the "tn" claimis the tel ephone nunber and MJUST

be canonicalized according to the procedures specified in [ RFC8224],
Section 8. 3.
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5.2.1.2. "uri" (URI) Identity

If any of the originating or destination identities is in the form of
a URI as defined in [RFC3986], the claimnane representing the
identity MJST be "uri™, and the claimvalue is the URI form of the
identity.

5.2.1.3. Future Identity Forns

We recogni ze that in the future there may be other standard
mechani snms for representing identities. The "orig" and "dest" clains
currently support "tn" and "uri" but could be extended in the future
to allow for other identity types with new | ANA-regi stered uni que
types to represent these forns.

5.2.1.4. Exanples

The following is an exanple of a single originator with tel ephone
nunber identity +12155551212, to a single destination with UR
identity "sip:alice@xanple.cont:

"dest":{"uri":["sip:alice@xanple.cont]},
"iat":1443208345,
"orig":{"tn":"12155551212"}

The following is an exanple of a single originator with tel ephone
nunber identity +12155551212, to nultiple destination identities with
t el ephone nunber identity +12125551212 and two URI identities --
"sip:alice@xanple.com and "sip: bob@xanpl e. cont':

{
"dest": {
"tn":["12125551212"],
"uri":["sip:alice@xanple.cont,
"si p: bob@xanpl e. net"]
}
"iat":1443208345,
"orig":{"tn":;"12155551212"}
}
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5.2.2. "nky" (Media Key) daim

Some protocols that use PASSporT nay al so want to protect nedia
security keys delivered within their signaling in order to bind those
keys to the identities established in the signaling layers. The
"nky" claimis an optional PASSporT claimdefining the assertion of
medi a key fingerprints carried in the Session Description Protoco
(SDP) [RFC4566] via the "a=fingerprint" attribute ([ RFC4572],

Section 5). This claimcan support either a single fingerprint or
multiple fingerprints appearing in a single SDP body corresponding to
one or nore nedia streans of fered as defined in [ RFC8122].

The "nky" claim MJST be fornmatted as a JSON object with an array that
includes the "alg" and "dig" clains with the correspondi ng al gorithm
and hexadeci mal values. |If there is nore than one fingerprint value
associated with different nmedia streanms in SDP, the fingerprint

val ues MJST be constructed as a JSON array denoted by square brackets
("[" and "]"). For the "dig" claim the claimvalue MIJST be the hash
of the hexadeci mal val ue without any col ons.

The "nky" claimis a JSON object with a claimnane of "nky" and a
cl aimvalue of a JSON array denoted by brackets. The "nky" claim
val ue JSON array MJST be constructed as foll ows:

1. Take each "a=fingerprint" line carried in the SDP

2. Sort the lines based on the UTF-8 [ RFC3629] encodi ng of the
concatenation of the "alg" and "dig" claimvalue strings.

3. Encode the array in the order of the sorted |lines, where each
"nky" array element is a JSON object with two el ements
corresponding to the "alg" and "dig" objects, with "alg" first
and "di g" second.
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An exanple claimwith the "nky" claimis as follows:

For an SDP offer that includes the follow ng fingerprint val ues,
a=fingerprint:sha-256 4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E
5D: 49: 6B: 19: E5: 7C. AB: 3E: 4B: 65: 2E: 7D: 46: 3F: 54: 42: CD: 54: F1
a=fingerprint:sha-256 02: 1A: CC. 54: 27: AB: EB: 9C: 53: 3F: 3E: 4B: 65

1 2E: 7D: 46: 3F: 54: 42: CD: 54: F1: 7A: 03: A2: 7D: F9: BO: 7F: 46: 19: B2

t he PASSpor T Payl oad obj ect woul d be:

{
"dest":{"uri":["sip:alice@xanple.cont]},
"iat":1443208345,
"mky": [
"al g":"sha- 256",
"dig":"021ACC5427ABEBIC533F3E4B652E7D463F5442CD54
F17A03A27DF9B07F4619B2"
},
{
"al g":"sha- 256",
"dig":"4AADB9B13F82183B540212DF3E5D496B19E57C
AB3E4B652E7D463F5442CD54F1"
]}
"orig":{"tn":"12155551212"}
}

6. PASSporT Signature

The signature of the PASSporT is created as specified by JW5

([ RFC7515], Section 5.1, Steps 1 through 6). PASSporT MJST use the
JWE Protected Header. For the JW5 Payl oad and the JW5 Protected
Header, however, the | exicographic ordering and whitespace rules
described in Sections 4 and 5 of this docunent, and the JSON
serialization rules in Section 9 of this docunment, MJST be foll owed.

Appendi x A of this docunent has a detail ed exanple of howto foll ow
the steps to create the JW5 Signature

Step 7 of the JSON serialization procedure in [ RFC7515], Section 5.1
is not supported for PASSporT.

[ RFC7515], Section 5.1, Step 8 describes the nmethod to create the
final JW5 Compact Serialization form of the PASSporT.
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7.

Conpact Form of PASSporT

For a using protocol of PASSporT, the PASSporT clainms as well as the
PASSpor T header may include redundant or default information that
could be reconstructed at the destination based on information
provided in the signaling protocol transporting the PASSporT object.
In this case, it nmay be advantageous to have a nore conpact form of
PASSpor T to save the transm ssion of the bytes needed to represent

t he header and cl ai s.

This specification defines the conpact formof the PASSporT, in the
spirit of the formdefined in [ RFC7515], Appendix F, with the use of
two periods ("..") to represent the header and cl ai m objects being
renoved, followed by the PASSporT signature as defined in Section 6,
and the need for the destination to reconstruct the header and claim
objects in order to verify the signature

In order to construct the conpact form of the PASSporT string, the
procedure described in Section 6 MJIST be used, with the exception of
[ RFC7515], Section 5.1, Step 8. This step would be replaced by the
foll owi ng construction of the conpact formof PASSporT, ".." ||
BASE64URL(JWS Si gnature).

The using protocol of the conpact form of PASSpor T MJUST be
acconpani ed by a specification for how the header and clai ns objects
can be reconstructed frominformation in the signaling protocol being
used.

Note that the full form of the PASSporT, containing the entire
header, payl oad, and signature, should al so use the | exicographic
ordering and whitespace serialization rules, particularly in the case
wher e sone using protocols or interworking between protocols nmay
require switching between full and conpact forns and mai ntaining the
integrity of the signature
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7.1. Exanple Conpact Form of PASSporT

The conpact form of the followi ng exanple token (with Iine breaks
bet ween periods used for readability purposes only)

eyJhbCei O JFUzI 1Ni | sl nR5¢cCl 61 nBhc3Nwb3J0! i wi eDV1I j oi aHROCHVBLY9j
ZXJOLmVAYWIwWb GUub3JInL3Bhc3Nwb3J0LMN ci J9

eyJKZXNOI j p71 nVyaS! 6V JzaXA6YWkpY2VAZXhhbXBs ZS5) b20i XX0s!| m hdCl
61 j EONDMyMDgzNDUi LCIvend nl j p71 nRul j oi MIT xNTULNTEy M1 i f X0

}q3pjT1hoRmaqu HCnWBwUnshdO0- zJ6F1VOgFWS) HBr 8Q pj | k- cpFYpFYsoj N
CpTzBQ PA ckGS6hECk 7w

woul d be as foll ows:

.. rg3pj TLlhoRwakEG HCnWswUnshdO0- zJ6F1VOgFWS] HBr 8Q pj | k- cpFYpFYsoj N
CpTzO3QF PA ckGaS6hECk7w

8. Extendi ng PASSporT

PASSpor T i ncludes the bare-m ni num set of clainms needed to securely
assert the originating identity and support the secure properties

di scussed in various parts of this docunent. JW supports a
straightforward way to add additional asserted or signed information
by sinply addi ng new clains. PASSporT can be extended beyond the
defined base set of clainms to represent other information requiring
assertion or validation beyond the originating identity itself as
needed.

8.1. "ppt" (PASSporT) Header Paraneter

Any using protocol can extend the payl oad of PASSporT with additiona
JWI clains. JW clains are nmanaged by the "JSON Wb Token d ai ns"

| ANA registry as defined in [RFC7519], Section 10.1. |Inplenentations
of PASSporT MJST support the baseline clainms defined in Section 5.2
and MAY support extended clainms. |If it is necessary for an extension
to PASSporT to require that a relying party support a particul ar
extended claimor set of clainms in the PASSporT object, it can do so
by specifying a "ppt" elenent for the PASSporT JOSE Header. All

val ues of "ppt" need to be defined in a specification that associ ates
the new value of the "ppt" element with the required clainms and
behaviors. Relying parties MUST fail to validate PASSporT objects
contai ni ng an unsupported "ppt".
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Usi ng protocols MJST explicitly define how they carry each clai mand
the rules for how the header and payl oad objects are constructed
beyond the | exi cographical and serialization rules defined in this
docurnent .

Usi ng protocols that carry the conpact form of PASSporT (Section 7)
instead of the full form MJST use only nmandatory extensions signal ed
with "ppt" -- if a using protocol were to add additional optiona
claims to a PASSporT object it carried in conpact form relying
parties would have no way to reconstruct the token. MNbreover, using
protocol s that support the compact form of PASSporT MJUST have sone
field to signal "ppt" to relying parties, as the conpact form of
PASSpor T onmits the JOSE Header.

8.2. Exanpl e Extended PASSporT Header

An exanpl e header with a PASSporT extension type of "foo" is as
fol | ows:
{

"al g":"ES256",

"ppt":"foo",

"typ":"passport"
"x5u":"https://tel.exanple. org/passport.cer"

}
8.3. Extended PASSporT d ai ns

Specifications that define extensions to the PASSpor T nmechani sm MJUST
explicitly specify what clains they include beyond the base set of
clains fromthis docunent, the order in which they will appear, and
any further information necessary to inplenent the extension. Al

ext ensi ons MJST incl ude the baseline PASSporT claimelenments
specified in Section 5; clainms may only be appended to the clains
obj ect specified; they can never be renoved or reordered. Specifying
new clains follows the baseline JW procedures ([RFC7519],

Section 10.1). Understanding an extension or new clains defined by
t he extension on the destination verification of the PASSporT is
optional. The creator of a PASSporT object cannot assune that
destination systens will understand any given extension

Verification of PASSporTs by destination systems that do support an
extension may then trigger appropriate application-Ievel behavior in
the presence of an extension; authors of extensions should provide
appropriate extension-specific guidance to application devel opers on
this point.
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An exanpl e set of extended clainms, extending the first exanple in
Section 5.2.1.4 using "bar" as the newy defined claim would be as
fol | ows:

{

"bar":"beyond all recognition"
"dest":{"uri":["sip:alice@xanple.cont]},
"iat":1443208345,
"orig":{"tn":"12155551212"}

9. Determnistic JSON Serialization

JSON obj ects can include spaces and |ine breaks, and key value pairs
can occur in any order. It is therefore a non-deterninistic string
format. In order to make the digital signature verification work
determ nistically, the JSON representation of the JW5 Protected
Header object and JWS Payl oad obj ect MJUST be conputed as foll ows.

The JSON object MUST follow the following rules. These rules are
based on the thunbprint of a JSON Wb Key (JWK) as defined in
Section 3 Step 1 of [RFC7638].

1. The JSON object MJST contain no whitespace or line breaks before
or after any syntactic el enents.

2. JSON objects MJUST have the keys ordered |exicographically by the
Uni code [ UNI CODE] code points of the nenber nanes.

3. JSON value literals MJST be | owercase

4. JSON nunbers are to be encoded as integers unless the field is
defined to be encoded ot herwi se.

5. Encoding rules MIST be applied recursively to nenber val ues and
array val ues.

Not e: For any PASSporT extension clains, nmenber nanes within the

scope of a JSON object MJST NOT be equal to other nmenber nanes;
otherwi se, serialization will not be determnistic.
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9.1. Exanple PASSporT Deterministic JSON Form

This section denonstrates the determnistic JSON serialization for
t he exanpl e PASSpor T Payl oad shown in Section 5.2.1.4.

The initial JSON object is shown here:

{
"dest":{"uri":["sip:alice@xanple.coni]},
"orig":{"tn":"12155551212"}
"iat":1443208345,
"y [
"al g":"sha- 256",
"dig":"021ACC5427ABEBIC533F3E4B652E7D463F5442CD54
F17A03A27DF9B07F4619B2"
}!
{
"al g": "sha- 256",
"di g":"4AADBI9B13F82183B540212DF3E5D496B19E57C
AB3E4B652E7D463F5442CD54F1"
}
]!
}
The parent nenbers of the JSON object are as foll ows:
o "dest"
o "orig"
o "iat"
o "nky"

Their | exi cographic order is:

o "dest"
o "iat"
o "nmky"
o "orig"
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The final constructed deterninistic JSON serialization
representation, with whitespace and |ine breaks renmoved (with |ine
breaks used for display purposes only), is:

{"dest":{"uri":["sip:alice@xanple.coni],"iat":1443208345, "nky":
[{"al g":"sha-256","dig":"021ACC5427ABEBI9C533F3E4B652E7D463F5442CD5
4F17A03A27DF9B0O7F4619B2"}, {"al g": "sha- 256", "di g": " 4AADBI9B13F82183B5
40212DF3E5D496B19E57CAB3E4B652E7D463F5442CD54F1"} ],
"orig":{"tn":"12155551212"}}

10. Security Considerations
10.1. Avoidance of Replay and Cut-and-Paste Attacks

There are a nunber of security considerations regarding the use of
the token for the avoi dance of replay and cut-and-paste attacks.
PASSpor Ts SHOULD only be sent with application-|evel protocol
information (e.g., for SIP, an INVITE as defined in [ RFC3261])
corresponding to the required fields in the token. A unique set of

t oken clains and token signature is constructed using the originating
identity being asserted with the "orig" claimalong with the

foll owing two cl ai ns:

o The "iat" claimshould correspond to a date/tine that the nessage
was originated. It should also be within a relative tine that is
reasonabl e for clock drift and transnission tine characteristics
associ ated with the application using the PASSporT. Therefore,
val i dation of the token should consider date and tinme correlation
whi ch could be influenced by usage specific to the signaling
protocol and by network tinme differences.

0 The "dest" claimis included to further restrict the use of a
val id PASSporT being sent as a replay attack to other destination
parties. The verification of the PASSporT at the destination
shoul d verify that the "dest" claimmatches the destination party
as the intended recipient of the nessage.
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10. 2. Sol ution Consi derations

The use of PASSporTs based on the validation of the digital signature
and the associated certificate requires consideration of the

aut hentication and authority or reputation of the signer to attest to
the identity being asserted. The follow ng considerations should be
recogni zed when usi ng PASSpor T:

0 The use of this token should not, inits own right, be considered
a full solution for absolute non-repudiation of the identity being
assert ed.

o |In many applications, the signer and the end user represented by
the asserted identity may not be one and the sane. For exanple,
when a service provider signs and validates the token on behal f of
the user consuning the service, the provider MJIST have an
aut henti cated and secure relationship with the end user or the
device initiating and terninating the comruni cati ons signaling.

0 Applications that use PASSporT should ensure that the verification
of the signature includes a neans for verifying that the signer is
aut horitative through the use of an application-specific or
service-specific set of common trust anchors for the application

11. | ANA Consi derati ons
11.1. Media Type Registration

This section registers the "application/passport” nedia type (see

[ RFC2046] for the definition of "nedia type") in the "Media Types"

registry in the manner described in [RFC6838], to indicate that the

content is a PASSporT-defined JW.

o Type name: application

0 Subtype nane: passport

0 Required paraneters: NA

0 Optional paraneters: NA

0 Encoding considerations: 8bit; application/passport values are
encoded as a series of base64url-encoded val ues (sone of which nmay
be the enpty string) separated by period (".") characters.

0 Security considerations: See the Security Considerations section
of [ RFC7515].
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(o]

(o]

(0]

11. 2.

Interoperability considerations: NA
Publ i shed specification: RFC 8225
Applications that use this nedia type: Secure Tel ephone ldentity
Revisited (STIR) and other applications that require
identity-related assertion
Fragnment identifier considerations: NA
Addi tional information
Magi ¢ nunber(s): NA
File extension(s): NA

Maci ntosh file type code(s): NA

Person & emuil address to contact for further information: Chris
Wendt, chris-ietf@hriswendt. net

I nt ended usage: COVMVON

Restrictions on usage: none

Aut hor: Chris Wendt <chris-ietf@hriswendt.net>
Change Controller: |ESG

Provi sional registration? No

Regi strations in "JSON Wb Token C ai ns"

Cd aim Nane: "orig"

G aimDescription: Originating ldentity String
Change Controller: |ESG

Ref erence: Section 5.2.1 of RFC 8225

Cl ai m Nanme: "dest"

O ai m Description: Destination ldentity String
Change Controller: |ESG

Reference: Section 5.2.1 of RFC 8225

d ai m Nane: " nky"

Cl ai m Description: Media Key Fingerprint String
Change Controller: |ESG

Ref erence: Section 5.2.2 of RFC 8225
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11.3. Registration in "JSON Web Si gnature and Encrypti on Header
Par anet er s"

Header Paraneter Name: "ppt"

Header Paraneter Description: PASSporT extension identifier
Header Paraneter Usage Location(s): JWS

Change Controller: |ESG

Ref erence: Section 8.1 of RFC 8225

11. 4. PASSporT Extensions Registry

The |1 ANA has created a new PASSpor T Type registry for "ppt" paraneter
val ues. That paranmeter and its values are defined in Section 8. 1.
New registry entries nust contain the name of the "ppt" paraneter
val ue and the specification in which the value is described. The
policy for this registry is Specification Required [ RFC8126].
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Appendi x A, Exanpl e ES256- Based PASSporT JWS Serialization and
Si gnat ure

For PASSporT, there will always be a JWs with the foll owi ng nenbers
o "protected", with the val ue BASE64URL(UTF8(JW5 Protected Header))
o "payload", with the val ue BASE64URL(JW5 Payl oad)

0 "signature", with the val ue BASE64URL(JWS5 Si ghat ure)

This exanple will follow the steps in JW ([ RFC7515], Section 5.1,
Steps 1-6 and 8); it incorporates the additional serialization steps

requi red for PASSporT.

Step 1 for JW5 references the JW5 Payl oad. An exanpl e PASSporT
Payl oad is as follows:

"dest":{"uri":["sip:alice@xanple.con]}
"iat":1471375418,
"orig":{"tn":"12155551212"}

This would be serialized to the following form(with |ine break used
for display purposes only):

{"dest":{"uri":["sip:alice@xanple.coni']},"iat":1471375418,
"orig":{"tn":"12155551212"}}

Step 2 conputes the BASE64URL(JWS Payl oad), producing this val ue
(with line break used for display purposes only):

eyJKZXNOI j p71 nVyaSl 6WJzaXA6YWkpY2VAZXhhbXBsZS5j b20i XX0s| m hdCl
6MIQBMIVBNTQKOCW b3JpZy! 6eyJ0bi | 61 j EyMIULNTUXM Eyl n19

For Step 3, an exanpl e PASSporT Protected Header constructed as a
JOSE Header is as follows:

"al g": " ES256",
"typ":"passport"
"x5u":"https://cert.exanpl e. org/ passport.cer”

}
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This would be serialized to the following form (with |ine break used
for display purposes only):

{"al g":"ES256","typ": "passport", "x5u"
/ passport.cer"}

:"https://cert.exanple.org

Step 4 perforns the BASE64URL(UTF8(JW5 Prot ected Header)) operation
and encodi ng, producing this value (with line break used for display
pur poses only):

eyJhbCci O JFUzI 1IN | sl nR5¢cCl 61 nBhc3Nwb3J0I i wi eDV1Ij oi aHROCHMGLY9j
ZXJOLmVAYWLWb GUub3JnL3Bhc3Nwb3J0LMN ci J9

Steps 5 and 6 performthe conmputation of the digital signature of the
PASSpor T Si gning | nput ASCI | ( BASE64URL( UTF8(JWS Prot ected Header)) ||
"." || BASE64URL(JWS Payl oad)), using ES256 as the al gorithm and the
BASE64URL(JWS Si gnature).

VLBCI VDCaeK6MAhLJIb6SHQvacAQWoi i EONQ i Ukgk79UD81f HQOE1b3_G ul kb
a7UNYRVA7ZbNFdQJqUE35cw

Step 8 describes howto create the final PASSporT, concatenating the
val ues in the order Header. Payl oad. Signature with period (".")
characters. For the above exanpl e val ues, this would produce the
following (with line breaks between periods used for readability

pur poses only):

eyJhbGeci O JFUzI 1N | sl nR5¢Cl 61 nBhc3Nwb3J0I i wi eDV1I j oi aHROCHVBLY9j
ZXJOLmVAYWLWb GUub3JnL3Bhc3Nwb3J0LMN ci J9

eyJKZXNOI j p71 nVyaS! 6V JzaXA6YWkpY2VAZXhhbXBs ZS5j b20i XX0s! m hdCl
6MIQBMIVBNTQOCW b3JpZy| 6eyJ0bi | 61 j EyMIULNTUXM Eyl n19

VLBCI VDCaeK6MthLIb6SHQrac AQWoi i EOMD i Ukgk79UDB1f HQOELb3_G ul kb
a7UNYRMA7ZbNFdQI qUE35cw

A.1l. X 509 Private Key in PKCS #8 Format for ES256 Exanple

----- BEG N PRI VATE KEY-- - - -

M GHAgEAVBMGBY ( GSMA9 Ag EGCCq GSMA9 AWEHBGOwawt BAQQYi 7g2TZvNOVDFg8\Vy
qCPO6bETT R2v8MRvr 89r ndi +UAahRANCAAQW aj 1HUETpoNCr Ot p9KA800V791 uW
ARKt 9C1cFPKyd3FBP4Sei NZxGhDr DOt dBH s3/ wFe8++K2Fr Py QF9vuh

----- END PRI VATE KEY--- - -
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A. 2. X 509 Public Key for ES256 Exanpl e

----- BEG N PUBLI C KEY-- - - -
MFKWEWYHK0ZI zj 0CAQY! Kozl zj 0DAQ: DQAE8HNbQd/ Trv CKWPKHKMFOf Scav GeH
78YTUBQLS8I 5HLHSSM ATLcs| QUWNC/ Chl WBYC626nI | 07XeebYS7Sh37g==
----- END PUBLI C KEY- - - - -
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