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Abst ract

The Pat h Conput ati on El enent Communi cation Protocol (PCEP) defines
the mechani sns for the conmunicati on between a Path Conputation
dient (PCC) and a Path Conputation Elenent (PCE), or anong PCEs.
Thi s docunent describes PCEPS -- the usage of Transport Layer
Security (TLS) to provide a secure transport for PCEP. The

addi tional security nmechani sns are provided by the transport protoco
supporting PCEP; therefore, they do not affect the flexibility and
extensibility of PCEP

Thi s docunent updates RFC 5440 in regards to the PCEP initialization
phase procedures.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc8253
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include Sinplified BSD License text as described in Section 4.e of
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Thi s docunent may contain material from|ETF Docunents or |ETF
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10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
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1

I ntroduction

The Pat h Conputati on El enent Communi cation Protocol (PCEP) [RFC5440]
defines the nechani sns for the conmunication between a Path
Computation Client (PCC) and a Path Conputation El enent (PCE), or
between two PCEs. These interactions include requests and replies
that can be critical for a sustainable network operation and adequate
resource allocation; therefore, appropriate security becones a key
element in the PCE infrastructure. As the applications of the PCE
franmework evol ve and nore conpl ex service patterns energe, the
definition of a secure node of operation becones nore rel evant.

The Security Considerations section of [RFC5440] anal yzes the
potential threats to PCEP and their consequences; it al so discusses
several mechani sms for protecting PCEP agai nst security attacks

wi t hout nmaki ng a specific recommendation on a particul ar one or
defining their application in depth. Mreover, [RFC6952] states the
i mportance of ensuring PCEP comuni cation confidentiality, especially
when PCEP conmuni cati on endpoints do not reside in the same

Aut ononpus System (AS), as the interception of PCEP nmessages coul d

| eak sensitive information related to conputed paths and resources.

Transport Layer Security (TLS) [RFC5246] is one of the solutions that
seens nost adequate anong those nentioned in these docunents, as it
provi des support for peer authentication, nmessage encryption, and
integrity. TLS provides well-known mechani sms to support key
configuration and exchange, as well as means to perform security
checks on the results of PCE Discovery (PCED) procedures via the
Interior Gateway Protocol (1GP) [RFC5088] [RFC5089].

Thi s docunent describes a security container for the transport of
PCEP nessages; therefore, it does not affect the flexibility and
extensibility of PCEP

Thi s docunent describes how to apply TLS to secure interactions wth
PCE, including initiation of the TLS procedures, the TLS handshake
mechani sm the TLS nethods for peer authentication, the applicable
TLS ci phersuites for data exchange, and the handling of errors in the
security checks. In the rest of this docunent, we refer to this
usage of TLS to provide a secure transport for PCEP as "PCEPS'

Wthin this docunent, PCEP communi cations are described through a
PCC-PCE rel ationship. The PCE architecture al so supports PCE- PCE
communi cation; this is achieved by requesting the PCE to fill the
role of a PCC, as usual. Thus, in this docunent, the PCC refers to a
PCC or a PCE initiating the PCEP session and acting as a client.
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2.

3.

3.

3.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here

Appl yi ng PCEPS
1. Overview

The steps involved in establishing a PCEPS session are as foll ows:
1. Establishnment of a TCP connection

2. Initiation of the TLS procedures by the StartTLS nessage from PCE
to PCC and from PCC to PCE

3. Negotiation and establishnment of a TLS connection
4. Start exchange of PCEP nessages as per [RFC5440].

This docunent uses the standard StartTLS procedure in PCEP instead of
using a different port for the secured session. This is done to
avoi d requesting allocation of another port nunber for PCEPS. The
Start TLS procedure makes nore efficient use of scarce port nunbers
and all ows sinpler configuration of PCEP.

| mpl enent ati ons SHOULD foll ow the best practices and recomendati ons
for using TLS, as per [RFC7525].

It should be noted that this procedure updates what is defined in
Sections 4.2.1 and 6.7 of [RFC5440] regarding the initialization
phase and the processing of nessages prior to the Open nmessage. The
details of processing, including backward conpatibility, are

di scussed in the foll owi ng sections.

2. Initiating TLS Procedures

Since PCEP can operate either with or without TLS, it is necessary
for a PCEP speaker to indicate whether it wants to set up a TLS
connection or not. For this purpose, this docunent specifies a new
PCEP nessage called "StartTLS". Thus, the PCEP session is secured
via TLS fromthe start, before the exchange of any other PCEP nessage
(including the Open nessage). This docunent thus updates [RFC5440],
whi ch requires the Open nessage to be the first PCEP nessage that is
exchanged. 1In the case of a PCEP session using TLS, the StartTLS
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message will be sent first. Al so, a PCEP speaker that supports PCEPS
MUST NOT start the OpenWait tinmer after the TCP establishnent;
instead, it starts a StartTLSWait tiner as described in Section 3.3.

The PCEP speaker MAY discover that the PCEP peer supports PCEPS or
can be preconfigured to use PCEPS for a given peer (see Section 4 for
nore details). An existing PCEP session cannot be secured via TLS;

t he session MJUST be closed and re-established with TLS as per the
procedure described in this docunent.

The StartTLS nmessage is a PCEP nessage sent by a PCC to a PCE and by
a PCEto a PCCin order to initiate the TLS procedure for PCEP. The
PCC initiates the use of TLS by sending a StartTLS nessage. The PCE
agrees to the use of TLS by responding with its own StartTLS nessage.
If the PCE is configured to only support TLS, it may send the

Start TLS nessage i medi ately upon TCP connection establishnment;
otherwise, it MIST wait to see if the PCC s first nmessage is an Open
or a StartTLS nessage. The TLS negotiation and establ i shnent
procedures are triggered once the PCEP speaker has sent and received
the StartTLS nessage. The Message- Type field of the PCEP common
header for the StartTLS nessage is set to 13

Once the TCP connection has been successfully established, the first

message sent by the PCC to the PCE and by the PCE to the PCC MJUST be

a StartTLS nessage for PCEPS. Note that this is a significant change
from[RFC5440], where the first PCEP nessage is the Open nessage

A PCEP speaker receiving a StartTLS nessage, after any ot her PCEP
exchange has taken place (by receiving or sending any other nessages
fromeither side), MIUST treat it as an unexpected nessage and reply
with a PCEP Error (PCErr) nessage with Error-Type set to 25 (PCEP
StartTLS failure) and Error-value set to 1 (Reception of StartTLS
after any PCEP exchange), and it MJST cl ose the TCP connecti on.

Any message received prior to the StartTLS or Open message MJST
trigger a protocol error condition causing a PCErr nessage to be sent
with Error-Type set to 25 (PCEP StartTLS failure) and Error-val ue set
to 2 (Reception of any other nessage apart from StartTLS, Open, or
PCErr), and it MJST close the TCP connection

If the PCEP speaker that does not support PCEPS receives a StartTLS
nmessage, it will behave according to the existing error nechanism
described in Section 6.2 of [RFC5440] (if the nessage is received
prior to an Open nessage) or Section 6.9 of [RFC5440] (if an unknown
nmessage is received). See Section 5 for nore details.
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If the PCEP speaker that only supports PCEPS connections (as a |oca
policy) receives an Open nmessage, it MJST treat it as an unexpected
message and reply with a PCErr nessage with Error-Type set to 1 (PCEP
session establishnent failure) and Error-value set to 1 (reception of
an invalid Open nmessage or a non Open nessage), and it MJIST cl ose the
TCP connection

I f a PCC supports PCEPS connections and all ows non- PCEPS connecti ons
(as a local policy), it MIST first try to establish PCEPS by sending
a StartTLS nmessage, and in case it receives a PCErr nmessage fromthe
PCE, it MAY retry to establish a connection w thout PCEPS by sendi ng
an Open nessage. |f a PCE supports PCEPS connections and all ows
non- PCEPS connections (as a local policy), it MIUST wait to respond
after TCP establishnent, based on the nessage received fromthe PCC
In case of a StartTLS nessage, the PCE MJUST respond by sending a
Start TLS nessage and noving to TLS establi shment procedures as
described in this docunent. |In case of an Open nessage, the PCE MJST
respond with an Qpen nessage and nove to the PCEP session

est abl i shnent procedure as per [RFC5440]. |If a PCE supports PCEPS
connections only (as a local policy), it MAY send a StartTLS nessage
to the PCC wi thout waiting to receive a StartTLS nessage fromthe
PCC

If a PCEP speaker that is unwilling or unable to negotiate TLS
receives a StartTLS nessage, it MJST return a PCErr nmessage (in the
clear) with Error-Type set to 25 (PCEP StartTLS failure) and Error-
val ue set to:

o 3 (Failure, connection without TLS is not possible) if it is not
willing to exchange PCEP nessages without the solicited TLS
connection, and it MJUST cl ose the TCP session

0 4 (Failure, connection without TLS is possible) if it is willing
to exchange PCEP nmessages without the solicited TLS connection
and it MJST close the TCP session. The receiver MAY choose to
attenpt to re-establish the PCEP session w thout TLS next.

Re- establ i shing the PCEP session w thout TLS SHOULD be limited to
only one attenpt.

If the PCEP speaker supports PCEPS and can establish a TLS
connection, it MJST start the TLS connection negotiation and
est abl i shnent steps described in Section 3.4 before the PCEP
initialization procedure (see Section 4.2.1 of [RFC5440]).

After the exchange of StartTLS nmessages, if the TLS negotiation fails
for sone reason (e.g., the required nmechanisns for certificate
revocati on checking are not available), both peers MIST i mmedi ately
cl ose the connection
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A PCEP speaker that does not support PCEPS sends the Open nessage
directly, as per [RFC5440]. A PCEP speaker that supports PCEPS, but
has learned in the |ast exchange the peer’s willingness to
re-establish the session without TLS, MAY send the Open nessage
directly, as per [RFC5440]. Re-establishing the PCEP session w thout
TLS SHOULD be Iimted to only one attenpt.

G ven the asymmetric nature of TLS for connection establishnment, it
is relevant to identify the roles of each of the PCEP peers init.
The PCC SHALL act as the TLS client, and the PCE SHALL act as the TLS
server as per [RFC5246].

As per the recommendation from[RFC7525] to avoid downgrade attacks,
PCEP peers that support PCEPS SHOULD default to strict TLS
configuration, i.e., not allow ng non-TLS PCEP sessions to be
established. PCEPS inpl enentati ons MAY provi de an option to all ow
the operator to manually override strict TLS configuration and all ow
unsecured connections. Execution of this override SHOULD trigger a
war ni ng about the security inplications of pernitting unsecured
connecti ons.

3.3. The StartTLS Message

The StartTLS nessage is used to initiate the TLS procedure for a
PCEPS sessi on between the PCEP peers. A PCEP speaker sends the
Start TLS nessage to request negotiation and establishnment of a TLS
connection for PCEP. On receiving a StartTLS nessage fromthe PCEP
peer (i.e., when the PCEP speaker has sent and received the StartTLS
message), it is ready to start the negotiation and establishment of
TLS and nove to the steps described in Section 3.4.

The collision resolution procedures described in [ RFC5440] for the
exchange of Open nessages MJST be applied by the PCEP peers during
t he exchange of StartTLS nessages.

The format of a StartTLS nessage is as follows:
<StartTLS Message>::= <Conmon Header >

The StartTLS message MJUST contain only the PCEP conmmon header with
the Message-Type field set to 13.

Once the TCP connection has been successfully established, the PCEP
speaker MJST start a timer called the "Start TLSWait tinmer". After
the expiration of this tiner, if neither the StartTLS nmessage nor a
PCErr/ Open nmessage (in case of failure and PCEPS not being supported
by the peer, respectively) has been received, the PCEP speaker MJST
send a PCErr nessage with Error-Type set to 25 (PCEP StartTLS
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failure) and Error-value set to 5 (No StartTLS nessage (nor PCErr/
Open) before Start TLSWAIt tinmer expiry), and it MJST rel ease the TCP
connection. A RECOMMENDED val ue for the StartTLSWait tiner is 60
seconds. The value of the StartTLSWAit tinmer MJUST NOT be |ess than
that of the OpenWait tinmer.

The following figures illustrate the various interactions between a
PCC and a PCE, based on the support for the PCEPS capability, during
the PCEP session initialization.

+- -+ +- -+
| P | PCE|
+-+-+ +-+-+

I I

| StartTLS |

. I

| \ StartTLS |

I \  msg I

| I e |

I \/ I

I I\ I

| [ >

I / I

| <------ |

IR I IS

Figure 1: Both PCEP speakers support PCEPS (strict)
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+-+-+ +-+-+
| P | PCE|
+-+-+ +-+-+
| |
| StartTLS |
Re :
| \ Start TLS
| \  nmsg |
| I e |
| \/ |
| I\ |
| R e >
| / |
| <------ |
[::o:rorrirTLS i TLS Establi shnent
| :::::Establishnent:::| Failure; both

| | peers close
t he session

Figure 2: Both PCEP speakers support PCEPS (strict) but cannot
establish TLS
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+- +-+ +- +-+
| P | PCE|
+- +-+ +- +-+
| | Does not support
| StartTLS | PCEPS and thus
| msg | sends Open
|- |
| \ Open |
| \  nmsg |
| I |
| \/ |
| a |
| e >|
| / |
| <------ |
| |
I | Send Error
| PCEr r | Type=1, Val ue=1
| | (non-Open nessage
R | received)
| d ose |

FHEEErrrD TeP rirrrirr

I111l/re-establish////]]/
Send Open | Open |
this tinme | nsg

I

I

I \ e I
I \/ I
I
I
I
I

~
—

Fi gure 3: PCE does not support connection wth PCEPS, whereas PCC
supports connection with or w thout PCEPS
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+-+-+ +-+-+
| P | PCE|
+-+-+ +-+-+
| |
| StartTLS |
| nsg | PCE waits
[ === - - > for PCC and
| Start TLS | responds with
[<-mmmmmmmmee - | Start TLS
| |
M | B

+- +-+ +- +-+
| P | PCE|
+- -+ +- -+
| |
| StartTLS |
| nsg | PCE waits
[-----m e - >| for PCC
| PCErr |
I | Send Error
| | Type=25, Val ue=3
| | (Failure, connection
R | wthout TLS is not
| Cl ose | possible)

Figure 5: Both PCEP speakers support connection with or wthout
PCEPS, but PCE cannot start TLS negotiation

Lopez, et al. St andards Track [ Page 12]



RFC 8253 PCEPS Cct ober 2017

+-+-+ +-+-+
| P | PCE|
+-+-+ +-+-+
I I
| Open |
| msg | PCE waits
R >| for PCC and
| Qpen | responds with
I L T | Open

Fi gure 6: PCE supports connection with or without PCEPS, whereas PCC

3. 4.

does not support connection w th PCEPS

TLS Connecti on Est abl i shnment

Once the establishnment of TLS has been agreed upon by the PCEP peers,
t he connection establishment SHALL follow the foll ow ng steps:

1

Lopez,

| medi ately negotiate a TLS session according to [ RFC5246]. The
followi ng restrictions apply:

*  Support for TLS v1.2 [RFC5246] or later is REQU RED

* Support for certificate-based nutual authentication is
REQUI RED.

* Negotiation of a ciphersuite providing for integrity
protection i s REQU RED.

* Negotiation of a ciphersuite providing for confidentiality is
RECOMVENDED.

* Support for and negotiation of conpression is OPTI ONAL.

* PCEPS i npl enentati ons MJST, at a mininmum support negotiation
of the TLS ECDHE ECDSA W TH_AES 128 GCM SHA256 [ RFC6460] and
SHOULD support TLS ECDHE ECDSA W TH_AES 256 _GCM SHA384 as
well. I nplenmentati ons SHOULD support the N ST P-256
(secp256rl1) curve [RFC4492]. |In addition, PCEPS
i mpl enent ati ons MJST support negotiation of the
mandat ory-t o-i npl enent ci phersuites required by the versions
of TLS that they support from TLS 1.3 onwards.
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Peer authentication can be perforned in any of the follow ng two
REQUI RED operati on nodel s:

* TLS with X 509 certificates using Public-Key Infrastructure
Exchange (PKIX) trust nodel s:

+

| mpl enent ati ons MUST all ow the configuration of a Iist of
trusted Certification Authorities (CAs) for inconing
connecti ons.

Certificate validation MJUST include the verification rules
as per [RFC5280].

PCEPS i npl enent ati ons SHOULD i ncor porate revocati on net hods
(Certificate Revocation List (CRL) downl oading, Online
Certificate Status Protocol (OCSP), etc.) according to the
trusted CA policies.

| mpl enent ati ons SHOULD i ndicate their trusted CAs. For TLS
1.2, this is done using "certificate_authorities" on the
server side (see Section 7.4.4 of [RFC5246]) and the
"TrustedAut horities" extension on the client side (see
Section 6 of [RFC6066]).

| mpl enent ati ons MUST follow the rules and gui delines for
peer validation as defined in [RFC6125]. |If an expected
DNS name or | P address for the peer is configured, then the
i mpl ement ati ons MJST check them agai nst the values in the
presented certificate. The DNS names and the | P addresses
can be contained in the Cormon Nane ldentifier (CN-1D)

[ RFC6125] or the subjectAltName entries. For verification
only one of these entries is considered. The follow ng
precedence applies: for DNS nane validation, DNS-1D

[ RFC6125] has precedence over CN-ID, and for |P address
val i dati on, subjectAltNane:i PAddr has precedence over
CN-1D

| mpl ement ati ons MAY al l ow the configuration of a set of
additional properties of the certificate to check for a
peer’s authorization to comrunicate (e.g., a set of allowed
values in URI -1D [ RFC6125] or a set of allowed X 509 v3
Certificate Policies). The definitions of these properties
are out of scope of this docunent.

* TLS with X. 509 certificates using certificate fingerprints:
| mpl enent ati ons MUST all ow the configuration of a Iist of
certificates that are trusted to identify peers, identified
via the fingerprint of certificate octets encoded by the

et al.
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Di sti ngui shed Encoding Rules (DER). | nplenentations MJST
support SHA-256 as defined by [SHS] as the hash al gorithmfor
the fingerprint, but a later revision may demand support for a
stronger hash function.

3. Start exchangi ng PCEP nessages

* Once the TLS connection has been successfully established, the
PCEP speaker MUST start the OpenWait timer [RFC5440]; after
the expiration of this timer, if no Open nessage has been
recei ved, the PCEP speaker sends a PCErr nessage and rel eases
the TCP/ TLS connecti on

3.5. Peer ldentity

Dependi ng on the peer authentication nethod in use, PCEPS supports
different operation nodes to establish a peer’s identity and whet her
it is entitled to performrequests or can be considered authoritative
inits replies. PCEPS inplenentations SHOULD provi de nechani sns for
associating peer identities with different |evels of access and/or
aut horitativeness, and they MJST provide a nechani smfor establishing
a default level for properly identified peers. Any connection
established with a peer that cannot be properly identified SHALL be
term nated before any PCEP exchange takes pl ace.

In TLS X. 509 node using fingerprints, a peer is uniquely identified
by the fingerprint of the presented certificate.

There are numerous trust nodels in PKIX environnents, and it is
beyond the scope of this docunment to define how a particul ar

depl oynent determ nes whether a peer is trustworthy. |Inplenentations
that want to support a wide variety of trust nodels shoul d expose as
many details of the presented certificate to the admi nistrator as
possi ble so that the trust nodel can be inplenmented by the

adm nistrator. At |least the follow ng paraneters of the X 509
certificate SHOULD be exposed:

0o Peer’s I P Address

0 Peer’s Fully Qualified Domain Nane (FQDN)

0 Certificate Fingerprint

o |Issuer

0 Subj ect

o Al X 509 v3 Extended Key Usage
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o Al X 509 v3 Subject Alternative Nane
0o Al X 509 v3 Certificate Policies

Note that the renpte | P address used for the TCP session
establishnent is al so exposed.

[ RFC8232] specifies a Speaker Entity ldentifier TLV

( SPEAKER- ENTI TY-1D) as an optional TLV that is included in the OPEN
object. It contains a unique identifier for the node that does not
change during the lifetime of the PCEP speaker. An inplenentation
woul d thus expose the speaker entity identifier as part of the X 509
v3 certificate's subject Al tNane: ot herNanme, so that an inplenentation
could use this identifier for the peer identification trust nodel.

In addition, a PCC MAY apply the procedures described in "DNS-Based
Aut hentication of Named Entities (DANE)" [RFC6698] to verify its peer
identity when using DNS di scovery. See Section 4.1 for further
details.

3.6. Connection Establishnent Failure

In case the initial TLS negotiation or the peer identity check fails,
according to the procedures listed in this docunent, both peers MJST
i medi ately cl ose the connection

The initiator SHOULD foll ow the procedure listed in [ RFC5440] to
retry session setup as per the exponential back-off session
est abl i shnent retry procedure.

4. Discovery Mechani sns

Thi s docunent does not specify any di scovery nechani smfor support of
PCEPS. [ PCE- DI SCOVERY- PCEPS- SUPPORT] and [ PCE- DI SCOVERY- DNS] make
the foll owi ng proposals:

0 A PCE can advertise its capability to support PCEPS using the
| G s advertisement nechani smof the PCED information. The
PCE- CAP- FLAGS sub-TLV is an optional sub-TLV used to advertise PCE
capabilities. It is present within the PCED sub-TLV carried by
OSPF or 1S-1S. [RFC5088] and [ RFC5089] provide the description
and processing rules for this sub-TLV when carried within OSPF and
IS-1S, respectively. PCE capability bits are defined in
[ RFC5088]. A new capability flag bit for the PCE- CAP- FLAGS
sub-TLV that can be announced as an attribute to distribute PCEP
security support information is proposed in
[ PCE- DI SCOVERY- PCEPS- SUPPORT] .
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0 A PCE can advertise its capability to support PCEPS usi ng DNS
[ PCE- DI SCOVERY- DNS] by identifying the support of TLS

4.1. DANE Applicability

DANE [ RFC6698] defines a secure nethod to associate the certificate
that is obtained froma TLS server with a domai n nane usi ng DNS
i.e., using the TLSA DNS resource record (RR) to associate a TLS
server certificate or public key with the domain name where the
record is found, thus formng a "TLSA certificate association". The
DNS i nformati on needs to be protected by DNS Security (DNSSEC). A
PCCwilling to apply DANE to verify server identity MJUST conformto
the rules defined in Section 4 of [ RFC6698]. The inplenentati on MJST
support service certificate constraint (TLSA certificate usages type
1) with Matching type 1 (SHA2-256) as described in [ RFC6698] and

[ RFC7671]. The server’s domai n nanme nust be authorized separately,
as TLSA does not provide any useful authorization guarantees.

5. Backward Conpatibility

The procedures described in this docunent define a security container
for the transport of PCEP requests and replies carried by a TLS
connection initiated by nmeans of a specific extended nessage
(StartTLS) that does not interfere with PCEP speaker inplenentations
not supporting it.

A PCC that does not support PCEPS will send an Open nessage as the
first nessage on TCP establishment. A PCE that only supports PCEPS
will send a StartTLS nessage on TCP establishment. The PCC woul d
consider the received StartTLS nessage as an error and behave
according to the existing error nmechani smof [RFC5440], i.e., it
woul d send a PCErr nmessage with Error-Type 1 (PCEP session
establishment failure) and Error-value 1 (reception of an invalid
Open nmessage or a non Open nessage) and cl ose the session

A PCC that support PCEPS will send a StartTLS nessage as the first
message on TCP establishnment. A PCE that does not support PCEPS
woul d consider receiving a StartTLS nessage as an error, respond with
a PCErr nmessage with Error-Type 1 (PCEP session establishment
failure) and Error-value 1 (reception of an invalid Open nessage or a
non Open nessage), and cl ose the session

If a StartTLS nessage is received at any other tine by a PCEP speaker
that does not inplenent PCEPS, it would consider it as an unknown
nmessage and woul d behave according to the existing error nechani sm of
[ RFC5440], i.e., it would send a PCErr nessage with Error-Type 2
(Capability not supported) and cl ose the session
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6.

6.

An exi sting PCEP session cannot be upgraded to PCEPS; the session
needs to be ternm nated and re-established as per the procedure
described in this docunent. During the increnental upgrade, the PCEP
speaker SHOULD al | ow session establishnent with and w t hout TLS.

Once both PCEP speakers are upgraded to support PCEPS, the PCEP
session is re-established with TLS; otherw se, a PCEP session wi thout
TLS is set up. A redundant PCE MAY al so be used during the

i ncrenental deploynent to take over the PCE undergoi ng upgrade. Once
the upgrade is conpleted, support for the unsecured version SHOULD be
renoved.

A PCE that accepts connections with or w thout PCEPS woul d respond
based on the nmessage received fromthe PCC. A PCC that supports
connection with or without PCEPS would first attenpt to connect with
PCEPS, and in case of error, it MAY retry to establish connection

wi t hout PCEPS. For successful TLS operations with PCEP, both PCEP
peers in the network would need to be upgraded to support this
docunent .

Note that a PCEP inplenentation that supports PCEPS woul d respond
with a PCErr nessage with Error-Type set to 25 (PCEP StartTLS
failure) and Error-value set to 2 (Reception of any other nessage
apart from StartTLS, Open, or PCErr) if any other nessage is sent
before a StartTLS or OQpen nessage. |If the sender of the invalid
message is a PCEP inplenentation that does not support PCEPS, it will
not be able to understand this error. A PCEPS inplenentation could
al so send the PCErr nmessage as per [RFC5440] with Error-Type 1 (PCEP
session establishnent failure) and Error-value 1 (reception of an

i nvalid Open nmessage or a non Open nessage) before closing the

sessi on.

| ANA Consi der ati ons

1. New PCEP Message

The foll owi ng new nessage type has been allocated within the "PCEP
Messages" sub-registry of the "Path Conputation El enment Protocol
(PCEP) Numbers" registry:

Val ue Description Ref er ence

13 StartTLS Thi s docunent
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6. 2.

7.

New Error - Val ues

The followi ng new error types and error val ues have been all ocated
wi thin the "PCEP- ERROR Cbject Error Types and Val ues" sub-registry of
the "Path Computation El ement Protocol (PCEP) Nunbers" registry:

Error-Type Meani ng Error-val ue Ref er ence
25 PCEP StartTLS 0: Unassi gned Thi s docunent
failure
1: Reception of Thi s docunent

Start TLS after
any PCEP exchange

2: Reception of Thi s docunent
any ot her message

apart from StartTLS

Open, or PCErr

3. Failure, connection Thi s docunent
wi thout TLS is not
possi bl e

4: Failure, connection Thi s docunent
without TLS is
possi bl e

5: No StartTLS nmessage Thi s docunent
(nor PCErr/ Open)

before Start TLSWAI t

tinmer expiry

Security Considerations

VWil e the application of TLS satisfies the requirenent on
confidentiality as well as fine-grained, policy-based peer

aut hentication, there are security threats that it cannot address.
It may be advisable to apply additional protection neasures, in
particular in what relates to attacks specifically addressed to
forging the TCP connection underpinning TLS, especially in the case
of long-lived connections. One of these nmeasures is the application
of the TCP Authentication Option (TCP-AO [RFC5925], which is fully
conpatible with and deened as conplenentary to TLS. The nechani sns
to configure the requirenents to use TCP- AO and ot her | ower-|ayer
protection neasures with a particul ar peer are outside the scope of
this docunent.
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Since conputational resources required by the TLS handshake and
ci phersuite are higher than unencrypted TCP, clients connecting to a
PCEPS server can nore easily create high-load conditions, and a
mal i cious client mght create a denial -of-service attack nore easily.

Sonme TLS ciphersuites only provide integrity validation of their

payl oad and provide no encryption; such ciphersuites SHOULD NOT be
used by default. Adm nistrators MAY all ow the usage of these

ci phersuites after careful weighting of the risk of relevant interna
dat a | eakage that can occur in such a case, as explicitly stated by
[ RFC6952] .

When using certificate fingerprints to identify PCEPS peers, any two
certificates that produce the same hash value will be considered the
sanme peer. Therefore, it is inportant to nmake sure that the hash
function used is cryptographically unconprom sed, so that attackers
are very unlikely to be able to produce a hash collision with a
certificate of their choice. This docunent nandates support for
SHA- 256 as defined by [SHS], but a l|ater revision my denand support
for stronger functions if suitable attacks on it are known.

PCEPS i npl ement ati ons that continue to accept connections w thout TLS
are suscepti ble to downgrade attacks as described in [ RFC7457]. An
attacker could attenpt to renove the use of StartTLS nessages that
request the use of TLS as it pass on the wire in clear and could al so
attenpt to inject a PCErr nessage that suggests attenpting PCEP
connection w thout TLS.

The gui dance given in [RFC7525] SHOULD be followed to avoid attacks
on TLS.

8. Manageability Considerations

Al'l manageability requirenments and considerations listed in [ RFC5440]
apply to PCEP protocol extensions defined in this docunent. In
addition, requirenents and considerations listed in this section

apply.
8.1. Control of Function and Policy

A PCE or PCC inpl enmentati on SHOULD al | ow confi guring the PCEP
security via TLS capabilities as described in this docunent.

A PCE or PCC inpl ementation supporting PCEP security via TLS MJST
support general TLS configuration as per [RFC5246]. At |east the
configuration of one of the trust nodels and its corresponding
paraneters, as described in Sections 3.4 and 3.5, MJST be supported
by the inplenentation
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A PCEPS i npl enentation SHOULD al |l ow configuring the Start TLSWai t
timer val ue.

PCEPS i npl enent ati ons MAY provide an option to allow the operator to
manual |y override strict TLS configuration and all ow unsecure
connections. Execution of this override SHOULD trigger a warning
about the security inplications of pernmitting unsecure connections.

Furt her, the operator needs to devel op suitable security policies
around PCEP within his network. The PCEP peers SHOULD provi de ways
for the operator to conplete the following tasks in regards to a PCEP
sessi on:

0 Deternmine if a session is protected via PCEPS.

0 Determne the version of TLS, the nechani smused for
aut hentication, and the ciphersuite in use.

o Determine if the certificate could not be verified and the reason
for this circunmstance

0 Inspect the certificate offered by the PCEP peer.

0 Be warned if the StartTLS procedure fails for the PCEP peers that
are known to support PCEPS via configurations or capability
adverti sements.

8.2. Information and Data Mdel s

The PCEP M B nodule is defined in [RFC7420]. The M B nodul e coul d be

extended to include the ability to view the PCEPS capability,

TLS-related information, and the TLS status for each PCEP peer

Further, to allow the operator to configure the PCEPS capability and

various TLS-rel ated paraneters as well as to view the current TLS

status for a PCEP session, the PCEP YANG nodul e [ PCEP- YANG is
extended to include TLS-related information.
8.3. Liveness Detection and Monitoring

Mechani sns defined in this docunent do not inply any new |iveness

detection and nonitoring requirenments in addition to those already

listed in [ RFC5440] and [ RFC5246].
8.4. \Verifying Correct Operations

A PCEPS i npl enentation SHOULD | og error events and provi de PCEPS
failure statistics with reasons.
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8.5. Requirenents on O her Protocols

Mechani sns defined in this document do not inply any new requirenents
on other protocols. Note that Section 4 lists possible discovery
mechani sms for support of PCEPS.

8.6. Inpact on Network Qperation

Mechani sns defined in this document do not have any significant

i mpact on network operations in addition to those already listed in
[ RFC5440] and on the policy and managenent inplications discussed
above.

9. References
9. 1. Nor mati ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246,
DA 10. 17487/ RFC5246, August 2008
<https://ww. rfc-editor.org/infol/rfc5246>

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DO 10.17487/RFC5280, My 2008
<https://ww. rfc-editor.org/info/rfc5280>

[ RFC5440] Vasseur, JP., Ed. and JL. Le Roux, Ed., "Path Conputation
El ement (PCE) Conmuni cation Protocol (PCEP)", RFC 5440,
DA 10.17487/ RFC5440, March 2009
<https://ww.rfc-editor.org/info/rfc5440>

[ RFC6066] Eastlake 3rd, D., "Transport Layer Security (TLS)
Ext ensi ons: Extension Definitions", RFC 6066,
DO 10.17487/ RFC6066, January 2011
<https://ww.rfc-editor.org/info/rfc6066>

Lopez, et al. St andards Track [ Page 22]



RFC 8253 PCEPS Cct ober 2017

[ RFC6125] Saint-Andre, P. and J. Hodges, "Representation and
Verification of Domai n-Based Application Service ldentity
within Internet Public Key Infrastructure Using X 509
(PKIX) Certificates in the Context of Transport Layer
Security (TLS)", RFC 6125, DO 10.17487/ RFC6125, March
2011, <https://ww.rfc-editor.org/info/rfc6125>.

[ RFC6698] Hoffrman, P. and J. Schlyter, "The DNS-Based Authentication
of Named Entities (DANE) Transport Layer Security (TLS)
Protocol: TLSA', RFC 6698, DO 10.17487/ RFC6698, August
2012, <https://ww.rfc-editor.org/info/rfc6698>.

[ RFC7525] Sheffer, Y., Holz, R, and P. Saint-Andre,
"Recommendati ons for Secure Use of Transport Layer
Security (TLS) and Datagram Transport Layer Security
(DTLS)", BCP 195, RFC 7525, DO 10.17487/ RFC7525, May
2015, <https://ww.rfc-editor.org/info/rfc7525>.

[ RFC7671] Dukhovni, V. and W Hardaker, "The DNS-Based
Aut henti cation of Nanmed Entities (DANE) Protocol: Updates
and Operational Guidance", RFC 7671, DO 10.17487/ RFC7671,
Cct ober 2015, <https://ww.rfc-editor.org/info/rfc7671>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>,

[ SHS] National Institute of Standards and Technol ogy, "Secure
Hash Standard (SHS)", FIPS PUB 180-4,
DA 10. 6028/ NI ST. FI PS. 180-4, August 2015,
<ht t p: // nvl pubs. ni st. gov/ ni st pubs/ FI PS/
NI ST. FI PS. 180- 4. pdf >.

9. 2. I nformati ve References

[ PCE- DI SCOVERY- DNS]
Wi, Q, Dhody, D., King, D., Lopez, D., and J. Tantsura,
"Path Conputation Element (PCE) Di scovery using Donmain
Name Systen(DNS)", Work in Progress, draft-wi-pce-dns-pce-
di scovery-10, March 2017.

[ PCE- DI SCOVERY- PCEPS- SUPPORT]
Lopez, D., Wi, Q, Dhody, D., Wang, Z., and D. King, "IGP
extension for PCEP security capability support in the PCE
di scovery", Work in Progress, draft-wi-pce-discovery-
pceps-support-07, March 2017.

Lopez, et al. St andards Track [ Page 23]



RFC 8253

[ PCEP- YANG]

[ RFC4492]

[ RFC4513]

[ RFC5088]

[ RFC5089]

[ RFC5925]

[ RFC6460]

[ RFC6614]

[ RFC6952]

Lopez, et al.

PCEPS Cct ober 2017

Dhody, D., Hardwick, J., Beeram V., and J. Tantsura, "A
YANG Dat a Model for Path Conputation El enent

Conmmuni cati ons Protocol (PCEP)", Wrk in Progress,
draft-ietf-pce-pcep-yang-05, July 2017.

Bl ake-WIlson, S., Bolyard, N, Gupta, V., Hawk, C., and B.
Moeller, "Elliptic Curve Cryptography (ECC) G pher Suites
for Transport Layer Security (TLS)", RFC 4492,

DA 10.17487/ RFC4492, May 2006,

<https://ww. rfc-editor.org/info/rfcd4492>.

Harrison, R, Ed., "Lightweight Directory Access Protocol
(LDAP): Aut hentication Methods and Security Mechani sns",
RFC 4513, DO 10.17487/ RFC4513, June 2006,

<https://wwv. rfc-editor.org/info/rfc4513>.

Le Roux, JL., Ed., Vasseur, JP., Ed., lkejiri, Y., and R
Zhang, "OSPF Protocol Extensions for Path Conputation

El emrent (PCE) Discovery", RFC 5088, DO 10.17487/ RFC5088,
January 2008, <https://ww.rfc-editor.org/info/rfc5088>.

Le Roux, JL., Ed., Vasseur, JP., Ed., lkejiri, Y., and R
Zhang, "1S-1S Protocol Extensions for Path Conputation

El enrent (PCE) Discovery", RFC 5089, DA 10.17487/ RFC5089,
January 2008, <https://ww.rfc-editor.org/info/rfc5089>.

Touch, J., Mankin, A, and R Bonica, "The TCP
Aut henti cation Option", RFC 5925, DO 10.17487/ RFC5925,
June 2010, <https://ww.rfc-editor.org/info/rfc5925>.

Salter, M and R Housley, "Suite B Profile for Transport
Layer Security (TLS)", RFC 6460, DO 10.17487/ RFC6460,
January 2012, <https://ww.rfc-editor.org/info/rfc6460>.

Wnter, S., MCauley, M, Venaas, S., and K W erenga,
"Transport Layer Security (TLS) Encryption for RADI US",
RFC 6614, DA 10.17487/ RFC6614, May 2012,
<https://ww. rfc-editor.org/info/rfc6614>.

Jet hanandani, M, Patel, K, and L. Zheng, "Analysis of
BGP, LDP, PCEP, and MSDP | ssues According to the Keying
and Aut hentication for Routing Protocols (KARP) Design
Qui de", RFC 6952, DA 10.17487/ RFC6952, May 2013,
<https://ww. rfc-editor.org/info/rfc6952>.

St andards Track [ Page 24]



RFC 8253 PCEPS Cct ober 2017

[ RFC7420] Koushik, A., Stephan, E., Zhao, Q, King, D., and J.
Har dwi ck, "Path Conputation El ement Communi cati on Protocol
(PCEP) Managenent | nfornation Base (M B) Mdul e",
RFC 7420, DO 10.17487/ RFC7420, Decenber 2014,
<https://wwv. rfc-editor.org/info/rfc7420>.

[ RFC7457] Sheffer, Y., Holz, R, and P. Saint-Andre, "Sunmarizing
Known Attacks on Transport Layer Security (TLS) and
Dat agram TLS (DTLS)", RFC 7457, DA 10.17487/ RFC7457,
February 2015, <https://ww. rfc-editor.org/info/rfc7457>.

[ RFC8232] Crabbe, E., Mnei, |., Medved, J., Varga, R, Zhang, X,
and D. Dhody, "Optim zations of Label Switched Path State
Synchroni zati on Procedures for a Stateful PCE', RFC 8232,
DO 10.17487/ RFC8232, Septenber 2017,
<https://wwv. rfc-editor.org/info/rfc8232>.

Acknowl edgenent s

This specification relies on the analysis and profiling of TLS

included in [ RFC6614] and the procedures described for the StartTLS

command in [ RFC4513].

We would like to thank Joe Touch for his suggestions and support
regarding the Start TLS nechani sns.

Thanks to Daniel King for remi nding the authors about manageability
consi derati ons.

Thanks to Cyril Margaria for shepherding this docunent.

Thanks to David Mandel berg for early SECDI R revi ew conments as wel |
as further review during | ETF last call.

Thanks to Dan Frost for the RTAIR revi ew and conment s.
Thanks to Dale Wirley for the Gen-ART revi ew and conmments.
Thanks to Ti anran Zhou for the OPSDI R revi ew.

Thanks to Deborah Brungard for being the responsible AD and gui ding
the authors as needed.

Al so, thanks to Mrja Kuhlew nd, Eric Rescorla, Warren Kumari,

Kat hl een Moriarty, Suresh Krishnan, Ben Canpbell, and Al exey Mel ni kov
for the I ESG revi ew and coments.

Lopez, et al. St andards Track [ Page 25]



RFC 8253 PCEPS Cct ober 2017

Aut hors’ Addr esses

Di ego R Lopez

Tel efonica | +D

Don Ranon de la Cruz, 82
Madrid 28006

Spai n

Phone: +34 913 129 041
Emai | : diego.r.lopez@el ef oni ca. com

Oscar Gonzal ez de Di os
Tel efonica | +D

Don Ranon de la Cruz, 82
Madrid 28006

Spai n

Phone: +34 913 129 041

Emai | . oscar. gonzal ezdedi os@ el ef oni ca. com
Qn W

Huawei

101 Software Avenue, Yuhua District
Nanjing, Jiangsu 210012

Chi na

Emai | : sunseawg@uawei . com
Dhruv Dhody

Huawei

Di vyashree Techno Park, Witefield
Bangal ore, KA 560066
I ndi a

Email: dhruv.ietf@nail.com

Lopez, et al. St andards Track [ Page 26]



