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Abstract

Thi s docunent updates the Resource Reservation Protocol - Traffic
Engi neering (RSVP-TE) Fast Reroute (FRR) procedures defined in RFC
4090 to support Packet Switch Capable (PSC) Ceneralized Ml tiprotoco
Label Switching (GWLS) Label Switched Paths (LSPs). These updates
all ow the coordination of a bidirectional bypass tunnel assignnent
protecting a conmon facility in both forward and reverse directions
of a co-routed bidirectional LSP. In addition, these updates enable
the redirection of bidirectional traffic onto bypass tunnels that
ensure the co-routing of data paths in the forward and reverse
directions after FRR and avoid RSVP soft-state timeout in the contro
pl ane.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
https://ww.rfc-editor.org/info/rfc8271
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This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
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1

I ntroduction

Packet Switch Capable (PSC) Traffic Engineering (TE) Label Switched
Pat hs (LSPs) can be set up using Ceneralized Miltiprotocol Label

Swi tching (GWPLS) signaling procedures specified in [RFC3473] for
both unidirectional and bidirectional tunnels. The GWLS signaling
al l ows sendi ng and receiving the RSVP nessages in-band with the data
traffic or out-of-band over a separate control channel. Fast Reroute
(FRR) [ RFC4090] has been widely deployed in the packet TE networks
today and is desirable for TE GWLS LSPs. Using FRR nethods al so

all ows the | everagi ng of existing mechanisns for failure detection
and restoration in depl oyed networks.

The FRR procedures defined in [ RFC4090] describe the behavior of the
Poi nt of Local Repair (PLR) to reroute traffic and signaling onto the
bypass tunnel in the event of a failure for protected LSPs. Those
procedures are applicable to the unidirectional protected LSPs
signal ed using either RSVP-TE [ RFC3209] or GWLS procedures

[ RFC3473]. When using the FRR procedures defined in [ RFC4090] with
co-routed bidirectional GWLS LSPs, it is desired that same PLR and
Merge Point (MP) pairs are selected in each direction and that both
PLR and MP assign the sane bidirectional bypass tunnel. This
docunent updates the FRR procedures defined in [RFC4090] to

coordi nate the bidirectional bypass tunnel assignnent and to exchange
MP | abel s between upstream and downstream PLRs of the protected
co-routed bidirectional LSP

When using FRR procedures with co-routed bidirectional GWLS LSPs, it
is possible in some cases for the RSVP signaling refreshes to stop
reaching certain nodes along the protected LSP path after the PLRs
finish rerouting of the signaling nessages. This can occur after a
failure event when using node protection bypass tunnels. As shown in
Figure 2, this is possible even with selecting the sane bidirectiona
bypass tunnels in both directions and the sane PLR and MP pairs.

This is caused by the asymmetry of paths that nmay be taken by the
bidirectional LSP's signaling in the forward and reverse directions
due to upstream and downstream PLRs independently triggering FRR In
such cases, after FRR, the RSVP soft-state timeout causes the
protected bidirectional LSP to be torn down, w th subsequent traffic
| oss.

Protection State Coordi nation Protocol [RFC6378] is applicable to FRR
[ RFC4090] for local protection of co-routed bidirectional LSPs in
order to mininmize traffic disruptions in both directions. However,
this does not address the above-nentioned probl em of RSVP soft-state
ti meout that can occur in the control plane.
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2.

2.

2.

Thi s docunent defines a solution to the RSVP soft-state timeout issue
by providing mechanisnms in the control plane to conplenent the FRR
procedures of [RFC4090]. This solution allows the RSVP soft state
for co-routed, protected bidirectional GWLS LSPs to be maintained in
the control plane and enables co-routing of the traffic paths in the
forward and reverse directions after FRR

The procedures defined in this docunent apply to PSC TE co-rout ed,
protected bidirectional LSPs and co-routed bidirectional FRR bypass
tunnel s both signaled by GWLS. Unless otherwi se specified in this
docunent, the FRR procedures defined in [ RFC4090] are not nodified by
this docunent. The FRR mechani sm for associated bidirectional GWLS
LSPs where two unidirectional GWLS LSPs are bound together by using
association signaling [ RFC7551] is outside the scope of this
docunent .

Conventions Used in This Docunent
1. Key Word Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Terninol ogy

The reader is assuned to be famliar with the termnology in
[ RFC2205], [RFC3209], [RFC3471], [RFC3473], and [ RFC4090].

Downst ream PLR Downst ream Poi nt of Local Repair
The PLR that locally detects a failure in the downstream direction
of the traffic flow and reroutes traffic in the sanme direction of
the protected bidirectional LSP RSVP Path signaling. A downstream
PLR has a correspondi ng downstream MP

Downst r eam MP: Downstream Merge Poi nt
The LSR where one or nore backup tunnels rejoin the path of the
protected LSP in the downstreamdirection of the traffic flow
The sane LSR can be both a downstream MP and an upstream PLR
si mul t aneousl y.

Upstream PLR  Upstream Poi nt of Local Repair
The PLR that locally detects a failure in the upstreamdirection
of the traffic flow and reroutes traffic in the opposite direction
of the protected bidirectional LSP RSVP Path signaling. An
upstream PLR has a correspondi ng upstream MP
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Upst ream MP: Upst ream Merge Poi nt
The LSR where one or nore backup tunnels rejoin the path of the
protected LSP in the upstreamdirection of the traffic flow The
same LSR can be both an upstream MP and a downstream PLR
si mul t aneousl y.

Poi nt of Renbte Repair (PRR)
A downstream MP that assunes the role of upstream PLR upon
receiving the protected LSP's rerouted Path nessage and triggers
reroute of traffic and signaling in the upstreamdirection of the
traffic flow using the procedures described in this docunent.

2.3. Abbreviations
GWLS: Generalized Miltiprotocol Label Switching
LSP: Label Switched Path
LSR: Label Switching Router
MP: Merge Point
MPLS: Mul tiprotocol Label Swi tching
PLR: Point of Local Repair
PSC. Packet Switch Capabl e
RSVP: Resource Reservation Protoco
TE: Traffic Engineering
3. Fast Reroute for Unidirectional GWLS LSPs
The FRR procedures defined in [ RFC4090] for RSVP-TE signaling
[ RFC3209] are equally applicable to the unidirectional protected LSPs
si gnal ed using GWLS [ RFC3473] and are not nodified by the updates
defined in this document except for the follow ng:
When using the GWLS out-of -band signaling [ RFC3473], after a link
failure event, the RSVP nessages are not rerouted over the bypass

tunnel by the downstream PLR but instead are rerouted over a contro
channel to the downstream MP
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4. Bypass Tunnel Assignnent for Bidirectional GWLS LSPs

This section describes signaling procedures for FRR bidirectiona
bypass tunnel assignnent for GWLS signal ed PSC co-routed
bidirectional TE LSPs for both in-band and out-of -band signaling.

4.1. Bidirectional GWLS Bypass Tunnel Direction

Thi s docunent defines procedures where bidirectional GWLS bypass
tunnels are signaled in the same direction as the protected GWLS
LSPs. In other words, the bidirectional GWLS bypass tunnels
originate on the downstream PLRs and term nate on the corresponding
downstream MPs. As the originating dowstream PLR has the policy

i nformati on about the locally provisioned bypass tunnels, it always
initiates the bypass tunnel assignment. The bidirectional GWLS
bypass tunnels originating fromthe upstream PLRs and terninating on
the correspondi ng upstream MPs are outside the scope of this
docunent .

4.2. Merge Point Labels

To correctly reroute data traffic over a node protection bypass
tunnel, the downstream and upstream PLRs have to know, in advance,

t he downstream and upstream MP | abels of the protected LSP so that
data in the forward and reverse directions can be redirected through
t he bypass tunnel after FRR, respectively.

[ RFC4090] defines procedures for the downstream PLR to obtain the
protected LSPs downstream MP | abel fromrecorded |abels in the
RECORD ROUTE Obj ect (RRO of the RSVP Resv nessage received at the
downstream PLR

To obtain the upstream MP | abel, the procedures specified in

[ RFC4090] are used to record the upstream MP |l abel in the RRO of the
RSVP Pat h nessage of the protected LSP. The upstream PLR obtains the
upstream MP | abel fromthe recorded | abels in the RRO of the received
RSVP Pat h nessage

4.3. Merge Point Addresses
To correctly assign a bidirectional bypass tunnel, the downstream and
upstream PLRs have to know, in advance, the downstream and upstream
MP addr esses.
[ RFC4561] defines procedures for the downstream PLR to obtain the

protected LSP's downstream MP address fromthe recorded Node-I1Ds in
the RRO of the RSVP Resv message received at the downstream PLR
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To obtain the upstream MP address, the procedures specified in

[ RFC4561] are used to record upstream MP Node-ID in the RRO of the
RSVP Pat h nessage of the protected LSP. The upstream PLR obtains the
upstream MP address fromthe recorded Node-1Ds in the RRO of the
recei ved RSVP Pat h nessage

4.4, RRO | Pv4/ 1 Pv6 Subobject Fl ags

RRO | Pv4/1 Pv6 subobject flags are defined in [ RFC4090], Section 4.4
and are equally applicable to the FRR procedure for the protected
bi di rectional GWPLS LSPs.

The procedures defined in [ RFC4090] are used by the downstream PLR to
signal the | Pv4/1Pv6 subobject flags upstreamin the RRO of the RSVP
Resv nessage of the protected LSP. Sinmilarly, those procedures are
used by the downstream PLR to signal the | Pv4/IPv6 subobject flags
downstreamin the RRO of the RSVP Path nmessage of the protected LSP

4.5, Bidirectional Bypass Tunnel Assignnent Coordination

Thi s docunent defines signaling procedures and a new

BYPASS_ASSI GNVENT subobj ect in the RSVP RECORD ROUTE Obj ect (RRO
used to coordinate the bidirectional bypass tunnel assignnent between
t he downstream and upstream PLRs.

4.5.1. Bidirectional Bypass Tunnel Assignnent Signaling Procedure

It is desirable to coordinate the bidirectional bypass tunne

sel ected at the downstream and upstream PLRs so that the rerouted
traffic flows on co-routed paths after FRR. To achieve this, a new
RSVP subobject is defined for RROthat identifies a bidirectiona
bypass tunnel that is assigned at a downstream PLR to protect a

bi di rectional LSP.

When the procedures defined in this docunent are in use, the
BYPASS_ ASSI GNMVENT subobj ect MJUST be added by each downstream PLR in
the RSVP Pat h RRO nessage of the GWPLS signal ed bidirectiona
protected LSP to record the downstream bi directional bypass tunne
assignnent. This subobject is sent in the RSVP Path RRO nessage
every time the downstream PLR assigns or updates the bypass tunne
assignnent. The downstream PLR can assign a bypass tunnel when
processing the first Path nmessage of the protected LSP as long as it
has a topol ogi cal view of the downstream MP and the traversed path
information in the Explicit Route bhject (ERO. For the protected
LSP where the downstream MP cannot be determined fromthe first Path
nmessage (e.g., when using | oose hops in the ERO), the downstream PLR
needs to wait for the Resv nessage with RROin order to assign a
bypass tunnel. However, in both cases, the downstream PLR cannot
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update the data plane until it receives Resv nessages containing the
MP | abel s.

The upstream PLR (downstream MP) sinply reflects the bypass tunne
assignnent in the reverse direction. The absence of the
BYPASS_ ASSI GNVENT subobj ect in Path RRO neans that the rel evant node
or interface is not protected by a bidirectional bypass tunnel

Hence, the upstream PLR need not assign a bypass tunnel in the
reverse direction.

When t he BYPASS ASSI GNMENT subobject is added in the Path RRO

o The IPv4 or |IPv6 subobject containing the Node-ID address MJST
al so be added [ RFC4561]. The Node-ID address MJST natch the
source address of the bypass tunnel selected for this protected
LSP.

0 The BYPASS ASSI GNVENT subobj ect MUST be added i medi ately after
t he Node- 1D address.

0 The Label subobject MJST al so be added [ RFC3209].

The rules for adding an IPv4 or IPv6 Interface address subobject and
Unnunbered Interface I D subobject as specified in [ RFC3209] and

[ RFC4090] are not nodified by the above procedure. The options
specified in Section 6.1.3 in [RFC4990] are al so applicable as |ong
as the above-nentioned rules are foll owed when using the FRR
procedures defined in this docunent.

An upstream PLR (downstream MP) SHOULD check all BYPASS ASSI GNMENT
subobjects in the Path RROto see if the destination address in the
BYPASS_ASSI GNVENT mat ches the address of the upstream PLR.  For each
BYPASS_ASSI GNVENT subobj ect that matches, the upstream PLR | ooks for
a tunnel that has a source address matching the downstream PLR t hat

i nserted the BYPASS ASSI GNMENT, as indicated by the Node-1D address
and the same Tunnel ID as indicated in the BYPASS ASSI GNMENT. The
RRO can contain nultiple addresses to identify a node. However, the
upstream PLR relies on the Node-1D address preceding the

BYPASS_ASSI GNMENT subobj ect for identifying the bypass tunnel. |f
the bypass tunnel is not found, the upstream PLR SHOULD send a Notify
message [ RFC3473] with Error Code "FRR Bypass Assignnent Error"
(val ue 44) and Sub-code "Bypass Tunnel Not Found" (value 1) to the
downstream PLR.  Upon receiving this error, the downstream PLR SHOULD
renove the bypass tunnel assignnent and sel ect an alternate bypass
tunnel if one available. The RRO containi ng BYPASS ASSI GNVENT
subobject(s) is then sinmply forwarded downstreamin the RSVP Path
nessage.
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A downstream PLR nmay add, renove, or change the bypass tunne
assignnent for a protected LSP resulting in the addition, renoval, or
nodi fication of the BYPASS_ASSI GNMENT subobj ect in the Path RRO
respectively. In this case, the downstream PLR SHOULD generate a
nodi fi ed Path nmessage and forward it downstream The downstream MP
SHOULD check the RRO in the received Path nessage and update the
bypass tunnel assignnent in the reverse direction accordingly.

4.5.2. One-to-One Bidirectional Bypass Tunnel Assignnent

The bidirectional bypass tunnel assignment coordination procedure
defined in this docunent can be used for both the facility backup
described in Section 3.2 of [RFC4090] and the one-to-one backup
described in Section 3.1 of [RFC4090]. As specified in Section 4.2
of [ RFC4090], the DETOUR object can be used in the one-to-one backup
method to identify the detour LSPs. In the one-to-one backup nethod,
if the bypass tunnel is already in use at the upstream PLR, it SHOULD
send a Notify nessage [ RFC3473] with Error Code "FRR Bypass

Assi gnnent Error" (value 44) and Sub-code "One-to-One Bypass Al ready
in Use" (value 2) to the downstream PLR.  Upon receiving this error

t he downstream PLR SHOULD renove the bypass tunnel assignnment and

sel ect an alternate bypass tunnel if one is avail able.

4.5.3. Miltiple Bidirectional Bypass Tunnel Assignnments

The upstream PLR may receive nultiple bypass tunnel assignnents for a
protected LSP fromdifferent downstream PLRs, |eading to an
asymmetric bypass tunnel assignment as shown in the follow ng two
exanpl es.

As shown in Exanples 1 and 2, for the protected bidirectional GWLS
LSP R4-R5-R6, the upstream PLR R6 receives multiple bypass tunne

assi gnnents, one from downstream PLR R4 for node protection and one
from downstream PLR R5 for link protection. In Exanmple 1, R6 prefers
the Iink protection bypass tunnel from downstream PLR R5, whereas, in
Exanpl e 2, R6 prefers the node protection bypass tunnel from
downstream PLR R4

E - S>>e-aan-- +
/ +->>- -+ \
/ / VA
/ / \ o\
[R4] --->>---[R5]--->>--[R6]
PATH - > \ /
\ /
+- <<- - +

Exanple 1: Link Protection Is Preferred on Downstream MP
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Fom e e S>- oo +
/ +->>- -+ |\
/ / A\
/ / VA
[R4]--->>--[R5]--->>--[R6]
\ PATH -> /
\ /
\ /
Fo-m - - <<mmmm e m o +

Exanpl e 2: Node Protection Is Preferred on Downstream MP

The asymmetry of bypass tunnel assignnents can be avoi ded by using
the flags in the SESSI ON ATTRI BUTE obj ect defined in Section 4.3 of

[ RFC4090]. In particular, the "node protection desired" flag is
signal ed by the head-end node to request node protection bypass
tunnels. Wien this flag is set, both downstream PLR and upstream PLR
nodes assi gn node protection bypass tunnels as shown in Exanple 2.
When the "node protection desired" flag is not set, the downstream
PLR nodes may only signal the link protection bypass tunnels avoiding
the asymmetry of bypass tunnel assignnents shown in Exanple 1

When mul ti pl e bypass tunnel assignnents are received, the upstream
PLR SHOULD send a Notify nessage [ RFC3473] with Error Code "FRR
Bypass Assignnent Error" (value 44) and Sub-code "Bypass Assi gnnent
Cannot Be Used" (value 0) to the downstream PLR to indicate that it
cannot use the bypass tunnel assignnent in the reverse direction
Upon receiving this error, the downstream PLR MAY renove the bypass
tunnel assignnment and sel ect an alternate bypass tunnel if one is
avai |l abl e.

If multiple bypass tunnel assignhments are present on the upstream PLR
R6 at the tinme of a failure, any resulted asymretry gets corrected
using the procedure for restoring co-routing after FRR as specified
in Section 5.2.2.

5. Fast Reroute for Bidirectional GWLS LSPs with In-Band Signaling

When a bidirectional bypass tunnel is used after a link failure, the
foll owi ng procedure is followed when using the in-band signaling:

0 The downstream PLR reroutes protected LSP traffic and RSVP Path
signaling over the bidirectional bypass tunnel using the
procedures defined in [ RFC4090]. The RSVP Path nmessages are
nodi fi ed as described in Section 6.4.3 of [RFC4090].
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0 The upstream PLR reroutes protected LSP traffic upon detecting the
link failure or upon receiving an RSVP Path message over the
bi di rectional bypass tunnel

0 The upstream PLR al so reroutes protected LSP RSVP Resv signaling
after receiving the nodified RSVP Path nessage over the
bi di recti onal bypass tunnel. The upstream PLR uses the procedure
defined in Section 7 of [RFC4090] to detect that RSVP Path
nmessages have been rerouted over the bypass tunnel by the
downstream PLR. The upstream PLR does not nodify the RSVP Resv
message before sending it over the bypass tunnel

The above procedure allows both traffic and RSVP signaling to flow on
symretric paths in the forward and reverse directions of a protected
bidirectional GWLS LSP. The follow ng sections describe the
handl i ng for Iink protection and node protection bypass tunnels.

5.1. Link Protection for Bidirectional GWLS LSPs

<- RESV
[RL]----[R]----[RB]-----X-----[R4] ----[R5] - --- [ Ré]
PATH -> \ /
\ /
<< - - - - >>4
T3
PATH - >
<- RESV

Protected LSP: {Rl-R2-R3-R4-R5-R6}
R3's Bypass T3: {R3-R4}

Figure 1: Flow of RSVP Signaling after Link Failure and FRR

Consi der the TE network shown in Figure 1. Assune that every link in
the network is protected with a link protection bypass tunnel (e.g.
bypass tunnel T3). For the protected co-routed bidirectional LSP
whose head-end is on node R1 and tail-end is on node R6, each
traversed node (a potential PLR) assigns a link protection co-routed
bi di rectional bypass tunnel
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5.1

1. Behavior after Link Failure

Consider the link R3-R4 on the protected LSP path failing. The
downstream PLR R3 and upstream PLR R4 independently trigger fast
reroute to redirect traffic onto bypass tunnel T3 in the forward and
reverse directions. The downstream PLR R3 al so reroutes RSVP Path
messages onto the bypass tunnel T3 using the procedures described in
[ RFC4090]. The upstream PLR R4 reroutes RSVP Resv nessages onto the
reverse bypass tunnel T3 upon receiving an RSVP Path nessage over
bypass tunnel T3.

5.1.2. Revertive Behavior after Fast Reroute

5.2.

The revertive behavior defined in [ RFC4090], Section 6.5.2, is
applicable to the link protection of bidirectional GWLS LSPs. Wen
using the local revertive node, after the link R3-R4 (in Figure 1) is
restored, foll owi ng node behaviors apply:

0 The downstream PLR R3 starts sending the Path nessages and traffic
flow of the protected LSP over the restored |link and stops sending
them over the bypass tunnel

0 The upstream PLR R4 starts sending the traffic flow of the
protected LSP over the restored link and stops sending it over the
bypass tunnel

0 \When upstream PLR R4 receives the protected LSP Path nessages over
the restored link, if not already done, it starts sending Resv
messages and traffic flow of the protected LSP over the restored
link and stops sending them over the bypass tunnel

Node Protection for Bidirectional GWLS LSPs
T1
<< mmm - >>+
/ \
/ \ <- RESV
[RL]----[Re]----[R3]--x--[R4]----[R5] -- -~ Re]
PATH -> \ /
\ /
<< mmm - - >>+

Protected LSP: {Rl-R2-R3-R4-R5-R6}
R3’'s Bypass T2: {R3-R5}
R4’ s Bypass T1: {R4-R2}

Figure 2: Flow of RSVP Signaling after Link Failure and FRR
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Consi der the TE network shown in Figure 2. Assune that every link in
the network is protected with a node protection bypass tunnel. For
the protected co-routed bidirectional LSP whose head-end is on node
R1 and tail-end is on node R6, each traversed node (a potential PLR)
assigns a node protection co-routed bidirectional bypass tunnel

The solution introduces two phases for invoking FRR procedures by the
PLR after the link failure. The first phase conprises of FRR
procedures to fast reroute data traffic onto bypass tunnels in the
forward and reverse directions. The second phase restores the
co-routing of signaling and data traffic in the forward and reverse
directions after the first phase.

5.2. 1. Behavi or after Link Failure

Consider a link R3-R4 (in Figure 2) on the protected LSP path
failing. The downstream PLR R3 and upstream PLR R4 i ndependently
trigger fast reroute procedures to redirect the protected LSP traffic
onto respective bypass tunnels T2 and T1 in the forward and reverse
directions. The downstream PLR R3 al so reroutes RSVP Pat h nessages
over the bypass tunnel T2 using the procedures described in

[ RFC4090]. Note, at this point, that node R4 stops receiving RSVP
Path refreshes for the protected bidirectional LSP while protected
traffic continues to flow over bypass tunnels. As node R4 does not
recei ve Path nmessages over bypass tunnel T1, it does not reroute RSVP
Resv nessages over the reverse bypass tunnel TI1.

5.2.2. Behavior after Link Failure to Restore Co-routing

The downstream MP R5 that receives the rerouted protected LSP RSVP
Pat h nessage through the bypass tunnel, in addition to the regular M
processing defined in [ RFC4090], gets pronoted to a Point of Renote
Repair (PRR) role and perforns the followi ng actions to restore
co-routing signaling and data traffic over the same path in the
reverse direction:

o Finds the bypass tunnel in the reverse direction that termninates
on the downstream PLR R3. Note: the downstream PLR R3's address
can be extracted fromthe "I PV4 tunnel sender address" in the
SENDER_TEMPLATE (bj ect of the protected LSP (see [ RFC4090],
Section 6.1.1).

o |If the reverse bypass tunnel is found and the protected LSP
traffic is not already rerouted over the found bypass tunnel T2,
the PRR R5 activates FRR reroute procedures to direct traffic over
the found bypass tunnel T2 in the reverse direction. |In addition
the PRR R5 al so reroutes RSVP Resv over the bypass tunnel T2 in
the reverse direction. This can happen when the downstream PLR
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has changed the bypass tunnel assignnent but the upstream PLR has
not yet processed the updated Path RRO and progranmred the data
pl ane when |ink failure occurs.

o If the reverse bypass tunnel is not found, the PRR RS i nmedi ately
tears down the protected LSP

<- RESV
[RL]----[Re]----[R3]--X-[R4]----[R5] - - -~ [ RG]
PATH - > \ /

Bypass Tunnel T2
traffic + signaling

Protected LSP: {Rl-R2-R3-R4-R5-R6}
R3’'s Bypass T2: {R3-R5}

Figure 3: Flow of RSVP Signaling after FRR and Restoring Co-routing

Figure 3 describes the path taken by the traffic and signaling after
restoring co-routing of data and signaling in the forward and reverse
pat hs descri bed above. Node R4 will stop receiving the Path and Resv
messages and it will tineout the RSVP soft state. However, this will
not cause the LSP to be torn down. RSVP signaling at node R2 is not
af fected by the FRR and restoring co-routing.

I f downstream MP R5 receives nultiple RSVP Path nessages through
mul ti ple bypass tunnels (e.g., as a result of nultiple failures), the
PRR SHOULD identify a bypass tunnel that term nates on the farthest
downstream PLR al ong the protected LSP path (closest to the protected
bi directional LSP head-end) and activate the reroute procedures
ment i oned above.

5.2.2.1. Restoring Co-routing in Data Plane after Link Failure

The downstream MP (upstream PLR) MAY optionally support restoring
co-routing in the data plane as follows. |If the downstream MP has
assigned a bidirectional bypass tunnel, as soon as the downstream M
recei ves the protected LSP packets on the bypass tunnel, it MAY
switch the upstreamtraffic on to the bypass tunnel. 1In order to
identify the protected LSP packets through the bypass tunnel
Penul ti mate Hop Popping (PHP) of the bypass tunnel MJST be di sabl ed.
The downstream MP checks whether the protected LSP signaling is
rerouted over the found bypass tunnel, and if not, it perforns the
signaling procedure described in Section 5.2.2.
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5.2.3. Revertive Behavior after Fast Reroute

5.

5.

2.

3.

The revertive behavior defined in [ RFC4090], Section 6.5.2, is
applicable to the node protection of bidirectional GWLS LSPs. When
using the local revertive node, after the link R3-R4 (in Figures 2
and 3) is restored, the follow ng node behavi ors apply:

0 The downstream PLR R3 starts sending the Path nmessages and traffic
flow of the protected LSP over the restored |link and stops sending
them over the bypass tunnel

0 The upstream PLR R4 (when the protected LSP is present) starts
sending the traffic flow of the protected LSP over the restored
link towards downstream PLR R3 and forwardi ng the Path nessages
towards PRR R5 and stops sending the traffic over the bypass
tunnel

0 Wien upstream PLR R4 receives the protected LSP Path nessages over
the restored link, if not already done, the node R4 (when the
protected LSP is present) starts sending Resv nessages and traffic
flow over the restored |ink towards downstream PLR R3 and
forwardi ng the Path nmessages towards PRR R5 and stops sending them
over the bypass tunnel

0 Wien PRR R5 receives the protected LSP Path nessages over the
restored path, it starts sending Resv nessages and traffic fl ow
over the restored path and stops sendi ng them over the bypass
tunnel

4, Behavior after Node Failure

Consi der the node R4 (in Figure 3) on the protected LSP path failing.
The downstream PLR R3 and upstream PLR R5 independently trigger fast
reroute procedures to redirect the protected LSP traffic onto bypass
tunnel T2 in forward and reverse directions. The downstream PLR R3
al so reroutes RSVP Path nessages over the bypass tunnel T2 using the
procedures described in [RFC4090]. The upstream PLR R5 reroutes RSVP
Resv signaling after receiving the nodified RSVP Path nmessage over

t he bypass tunnel T2.

Uni di rectional Link Failures
Unidirectional link failures can result in the traffic flow ng on
asymetric paths in the forward and reverse directions. |n addition,
unidirectional link failures can cause RSVP soft-state tineout in the

control plane in sone cases. As an exanple, if the unidirectiona
link failure is in the upstreamdirection (fromR4 to R3 in Figures 1
and 2), the downstream PLR (node R3) can stop receiving the Resv
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7.

7.

messages of the protected LSP fromthe upstream PLR (node R4 in
Figures 1 and 2) and this can cause RSVP soft-state timeout to occur
on the downstream PLR (node R3).

A unidirectional link failure in the downstreamdirection (fromR3 to
R4 in Figures 1 and 2), does not cause RSVP soft-state tineout when
using the FRR procedures defined in this docunent, since the upstream
PLR (node R4 in Figure 1 and node R5 in Figure 2) triggers the
procedure to restore co-routing (defined in Section 5.2.2) after

recei ving RSVP Path nessages of the protected LSP over the bypass
tunnel fromthe downstream PLR (node R3 in Figures 1 and 2).

Fast Reroute For Bidirectional GWLS LSPs with Qut-of-Band Signaling

When using the GWLS out - of -band signaling [RFC3473], after a link
failure event, the RSVP nessages are not rerouted over the

bi di recti onal bypass tunnel by the downstream and upstream PLRs but
are instead rerouted over the control channels to the downstream and
upstream MPs, respectively.

The RSVP soft-state timeout after FRR as described in Section 5.2 is
equal Iy applicable to the GWLS out-of - band signaling as the RSVP
signaling refreshes can stop reaching certain nodes along the
protected LSP path after the downstream and upstream PLRs finish
rerouting of the signaling nmessages. However, unlike with the

i n-band signaling, unidirectional link failures as described in
Section 5.3 do not result in soft-state tineout with GWLS out - of -
band signaling. Apart fromthis, the FRR procedure described in
Section 5 is equally applicable to the GWLS out-of - band si gnal i ng.

Message and Cbj ect Definitions
1. BYPASS_ASSI GNMENT Subobj ect

The BYPASS ASSI GNMVENT subobject is used to informthe downstream MP
of the bypass tunnel being assigned by the PLR This can be used to
coordi nate the bypass tunnel assignnent for the protected LSP by the
downstream and upstream PLRs in the forward and reverse directions
respectively prior or after the failure occurrence.

Thi s subobject SHOULD be inserted into the Path RRO by the downstream
PLR. It SHOULD NOT be inserted into an RRO by a node that is not a
downstream PLR. It MJST NOT be changed by downstream LSRs and MJUST
NOT be added to a Resv RRO
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The BYPASS ASSI GNMENT | Pv4 subobject in RRO has the follow ng fornmat:
0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Type: 38 | Length | Bypass Tunnel |D
B s S S i i i ks a ks st S S S S S S
| | Pv4 Bypass Destination Address
R R R R e e s o S e R S S S S S S e e e e e
Fi gure 4: BYPASS ASSI GNMENT | Pv4 RRO Subobj ect
Type
Downst r eam Bypass Assignnent. Value is 38.
Length
The Length contains the total |ength of the subobject in
bytes, including the Type and Length fields. The length is 8
byt es.
Bypass Tunnel 1D
The bypass tunnel identifier (16 bits).
Bypass Destinati on Address

The bypass tunnel |Pv4 destination address.
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7.

2.

The BYPASS ASSI GNMENT | Pv6 subobject in RRO has the follow ng fornmat:
0 1 2 3
01234567890123456789012345678901
B i T o S o i S S i s S S S S S S

Type: 39 | Length | Bypass Tunnel |D |
B e e i S e e T s i i S T R SR S S S S T S i

+-
|

+-

I

+

| | Pv6 Bypass Destination Address
+ (16 bytes)

|
+
I
+-

|
+
|
+
|
+
|
B i T e e S i i i TR S S e e i Tt RIS S T S R S
Fi gure 5: BYPASS_ASSI GNMENT | Pv6 RRO Subobj ect
Type
Downst r eam Bypass Assignnent. Value is 39.
Length
The Length contains the total |ength of the subobject in
bytes, including the Type and Length fields. The length is 20
byt es.
Bypass Tunnel 1D
The bypass tunnel identifier (16 bits).
Bypass Destinati on Address
The bypass tunnel |Pv6 destination address.
FRR Bypass Assignnent Error Notify Message
New Error Code "FRR Bypass Assignment Error" (value 44) and its sub-
codes are defined for the ERROR SPEC Object (C Type 6) [RFC2205] in
this docunent, that is carried by the Notify nessage (Type 21)
defined in [RFC3473] Section 4.3. This Error nessage is sent by the
upstream PLR to the downstream PLR to notify a bypass assi gnnent
error. In the Notify nessage, the |IP destination address is set to

t he node address of the downstream PLR that had initiated the bypass
assignnent. |In the ERROR SPEC hject, the IP address is set to the
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node address of the upstream PLR that detected the bypass assignnent
error. This Error MJIST NOT be sent in a Path Error nessage. This
Error does not cause the protected LSP to be torn down.

8. Conpatibility

New RSVP subobj ect BYPASS ASSI GNMENT is defined for the RECORD ROUTE
oject in this docunment that is carried in the RSVP Path nessage.

Per [ RFC3209], nodes not supporting this subobject will ignore the
subobj ect but forward it without nodification. As described in
Section 7, this subobject is not carried in the RSVP Resv nessage and
is ignored by sending the Notify nessage for "FRR Bypass Assi gnnent
Error" (with Sub-code "Bypass Assignnent Cannot Be Used") defined in
this docunent. Nodes not supporting the Notify nessage defined in
this docunent will ignore it but forward it wi thout nodification

9. Security Considerations

Thi s docunent introduces a new BYPASS ASS|I GNMVENT subobj ect for the
RECORD ROUTE Object that is carried in an RSVP signaling nessage.
Thus, in the event of the interception of a signaling nessage, nore
i nformati on about the LSP's fast reroute protection can be deduced
than was previously the case. This is judged to be a very mni nor
security risk as this information is already avail able by other
means. |If an MP does not find a matching bypass tunnel with given
source and destination addresses locally, it ignores the

BYPASS_ASSI GNVENT subobj ect. Due to this, security risks introduced
by inserting a random address in this subobject is mnimal. The
Notify message for the "FRR Bypass Assignnment Error" defined in this
docunent does not result in tear-down of the protected LSP and does
not affect service.

Security considerations for RSVP-TE and GWLS signal i ng extensions
are covered in [RFC3209] and [RFC3473]. Further, genera

consi derations for securing RSVP-TE in MPLS-TE and GWLS net wor ks can
be found in [ RFC5920]. This docunent updates the nechani sns defi ned
in [ RFC4090], which al so discusses related security neasures that are
al so applicable to this docunment. As specified in [RFC4090], a PLR
and its selected nerge point trust RSVP nessages received from each
other. The security considerations pertaining to the original RSVP
prot ocol [RFC2205] also remain relevant to the updates in this
docunent .
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10.

10.

10.

| ANA Consi derations
1. BYPASS_ASSI GNMENT Subobj ect
| ANA manages the "Resource Reservation Protocol (RSVP) Paraneters”
registry (see <http://ww.iana. org/assi gnnents/rsvp-paraneters>).
| ANA has assigned a value for the new BYPASS ASSI GNMENT subobject in
the "C ass Type 21 ROUTE RECORD - Type 1 Route Record" registry.

Thi s docunent introduces a new subobject for the RECORD ROUTE (bject:

Hom - - e e e e a - B S B S S +
| Type | Description | Carried in | Carried in | Reference

| | | Path | Resv | |
R Fmm e e e a oo TR TR R +
| 38 | BYPASS_ASSI GNVENT | Yes | No | RFC 8271

| | I Pv4d subobject | | | |
| | | | | |
| 39 | BYPASS_ASSI GNVENT | Yes | No | RFC 8271

| | I'Pv6 subobj ect | | | |
R Fmm e e e a oo TR TR R +

2. FRR Bypass Assignnment Error Notify Message

| ANA nai ntains the "Resource Reservation Protocol (RSVP) Paraneters"
registry (see <http://ww.iana.org/assi gnnents/rsvp-paraneters>).
The "Error Codes and d obal | y- Defi ned Error Val ue Sub- Codes"
subregistry is included in this registry.

This registry has been extended for the new Error Code and Sub-codes
defined in this docunment as foll ows:

0o Error Code 44: FRR Bypass Assignnent Error
0 Sub-code 0: Bypass Assignment Cannot Be Used
0 Sub-code 1: Bypass Tunnel Not Found

0 Sub-code 2: One-to-One Bypass Already in Use
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