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Abst r act

Control and Provisioning of Wrel ess Access Points (CAPWAP) is a
protocol for encapsulating a station’s data franes between the

Wrel ess Transni ssion Point (WP) and Access Controller (AC
Specifically, the station’s | EEE 802.11 data franes can be either
locally bridged or tunneled to the AC. Wen tunnel ed, a CAPWAP Dat a
Channel is used for tunneling. |In many depl oynents, encapsul ating
data franmes to an entity other than the AC (for exanple, to an Access
Router (AR)) is desirable. Furthernore, it nmay also be desirable to
use different tunnel encapsul ati on nodes between the WIP and the
Access Router. This document defines an extension to the CAPWAP
protocol that supports this capability and refers to it as alternate
tunnel encapsul ation. The alternate tunnel encapsul ation allows 1)
the WIP to tunnel non-nanagenent data franes to an endpoint different
fromthe AC and 2) the WIP to tunnel using one of nmany known
encapsul ati on types, such as IP-IP, I P-GRE, or CAPWAP. The WIP may
advertise support for alternate tunnel encapsul ation during the

di scovery and join process, and the AC nmay sel ect one of the
supported alternate tunnel encapsulation types while configuring the
WI'P.
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Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
comunity. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. 1t has received public review and has been approved for
publication by the Internet Engineering Steering G oup (IESG. Not
al | docunents approved by the | ESG are candi dates for any |evel of
Internet Standard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc8350

Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Zhang, et al. Experi ment al [ Page 2]



RFC 8350 Al ternate Tunnel

Tabl e of Contents

1. Introduction
1.1. Conventions UBed in ThIS Docunent
1.2. Termnol ogy .
1.3. History of the Ebcunent .

2. Alternate Tunnel Encapsul ation CNerV|eW . .
3. Extensions for CAPWAP Protocol Message Elenents .
3.1. Supported Alternate Tunnel Encapsul ations

3.2. Alternate Tunnel Encapsul ations Type . . .
3.3. | EEE 802.11 WIP Alternate Tunnel Failure Indlcatlon
4, Aternate Tunnel Types . .
4.1. CAPWAP-Based Alternate Tunne
4.2. PM Pv6-Based Alternate Tunne
4.3. GRE-Based Alternate Tunnel .
5. Alternate Tunnel Information El enents
5.1 Access Router Information El enents
5.1.1. AR IPv4 List Elenent
5.1.2. AR IPv6 List Elenent
5.2 Tunnel DTLS Policy Element . .
5.3 | EEE 802. 11 Taggi ng Mbde Policy Elenent
5.4 CAPWAP Transport Protocol El enent
5.5 CGRE Key El enent Coe
5.6. | Pv6 MIU El enent
6. | ANA Consi derations
7. Security Considerations
8. References

8.1. Nor mati ve References
8. 2. I nformati ve References
Contributors
Aut hor s’ Addresses

I nt roducti on

April 2018

3

7

Y

8

9
11
11
11
12
13
13
14
15
16
16
16
17
17
19
20
22
23
24
25
25
25
27
28
28

Service Providers are deploying very large W-Fi networks containing
hundreds of thousands of Access Points (APs), which are referred to
as Wreless Transnission Points (WIPs) in Control and Provisioning of

Wrel ess Access Points (CAPWAP) term nol ogy [ RFC5415].

These

networ ks are designed to carry traffic generated from nobil e users.
The volune in nobile user traffic is already very | arge and expected
to continue growing rapidly. As a result, operators are |ooking for

scal abl e sol utions that can neet the increasi ng demand.

The

scalability requirenent can be net by splitting the control/
managenment plane fromthe data plane. This enables the data plane to

scal e i ndependent of the control/managenent plane. This
specification provides a way to enabl e such separation
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CAPWAP [ RFC5415] [ RFC5416] defines a tunnel node that describes how
the WIP handl es the data plane (user traffic). The follow ng types
are defined:

o Local Bridging: Al data frames are locally bridged.

o | EEE 802.3 Tunnel: Al data franmes are tunneled to the Access
Controller (AC) in | EEE 802.3 fornat.

o | EEE 802.11 Tunnel: Al data franmes are tunneled to the ACin | EEE
802. 11 fornmat.

Figure 1 describes a systemwith Local Bridging. The ACis in a
centralized location. The data plane is locally bridged by the WPs;
this leads to a systemwith a centralized control plane and a
distributed data plane. This systemhas two benefits: 1) it reduces
the scale requirenment on the data traffic handling capability of the
AC, and 2) it leads to nore efficient/optimal routing of data traffic
whi |l e nai ntai ning centralized control/ managenent.

Local Iy Bridged

+----- + Data Franes R +
| WIP | | Access Router
+--- - - + S +
\\
\\  CAPWAP Control Channel e +
++ | AC |
/| CAPWAP Dat a Channel : | |
/1 1 EEE 802.11 Mgnt Traffic +---------- +
/1
S e + e +
| WIP | | Access Router
o - + S +

Local |l y Bridged
Dat a Franes

Figure 1: Centralized Control with Distributed Data

The AC handl es control of WIPs. In addition, the AC al so handl es the
| EEE 802. 11 managenent traffic to/fromthe stations. There is a
CAPWAP Control and Data Channel between the WIP and the AC. Note
that even though there is no user traffic transported between the WP
and AC, there is still a CAPWAP Data Channel. The CAPWAP Dat a
Channel carries the | EEE 802.11 managenent traffic (like | EEE 802. 11
Action Franes).
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Fi gure 2 shows a system where the tunnel node is configured to tunne
data frames between the WIP and the AC using either the | EEE 802. 3
Tunnel or 802.11 Tunnel configurations. QOperators deploy this
configuration when they need to tunnel the user traffic. The
tunneling requirement may be driven by the need to apply policy at
the AC. This requirenent could be nmet in the locally bridged system
(Figure 1) if the Access Router (AR) inplenmented the required policy.
However, in many deployments, the operator managing the WIP is
different than the operator managi ng the Access Router. Wen the
operators are different, the policy has to be enforced in a tunne
term nation point in the WIP operator’s network.

S e +
| WIP |
L +
\\
\\  CAPWAP Control Channel R +
++ | AC |

/1 CAPWAP Dat a Channel : | |
/1 1EEE 802.11 Mynt Traffic | |

/1 Dat a Franes Fomm e +
/1

+----- +

| WIP |

- - +

Figure 2: Centralized Control and Centralized Data

The key difference with the locally bridged systemis that the data
franmes are tunneled to the AC instead of being locally bridged.

There are two shortcomings with the systemin Figure 2: 1) it does
not allow the WIP to tunnel data frames to an endpoint different from
the AC, and 2) it does not allow the WIP to tunnel data frames using
any encapsul ati on other than CAPWAP (as specified in Section 4.4.2 of
[ RFC5415]) .

Fi gure 3 shows a system where the WIP tunnels data franes to an
alternate entity different fromthe AC. The WP al so uses an

al ternate tunnel encapsul ation such as Layer 2 Tunneling Protoco
(L2TP), L2TPv3, IP-in-1P, IP/GRE, etc. This enables 1) independent
scaling of data plane and 2) |everaging of comonly used tunne
encapsul ati ons such as L2TP, CRE, etc.
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Alternate Tunnel to AR (L2TPv3, IP-1P, CAPWAP, etc.)

L + ( ) tmmmmmm e mm e aeeaaa +
| WIP | ======+Internet + | Access Rout er (AR)
+--- - - + (. ) S +
w.oo_ CAPWAP Contr ol
\\ ( ) Channel e +
++=+ nt er net + | AC |
N ) CAPWAP Dat a Channel : I +
11 | EEE 802. 11 Mgnt Traffic
/1
L + « ) S +
| WIP | ====+Internet + | Access Router
oo - + oo +

Alternate Tunnel to AR (L2TPv3, IP-in-1P, CAPWAP, etc.)
Figure 3: Centralized Control with an Alternate Tunnel for Data

The WIP may support wi dely used encapsul ation types such as L2TP,
L2TPv3, IP-in-1P, IP/GRE, etc. The WP advertises the different
alternate tunnel encapsul ation types it can support. The AC
configures one of the advertised types. As is shown in Figure 3,
there is a CAPWAP Control and Data Channel between the WIP and AC.
The CAPWAP Data Channel carries the stations’ nmanagenent traffic, as
in the case of the locally bridged system The main reason to

mai ntain a CAPWAP Data Channel is to maintain sinmlarity with the
locally bridged system The WP naintains three tunnels: CAPWAP
Control, CAPWAP Data, and another alternate tunnel for the data
franes. The data franes are transported by an alternate tunne
between the WIP and a tunnel termination point, such as an Access
Router. This specification describes how the alternate tunnel can be
established. The specification defines nmessage el enents for the WP
to advertise support for alternate tunnel encapsulation, for the AC
to configure alternate tunnel encapsulation, and for the WIP to
report failure of the alternate tunnel

The alternate tunnel encapsul ation also supports the third-party W.AN
service provider scenario (i.e., Virtual Network Operator (VNO)).
Under this scenario, the WLAN provider owns the WIP and AC resources
while the VNOs can rent the WIP resources fromthe W.AN provider for
networ k access. The AC belonging to the W.AN service provider
manages the WIPs in the centralized node

As shown in Figure 4, VNO 1 and VNO 2 don't possess the network
access resources; however, they provide services by acquiring
resources fromthe WLAN provider. Since a WIP is capabl e of
supporting up to 16 Service Set ldentifiers (SSIDs), the W.AN

provi der may provi de network access service for different providers
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1.

1.

with different SSIDs. For exanple, SSIDl is advertised by the WP
for VNO 1 while SSID2 is advertised by the WIP for VNO 2. Therefore,
the data traffic fromthe user can be directly steered to the
correspondi ng Access Router of the VNO who owns that user. As is
shown in Figure 4, AC can notify nultiple AR addresses for |oad

bal anci ng or redundancy.

-+
| AC |
+o - -+
CAPWAP- CTL |
|  CAPWAP- DATA: | EEE 802.11 Mynt Traffic

I
WLAN Provi der | VNO 1

+----- +  CAPWAP- DATA (SSI D1) Fom - +
SSIDI | WIP +--------mmmmmmm oo o - | Access Router 1]
SSI D2  +--+-++ e meeeao +
||
| | VNO 1
[ | GRE- DATA (SSI D1) e +
| A--mmme e - | Access Router 2|
| e +
|
| VNO 2
| CAPWAP- DATA ( SSI D2) Hommmmemmeaeaaan +
S R R R T T | Access Router 3|
Fom e e e e e oo oo +

Figure 4: Third-Party W.AN Servi ce Provider
1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Term nol ogy

Station (STA): A device that contains an | EEE 802. 11- conf or nant
Medi um Access Control (MAC) and Physical layer (PHY) interface to the
Wrel ess Medium (WY .

Access Controller (AC): The network entity that provides WIP access
to the network infrastructure in the data plane, control plane,
managenent plane, or a conbination therein.
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Access Router (AR): A specialized router usually residing at the edge
or boundary of a network. This router ensures the connectivity of
its network with external networks, a wi de area network, or the

I nternet.

Wrel ess Termi nation Point (WIP): The physical or network entity that
contai ns a Radi o Frequency (RF) antenna and wi rel ess Physical |ayer
(PHY) to transmit and receive station traffic for wirel ess access

net wor ks.

CAPWAP Control Channel: A bidirectional flow defined by the ACIP
Address, WIP | P Address, AC control port, WP control port, and the
transport-layer protocol (UDP or UDP-Lite) over which CAPWAP Contro
packets are sent and received.

CAPWAP Data Channel: A bidirectional flow defined by the ACIP
Address, WIP | P Address, AC data port, WP data port, and the
transport-layer protocol (UDP or UDP-Lite) over which CAPWAP Dat a
packets are sent and received. |n certain WIP nodes, the CAPWAP Dat a
Channel only transports | EEE 802. 11 managenent franes and not the
data plane (user traffic).

1.3. History of the Docunent

Thi s docunent was started to accomopdate Service Providers’ need of a
nore flexible depl oynent node with alternative tunnels [ RFC7494].
Experiments and tests have been done for this alternate tunnel
network infrastructure. However inportant, the depl oynent of

rel evant technology is yet to be conpleted. This Experinenta
docunent is intended to serve as an archival record for any future
work on the operational and depl oynent requirenents.
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2. Alternate Tunnel Encapsul ati on Overvi ew

ke ke
| WP | | AC
B L T e S B L T e S

| Join Request [ Supported Alternate |
| Tunnel Encapsul ations ] |

I
I
I |
|  EEE 802. 11 WLAN Configurati on Request [ |
| | EEE 802.11 Add W.AN, |
| Alternate Tunnel Encapsul ation ( |
| Tunnel Type, Tunnel Info El enent) |
I I
I
I

e s
| Setup |
| Alternate |
|

Tunnel |
R TE o
|  EEE 802. 11 W.AN Confi gurati on Response
|[[ Alternate Tunnel Encapsulation (
| Tunnel Type, Tunnel Info Element) ]

I L >
I
R
I
| Failure |
e L i
| WP Al ternate Tunnel Failure Indication
| (Report Failure (AR Address(es)))
I >
I
+- - - - - - -+
| Tunnel
| Established |
R i il o S
| WP Al ternate Tunnel Failure Indication
| (Report O earing Failure)
I e e >

I
I
I
I
I
I
I
I
I
I
I
I
I
Tunnel | |
I
I
I
I
I
I
I
I
I
I
I
I
I
I

Figure 5: Setup of an Alternate Tunnel
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The above exanpl e describes how the alternate tunnel encapsul ation
may be established. Wen the WIP joins the AC, it should indicate
its alternate tunnel encapsulation capability. The AC determ nes
whet her an alternate tunnel configuration is required. |If an
appropriate alternate tunnel type is selected, then the AC provides
the Alternate Tunnel Encapsul ations Type nessage el enment contai ni ng
the tunnel type and a tunnel -specific infornmation elenent. The
tunnel -specific information el ement, for exanple, may contain
information like the I P address of the tunnel ternination point. The
WP sets up the alternate tunnel using the Alternate Tunne
Encapsul ati ons Type nessage el enent.

Since an AC can configure a WIP with nore than one AR avail able for
the WIP to establish the data tunnel (s) for user traffic, it nay be
useful for the WIP to conmuni cate the selected AR To enabl e this,
the I EEE 802.11 W.AN Configuration Response may carry the Alternate
Tunnel Encapsul ati ons Type nessage el ement containing the AR |ist

el ement corresponding to the selected AR as shown in Figure 5.

On detecting a tunnel failure, the WIP SHALL forward data franes to
the AC and discard the frames. In addition, the WIP nay di ssoci ate
existing clients and refuse association requests fromnew clients.
Dependi ng on the inplenmentation and depl oynent scenari o, the AC nmay
choose to reconfigure the WLAN (on the WIP) to a Local Bridgi ng node
or to tunnel frames to the AC. Wen the WIP detects an alternate
tunnel failure, the WIP inforns the AC using a message el enent, |EEE
802.11 WIP Alternate Tunnel Failure Indication (defined in

Section 3.3). It MAY be carried in the WIP Event Request nessage
which is defined in [ RFC5415].

The WIP al so needs to notify the AC of which AR(s) are unavail abl e.
Particularly, in the VNO scenario, the AC of the W.AN service

provi der needs to maintain the association of the AR addresses of the
VNGs and SSIDs and provide this information to the WIP for the

pur pose of | oad bal anci ng or master-slave node.

The nmessage el enent has a Status field that indicates whether the
message is reporting a failure or clearing the previously reported
failure.

For the case where an AC is unreachable but the tunnel endpoint is
still reachable, the WIP behavior is up to the inplenentation. For
exanpl e, the WIP coul d choose to either tear down the alternate
tunnel or let the existing user’s traffic continue to be tunnel ed.

Zhang, et al. Experi ment al [ Page 10]



RFC 8350 Al ternate Tunnel April 2018

3. Extensions for CAPWAP Protocol Message El enents
3.1. Supported Alternate Tunnel Encapsul ations

This nmessage elenent is sent by a WIP to conmunicate its capability
to support alternate tunnel encapsul ations. The nessage el enent
contains the follow ng fields:

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Tunnel - Type 1 | Tunnel - Type 2
T S i S S i it Ui S S S S S S S S S it e U S S
| e | Tunnel - Type N
i I S i i i S i i S S ik SiE IR N

Figure 6: Supported Alternate Tunnel Encapsul ations
0 Type: 54 for Supported Alternate Tunnel Encapsul ations Type

0 Length: The length in bytes; two bytes for each Alternative
Tunnel - Type that is included

0 Tunnel -Type: This is identified by the value defined in
Section 3.2. There nay be one or nore Tunnel - Types, as is shown
in Figure 6.

3.2. Alternate Tunnel Encapsul ations Type

Thi s nmessage el enent can be sent by the AC, allows the AC to sel ect
the alternate tunnel encapsulation, and nay be provided along with
the | EEE 802.11 Add W.AN nessage el enent. Wen the nessage el enent
is present, the following fields of the | EEE 802. 11 Add W.AN el enent
SHALL be set as follows: MAC node is set to O (Local MAC), and Tunnel
Mode is set to O (Local Bridging). Besides, the nmessage el enent can
al so be sent by the WIP to communi cate the sel ected AR(S).

The nmessage el ement contains the follow ng fields:

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Tunnel - Type | Info Elenent Length

B Lt r s i i i o o T s ks S R S
| I nfo El enent
B s i R S e e s

Figure 7: Alternate Tunnel Encapsul ations Type
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0 Type: 55 for Alternate Tunnel Encapsul ations Type
0o Length: > 4

0 Tunnel - Type: The Tunnel -Type is specified by a 2-byte value. This
specification defines the values fromO to 6 as given below. The
remai ni ng val ues are reserved for future use.

* 0: CAPWAP. This refers to a CAPWAP Data Channel described in
[ RFC5415] and [ RFC5416].

* 1. L2TP. This refers to tunnel encapsul ation described in
[ RFC2661] .

* 2. L2TPv3. This refers to tunnel encapsul ation described in
[ RFC3931] .

* 3. IP-in-1P. This refers to tunnel encapsul ati on described in
[ RFC2003] .

* 4. PMPv6-UDP. This refers to the UDP encapsul ati on node for
Proxy Mobile I Pv6 (PM Pv6) described in [RFC5844]. This
encapsul ati on node is the basic encapsul ati on node and does not
i nclude the TLV header specified in Section 7.2 of [RFC5845].

* 5. GRE. This refers to GRE tunnel encapsul ation as descri bed
in [ RFC2784] .

* 6. GIPv1l-U This refers to the GPRS Tunnelling Protocol (GIP)
User Pl ane node as described in [TS. 3GPP. 29. 281] .

o Info Elenent: This field contains tunnel-specific configuration
paraneters to enable the WIP to set up the alternate tunnel. This
specification provides details for this elenent for CAPWAP
PM Pv6, and GRE. This specification reserves the tunnel type
val ues for the key tunnel types and defines the nbst common
message elenents. It is anticipated that nessage el enents for the
other protocols (like L2TPv3) will be defined in other
specifications in the future.

3. 3. | EEE 802.11 WIP Alternate Tunnel Failure |Indication

The WIP MAY include the Alternate Tunnel Failure |ndication nessage
in a WIP Event Request nessage to informthe AC about the status of
the alternate tunnel. For the case where the WP establishes data
tunnels with multiple ARs (e.g., under a VNO scenario), the WP needs
to notify the AC of which AR(s) are unavail able. The nessage el enent
contains the follow ng fields:
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4.

4.1,

0 1 2 3
01234567890123456789012345678901
T S T T T G T S TR S U S G S T T S

| WAN ID | St at us | Reserved

B T e o i S I i i S S N iy St S I S S
. Access Router Information El enent .
i A S S g S S

Figure 8: | EEE 802.11 WIP Alternate Tunnel Failure Indication
Type: 1062 for |EEE 802.11 WIP Alternate Tunnel Failure Indication
Length: > 4

W.LAN I D: An 8-bit value specifying the WLAN Identifier. The value
MJUST be between 1 and 16.

Status: An 8-bit boolean indicating whether the radio failure is
being reported or cleared. A value of 0 is used to clear the
event, while a value of 1 is used to report the event.

Reserved: MJST be set to a value of 0 and MJST be ignored by the
receiver.

Access Router Information Elenent: The |Pv4 or | Pv6 address of the
Access Router that term nates the alternate tunnel. The Access
Router Information Elenments allow the WIP to notify the AC of

whi ch AR(s) are unavail abl e.

Al ternate Tunnel Types

CAPWAP- Based Alternate Tunne

If the CAPWAP encapsul ation is selected by the AC and confi gured by
the ACto the WIP, the Info Element field defined in Section 3.2
SHOULD contain the followi ng information:

(o]

Access Router Information: The I Pv4 or | Pv6 address of the Access
Router for the alternate tunnel

Tunnel DTLS Policy: The CAPWAP protocol allows optional protection
of data packets using DILS. Use of data packet protection on a
WIP is not nandatory but is determnmined by the associated AC
policy. (This is consistent with the WIP behavi or described in

[ RFC5415] .)
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4.

2.

o | EEE 802. 11 Taggi ng Mode Policy: It is used to specify how the
CAPWAP Dat a Channel packets are to be tagged for QS purposes (see
[ RFC5416] for nore details).

o CAPWAP Transport Protocol: The CAPWAP protocol supports both UDP
and UDP-Lite (see [RFC3828]). Wen run over |Pv4, UDP is used for
t he CAPWAP Data Channels. Wen run over |Pv6, the CAPWAP Data
Channel nay use either UDP or UDP-Lite.

The message el ement structure for CAPWAP encapsul ation is shown in
Fi gure 9:

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

| Tunnel - Type=0 | Info El enent Length
B T e o i S I i i S S N iy St S I S S
Access Router |Infornation El enment
e e e e e e e e e e b e m e e e e e e b e e e e e e e e e e e
Tunnel DTLS Policy El enent
i T o T e e e e et o S ol S R R SR
| EEE 802. 11 Taggi ng Mbde Policy El ement
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
CAPWAP Transport Protocol El enent
e e e e e e e e e e b e e e e e e e e e e m e e e e e e e e e

Figure 9: Alternate Tunnel Encapsul ation - CAPWAP
PM Pv6- Based Alternate Tunne

A user plane based on PM Pv6 (defined in [RFC5213]) can al so be used
as an alternate tunnel encapsul ati on between the WIP and the AR In
this scenario, a WIP acts as the Mbile Access Gateway (MAG function
that manages the nmobility-related signaling for a station that is
attached to the WIP | EEE 802. 11 radi o access. The Local Mdbility
Anchor (LMA) function is at the AR If PM Pv6 UDP encapsulation is
sel ected by the AC and configured by the ACto a WIP, the Info

El ement field defined in Section 3.2 SHOULD contain the follow ng

i nformati on:

0 Access Router (acting as LMA) Information: |1Pv4 or |Pv6 address
for the alternate tunnel endpoint.
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The message el enent structure for PM Pv6 encapsul ation is shown in
Fi gure 10:

0 1 2 3
01234567890123456789012345678901
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

| Tunnel - Type=4 | Info El enent Length

e o T i i o o O S e S ol o S S S s it SR R SR S
Access Router |Infornmation El enent

B s e i o e S e e e it S S S e S S i st it S SRR TR e S

Fi gure 10: Alternate Tunnel Encapsul ation - PM Pv6
4.3. GRE-Based Alternate Tunne

A user plane based on Generic Routing Encapsul ation (defined in

[ RFC2784]) can al so be used as an alternate tunnel encapsul ation
between the WIP and the AR In this scenario, a WIP and the Access
Rout er represent the two endpoints of the GRE tunnel. If GREis
sel ected by the AC and configured by the ACto a WIP, the Info

El ement field defined in Section 3.2 SHOULD contain the follow ng

i nformati on:

o0 Access Router Information: The I Pv4 or | Pv6 address for the
al ternate tunnel endpoint.

0 GRE Key Information: The Key field is intended to be used for
identifying an individual traffic flowwithin a tunnel [RFC2890].

The nmessage el enent structure for GRE is shown in Figure 11

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Tunnel - Type=5 | Info El enent Length

e i el T I N N e e T ik IR R R R R RN i el R NI N R R R i el S
Access Router Information El enent

+++++++++++++++++++++++++++++++++

CGRE Key El enent
R R e o i i i i i S i S S S e T T s i T S S S S e 5

Figure 11: Alternate Tunnel Encapsulation - GRE
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5.

5.

5.

Al ternate Tunnel Information El enents

This section defines the various el ements described in Sections 4.1,
4.2, and 4. 3.

These information elenents can only be included in the Alternate
Tunnel Encapsul ati ons Type nessage el ement and the | EEE 802.11 WP
Al ternate Tunnel Failure Indication nessage el enment as their sub-
el ement s.

1. Access Router Information El enents

The Access Router Information Elenents allow the ACto notify a WIP
of which AR(s) are available for establishing a data tunnel. The AR
informati on may be an | Pv4 or | Pv6 address. For any Tunnel - Type,
this information el ement SHOULD be included in the Alternate Tunnel
Encapsul ati ons Type nessage el enent.

If the Alternate Tunnel Encapsul ations Type nessage el enent is sent
by the WIP to communi cate the selected AR(s), this Access Router
I nformation El enment SHOULD be included in it.

The following are the Access Router Information Elenents defined in
this specification. The AC can use one of themto notify the WIP
about the destination information of the data tunnel. The Elenents
containing the AR | Pv4 address MJUST NOT be used if an | Pv6 Data
Channel with I Pv6 transport is used.

1.1. AR IPv4 List Elenent

This elenent (see Figure 12) is used by the ACto configure a WIP
with the AR | Pv4 address available for the WIP to establish the data
tunnel for user traffic.

0 1 2 3

012345678901234567890123456789°01
i A S S g S S
| AR IPv4 Element Type | Length |
T T T T S St S S S T S S T T S S S
. AR | Pv4 Address-1 .
B T e o i S I i i S S N iy St S I S S
. AR | Pv4 Address-2 .
i A S S g S S
. AR | Pv4 Address-N .
T S T T T G T S TR S U S G S T T S

Figure 12: AR | Pv4 List Elenent
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Type: O

Length: This refers to the total length in octets of the elenent,
excluding the Type and Length fields.

AR | Pv4 Address: The | Pv4 address of the AR At |east one | Pv4
address SHALL be present. Miltiple addresses nay be provided for
| oad bal ancing or redundancy.

5.1.2. AR | Pv6 List Elenent

This elenent (see Figure 13) is used by the ACto configure a WIP
with the AR | Pv6 address available for the WIP to establish the data
tunnel for user traffic.

0 1 2 3
012345678901234567890123456789°01
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| AR | Pv6 El enent Type | Length

B Lt r s i i i o o T s ks S R S
. AR | Pv6 Address-1 .
B s T s s e T o e S T ks et s oot ST S S S o S S 3
. AR | Pv6 Address-2 .
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
. AR | Pv6 Address-N .
e o T i i o o O S e S ol o S S S s it SR R SR S

Figure 13: AR | Pv6 List Elenent
Type: 1

Length: This refers to the total length in octets of the el enent
excluding the Type and Length fields.

AR | Pv6 Address: The I Pv6 address of the AR At |east one |IPv6
address SHALL be present. Miltiple addresses nay be provided for
| oad bal anci ng or redundancy.

5.2. Tunnel DTLS Policy El enent

The AC distributes its Datagram Transport Layer Security (DTLS) usage
policy for the CAPWAP data tunnel between a WIP and the AR  There
are nultiple supported options, which are represented by the bit
fields below as defined in AC Descriptor nessage el ements. The WP
MUST abi de by one of the options for tunneling user traffic with AR
The Tunnel DTLS Policy El ement obeys the definition in [ RFC5415].

If, for reliability reasons, the AC has provided nore than one AR
address in the Access Router Information El ement, the same Tunne

Zhang, et al. Experi ment al [ Page 17]



RFC 8350 Al ternate Tunnel April 2018

DTLS Policy (the last one in Figure 14) is generally applied for all
tunnel s associated with those ARs. Oherw se, Tunnel DTLS Policy
MUST be bonded together with each of the Access Router Infornation

El ements, and the WIP wi Il enforce the independent tunnel DTLS policy
for each tunnel with a specific AR

0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Tunnel DTLS Policy El enment Type| Length |
B T e o i S I i i S S N iy St S I S S
| Reser ved | DI C R

T e S S T A S S S T T g omp s
. AR I nformation .
T S i T S S S i S S S i i S
Reserved | D C R
B T e o i S I i i S S N iy St S I S S
. AR | nformation .
T S i S S e T T i S S S S T s wu U
T S i T S S S i S S S i i S
Reserved | D C R
B T e o i S I i i S S N iy St S I S S

Fi gure 14: Tunnel DTLS Policy El enent
Type: 2

Length: This refers to the total length in octets of the el enent
excluding the Type and Length fields.

Reserved: A set of reserved bits for future use. Al inplenmentations
complying with this protocol MJST set to 0 any bits that are reserved
in the version of the protocol supported by that inplenentation
Receivers MJUST ignore all bits not defined for the version of the
protocol they support.

D: DTLS- Enabl ed Data Channel Supported (see [ RFC5415]).

C. Cear Text Data Channel Supported (see [RFC5415]).

R A reserved bit for future use (see [RFC5415]).

AR Information: This neans Access Router Information Element. In

this context, each address in AR Informati on MJUST be one of
previously specified AR addresses.
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In Figure 14, the last elenent that has no AR Infornmation is the
default tunnel DTLS policy, which provides options for any address
not previously nentioned. Therefore, the AR Information field here
is optional. In this elenent, if all ARs share the sane tunnel DTLS
policy, there won’t be an AR Information field or its specific tunne
DTLS policy.

5.3. | EEE 802. 11 Taggi ng Mbde Policy El enent

In | EEE 802.11 networks, the | EEE 802.11 Taggi ng Mbde Policy El enment
is used to specify how the WIP applies the QoS taggi ng policy when
receiving the packets fromstations on a particular radio. Wen the
WP sends out the packet to data channel to the AR(s), the packets
have to be tagged for QoS purposes (see [ RFC5416]).

The | EEE 802.11 Taggi ng Mbde Policy abides by the | EEE 802.11 WP
Quality of Service defined in Section 6.22 of [RFC5416].

If, for reliability reasons, the AC has provided nore than one AR
address in the Access Router Information Elenment, the sane | EEE
802. 11 Taggi ng Mode Policy (the last one in Figure 15) is generally
applied for all tunnels associated with those ARs. O herw se, |EEE
802. 11 Taggi ng Mode Policy MIST be bonded together with each of the
Access Router Information Elenents, and the WIP will enforce the

i ndependent | EEE 802. 11 Taggi ng Mode Policy for each tunnel with a
specific AR

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Taggi ng Mbde Policy Ele. Type | Length |
B Lt r s i i i o o T s ks S R S
| Reser ved [PlQD Ol
B s T s s e T o e S T ks et s oot ST S S S o S S 3
. AR I nformation .
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Reser ved [PIQ D gl
B Lt r s i i i o o T s ks S R S
. AR | nformation .
B s T s s e T o e S T ks et s oot ST S S S o S S 3
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Reser ved [PIQ D gl
B Lt r s i i i o o T s ks S R S

Fi gure 15: | EEE 802.11 Taggi ng Mbde Policy El enment
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Type: 3

Length: This refers to the total length in octets of the el enent
excluding the Type and Length fields.

Reserved: A set of reserved bits for future use

P. Wen set, the WIP is to enploy the | EEE 802. 1p QoS nechani sm (see
[ RFC5416]).

Q VWhen the 'P bit is set, the "Q bit is used by the ACto
conmuni cate to the WIP how | EEE 802. 1p QoS is to be enforced (see
[ RFC5416]) .

D: When set, the WIP is to enploy the DSCP Q@S nechani sm (see
[ RFC5416]) .

O Wien the 'D bit is set, the 'O bit is used by the ACto
communi cate to the WIP how Differentiated Services Code Point (DSCP)
QS is to be enforced on the outer (tunneled) header (see [ RFC5416]).

I: When the "D bit is set, the "I’ bit is used by the ACto
comrmuni cate to the WIP how DSCP QvS is to be enforced on the
station’s packet (inner) header (see [RFC5416]).

AR I nformati on: This neans Access Router |nformation El enent. In
this context, each address in AR informati on MJUST be one of the
previously specified AR addresses.

In Figure 15, the last elenent that has no AR infornmation is the
default | EEE 802. 11 Taggi ng Mode Policy, which provides options for
any address not previously nentioned. Therefore, the AR Information
field here is optional. |If all ARs share the sane | EEE 802. 11
Taggi ng Mbde Policy, in this elenent, there will not be an AR
Information field and its specific | EEE 802.11 Taggi ng Mbde Poli cy.

5.4. CAPWAP Transport Protocol El enent

The CAPWAP data tunnel supports both UDP and UDP-Lite (see

[ RFC3828]). Wen run over |IPv4, UDP is used for the CAPWAP Dat a
Channel s. VWhen run over |Pv6, the CAPWAP Data Channel may use either
UDP or UDP-Lite. The AC specifies and configures the WIP for which
the transport protocol is to be used for the CAPWAP data tunnel

The CAPWAP Transport Protocol Elenent abides by the definition in
Section 4.6.14 of [RFC5415].
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If, for reliability reasons, the AC has provided nore than one AR
address in the Access Router Information Elenment, the sane CAPWAP
Transport Protocol (the last one in Figure 16) is generally applied
for all tunnels associated with those ARs. O herw se, CAPWAP
Transport Protocol MJST be bonded together with each of the Access
Router Information Elenents, and the WIP will enforce the independent
CAPWAP Transport Protocol for each tunnel with a specific AR

0 1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Type=4 | Length |
B s S S i i i ks a ks st S S S S S S
| Transport | Reserved |

i T i i o e e R o i s i SR NI TR R R SR

. AR I nformation .

B T e o i S I i i S S N iy St S I S S
Transport | Reserved

T e e i i e e S e s E e i s s SN SR

. AR | nformation .

i T o T e e e et o S s S R R SR

B T e o i S I i i S S N iy St S I S S
Transport | Reserved

T e e i i e e S e s E e i s s SN SR

Fi gure 16: CAPWAP Transport Protocol El enent
Type: 4
Length: 1

Transport: The transport to use for the CAPWAP Data Channel. The
foll owi ng enunerated val ues are support ed:

1 - UDP-Lite: The UDP-Lite transport protocol is to be used for
the CAPWAP Data Channel. Note that this option MJUST NOT be used
if the CAPWAP Control Channel is being used over IPv4 and if the
AR address contained in the AR Information Elenment is an | Pv4
addr ess.

2 - UDP. The UDP transport protocol is to be used for the CAPWAP
Dat a Channel .

AR I nformati on: This nmeans Access Router |Information El enent. In

this context, each address in AR informati on MJUST be one of the
previously specified AR addresses.
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In Figure 16, the last elenent that has no AR infornmation is the
defaul t CAPWAP Transport Protocol, which provides options for any
address not previously mentioned. Therefore, the AR Information
field here is optional. |If all ARs share the sane CAPWAP Transport
Protocol, in this elenent, there will not be an AR Information field
and its specific CAPWAP Transport Protocol.

5.5. GRE Key El enent

If a WIP receives the GRE Key Elenent in the Alternate Tunnel
Encapsul ati ons Type nessage el enent for GRE sel ection, the WIP MJST
insert the GRE Key to the encapsul ati on packet (see [RFC2890]). An
AR acting as a decapsul ati ng tunnel endpoint identifies packets
belonging to a traffic flow based on the Key val ue.

The GRE Key Elenent field contains a 4-octet nunber defined in
[ RFC2890] .

If, for reliability reasons, the AC has provided nore than one AR
address in the Access Router Information Element, a GRE Key El enent
MAY be bonded together with each of the Access Router Information
El ements, and the WIP will enforce the independent GRE Key for each
tunnel with a specific AR

1 2 3
1234567890123456789012345678901
e T S s i S S e S T S S e
o -+

0
0

+

CGRE Key El emrent Type | Length |
B i s s i S S i S T ai i S SRS S S

GRE Key |
i i T S i i i i i S S S S S S S
. AR | nformation .
i T o T e e e et o S s S R R SR

CGRE Key

B T e o i S I i i S S N iy St S I S S
. AR | nformation .
T T i e i i e T e b s S S SN S

+-
|
+-
|
+-

B e e i o e S e e i S S T e R i ik T TR o S S S e
Figure 17: GRE Key El enment
Type: 5

Length: This refers to the total length in octets of the el enent
excluding the Type and Length fields.
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CGRE Key: The Key field contains a 4-octet nunber that is inserted by
the WIP according to [ RFC2890].

AR I nformation: This neans Access Router Information Elenent. In
this context, it SHOULD be restricted to a single address and MJST be
the address of one of previously specified AR addresses.

Any address not explicitly nentioned here does not have a GRE key.
5.6. | Pv6 MIU El enent

If AC has chosen a tunneling nechani sm based on I Pv6, it SHOULD
support the ninimum I Pv6 MIU requi rements [ RFC8200]. This issue is
described in [ARCH TUNNELS]. AC SHOULD i nformthe WP about the |Pv6
MIU i nformation in the Tunnel Info Elenment field.

If, for reliability reasons, the AC has provided nore than one AR
address in the Access Router Information Elenent, an |Pv6é MIU El enent
MAY be bonded together with each of the Access Router Information

El enents, and the WIP will enforce the independent |Pv6é MIU for each
tunnel with a specific AR

0 1 2 3
01234567890123456789012345678901
I S S S T i S S S T 3
| | Pv6 MIU El emrent Type | Length |
T i T i T S s it S S s
| M ni mum | Pv6 MIU | Reserved |
B T e o i S I i i S S N iy St S I S S
. AR | nformation .
I S S S T i S S S T 3
M ni mum | Pv6 MIU | Reserved

I i T i S i S S S
. AR I nformation .
B T e o i S I i i S S N iy St S I S S

e S i i S S S ik St Ui SN SN S S R S S S S R e
Fi gure 18: | Pv6 MIU El enent
Type: 6

Length: This refers to the total length in octets of the el enent
excluding the Type and Length fi el ds.

M ni mum | Pv6 MIU. The field contains a 2-octet nunber indicating the
m ni mum | Pv6 MIU in the tunnel.
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AR I nformation: This neans Access Router Information Elenent. In
this context, each address in AR informati on MUST be one of
previously specified AR addresses.

6. | ANA Consi der ations

Per this docunent, |ANA has registered the follow ng values in the
exi sting "CAPWAP Message El enent Type" registry, defined in
[ RFC5415] .

0 54: Supported Alternate Tunnel Encapsul ations Type as defined in
Section 3.1.

o b55: Alternate Tunnel Encapsul ations Type as defined in
Section 3. 2.

o 1062: |IEEE 802.11 WIP Alternate Tunnel Failure Indication as
defined in Section 3.3.

Per this docunent, | ANA has created a registry called "Alternate
Tunnel - Types" under "CAPWAP Paraneters". This specification defines
the Alternate Tunnel Encapsul ations Type nessage el ement. This

el ement contains a field Tunnel -Type. The nanmespace for the field is
16 bits (0-65535). This specification defines values 0 through 6 and
can be found in Section 3.2. Future allocations of values in this
nanespace are to be assigned by | ANA using the "Specification

Requi red" policy [RFC8126]. The registry format is given bel ow.

Descri ption Val ue Ref er ence

CAPWAP 0 [ RFC5415] [ RFC5416]
L2TP 1 [ RFC2661]

L2TPv3 2 [ RFC3931]

I P-1P 3 [ RFC2003]

PM Pv6- UDP 4 [ RFC5844]

GRE 5 [ RFC2784]

GIPv1-U 6 [ TS. 3GPP. 29. 281]
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8.

8.

Per this docunent, | ANA has created a registry called "Alternate
Tunnel Sub-el ements" under "CAPWAP Paraneters". This specification
defines the Alternate Tunnel Sub-elenments. Currently, these

i nformati on el enents can only be included in the Alternate Tunne
Encapsul ati ons Type nessage elenent with the | EEE 802.11 WP

Al ternate Tunnel Failure Indication nessage elenent as its sub-

el ements. These infornmation elenents contain a Type field. The
namespace for the field is 16 bits (0-65535). This specification
defines values 0 through 6 in Section 5. This namespace i s managed
by 1 ANA, and assignnments require an Expert Review [ RFC8126].

Description Val ue
AR | Pv4 Li st

AR | Pv6 Li st

Tunnel DTLS Policy

| EEE 802. 11 Taggi ng Mbde Policy
CAPWAP Transport Protoco

GRE Key

| Pv6 MIU

ok, wWNEFO

Security Considerations

Thi s docunent introduces three new CAPWAP WIP nessage el enents.
These el enents are transported wi thin CAPWAP Control nessages as the
exi sting nessage el enents. Therefore, this docunent does not

i ntroduce any new security risks to the control plane conpared to

[ RFC5415] and [RFC5416]. In the data plane, if the encapsul ation
type selected itself is not secured, it is suggested to protect the
tunnel by using known secure nethods, such as |Psec.
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