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Abstract

Thi s docunent di scusses aspects to consi der when devel oping a
solution for MPLS flow identification. The key application that
needs this solution is in-band performance nonitoring of MPLS fl ows
when MPLS is used to encapsul ate user data packets.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
https://ww. rfc-editor.org/info/rfc8372
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1. I nt roducti on

Thi s docunent di scusses the aspects that need to be consi dered when
devel oping a solution for MPLS flow identification. The key
application that needs this is in-band performance nonitoring of MPLS
flows when MPLS is used to encapsul ate user data packets.

There is a need to identify flows in MPLS networks for various
applications such as determ ni ng packet | oss and packet del ay
measurenent. A nethod of |oss and del ay neasurenent in MPLS networks
was defined in [RFC6374]. When used to neasure packet |oss,

[ RFC6374] depends on the use of injected Operations, Administration
and Mai ntenance (OAM packets to designate the begi nning and the end
of the packet group over which packet loss is being neasured. |If the
m sordering of packets fromone group relative to the follow ng group
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or the misordering of any of the packets being counted relative to
the Loss Measurenent packet [RFC6374] occurs, then an error will
occur in the packet |oss neasurenent.

In addition, [RFC6374] did not support different granularities of
flow or address a nunber of nultipoint cases in which two or nore

i ngress Label Switching Routers (LSRs) could send packets to one or
nore destinations.

Due to the very low loss rate in normal operation, inprovenents in
I'ink and transm ssion technol ogi es have nmade it nore difficult to
assess packet |oss using active perfornance neasurenent nethods with
synthetic traffic. That, together with nore denmandi ng service-Ileve
requi renents, means that network operators now need to be able to
nmeasure the loss of the actual user data traffic using passive
performance neasurenent nethods. Any techni que depl oyed needs to be
transparent to the end user, and it needs to be assunmed that they
will not take any active part in the neasurenent process. |ndeed, it
is inportant that any flow identification technique be invisible to
them and that no remmant of the neasurenment process leaks into their
net wor k.

Additionally, when there are nultiple traffic sources, such as in

mul ti point-to-point and nul tipoint-to-nultipoint network
environnents, there needs to be a nethod whereby the sink can

di stingui sh between packets fromthe various sources; that is to say,
a nul tipoint measurenent nodel needs to be devel oped.

2. Loss Measur enent Consi derations

Modern networks, if not oversubscribed, generally drop relatively few
packets; thus, packet |oss neasurenent is highly sensitive to the
common denarcation of the exact set of packets to be neasured for

|l oss. Wthout sone formof coloring or batch nmarking such as that
proposed in [ RFC8321], it may not be possible to achieve the required
accuracy in the |oss neasurenent of custoner data traffic. Thus,

when accurate neasurenent of packet loss is required, it may be
econoni cal | y advant ageous, or even be a technical requirenment, to

i nclude sone formof marking in the packets to assign each packet to
a particular counter for |oss neasurenment purposes.

When this level of accuracy is required and the traffic between a
source-destination pair is subject to Equal -Cost Multipath (ECW), a
demarcati on nechanismis needed to group the packets into batches.
Once a batch is correlated at both ingress and egress, the packet
accounting mechanismis then able to operate on the batch of packets
that can be accounted for at both the packet ingress and the packet
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egress. FErrors in the accounting are particularly acute in Labe
Swi tched Paths (LSPs) subjected to ECMP because the network transit
time will be different for the various ECVMP paths since:

1. the packets may traverse different sets of LSRs;

2. the packets may depart fromdifferent interfaces on different
line cards on LSRs; and

3. the packets may arrive at different interfaces on different |ine
cards on LSRs.

A consideration with this solution on nodifying the identity |abe
(the MPLS | abel ordinarily used to identify the LSP, Virtual Private
Net wor k, Pseudowire, etc.) to indicate the batch is the inpact that
this has on the path chosen by the ECMP nechani sm \When the nenber
of the ECMP path set is chosen by deep packet inspection, a change of
batch represented by a change of identity |abel will have no inpact
on the ECMP path. |[|f the path nmenber is chosen by reference to an
entropy | abel [RFC6790], then changing the batch identifier will not
result in a change to the chosen ECMP path. ECMP is so pervasive in
mul tipoint-to-(nulti)point networks that some nethod of avoiding
accounting errors introduced by ECMP needs to be support ed.

3. Delay Measurenent Considerations

Most of the existing delay nmeasurenent nethods are active nethods
that depend on the extra injected test packet to evaluate the del ay
of a path. Wth the active neasurenent nmethod, the rate, nunbers
and interval between the injected packets may affect the accuracy of
the results. Due to ECMP (or |ink aggregation techniques), injected
test packets may traverse different links fromthe ones used by the
data traffic. Thus, measuring the delay of the real traffic is
required.

For conbined | oss and del ay neasurenents, both the |oss and the del ay
consi derations apply.

4. Units of ldentification

The nost basic unit of identification is the identity of the node
that processed the packet on its entry to the MPLS network. However,
the required unit of identification may vary dependi ng on the use
case for accounting, performance measurement, or other types of
packet observations. |In particular, note that there may be a need to
i npose identity at several different |layers of the MPLS | abel stack
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This docunent considers the identification of the following traffic
conponent s:

0 Per source LSR everything fromone source is aggregated

0o Per group of LSPs chosen by an ingress LSR an ingress LSP
aggregates a group of LSPs (e.g., all the LSPs of a tunnel)

0 Per LSP: the basic form
o Per flow [RFC6790] within an LSP: a fine-grained nmethod

Note that a fine-grained identity resolution is needed when there is
a need to performthese operations on a flow not readily identified
by some other element in the |abel stack. Such a fine-grained

resol ution may be possible by deep packet inspection. However, this
may not al ways be possible, or it may be desired to mnimze
processing costs by doing this only on entry to the network. Adding
a suitable identifier to the packet for reference by ot her network
el ements mninizes the processing needed by other network el enents.
An exanpl e of such a fine-grained case might be traffic belonging to
a certain service or froma specific source, particularly if matters
related to service | evel agreenment or application performance were
bei ng i nvesti gat ed.

We can thus characterize the identification requirenment in the
followi ng broad terms:

0 There needs to be some way for an egress LSR to identify the
ingress LSR with an appropriate degree of scope. This concept is
di scussed further in Section 6.

0 There needs to be a way to identify a specific LSP at the egress
node. This allows for the case of instrunenting nultiple LSPs
operating between the sanme pair of nodes. In such cases, the
identity of the ingress LSRis insufficient.

o In order to conserve resources such as |abels, counters, and/or
conmpute cycles, it my be desirable to identify an LSP group so
that an operation can be performed on the group as an aggregate.

0 There needs to be a way to identify a flowwithin an LSP. This is
necessary when investigating a specific flow that has been
aggregated into an LSP.

The unit of identification and the nmethod of deternining which

packets constitute a flow will be specific to the application or use
case and are out of scope of this docunent.
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5.

Types of LSP

We need to consider a nunber of types of LSP. The two sinplest types
to nonitor are point-to-point LSPs and point-to-nultipoint LSPs. The
ingress LSR for a point-to-point LSP, such as those created using the
Resource Reservation Protocol - Traffic Engi neering (RSVP-TE)

[ RFC5420] signaling protocol or those that conformto the MPLS
Transport Profile (MPLS-TP) [RFC5654], may be identified by

i nspection of the top label in the stack because, at any provider-
edge (PE) or provider (P) router on the path, the top | abel is unique
to the ingress-egress pair at every hop at a given layer in the LSP
hi erarchy. Provided that Penultimte Hop Popping (PHP) is disabled,
the identity of the ingress LSR of a point-to-point LSP is avail able
at the egress LSR; thus, determining the identity of the ingress LSR
nmust be regarded as a solved problem Note, however, that the
identity of a flow cannot to be determ ned without further

i nformati on being carried in the packet or gleaned from sone aspect

of the packet payl oad.

In the case of a point-to-multipoint LSP, and in the absence of PHP
the identity of the ingress LSR may al so be inferred fromthe top

| abel . However, it may not possible to adequately identify the flow
fromthe top | abel alone; thus, further information may need to be
carried in the packet or gleaned from sone aspect of the packet

payl oad. In designing any solution, it is desirable that a conmon
flow identification solution be used for both point-to-point and
point-to-multipoint LSP types. Similarly, it is desirable that a
common net hod of LSP group identification be used. |In the above
cases, a context |abel [RFC5331] needs to be used to provide the
required identity information. This is a widely supported MPLS
feature.

A nore interesting case is the case of a nultipoint-to-point LSP. In
this case, the same label is normally used by multiple ingress or
upstream LSRs; hence, source identification is not possible by

i nspection of the top label by the egress LSRs. It is therefore
necessary for a packet to be able to explicitly convey any of the
identity types described in Section 4.

Simlarly, in the case of a nmultipoint-to-multipoint LSP, the sane

| abel is normally used by nmultiple ingress or upstream LSRs; hence,
source identification is not possible by inspection of the top | abe
by egress LSRs. The various identity types described in Section 4
are agai n needed. Note, however, that the scope of the identity may
be constrained to be unique within the set of nultipoint-to-

mul tipoint LSPs term nating on any comon node.
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6.

Net wor k Scope

The scope of identification can be constrained to the set of flows
that are uniquely identifiable at an ingress LSR or some aggregation
thereof. There is no need for an ingress LSR to seek assistance from
out side the MPLS protocol donain.

In any solution that constrains itself to carrying the required
identity in the MPLS | abel stack rather than in sone different

associ ated data structure, constraints on the choice of |abel and

| abel stack size inply that the scope of identity resides within that
MPLS domain. For simlar reasons, the identity scope of a conponent
of an LSP is constrained to the scope of that LSP

Backwar ds Conpatibility

In any network, it is unlikely that all LSRs will have the same
capability to support the nethods of identification discussed in this
docunent. It is therefore an inportant constraint on any fl ow
identity solution that it is backwards conpatible with depl oyed MPLS
equi prent to the extent that deploying the new feature will not

di sabl e anything that currently works on the | egacy equi prment.

This is particularly the case when the deploynent is increnental or
the feature is not required for all LSRs or all LSPs. Thus, the flow
identification design nmust support the coexistence of LSRs that can
identify the traffic conponents described in Section 4 and those that
cannot. In addition, the identification of the traffic conponents
described in Section 4 nmust be an optional feature that is disabled
by default. As a design sinplification, a solution nmay require that
all egress LSRs of a point-to-nultipoint or a nultipoint-to-
nmul ti point LSP support the identification type in use so that a
singl e packet can be correctly processed by all egress devices. The
corollary of this last point is that either all egress LSRs are
enabl ed to support the required identity type or none of them are.

Data Pl ane

There is a huge installed base of MPLS equipnent; typically, this
type of equipnment remains in service for an extended period of tineg,
and in many cases, hardware constraints nmean that it is not possible
to upgrade its data-plane functionality. Changes to the MPLS data

pl ane are therefore expensive to inplenent, add conplexity to the
network, and may significantly inpact the deployability of a solution
that requires such changes. For these reasons, MPLS users have set a
very high bar to changes to the MPLS data plane, and only a very
smal | nunber have been adopted. Hence, it is inportant that the

met hod of identification nust mninze changes to the MPLS data
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pl ane. ldeally, nethod(s) of identification that require no changes
to the MPLS data pl ane should be given preferential consideration
If a nethod of identification that nmakes a change to the data pl ane

is chosen, it will need to have a significant advantage over any
met hod that nmakes no change, and the advantage of the approach wll
need to be carefully evaluated and docunented. |f a change to the

MPLS data pl ane proves necessary, it should be (a) as snall a change
as possible and (b) a general -purpose nethod, so as to maxinize its
use for future applications. It is inperative that, as far as can be
foreseen, any necessary change nmade to the MPLS data pl ane does not

i npose any foreseeable future limtation on the MPLS data pl ane.

Stack size is an issue with many MPLS inpl enentations both as a
result of hardware limtations and due to the inpact on networks and
applications in which a |large nunber of small payl oads need to be
transported. |In particular, one MPLS payl oad may be carried inside
anot her. For exanple, one LSP may be carried over another LSP, or a
Pseudowire (PW or sinmilar nultiplexing construct may be carried over
an LSP, and identification may be required at both layers. O
particular concern is the inplenentation of |ow cost edge LSRs that,
for cost reasons, have a significant limt on the nunber of Labe
Stack Entries (LSEs) that they can inpose or dispose. Therefore, any
met hod of identity nust not consune an excessive number of unique

| abel s and nust not result in an excessive increase in the size of

t he | abel stack.

The design of the MPLS data plane provides two types of special -
purpose | abels: the original 16 reserved | abels and the ruch |arger
set of special -purpose | abels defined in [RFC7274]. The origina
reserved | abel s need one LSE, and the newer special -purpose | abels

[ RFC7274] need two LSEs. G ven the tiny nunber of original reserved
| abels, it is core to the MPLS desi gn philosophy that this scarce
resource is only used when it is absolutely necessary. Using a
speci al - purpose |l abel to encode flow identity requires two | abe
stack entries, one for the reserved | abel and one for the fl ow
identity. Use of extended special - purpose |abels [RFC7274] requires
a total of three |abel stack entries to encode the flow identity.
The larger set of [RFC7274] |abels requires two | abel stack entries
for the special -purpose |abel itself; hence, a total of three |abe
stack entries is needed to encode the flow identity.

The use of special -purpose | abels [ RFC7274] as part of a nmethod to
encode the identity information therefore has a nunber of undesirable
implications for the data plane. Thus, while a solution nay use
speci al - purpose | abels, methods that do not require special-purpose

| abel s need to be carefully considered.
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9.

10.

11.

12.

Control Plane

Any flow identity design should both seek to mininmze the conplexity
of the control plane and nminimze the amount of |abel coordination
needed anmongst LSRs.

Privacy Considerations

The inclusion of originating and/or flow information in a packet
provides nmore identity information and hence potentially degrades the
privacy of the comunication.

Recent | ETF concerns on pervasive nonitoring [ RFC7258] have resulted
in a preference for a solution that does not degrade the privacy of
user traffic below that of an MPLS network not inplenenting the flow
identification feature. The choice of using MPLS technology for this
OAM sol ution has a privacy advantage, as the choice of the | abe
identifying a flowis linmted to the scope of the MPLS donmai n and
does not have any dependency on the identification of the user data.
This mininizes the observability of the flow characteristics.

Security Considerations

Any flow identification solution nust not degrade the security of the
MPLS network bel ow that of an equival ent network not deploying the
specified identity solution. In order to preserve present
assunptions about MPLS privacy properties, propagation of
identification information outside the MPLS network inposing it nust
be di sabl ed by default. Any solution should provide for the
restriction of the identity information to those conponents of the
network that need to knowit. It is thus desirable to linit the
know edge of the identify of an endpoint to only those LSRs that need
to participate in traffic flow The choice of using MPLS technol ogy
for this OAM solution, with MPLS encapsul ati on of user traffic

provi des for a key advantage over other data-plane solutions, as it
provides for a controlled access and trusted domain within a service
provi der’s networKk.

For a nore conprehensive di scussion of MPLS security and attack
mtigation techni ques, please see "Security Framework for MPLS and
GWLS Net wor ks" [ RFC5920] .

| ANA Consi derati ons

Thi s docunent has no | ANA consi derati ons.
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