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Abstr act

Thi s docunent defines a nechanismfor running the WbSocket Protoco
(RFC 6455) over a single streamof an HTTP/ 2 connection

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc8441

Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Hypertext Transfer Protocol (HTTP) [ RFC7230] provides conpatible
resource-|l evel semantics across different versions, but it does not
of fer conpatibility at the connection-nmanagenent |evel. O her
protocols that rely on connection-nmanagenent details of HTTP, such as
WebSockets, nmust be updated for new versions of HITP.

The WebSocket Protocol [RFC6455] uses the HTTP/ 1.1 Upgrade mechani sm
(Section 6.7 of [RFC7230]) to transition a TCP connection from HTTP
into a WebSocket connection. A different approach nust be taken wth
HTTP/ 2 [ RFC7540]. Due to its nultiplexing nature, HTTP/2 does not

al | ow connection-w de header fields or status codes, such as the
Upgrade and Connecti on request-header fields or the 101 (Switching
Protocol s) response code. These are all required by the [ RFC6455]
openi ng handshake.

Bei ng able to bootstrap WebSockets from HTTP/ 2 all ows one TCP
connection to be shared by both protocols and extends HITP/2's nore
efficient use of the network to WbSockets.

Thi s docunent extends the HTTP CONNECT net hod, as specified for
HTTP/ 2 in Section 8.3 of [RFC7540]. The extension allows the
substitution of a new protocol nane to connect to rather than the
external host nornally used by CONNECT. The result is a tunnel on a
single HITP/ 2 streamthat can carry data for WbSockets (or any other
protocol). The other streans on the connection may carry nore

ext ended CONNECT tunnels, traditional HITP/2 data, or a m xture of
bot h.
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This tunneled streamwill be nultiplexed with other regul ar streans
on the connection and enjoys the normal priority, cancellation, and
flow control features of HITP/ 2.

Streans that successfully establish a WbSocket connection using a
tunnel ed stream and the nodifications to the openi ng handshake
defined in this docunment then use the traditional WbSocket Protocol,
treating the streamas if it were the TCP connection in that

speci fication.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. The SETTI NGS_ENABLE CONNECT PROTOCOL SETTI NGS Par anet er

Thi s docunent adds a new SETTINGS paraneter to those defined by
[ RFC7540], Section 6.5.2.

The new paraneter nane is SETTI NGS ENABLE CONNECT PROTOCOL. The
val ue of the parameter MJST be 0 or 1.

Upon recei pt of SETTI NGS_ENABLE CONNECT_PROTOCOL with a value of 1, a
client MAY use the Extended CONNECT as defined in this docunent when
creating new streanms. Receipt of this paraneter by a server does not
have any i npact.

A sender MJST NOT send a SETTI NGS_ENABLE CONNECT PROTOCOL par anet er
with the value of 0 after previously sending a value of 1.

Usi ng a SETTI NGS paraneter to opt into an otherw se inconpatible
protocol change is a use of "Extending HTTP/ 2" defined by Section 5.5
of [RFC7540]. Specifically, the addition a new pseudo-header field,
":protocol", and the change in neaning of the :authority pseudo-
header field in Section 4 require opt-in negotiation. |If a client
were to use the provisions of the extended CONNECT net hod defined in
this docunent without first receiving a

SETTI NGS_ENABLE_CONNECT _PROTOCOL paraneter, a non-supporting peer
woul d detect a nal forned request and generate a stream error

(Section 8.1.2.6 of [RFC7540]).
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4.

The Ext ended CONNECT Met hod

Usage of the CONNECT nethod in HTTP/2 is defined by Section 8.3 of
[ RFC7540]. This extension nodifies the nmethod in the follow ng ways:

0 A new pseudo-header field :protocol MAY be included on request
HEADERS i ndi cating the desired protocol to be spoken on the tunne
created by CONNECT. The pseudo-header field is single valued and
contains a value fromthe "Hypertext Transfer Protocol (HTTP)
Upgrade Token Registry" |ocated at
<ht t ps://wwv. i ana. or g/ assi gnnent s/ htt p- upgr ade-t okens/ >

0 On requests that contain the :protocol pseudo-header field, the
:schene and : path pseudo-header fields of the target URl (see
Section 5) MJST al so be incl uded.

0 On requests bearing the :protocol pseudo-header field, the
;authority pseudo-header field is interpreted according to
Section 8.1.2.3 of [RFC7540] instead of Section 8.3 of that
docunent. |In particular, the server MJST NOT create a tunnel to
the host indicated by the :authority as it would with a CONNECT
met hod request that was not nodified by this extension

Upon receiving a CONNECT request bearing the :protocol pseudo-header
field, the server establishes a tunnel to another service of the
protocol type indicated by the pseudo-header field. This service nay
or may not be co-located with the server

Usi ng Ext ended CONNECT to Bootstrap the WebSocket Protoco

The : protocol pseudo-header field MJST be included in the CONNECT
request, and it MJST have a val ue of "websocket" to initiate a
WebSocket connection on an HITP/ 2 stream O her HITP request and
response- header fields, such as those for mani pul ati ng cooki es, may
be included in the HEADERS with the CONNECT nethod as usual. This
request replaces the GET-based request in [RFC6455] and is used to
process the WbSockets openi ng handshake.

The schene of the target URI (Section 5.1 of [RFC7230]) MUST be
"https" for "wss"-schened WebSockets and "http" for "ws"-schened
WebSockets. The remainder of the target URI is the same as the
WebSocket URI. The WebSocket URI is still used for proxy

aut oconfiguration. The security requirenments for the HITP/ 2
connection used by this specification are established by [ RFC7540]
for https requests and [ RFC8164] for http requests.
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[ RFC6455] requires the use of Connection and Upgrade header fields
that are not part of HTTP/2. They MJST NOT be included in the
CONNECT request defined here.

[ RFC6455] requires the use of a Host header field that is also not
part of HITP/2. The Host information is conveyed as part of the
;authority pseudo-header field, which is required on every HITP/ 2
transacti on.

| mpl enent ati ons using this extended CONNECT to bootstrap WebSockets
do not do the processing of the Sec-WbSocket-Key and Sec- WbSocket -
Accept header fields of [ RFC6455] as that functionality has been
superseded by the :protocol pseudo-header field.

The Oigin [ RFC6454], Sec-WbSocket - Version, Sec-WbSocket - Protocol
and Sec- WbSocket - Ext ensi ons header fields are used in the CONNECT
request and response-header fields as defined in [ RFC6455]. Note
that HTTP/ 1 header field nanmes were case insensitive, whereas HITP/ 2
requires they be encoded as | owercase.

After successfully processing the openi ng handshake, the peers shoul d
proceed with the WebSocket Protocol [RFC6455] using the HTTP/ 2 stream
fromthe CONNECT transaction as if it were the TCP connecti on
referred to in [ RFC6455]. The state of the WebSocket connection at
this point is OPEN, as defined by [ RFC6455], Section 4.1.

The HTTP/ 2 stream closure is al so anal ogous to the TCP connection

cl osure of [RFC6455]. Oderly TCP-level closures are represented as
END STREAM fl ags ([ RFC7540], Section 6.1). RST exceptions are
represented with the RST_STREAM frane ([ RFC7540], Section 6.4) with
the CANCEL error code ([RFC7540], Section 7).
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5. Exanpl e
[[ Fromdient ]] [[ From Server 1]
SETTI NGS
SETTI NGS_ENABLE_CONNECT_[..] =1

HEADERS + END_HEADERS
:met hod = CONNECT

:protocol = websocket

:schene = https

:path = /chat

;authority = server. exanpl e.com

sec- websocket - prot ocol = chat, superchat

sec- websocket - ext ensi ons = pernessage-defl ate
sec-websocket -version = 13
origin = http://ww. exanpl e. com

HEADERS + END HEADERS
:status = 200
sec- websocket - prot ocol = chat

DATA
WebSocket Dat a

DATA + END_STREAM
WebSocket Dat a

DATA + END_STREAM
WebSocket Dat a

6.

Desi gn Consi der ati ons

A nore native integration with HTTP/2 is certainly possible with

| arger additions to HITP/2. This design was selected to minimze the
solution conplexity while still addressing the prinmary concern of
runni ng HTTP/ 2 and WebSockets concurrently.

About I nternediaries

Thi s docunent does not change how WebSockets interacts with HTTP
forward proxies. |If a client wishing to speak WbSockets connects
via HTTP/2 to an HTTP proxy, it should continue to use a traditional
CONNECT (i.e., not with a :protocol pseudo-header field) to tunnel
through that proxy to the WbSocket server via HTTP.
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9.

The resulting version of HITP on that tunnel detern nes whether
WebSockets is initiated directly or via a nodified CONNECT request
described in this docunent.

Security Considerations

[ RFC6455] ensures that non-WbSockets clients, especially

XMLHt t pRequest - based clients, cannot make a WebSocket connection

Its primary nechanismfor doing that is the use of Sec-prefixed
request - header fields that cannot be created by XM.HttpRequest-based
clients. This specification addresses that concern in tw ways:

0 XMHttpRequest al so prohibits use of the CONNECT nethod in
addition to Sec-prefixed request-header fields.

0 The use of a pseudo-header field is sonmething that is connection
specific, and HTTP/ 2 never allows a pseudo-header to be created
out side of the protocol stack

The security considerations of [RFC6455], Section 10 continue to
apply to the use of the WbSocket Protocol when using this
specification, with the exception of 10.8. That section is not

rel evant, because it is specific to the bootstrappi ng handshake t hat
is changed in this docunent.

| ANA Consi der ati ons

9.1. A New HITP/2 Setting

9. 2.

This docunent registers an entry in the "HITP/2 Settings" registry
that was established by Section 11.3 of [RFC7540].

Code: 0x8

Nanme: SETTI NGS_ENABLE_CONNECT_PROTOCOL
Initial Value: 0O

Speci fication: This docunent

A New HTTP Upgrade Token

This docunent registers an entry in the "HTTP Upgrade Tokens"
registry that was established by [ RFC7230].

Val ue: websocket

Description: The Wb Socket Protocol
Expect ed Version Tokens:

Ref erences: [RFC6455] [ RFC8441]
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