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SUBJIECT: Level III Sexver Nrotocol for the Lincoln Laboratory 360/67 Host

“Introducti on

The Lincoln Laboratory IBM 360/67 is connected to the ARPA network and acts
as a scrving host providing access to the CP-67 virtual machine operating syvstem.
Upon completion of the Login procedure, uscrs have control of a 360 virtual
machine through a virtual 1052 online console. Attached to the virtual machine
is a virtual card reader, card-punch and line printer, and a number of disk
storage devices. The 360 virtual machine can be cither a virtual 360/67

with dynamic address translation hardware or a standard System/360. Most
users run a standard 360 with 256K bytes of virtual memory and operate the
CMS'c011\'C"1fsnti01131 monitor system. CMS provides facilities for file creation,
maijntenance and manipulation, program devclopment, debugging and execution,
and a number of other useful >uti1ily functions. The scction in the Network
Resource Notebook on the Lincoln Laboratory 360/07 moxce fully describes the

facilitics available.
Network Control Program

All communications with the 360/67 through the IMPare processed by a Network
Control Program (NCB, ‘The NCP operates witls the IIOSL’"HOSF.I‘]TUL'OCOI described

in the Network Working Group Document No. 1 dated 3 August 4970,



Initial Connection Protocol

To create a virtual machine {rom the network, a pair of conncctions musf be

made with the LOGGRER., The sockets to be used are assigned following the

Initial Conncction Protocol (ICP). The LOSGER is cnabled and waiting for an

RTS control command for socket X'0A 0000 01*., This ICI socket corresponds

to home X'0A', user >\;‘OOOO', and tag X'01" (send gender).  Requests for ‘
conncction on the JCP socket are stacked until it becomes free. If the LOGGER

is willing to service another network user, a 32 bit s.écket ID of a receive socket will X
be sent over this initial connection and the ICP socket will then be closed. If

the LOGGER is not willing to service another network user, it will not complete

the initial connectjon for the ICP socket and will refuse the request by closing the

conncction without completing it. i

LOGGER Protocol

Once a pair of user sockets have heen assigned, the connection protocol should
22 Slopiclod vik thtec ouChetss T LUGUIZN LIEN GX]ICCES L0 recelve (on the
receive socket) one 8-bit byte indicating the data type which characterizes the
transmissioh"‘codc used to communicate with the network uscer over this pair of
sockets. A code of X'04' implics 7 bit ASCII code in 8-bit bytes with the leading
bit zero. A code of X'02' implies 8-bit EBCDIC code. When the data type code
is received, the LOGGER will echo back the data type code over the send socket

followed by the message:

LINCOLN LABORATORY CP-67 ONILINE NB
in the nmn:opriaté code. (In ASCI, NL is transmitted as CR L),

The procedure continues according to the noxmal CP-67 Togin protocol with the
LOGGER performing an additional function of mapping network usexids and
passwords into valid CP-67 uscrids and passwords.,  This mﬁpping is specificd by
cntrics 1w file (the LOGGER FFIL)) which the LOGGLER accesses.  If a network

userid does not match an entry in the file ov if the password given does not match



the corresponding network password, the usual CP responses will be sent to
the users. Thus network access to the Lincoln Laboratory system is
restricted to those accounts for which an appropriate entry has been made in

the LOGGER FILE

It should be noted that CP transmits a BYP code (Bypass) to suspend the printing of
characters keyed while a password is being entered.  After the password hag been
entered, CDP transmits a RES code (Restore) to resume the printing when characters
are keyed. When communicating in ASCIL, these character codes are converted to
X'FE' since no corresponding ASCIL code is defined.  Refex to the Network Resource .

Notebook for more details on CP-67 and on CMS, .

The NET Account

Lincoln Laboratdry is providing qne account which can be used by' network vsers
to familiarize themselves with our time-sharing system. The userid of this
account is NET and the password is ARPA. This account has 900 rccoxds of
storage, which can store approximately 720, 000 characters., NET users are free

to ERASE any {ile on this account since many different people may use the account.

The SERVIER Protocol

CP-67 operates on a line at a time, i.e., a group of characters arc processced as
-a linc and not as a sequence of individual characters. Also, the system docs
normally buffer input lines, thatis, input is not normnﬂy cutered until requested
by a rcad from the system. With IBM 2741 or 1052 terminals, the keyboard is
lqcked until a read is requested. The virtual terminals through which network
uscrs have access to the CP-67 system have been designed to sn_xﬁport cither a
line oriented terminal or a character oriented terminal. When CP requests a
Jinc of input, the SERVIR transmits a prmﬁpting code X'80'. This character can
be used to signal a usexr pro&.css to change transmission modes and to transmit an
input Jine. Characters received by the SERVER are buffered until a NL charuacter
is xeceeived.  Lines received can then bhe used to siu'isfy CP requests for an input

linc.

CPmay send out lines which may or moy not end with a NL character. X o line
dacs not end with g NL chavacter, the prompting character will usually be sent

following the output Jine to request jnput tow CP process,
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When a user wishes to in('crrupt' a CP process, j.c., to change modes, an

interrupt code X‘Sk)‘ should he sent to the SERVER. ‘This code will result in an
asynchronous interrupt being sent to. the yunning process, simulating the pressing
of the "attention' button on a 2741 terminal. Together with the transmission of the
interrupt code, the uscer should cause an INS to be sant over the send link.  This
signal will be synchronized with the interrupt code. If the interrupt code has not

- yet been received and processed, all characters buffered and those received before
the receipt of the interrupt code will be flushed, i.e., deleted. When the intexrupt
code is received, it will be paired with the previously received INS. If an INS

is received after an interrupt code has been received and processed, the INS will

be paired with this previously received interrupt code.

If CP has a line to send to a user after it has requested an input line but before it
has received any input, the SERVER will transmit an INS on the user's receive link
to notify the user that the previously sent prompting character should be retracted
and that a linc has been or will be sent to the user. This message line is called a

"warning"'.

Graphic and Control Codes

Figure 1 gives the 8-bit codes for the EBCDIC graphics and controls. Figure 2 gives
the 7-bit codes for the ASCII graphics and controls. The controls are tabulated and
compared in Figure 3. The standaxd interpretations of the ASCII controls are given in

Figurc 4.

Thexrc are 4 ASCII codes which do not have a corresponding graphic ox control in the

EBCDIC code. ‘The EBCDIC codes given to these codes are as follows:

Ascir | lex Code

Symbol |ASCIT | EBCDIC
pe3 | 43 | 3A
N |60 70
\ |sc | =
A 512 72




Thexe arc 29 EBCDIC graphics codes and 19 EBCDIC contr(')l codes which do not

have a corresponding graphic or control in the ASCU code. In addition, there are

84 othey EBCDIC codes whose interpretation is unspecificd. Four of thesc codes have
been chosen to coxrespond to the ASCII control and ASCII graphics which do not have
a corresponding EBCDIC code. When con\'crt‘in-g EBCDIC codes to ASCII codes,

the remaining 80 codes plus the 29 EBCDIC graphics and 18 EBCDIC controls (not
counting NL) are converted into the code X'FF'. The NI character is treated
specially.  The NL cluracter, BBCDIC code X'15", is converted into the two
character scquence CR LY, i.c., ASCII X'0D 0A'. As stated above, the code

X'80" js transmitted as a prompting character whanever CP rdquests an input line.

On converting from ASCII to EBCDIC, if any code othes than the 128 ASCII codes,
or the interrupt code, X'80', is received, it is converted to the code X'FIF'. In
1)

addition, whenever the two ASCII characters CR LY are found scquencially in the

input strcam, they arce converted into the single EBCDIC character NL.

Sj“ } (\/Lt\ﬁ"’“
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Figure 1.

gxtenaed dinary-Coaed Decimal Interchauge Code (EECDIC)
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Figure 2,
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USA standira Code for Information Intercuanyc
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Contro) I*unctions

PYTC

TTY

NULL

SOl

EQA EOA (D)

EOHM '
Pr

H.TAB TAB
LC

RUBOUT DEL

V.TAB

roOrf

KETURN

S0

SiL

LCo

X-0n

TAPE ON
RES
NL
BS
L

F20 CAR

S1

cn

s5°
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s7

. BYP

-LF Lf

LEN EO0B (b)

S3 PRE

. WRU
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SYNC ,
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RS
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TAPE OFF

ERROR (N)

S2

X-Q¢F

Figurc 3
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fUNCTION

Nuli

Start oi Heading
Start oi Text
End of Text
Punch Off
korizontal Tab
Lower Case
Delete

Start of Manual Message
Vertical Tab
rorm Fweed
Carriaye Retuin
Shift Out ‘
Snirt In

Data Link Escape
Levice Coeontrol 1

" Uevice Coatrol 2

Tape Hark
Restore

hNew Line
Bacxspace

Idle

Cancel _
Enga o Hedium™

- Cugsexr Control

Custowmer Use 1

Tntea Tinld QL,I\:\raf-rn-
info. Group Scparator
Info. Reconrd Scparator
iInfo Unit Separator
Digit Sciect

Start of Significance
Fiela Separator

Bypass

Line Feed

End of Text Block
Lscape :

Set Hode

Custower Use 2

Enguiry

Acinoviedge

Bell .
Synchronous Idle

Punch On

Reader Stop

Upper Case

End of Transmission
Customer Use 3

Device Control 4
Negative Acknowledge
Substitute

Device Control 3

Compared


http:m,...,,J

cc

-Fg

IS

DC

GR

(Comnunication Control). A functional character
intended to control or tacilitate traansmission of
information over comnmunication networks.

(format Effector). A functional character which
controls the layout or positioning or information in
printing or display aevices.

(Information Separator). A character whicn is used to
separate and quaiify Janformation in a logical senso.
There 1s a group or four such charactecrs, which are to
be- used in a hierarchical crder.

v

(Device Control). A functional charactver used for thne
control of ancillary devices associated with data
processing of telecommunication systens, rore

especially switching devices "on' and "ofr."

. {
(Edit and Mark). A ccntrcl character used by the
System/360 Edit and BHarx (EDiK) instruction for the
formatting of alphanumeric rfields.

(Grarhic Controly. A control character indicating that
the code combinations which ~ follow are to be
interpreted in a particular code table, depending upon
tne particular ccntrol character.

(Cusctomer Use). A character excludeda from future
assignment by IBIH. Trese ‘Yprotected'" codes are
intended ror use by customer systems so that their use
will not conflict with a possible ruture IBMN use.

Figure 8 (Continued)

Categories of Control Functions



NUL

S04

5rX

ENQ

ACK

BS

HT

LF

to teuminate a scequence of characters stavrted with

(Nuil). The all-zc¢ros cnaracter wnich may serve to
accomplisn time £111 and media £2ll.

(start of meading). A communication control character
used at the beginning oL a seguence oL characters which

constlcut: a mdcnlnﬁ—seudlLle audress or routing
informatioan. such a seguence 15 reterrcd to as theo
neadil . An  STX character has tne cffect of

tefLiracting a heading.

(itari of Teoxu). A ccmmunicatior control. claracter
¥npich precedges a sequence OL chnaracters that 1s to be
treated 8s an entity ana  transuitted  throuyh  to  the
ultimace aestination. Such a gecguence is reierred to
as teyr. SIX may be used to terminate a sequence of
cnaracrvers started by SOH. '

{£nd or Text). A commurication control cnaktacter used
STX

and tLransmitted as an entity.

(Ena orf Tdransmission). A communication control
characuer usaed to indicate tre conclusioh of a
iransmission, wnich may nave contailned one or more
texts anu any associated headings.

(Enguiry). A consunication control character used  in
data caomgnnicatinm syafoma ae a PN4HD¢+ fAar a rTeennnca
irom a remote station. It may be usea as a "Who Are
You! (WRU) to obtain identification, or may be used to
obtain station status, or both.

(Acknowledge). A communication control characterx
transmitted by a receiver as an arrirmative response to
a sender. : .

(Bell). & character for use when there i1s 47 need  to
call Zor anuman attention. 1t mwmay control alarm or
attention devices.

{(Backspace). A format cffector wnich controls tne
movement of the printing position one printing ance

-backward on tne same printing line (appllcahlu als to

display devices).

(dorizontal Tabulation). ° A format effector  wnich
controis the movement of the printing position to the
neXxt in a series of predetermined positions along the
printing lire (applicable also to aisplay devices and
the skip function on punched cards).

({Line Feea). ' A format eifector wnich controls the

moveémeat c¢I tne printing jositica to tne next printing
Ltine (also applicable to display devices).

Figure 4
ASCII Control Functions
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VT

tn)
¥

CRr

DC1,

NAK

SYN

ETB

(Vertical 7laonlation). 2 tormat  effcctor  which
controls the moveient of the pranting position to tae
hext in a scries of predeterminea printing lines (also

applicablc to display C(VJCLG)

(Form #ewd). A Tformat eirector which controls the
rovement cf the¢ pranting position to the first
predeterniased priating line on the next form or page
(also applicable to display devices).

(Carriagje¢ Return). A format eoffector wnich ccntrols
tne soveéwent of  the printing  position to the first
printing position on  tae  sowe  pranting  liae (also
applicanle to display devices). : '

(Shift Out). A control character ipdicating that the
code combinations waich rollcw shall pe interpreted as
outside of the crnaracter set or the standard code table
until a Shirt In character 1is rcacned.

(Snift In). A control character indicating that the
code combinations whicn follow shall be interpreted
accoraing to the standard code table. ' /

(Data Link Escape). A coamunication control <character
which will change the meaning orf a limitcda number of
contiguously followiny characters. It is used
avclusivelv ro  proviue suvpplemenstarv controls in-data
communicaticn networks. '

vC2, DC3, DCU (Device Contrcls). Characters 1tor the
contfol of ancillary devices associated with data
processing or teleccraunication syotcmg, more
especrally switching devices 'on' and “oif. (If a
single "stop" control is required to interrtupt or turn
orfi ancillary  cdevices, -~ DCU is the preferred

assiginent.)

(Hegative Acknowledge) . A communication control
characrver transmitted by a receiver as a negative
‘esronse to a sender.

(Syncaronous Idle). A communication control <character
usea py a synchronous transaission systen in the
apvsence of any other character to provide a signhal fron
walcu synchronism may be acnieved or retained.

(End orf Transmission Block). A  comwmunication control
cnaracter used to indicate-tne end of a block of data
for ccuwmunication purposes. ETB is used for blocking

"data where the block structure is not necessarily

related to the processing rormat.

Figurc 4 (Continucd)

ASCI Control Functions
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Cad

SS

tr
%]
@]

FS

(Cancel). A control character used to indicate that’

the data with whica it is sent is in errxor or is to be’
disregjaracd. R : S . : .

{knd of Medium). A control character -associated with
tae sent data which may be used to . iderntify the

pnysical end of the nedium, or trne end of the usea, or
wanted, .portion of inrormation record:d on a nedium.
(Tae position of tnis character does not necessarily
correspond to the pnysical end of thc medium.)

(Start or Special Segquence). A& control character used
to indicate the start of a variable lengtn sequence of
"characters which have special significance or which are
to have special handling.

(Escapse) . L control character intended to provide code
extension (suprlenentary characters) in aeneral
information interchange. The  Escape character itself
is "a prefix affecting the interpretation of a limited
nuasber of contiguously following characters. :
(File Separator), GS (Group Secparator), kS (Record
Separator) and US (Unit Separator). These information
separators may be used within data in optional fashion,
except that the hierarchical relatiouship shall be: FS
is theé most inclusive, then GS, then HS, ana US 1is
least inclusive. (The content and length or a File,
Group, Record or Unit are not specified.)

(Delete). 1This character is used primarily to “erase“
or ‘“obiiterate" erron¢ous or unwanteda characters in
perforated tape. (In the strict sense, LEL is not a
control character.) '

Figurc 4 (Continued)
ASCI Control Functions
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