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A Distripbuted Capability Computipq System (DCCS)

This paper describes a distributed computing system. The first
portion introduces an idealized operating system called CCS
(Capability Computing System). In the second portion, the DCCS
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protocols are defined and the processes necessary to support the
DCCS on a CCS are described. The remainder ot the paper discusses

utilizing the DCCS protocol in & computer npetwork involving
heterogeneous systems and presents some applications. The
applications presented are to optimally solve the single copy

problem for distributed data bases and to construct a transparent

netWork resource optimization mechanism.
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The Capability Computing System (CCS)

The CCS, though not exactiy llke any existing operating system,

is much like some of the existing capability list (C=-list)

operating systems described in the literature [(1=-7]. Many of the
features of Lthe CCS come from & proposed modification to the RATS
operating system [1=3). 2a

In the documentation for most computer systems there are many
references to qdQifferent types of okijects., Typical obijects

discussed are: files, processes, jobs, accounts, semaphores,

tasks, words, devices, forks, events, etc., etc.. tUne of the

intents of C~list systems is to provide a uniform method of

access to all such objects. Having all CCS obijecis accessed

through a@ uniform mechanism allows the DCCS to pe implemented in

a type 1independent manner. 2b

The CCS is a multiprocessing system supporting an active element
calied a process. For most purposes, the reader’s intuitive
notion of what a process is should suitice. A process is capable
of executing instructions like those in commercially available
computers. 1t has a memory area associated with it and has some
status indicators like "RUN" and "wWAIl", In C~list systems,
however, a process also has a capability list (C~list). This list
is an area 1n which pointers to the objects that the process is
allowed to access are maintained. These pointers are protected by
the system. The process itself is only allowed {0 use its C-list
as a source 0fi capabilities to access and as a repository tor
capabilities that it has been dgranted. fFigure 1. diagrams some
typical processes that are discussed later. In the diagrams, the
left half of a process bcxXx is the C-list and the right halt is
the memory. 2C

Tne key to the uniform access method in the CCS 1s the invocation
mechanism. This is the mechanism by which a process makes a

regquest on a capability in its C=list. An invocation is closely
analogous to a subroutine call on most computer systems, when a
request is made, the invoking process passes some parameters to a
service routine and recelves some parameters in retdadrn. 2d

There are, however, several major differences between the
invocation mechanism and the usual subroutine calling mechanisms.
The first difrference is that the service routine called is
generally not in the process’s memory space. The service routine
1s pointed to by the protected capability and can be implemented
in hardware, microcode, system kernel code, in another arbitrary
process, or, as we shall see in the DCCS, in another computer
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system. In Fig. 1. for example, the serving process is servicing
an invocation on the semaphore reguestor. 2e

A second difference is that, when invoking a capability, other
capabilities can pe passed and returned aiong witn strictly data
parameters. In the DCCS, capabilities and data can also be passed
through a communication network. 2t

The final important distinction of the invocation mechanism can
pbest be illustrated by considering the anaiogy to the outside
_teller windows often seen at banks. These windows usually contain
‘a- drawer that can be opened by the customer or by the teller, but
not by both. Except tor this drawer, the customer and teiler are
physically isolated. In the case of the ilnvocation mechanism, the
invoking process explicitly passes certaln capabilities and
information to the service routine and designates C-list
locations and memory areas for the return parameters. Except for
these parameters, the invoking process and the serving routine
are isolated. In the DCCS, tnis protection mechanism is extended
throughout a8 network of systems. 29

In tne CCS, invoking a capability is the only way that a process

can pass or receive information or capapilities. All of what are
often referred to as system calls on a typical operating system

are invocations on appropriate capabilities in the CCS. A CCS

C=1ist envelopes its process. 1This fact 1s needed in order to
transparently move processes as described in the second

application on network optimization (page 23). Zh

CCS Capabilijities 3

To buiid the DCCS, we will assume certain primitive capabilities

in the CC3. The invocations below are presented for simplicity

rather than for efficiency or practicality. In practice,

capabilities generally have more highly optimized invocations

with varlious error returns, etc,. To characterize a capability,

it surfices to describe what it returns as a function of what it

is passed. In the notation used below, the passed parameter list

is followed by a ">" and tnen the returned parameter list. In

each parameter list the data parameters are followed by & ":" andg
then the capability parameters. 3a

1, File capability 3ail

a. "Read", index; > data;
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"Read" the data at the specified index., "Reaa" and tne
index are passed, Data 1is returned.

"write", index, data; > ;
Wwrite the data into the area at the specified index,

"Wwrite", the index, and the data are passed., Nothing is
returned.

Directory capability

d.

"Take", index; > ; capability

"Take" the capability from the specified index in the
directory. "Take" and the index are passed. The
capability is returned.

"Give", indeX; capapility> ;

"Give" the capability to the directory at the index
specified, "Give" and the index are passed information.
The capability is also passed. Nothing is returned,

"Find"; capability> result, index;

A directory, like a processes (C~list, is a repository
for capabilities, The first two invocations are
analogous to the two file invocations presented except
that they involve capability parameters moved between
directory and C=1list instead of between ftile and memory.
The last invocation searches the directory for the
passed capability. If an identical capapbility is found,
"Yes" and the smallest index ot such & capapility are
returned. Otherwise "do" and 0 are returned,

Nil capability

when a directory is initially created, it contains only Nil
capablilities, Nil always returns "Empty";.

Process capability

d.

o.

Ce.

"Read", index; > data;
"write", index, data; > ;

¥Take", index; > ; capability

3a?z

3a3

3a4d
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d. "Give", index; capability> ;
e. "Find"; capability> result, index;
£, "sStart"; > ;

g. "Stop": > ;

34586

Tne a. and b. invocations go to the process’s memory space.

Ces, du, and e, go to its C=list. F, and g. start and stop
process execution.

The CCS ExXxtension Mechanism

There is one more basic caprability mechanism needed for the CCS
implementation of the DCCS,. This mechanism allows processes to
set themselves up to create new capabilities that they can
service, Such mechanisms differ widely on existing C-list
systems, A workable mechanism is described, Another primitive

capapility is needed to start things off:
5., Server capabiliity

a. "Create requestor", reguestor number; > ; requestor

b, "My requestor?"; capability> answer, requestor number;

c. "wait"; > reason, reqguestor number, PD; request
Two capabilities were introduced above besides the server, the
regquestor and request capabilities, These capabilities will be
descripbed as the invocations on a server are described.
The first invocation creates and returns a requestor capability.

The number that is passed is associated with the reqguestor. The
requestor capablility is the new capability being created. aAny

4a

4al

4b

sort of invocation can be performed on a requestor. This is their

whole reason for existence. A process with a server capablility
can make a requestor look like any kind of capability,

The "My requestor?" invocation can be used to deterwmine if a
capability is & requestor on the invoked server. 1t returns

‘either:

"Yes", reauestor number; or"iNo",0;

The last invocation "wait"s until something that requires the

4cC

4d

4di
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server’s attention happens. There are two important events that a
service routine needs to be notified apout., If the last

capability to a reguestor 1s overwritten so that the requestor

cannot again be invoked until a new one is created, the "wait"
returns: de

"Deleted", requestor number, 0; N1l 4el

The last two parameters, 0 and Nil, are just filler for the

returned PD and request (see 5¢). when a "Wait" returns

"Deleted", the service routine can recycle any resources being

used Lo service the numbered regquestor (e.dg. the reduestor

numoer). 4f

Thne most important event that causes a "wWait" to return is when
one of the reguestors for the server is invoked, In this case the
server returns: 4g

"invoked", reaquestor number, PD; request 491

The third parameter, labeled PD, stands for Parameter Descriptor.

It describes the number of each kind of parameter passing each

way during a reguestor invocation, Specifically, it consists of

four numbers: Data bits passed, capabilities passed, data bits
requested, and capabilities regquested. 4h

The last parameter received, the request capability, 1is used oy

the serving process to retrieve the passed parameters and to

return the requested parameters Lo the reqgquesting process.,
Accordingly, it has the followling invocations: 4]

6, Request capability 4i1l
a, "Read parameters"; > {The passed parameters
b, "Return", {The return parameters}>;

The "Return" invocation has the additional etffect ot restarting
the requesting process. 47

One thing that should be noted about the server mechanism is that
invocations on a server’s requestors are gqueued until the server
is "wait"ed upon. This is one reason that a reguest is given a
separate capability, The serving process can, 1f it chooses, give
the request to some other process for servicing, while it goes
back and waits on its server for more reguests. The corresponding
situation in the outside bank window analogy would be the case
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where the teller gives the request to someone else for service so
that the teller can return to waiting customers. The reguest
capability points prack to the reqguesting process so that the
return can be properly efifected.

A sample service, that of the well known semaphore [(8j, 1s given.
The semaphore service routine Keeps a table containing the
semaphore values for each semaphore that it is servicing. 1t alsoc
keeps & l1list of queued requests that represent the processes that
pecome hung in the semaphore by "B"ing the semaphore when 1t nas
a value less than or egual to zero. The invocations on a
semapnore are:

7. Semachore
a, "p": > g
b. Ilvll: > ;

A diagram and flow chart for the semaphore serving process is
given in Figures 1. and 2. The flow charts that are given incilude
most of the basic capability invocations, but do not include
detalled descriptions of table searches. The table structure for
the semaphore service routine includes entries for each supported
semaphore. Each entry contains the semaphore value and a link
into a list of pointers to the requests hung in the semaphore (if
anvy).

The most important feature of the server mechanism is that, by
using it, the functioning of any capability can be emulated,

This property, similar to the insertion property discussed in
l9], is the cornerstone of the DCCS. The basic idea of the
emulation is to have the server "Walt" for reguests and pass them
on to the capablility belng emulated. Such emulation of & single
capapility is ftlow charted in Figure 3. The emulation flow
charted is an overview that doesn‘’t handle all situations
correctly. For example, a capablility may not return to
invocations in the same order that they are received, These
situations also appear in the DCCS, so their handling will be
discussed there ratner than here, 1t is important to note tnat,
eXxcept for delays due to processing and communication, the
emuiation done in the DCCS is exact.

4K

4m

4n

40
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3]

The DCCS Imrlementation

The DCCS will initially be descrived on a network of CCS systems,
We will assume that there exisis a network capability: 5a

8. Network capability 5al
a., "Input"; > Host no,, message;
b, "Output", Host no., message; > ;

It 1s assumed that the "Uutput" invocation returns
immediately after daueueling the message for output and that
the "Input" invocation waits until a message is available,

‘For pedagogical purposes, the description of the DCCS will pe

broken into two parts. First a brief overview of the important
mechanisms will be given. The overview will dgloss over some

important issues that will be resolved individually 1In the more
complete description that follows the overview, 5b

The intent of the DCCS is to allow capabilities on one host to be
referenced bv processes on other hosts having tne appropriate
capabilities. 1o do this, each host keeps a list of capabilities
that 1t supports for use by other hosts. kEach host also supports
a server which gives out reqguestors that are made to appear as it
they were the corresponding capability suprported by the remote
host. when one of these emulated reguestors is invoked, its
parameters are passed by the emulating host through the network
to the supporting host. The supporting host then sees to it that
the proper capability 1is invoked and passed the parameters. Wwhen
the invoked capablility on the supporting host returns, the return
parameters are passed back through the network to the emulating
host. The emulating host then returns the return parameters to
the requesting process., 5¢

For example, let us take the "Read" reguest on a file diagrammed
in figure 4. when the emulated file (& reguestor) is invoked, the
emulating process receives "invoke", reguestor number, PU;
reguest, The requestor number that is returned is actually a
descriptor consisting of two numbers: Host number, capability
number, These descriptors are called Remote Capability
Descriptors (RCDs). An RCD identifies a host and a capablility in
the list of capabilities supported by that host, After receiving
a redquest, the emulating process redads the parameters passed by
the reauesting process and sends them along with the Parameter
Descriptor to the remote host in an "Invoke" message. 5d
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when the remote host receives this information, it passes the
parameters to the supported file capability by invoking it and
specifies the proper return parameters as noted in the Parameter
Descriptor. when the invoked file returns, the returned data is
passed back througn the network to the emulating host in a
"Return" message., The returned data is then returned to tne
requesting process by performing a "Return" invocation on the
request capability initiaily received by the epmulating host. When
the redquesting process is awakened by the return, it will appear
to 1t exactly as 1f a local file had been invoked,

This works fine when the parameters beindg passed and returned
consist simply of intormation, but what happens when there are
capapbiiities involved? In this case the routines use the existing
remote capability access mechanism and pass the appropriate
descriptors. As an example, the "Take" invocation on a directory
is diagrammed in figure 5. The only essential difference is the
fact that a capapllity has to be returnea, Wnen the capability is
returned bv the invoked directory (or whatever it really 1s). the
supporting host allocates a new slot 1n its supported capability
list for the capability and returns & new descriptor to the
emulating host. When the emulating host receives the descrivptor,
it creates a new requestor with the returned descriptor as its
requestor number and returns the requestor to tne invoking
process. The requestor so returned acts as the capability taken
from the remotely accessed directory and can be invoked exactly
as if it were the real capability.

One important thing to notice about this mechanism is that
neither the emulating host nor the supporting host need have any
idea what kind of capabilities they are supporting. The mechanism
is 1Independent of their type. Also important is the fact that
neither nhost need trust the other host with anvthing more than
the capabilities that it has been rigntfully granted. Even the
DCCS processes themselves need only be trusted with the network
capabilities and with the supported capabilities. Finally, note
that no secret passwords which might be disclosed are needed for
security., The DCCS directly extends the CCS protection
mechanisms.

A more more compliete description of the DCCS will now be given,
To avoid unnecessary complication, however, several 1ssues such
as error indications, system restart and recovery, network
malfunctions, message size limitations, resource groblems, etc.
are not discussed. These 1issues are not unique to the DCCS and
their solutions are not pertinent here,

5t

°g

5h
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As noted earlier, the complete DCCS must address several lissues

that were glossed over in the initial overview. As these 1issues

are discussed, several message types are introduced beyond the
"Invoke" and "keturn" messages discussed in the overview. The

formats for all the DCCS messages are summarized in figure 6. 51

A. Timing = 573

Invocations can take a very long time to complete. We saw an
example in the semaphore capability earlier, An even more

graphic example might be a clock capabllity that was requested

Lo return nothing AFTER 100 years had passed. Clearly we don't
want to nave the emulating process wait until it receives a
"Return”" message from the remote host before servicing more
invocations, 531

Wwnat is done in the emulating host is to add the reguest
capability to a list of pending requests after sending the
"Invoke" message to the supporting host (this is somewhat like

the semapnore examplie earlier). The emulator can then go back

and wait for more local requests. 532

There is a similar problem on the supporting side, ke don‘t

want the process waiting on the network input capapility to

simply invoke the supported capability and walt for return,

What it must do is to set up an invocation process to actually
invoke the supported capability so that pending network input

can be promptly serviced, The invoking process must then

return the parameters after it receives then. 533

These additional mechanisms add the complication of multiple
requests active between hosts. These requests are identifiea

by a Remote Request Number (KRn). The RRN is an index into the
list of pending reguests, 5j4

B. Loops - Sk

If nost A passes a ¢capability to host B, and B is requested to
pass the reguestor that 1s being used to emulate the
capabllity back to host A, should B simply add the requestor
to its support list and allow A to access it remotely? It it
did, when the new reguestor was invoked on A, the parameters
would be passed to b wnere they would be passed to the
reguestor by the invoking process. lnvoking the reguestor
Wwould cause the parameters to be passed back through the
network to A where the real capabllity would finally be
invoked. Then the return parameters would have to go through

10
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the reverse procedure to get back to A via B. This is clearly
not an optimal mechanism,. 5k1

~The solution to this problem makes use of the "My requestor?"

invocation on a server capability described In 5b. When B

checks a capability that is to be returned to A with the "My
requestor?" invocation and tinds that the capability is one of

its reguestors with a reqguestor number indicating that it is
supported on A, it can simply return the requestor number

(recall that this is really a Remote Capability Descriptor,

RCD}) to A containing the fact that the capability specified is

one that is local to A anag giving A& the index to the

capability in its supported capablility list. 5K 2

Security - 51

Tne mechanism presented in B. brings up something of a

security issue, 1f B tries to invoke a capability in A’s

supported list, should & allow B access without gquesticn? If

it did, any host on the network could maliciously invoke any
capability supported by any other host. To allow access only

1f it has been granted through the standard invocation

mechanism, each nost can maintain & bit vector indicating

which hosts have access to a given capabilitv. It a host does
receive an invalid request, it is an error condition. 511

Indirection - S5m

There is an additional twist on the Loop problem noted in B,.

This variation comes up when A passes a c¢apability to B who

then wants to pass it to C, Here again B may unambiguously

specifty wnich capability 1s to ke passed by simply sending the
Remote Capability Descriptor (RCD) that it knows it by. The

RCD indicates that the capability is supported on A, 1f C then
tries to invoke the capability, however, A would probably not
believe that € snould have access to it. 5m1l

B must tell A, "1, who have access to your 1'th capablility,

want to grant it to host C". To do thils, another message type

is used. The "Give" message specities the supported capsability

and the host that it should be given to (refer to figure o).

Here again, giving away a capability that vou don’t have is an
error condition. Sm2

Acknowledgement - 5n

There is one last problem with the "Give" message. If B sends

11



NWG/RFCH# 712 JED 27-FEB=76 18:25 345806
-8 Distriputed Capapility Computing System (DCCS)

the "Give" message to A and then continues to send the Remote
Capability Descriptor (RCD) to C, C may try to use the RCD

before the "Give" 1is received by A. For this reason, B must

walt until A has "ACK"nowledged the "Give" message before

sending the RCD to C. This mechanism requires that hosts queue
un"ACK"nowledged "Give"s, The format for an "ACK" is given in
figure v. This queueing may be avoiaed for most "Give'"s after

the first for a given RCD, but only at the cost of much

additional memory and broadcasting "Delete"s (See F, below), 5nl

F. Deletion =~ 50

If all the reguestors on A for a given capability supported on
B are deleted, A may tell B so that B may: 501

a. Delete A’s validation bit in the bit vector for the
specified capakbility and

b, If there are no hosts leftt that require support of the
given capability, the capability may be deleted from the
supported capability list,

This function reguires a new "Delete" message. 502

t'igure 6 is a summary of the message tormats. Figures 7-11 flow
chart the complete DCCS. In the flow charts, abbreviations are

used to indicate the directories: 5p
CSL = Capability Support List 5pl
RRL = Remote Reguest List S5p2
IPL = Invocation Process List 5p3

The table manipulation is not given in detail. Three tables are
needed. The first is associated with the CSL and contains the pit
vectors indicating access as noted in C, above. The second table

is associated with the RRL. 1t contains a host numbel for each

active reguest. An attempted return on a request by a host other

than the reqguested host 1is an error, The final table is a message
puffer containing the pending "invoke" and "Return" requests. 59

In order to avoid hazards in referencing the CSL and its table, a
semaphore callea the CSLS is used, A message buffer semaphore,

MBS, is similarly used to lock the message buffer. For the EKRL

and 1lPL no locks are needed with the algorithms given. 5r

12
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Generalization and Application 6

To implement the DCC3, we assumed a network of CCS systems. The
specifications of the C(CS were, however, very loose. Kor exampie,

no mention was made of instruction sets. Any CCS-like

implementation could use the mechanisms described herein to share
their obijects. A process passed to a system with a different
instruction set, for example, could be used as an efficient

emulator. . oa

The most important generalization of the DCCS 1s to note that a

given implementation has no idea what kind of host it is talking

to over the network, Any sort of host could implement a protocol
using the messages given. For example, a single user system might
allow its user to perform arpbitrary invocations on remote
capabilities and keep a table of returned capabilities. Such a

system might also support some Kind of standard terminal

capablility that c¢ould be given to remote processes. On a

multi-user system, similar functions could be performed for each
user. ob

in some sense, any system implementing the DCCS protocol becomes

a C~list system. The single user system could, for example, set

up remote processes servicing remote server capablilities giving

out reguestors to the single user system or any other systems,
Returns from inveocations could appedar on the single user’s

terminal by remote invocation of the terminal capability, etc.. 6C

Implementing the DCCS ¢n non=-C~list systems 1is similar in some
respects to what happened with some host to host protocol
implementations on the Department 0f Defense’s ARPA network ([(1i01].

The ARPA network host to host protocol allows a process on one

system to communicate with a process on another., Many of the ARPA

net protocol implementations had the effect of introducing local
process to process communication in hosts tnat formerly had none. 6d

Applications be
I. Single copv pel

The first application is & solution to what I have dubbed
the single copy problem for information resources. Whenever
a process receives information from an information
resource, it can only receive a local copy o0f the
information. This fact is apparent when the information
comes from & distributed data base, but is also true in
tightly coupled virtual memory situations where informetion

o~ 13
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from shared memory must ke copied into local registers tor
processing., Once a process has a local copy of some
information, it mignht like to try to insure that the
information remains current, i.e., that 1t is the single
COPY.

The traditional solution to this problem is to loCK the
information resource witn a semaphore before making a local
copY and then invalidate the local copy before unlocking
the resource. This solution suftfers from the fact that,
even thoudh other processes may not be reduesting the
copied data, the data must be unlocked gquickly Jjust in
case, This can result in many needless coples being made,.

Wnat 1s needed is a mechanism for invalidating local copies
exactly when reguests by other processes would force
invalidation., 10 offer such a mechanlism, an information
resource can have, in addition to the usual reading and
writing invocations, the following:

"Write lock", portion; > ; write notify
"RiWw lock", portion; > ; KW notify

The important invocatioh on the notify capabilities 1is:
"walt for notification"; > reason;

The basic idea is to allow a process to reguest that 1t be
notified if an attempt 1s being made to invalidate 1its
copy. 1f the copy is used for reading only, the process
need only request notification of attempted modifications
of the data ("Write lock"). When a process 1s so notified,
it is expected to invalidate its copy and delete jts write
notify capabllity to intorm the information resource server
that the pending write access may proceed,

in the read write lock case, the RKw notify capability may
also be used for reading and writing the portion. Anvy other
access o tne portion will cause notification., When
notified, the preocess with the Rw notify capability is
expected to write back the latest copy of the information
before deleting its KW notifv capability.

Space does nof permit presenting more details for this

mechanism., The important fact to notlice is that it permits
an information resource to be shared in such a way that,

14
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though the information may be widely distributed, it is
made to appear as & single copy. This mechanism nas
important applications to distributed data bases.

11, Network resource optimization

The application that probably best demonstrates the
usefulness of the DCCS is the sort of network optimization
that it facilitates, To illustrate, let’s first introduce a
capapility that can be used to create at least the
primitive capabilities introduced earlier:

9.

Account capability
a. "Create", type; > ; capability

I'ne passed type parameter could at least pbe any of:
"File", "Directory", "bProcess", or "Server", The
appropriate type of capability would be returned. The
resources used for the capability are charged to the
particular account,

Now suppose that a user on one CCS system within a DCCS
network has remote access to account capabilities on
several other CCS systems., This user could create what
mignt be callied a super account capability to optimize use
0of his nelwork resources. The super account capapbility
would actually be a requestor serviced by a process with
the user’s real account capabllities., The kind of
optimization desired would be completely under user
control, but some of the more obvious examples are
presented:

1.

Static object creation optimization

a, When a new file 1is reqguested, create it on the
system with the fastest access or the least cost per
bit.

D. When a process 1is requested, create it on the
system with the fastest current response or with the
least cost per instruction,

Dynamic optimization.

To do dynamic optimization, the super account would
not give the reguesting process the capability tnat

15
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it received from the remote account after its static
optimization, but would give out a requestor that it
would make function like the actual capability except
optimizeda.

a, When network conditions or user needs change,
tiles can be moved to more effective systems.
Changes 1n cost conditions might result in file
movement, Changes in reliability conditions might
result in movement of files and/or in addition or
deletion of multiple copies,

b. If system load conditions or CPU charges
change, it might be effective to relocate a
process. The super account service process could:
create a new process on a more effective systen,
stop the old process, move the old C-iist and
memory to the new process and start the new
process up, The emulated process given to the user
would never appear to change.

c., Similar optimizations can be done on any other
capablilities,

Such & super account can automatically optimize a
user’s network resources to suit the user’s needs
without changing the functional characteristics of
the objects being optimized.

Final Note 7

The DLCCS mechanisms definea in this paper are currently being
inplemented on a Digital Egqguipment Corporation FDP=11/4% computer

for use as an experimental protocol on the ARPA computer network
(10)J. The DCCS protocol will also form the basis for a gateway
between the ARPA nelworkK and Enerqgy Research and Development

Agency’s CTR network (11}. it 1is the authors hope tnat the DCCS
mechanism will hasten the approach of the kind of networks that

are needea to create & truly free market in computational

resources. 7a
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