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VMO are we ... server and

cli ent nmal ntal ners
e Steve French

e Aut hor and maintainer of Linux cifs vfs
(for accessing Sanba, Wndows and vari ous
SMB/ G FS based NAS appl | ances)

e Menmber of the Sanba team coaut hor of
Cl FS Techni cal Reference and fornmer SN A
Cl FS Wirking Group chair

e Architect: Filesystens/NFS Sanba | BM LTC
e Jereny Alison

e One of the original authors of Sanba 3
server

e Novel | / SUSE Sanba | ead
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Qutl 1 ne
e Iy SMB/CIFS ... 22 years and
counti ng?
« Uni X Extensions ... good enough?

—Wiy were they devel oped?
—What and where are they?

« But sonething was mssing ...

—\What about M5 SFU? O SMB2?
—\What about nore Extensions ...?
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CQutl 1 ne (conti nued)

« CI FS PCSI X EXt ensi ons
— Basi cs
— ACLs
— PCSI X Locki ng
— QG her new feature

e status of current |Inplenentations
are they avail abl e?

« And | ooking toward the future ...
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22 years ago

e The birth of
SMB/ CIFS:  Dr.
Barry Fel genbaum
et al of | BM
(publ | shed 1984
| BM PC Conf),
conti nued by
Intel, 3Com
M crosoft and
ot her s
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* |IBM PC LAN Program
(PCLP)

e MS Net
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And Now. . .

« Wndows goes on and on -
sees new Vi st as

e« O her servers from nmany
conpani es

— Sanba 3.0.23 and 4
(Novel |, RedHat, |BM

L)
— Net App ...
« And many clients
— Snbcl 1 ent
— Linux AFS VFS
~JAFS, MacGCs ...
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But Wiy Cl FS?

CIFS is a surprisingly broad, rich protocol

Existing CIFS servers and clients need fewer
changes to achi eve functional and perfornmance
goal s than alternative approaches

Reasonabl e performance for certain workl oads
al ready, no unnecessary i nternedi ate RPC | ayer,
and straightforward cachi ng nodel

Broad support for many platforns 1 ncluding all
of nobst common ones

Synergy with large installed base of CIFS
clients and servers



STORAGE DeveLoPER CONFERENCE

2 1. Where The Storage Development Community Connects

But Still ... Wiy C FS?

e CIFS Is the defacto standard
network filesystem for hundreds
of mllions of nmachi nes (and not
just for Wndows).

e CIFS clients and servers exi st
for nost or all major platforns

e ANd the alternatives have
problens ...
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Amd the alternati ves?

e NFS v3 or v4
e AFS/ DFS
e HTTP/ WebDav

e ( uster
Fi |l esystem
Pr ot ocol s
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CIl FS Uni x Ext ensi ons

e Devel oped/ Docunented by HP (extending early
work by SCO and ot hers then docunented by
SNIA in the AFS Techni cal Reference

— Required only nodest extensions to
server

— Sol ved key problens for PCSI X clients
| ncl udi ng:
e HOw to return: U D dD, node
« How t 0 handl e synl i nks

« HOw t 0 handl e special files
(devi ces/fifos)
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Wt hout ClIFS extensions, |ess
Iocal/rennte transparency

mmmmmmmmmmmmm

filed file2-cwned- by- hard-link-to-file1 symlink

test-dir - File Browser.

HHHHH

filel file2-owned- by hard-link-to-file1 symlink
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eeeeeeeeeeeee

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

test-dir - File Browser

mmmmmmmmmmmmm

filel
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What about SFU approach?

— Lessons from SFU:

N%f node, group and user (SID) owner fields to
ACLs

Do hardlinks via NI Renanme
Get 1 node nunbers

Remap illegal characters to Uni code reserved
range

FIFCB and device files via OS/2 EAs on system
il es

but not good enough ...
Sone PCSI X byte range | ock tests fail

Semantics are awkward for syminks, devices

U D mappi ng a ness

Per f or mance sl ow

Operations nmuch | ess atom c and not robust enough
Renane/ del ete semantics are hard to nmake reliable
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CIl FS Uni x Ext ensi ons

e« Problem... a |ot was m ssi ng:
—Way to negotiate per nount capabilities
— PGSl X byte range | ocki ng
— ACL alternative (such as POsl X ACLS)

— A way to handl e sone key fields in
statfs

—\Way to handl e various newer vfs entry
poi nts

e |sattr/chattr
elnotify
« New xattr (EA) nanespaces
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O gl naI Uni x Extensions M ssing
POSI X ACLs and statfs info

snf-t41p:/ honme/ stevef # getfacl /mt/test-dir/filel
# file: mt/test-dir/filel

# owner: root

# group: root

user::rwx

group: :rw

ot her::rwx

snf-t41p:/ hone/ stevef # stat -f /mtl
File: "/mt1"

| D: O Namel en: 4096 Type: UNKNOAN
(Oxff534d42)
Bl ock size: 1024 Fundament al bl ock size: 1024
Bl ocks: Total: 521748 Free: 421028 Avai | abl e:
421028

| nodes: Total: O Free: O
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J' 3
Wth CI FS POSI X Ext ensi ons,
ACLs and statfs better

snf-t41p:/ honme/ stevef # getfacl /mt/test-dir/filel
# file: mt/test-dir/filel

# owner: stevef

# group: users

user: :rw

user: stevef:r--
group::r
mask: : r
other::r

snf-t41p:/hone/ stevef # stat -f /mtl
File: "/mt1"

ID: O Nanel en: 4096 Type: UNKNOMN ( Oxff534d42)
Bl ock size: 4096 Fundanent al bl ock size: 4096
Bl ocks: Total: 130437 Free: 111883 Avai | abl e: 105257

| nodes: Total: 66400 Free: 66299
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POSIX Locking

« Locking senmantics differ between CFS and
POSI X at the application | ayer.

—AFS locking is mandatory, POSI X
advi sory.

— A FS | ocking stacks and is offset/length
speci fic, POsI X | ocki ng nerges and
splits and the offset/| engths don't have
to match.

— A FS locking 1s unsi gned and absol ut e,
POSI X I ocking Is signed and rel ati ve.

— PCSI X cl ose destroys all | ocks.
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Protocol changes

« The mandatory/advisory difference in
| ocki ng semantics has an unexpected effect.
« READX/ WRI TEX senantics nust change when
PCOSI X | ocks are negoti at ed.

— Ohce PGSl X | ocks are negotiated by the
SETFSI NFO cal |, the semantics of

READY WRI TE C FS cal | s change — they
| gnore existing read/ wite | ocks.

— PGSl X-extensions aware clients probably
want these senanti cs.

elt's a side effect, but a good one !
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Status

e Cients
— CFS client

« Version 1.45 (Linux 2.6.18) includes the much
| mproved POSI X | ocki ng

e Version 1.32 included POSI X ACLs, statfs,
| sattr

— Snbcl i ent

e Sanba 3.0.23 includes client test code for
POSI X | ocki ng

e Server

— Sanba 3.0.23 includes PCSI X Locki ng (POSI X ACLs,
QFSI nfo, Unix Extensions iInplenented before)

— HP/UX and a few ot her servers al so support
oriai nhal Uni x Ext ensi ons
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Roadnap
e Cient
—2.6.19 wll 1nclude new nkdir/open
o« Server

—Sanba 3.0.24 wll better map onto
| ocal posi x | ocks

—Sanba 4 Uni x/ PCSI X Ext ensi ons
started wth new PCSI X C FS cl i1 ent
backend

e | N discussions wwth other client and
server vendors about feature needs
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first-ntimv2-mount-from-linux<ifs: 6 Ethereal

File Edit Miew Go Capture Analye Statistics Help

B &l @ Exxge e AT BB Qo §EEX @

il 2 %
Eﬁllter |smb hd eﬂ:gxprasmn... '\.)‘Qle:lr Vgpp\y

No. .

Time Source Destination Protocol Info B

Setup Count: 0

Beserved: 00

Byte Ceount (BCC): 106

Padding: 00

QUERY_PATH_TNFO Parameters
EL Error coffset: 0

Padding: 0000

¥ QUERY PATH_INFO Data

File size: 0

Number of bytes: 0

Last status change: Jun 8, 2006 00:23:50.000000000
Last access: Jun 7, 2006 23:17:30.000000000

Last modification: Jun &, 2006 00:23:50.000000000

GID: 100

File type: Directory (1)

Major device: 0x0000000000000000 =
Uu Uu uu B2 UU Jc UU UU Uy Uu uUu ba UU uu uu uu P - B
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ...wnvnn wnnnnn..

00 00 00 77 5c b9 bb 8a c6 01 00 a9 18 75 b2 8a  ...wh... ..... u. .

c6 0L 00 77 5c b9 bb 8a c6 0L FEJFENEIEEEEER .. «.... ..

EEMER ¢4 00 o0 00 00 00 00 00 0L 00 00 00 00 00 [fa..... ...,

00 00 00 00 00 00 00 00 00 00 00 00 00 00 61 dd  .....uvn vuuun. a.

01 00 00 00 00 00 ed 0L 00 00 00 00 00 00 3& 00  ...uuuvr vuunn. >

00 00 0D 00 00 00 28 . {
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Cory detalls

M ni mal changes to negotiation ...

New capability for Session Setup
#define CAP_UNI X  0x00800000

Optional Dialect for Negprot
“PCSI X 2”7

New SMB Conmands
None

New | nf ol evel s
Total # Defined: 12 (“POSI X Extensions”)
| npl emented by Linux CIFS VFS: 10
| npl enent ed by Sanba server: 9
Oiginal CFS “Uni x Extensions”: 5
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More gory details

New Fil e/ Pathlnfo |l evels (Set and Get):

#defi ne SMB_QUERY_FI LE UNI X BASI C 0x200

#defi ne SMB_QUERY _FI LE UNI X LI NK 0x201

#define SMB_SET_FI LE UNI X HLI NK 0x203 /* set only */
#defi ne SMB_QUERY_POSI X ACL 0x204

#defi ne SMB_QUERY XATTR 0x205

#defi ne SMB_QUERY_ATTR _FLAGS 0x206

#defi ne SVMB_QUERY_ PCSI X PERM SSI ON 0x207 /* query only */
#defi ne SMB_QUERY_ POSI X LOCK 0x208

New Fi ndFi rst/Fi ndNext | evel (readdir)
#define SMB FIND FI LE UNI X 0x202

New QFSI nfo | evel
#define SMB QUERY _CI FS UNI X | NFO 0x200 (set/ query)
#def i ne SMB_QUERY_POSI X FS | NFO 0x201 (query only)



STORAGE DeveLoPER CONFERENCE

O
=
. Where The Storage Development Community Connects = =

|
FDMItO negotiate Uni x/P
Capabilities

t ypedef struct {
1 e16 Mnj or Ver si onNunber ;
__1e16 M nor Ver si onNunber ;
1 e64 Capability;
} __attribute ((packed)) FILE SYSTEM UNI X I NFOQ, /* Uni x extensions, |evel 0x200 *

/* Version nunbers for CFS UNl X major and mnor. */
#define CFS_UN X MAJOR_VERSI ON 1
#define CFS_UN X M NOR_VERSION O

[ * Linux/Unix extensions capability flags */

#define CI FS_UN X FCNTL_CAP 0x00000001 /* support for fcntl |ocks */
#define CIFS_UN X POSI X ACL_CAP 0x00000002 /* support getfacl/setfacl */
#define CI FS_UN X XATTR _CAP 0x00000004 /* support new nanespace */
#define CI FS_UNI X EXTATTR _CAP 0x00000008 /* support chattr/chflag */

#define CIFS _UN X PCSI X PATHNAMES CAP  0x00000010 /* All ow PCsI X path chars */
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Wre specifics

e Trans2 SETFSINFO call (0x4) wth info | evel
of SMB SET A FS UNI X | NFO (0x200) used to
set capabilities bitmask.

— GO FS _UNI X FCNTL_LOCKS CAP (0x1) turns on
PCSI X | ock senmantics — changes
read/ wite senanti cs.

o« Trans2 CQFI LEINFO (0x7) call has one new
| evel , SMB QUERY POSI X LOCK (0x208) whose
paraneters map to the POSI X F GETLK fentl ()
cal l.
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Wre specifics (conti nued)

« Trans2 SETFI LEI NFO (0x8) call has one new
| evel , SMB SET POsI X LOCK (0x208) whose
paraneters map to the POSI X F SETLK fcntl ()
cal | .

« Lock offsets and ranges nust be transl ated
by the client fromthe PQOSI X si gned
relative values to A FS 64-bit unsigned
absol ut e val ues.

— 2 bytes] lock _type

2 bytes] lock flags

4 bytes] pid = locking context.

8 bytes] start = unsigned 64 bits.

8 bytes] length = unsigned 64 bits.
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API/ Protocol interaction

« Common PCSI X programmng idiom is to set a
S| GALRM to cancel a bl ocked | ock.

— Thi s neans cancel | ati on of bl ocki ng
| ocks.

— Protocol request for bl ocking | ock
doesn't return until request succeeds
(no tinmeout In PCSI X | ocking).

— Locks nust be able to be cancel ed.
o« Re-used NTCANCEL (OxA4) call.

e« Causes | ock request to return
NT STATUS LOCK NOT GRANTED.

— O ose FIDdrops all locks on that
dev/inode pair (treats as cancel).
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W ndows client/POSI X 1 nteracti on

e« POSI X clients read/wite requests conflict
wth Wndows | ocks, but not PQOSI X | ocks
(Wndows | ocks are nmandatory for POSI X
clients).

e« Wndows clients read/wite requests
conflict wwth both Wndows and PQOSI X | ocks
(both |l ock types are mandatory for Wndows
clients).

e« Wndows | ocks are set, unl ocked and
cancel ed via LOCKI NGX (0x24) call.

e POSI X | ocks are set and unl ocked via the
Trans2 SETFI LEI NFO call, and cancel ed vi a
t he NTCANCEL call.



STORAGE DeveLoPER CONFERENCE

Where The Storage Development Community Connects

A few Extensions still needed

e INOtify
« Afewiloctls such as
| sattr/chattr/chflags (currently

| npl enented only Iin cifs client) e.q.
To make a file i nmmutable, or append-

only, or to zero bl ocks on del ete.

stevef@smf-t41p:~/test- dir> Isattr / boot/ append- only-file
----- ad------ /boot/append-only-file
stevef@smf-t41p:~/test- dir> Isattr /mntl/append- only-file
|sattr: Inappropriate ioctl for device While reading

flags on /mntl/append- only- file
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Unflnlshed features for full POSIX
o PCSI X open/ nkdi r

— Shoul d take PCsl X node t argunent, and
return the node_t argunent on create.

— Shoul d open wth
FI LE SHARE READ WRI TE/ DELETE.

e PCSI X renane

—1f POSI X open should all ow renane of
open file.

e PCOSI X del ete

—1f POSI X open shoul d all ow del et e of
open file.

— File should disappear fromdirectory
| 1 sting.
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New | nf ol evel s

« #def i ne SMB_POSI X OPEN  0x209

eMKDIR W II| be flag on open rather than
di stinct |evel
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POSI X Errors

e« NT Status codes (16 bit error numns)
al ready has a reserved range

— OxF3000000 + POSI X errnum

—POSI X errnumvary in theory, but not
much in practice for conmbn ones use

—PCSI X errnuns fiI xed

— New capability(wll probably be)
. #define C FS_UNI X_POSI X_ERRORS 0x20

— Do we need to define new errmappi ng
SMB for client to resol ve unknown
POSI X errors backs to NT Status?
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Beating the competition - NFSv4

« NFSv4 has signt+seal ed data transport, using
GSS- APl sign/seal wth krb5 encryption.

e« CIFS needs sonething simlar — we al ready
have SMB signing, we just need to add the

“seal i ng” conponent.

« Discussions are ongoing as to the best way
to do this for UNNX to UNI X O FS.

— Pl ease take part on sanba-techni cal.

— Renenber wor ki ng code trunps el egant
design.. ..
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Mor e general | nprovenents still
needed I n our agi ng protocol

These changes were not really Unix or Linux
specific but POSI X apps nay have stricter
assunpti ons

Full local/renote transparency desired

Need near perfect POSI X senmantics over cifs
Newer requirenents

— Better caching of directory information
— I nmproved DFS (distributed nanme space)

— Better Performance

— Better recovery after network failure

_ QS
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File Encryptlon [ Conpressi on
as easy as | ocal

[ g

Advanced Attributes

Choose the options you want for this file,

Archive and Index attributes

. For fast searchlng, allow Inu:le:{ing Service to index this file

Compress or Encrypt attributes

[ ] Compress contents to save disk space
|:| Encrypt contents to secure data

K, I I Cancel
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Session Encryption (seal vs. sign)

« SMB/ Cl FS signing al nost
a decade ol d

e There are seal ed RPC
pi pes, but not seal ed
SMB sessi ons

« Per file encryption can
be done (e.g. EcryptFS
or IEto IIlYS)

e« per-SMB sess encryption
needed (NFSv4 gss
sealing rgmt simlar)
for perf reasons & al so
easier to admn
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Better perform ng and/or
easier to configure than
“encrypt everythi ng”
approach of 1| psec

« Leverage cifs
aut henti cati on cont ext
(not require 2" | ogin)
« Encrypt (at least) file

data and file/directory
nanes

« Don't repeat original
SMB si gni ng m st akes
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Cachi ng | nprovenent s

« FCNTLs already defined/reserved
for this

— #defi ne
FSCTL_REQUEST OPLOCK LEVEL 1
0Ox00090000

— #defi ne
Client A Server Client B FSCTL_ REQUEST OPLOCK LEVEL 2

P - [pen HIDF:::E;E:LZ..:IH:M Flillir — ———— OX 0009 0004
'= b g e i ’ — #defi ne
- : FSCTL_REQUEST BATCH_OPLOCK

of—fraak 1o Lavel 1] Oplick

_IFE i—llcl:ﬁl:s:mnsa > Q?E OX 00050008
e — ———— Dplitk dreek Complete ———p A
-—_i'f:'ff Oy O8-plick 1 Granted—p S 2 ) — #Hdefi ne
FSCTL_REQUEST FI LTER OPLOCK

Source: http://www.microsoft.com/mind/ 1196/ cifs.asp

0x0009008C

e« Current work going on to test
this
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DFS ' (d obal Nanespace)
| nprovenent s

 We need to improve
ability to find
nearest replica, and
recover after failure

 And also to hint
“least busy” server
for load balancing
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New Transports

 To adapt to larger
writes

 Reduced latency
e Quality of Service
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Where to go from here?

Discussions on samba- technical and linux-
cifs- client mailing lists
Wire layout is visible in fs/ cifs/ cifspdu.h

Working on updated draft reference
document for these cifs protocol extensions

See
http://samba.org/ samba/ CIFS POSX extensi

ons.html
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Thank you for your tine!

.t
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Backing material

 CIFS Protocol surprisingly rich, already has
support for rich ACLs, auditing, quotas
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Security already functionally rich enough

=1 ity ngs r

Pemissions | A aditimg " Crawmier " Efective F"arrnissjﬂr‘lsl

Ta wiew more irfomation about Special pemissions . select a pemission entrny. and then click Edit.

Pemission entries:

Type | MName | Permission | Imherted From | Apph To |
Alloey SYWSTEM Full Cortral o™ This falder, subfalders ...
Al SteveFrench (IBM-IF. . Full Caormtrol ™ Thiis folder anbyr
Al CREATOR OWHMER Full Cortral [ Subfolders and files onby
Al Users (IEM-IFETLDZF... Read & Ex=cute o This falder, subfaolders.. ..
Al Users (IEM-IFETLDZF_ . Special o Thiis folder and subfaol. ..

[ Add. . B | Edit... | Remowve

Imhernt from parent the pemission entries that apphy to child objects . Include these with entries explicithys
defined here.

[1 Replace pemission entries on all child objects with entries shown here that apphy to child objects

[ oK | [ cancet | Apphy

‘ © 2006 IBM Corporation



